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ABSTRACT 
Cybercrime has become a critical challenge in modern digital 

environments, requiring intelligent detection systems capable 

of identifying malicious network behaviors with high 

reliability. This paper presents a machine learning-based 

approach for cybercrime detection using the Random Forest 

classifier. The model is trained to distinguish between normal 

and malicious traffic patterns using numerical network features 

such as packet size, duration, and data volume. Random Forest 

leverages bootstrap aggregation and random feature selection 

to construct an ensemble of decision trees, reducing overfitting 

and improving generalization. Experimental evaluation is 

performed on a labeled dataset, demonstrating the model’s 

ability to learn discriminative patterns through impurity-based 

split criteria and majority voting for final predictions. 

Performance analysis is conducted using confusion matrix-

based metrics including accuracy, precision, recall, and F1-

score. Results show that the proposed model achieves 91% 

accuracy, 90.2% precision, 92% recall, and a 91.1% F1-score, 

indicating strong sensitivity to cybercrime activities with low 

false alarm rates. The findings confirm that Random Forest 

provides an effective and robust solution for cybercrime 

detection in network environments and outperforms several 

traditional machine learning models in balancing detection 

capability and predictive reliability. 
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1. INTRODUCTION 
Cybercrime has become a major security concern due to the 

rapid growth of online activities, digital services, and 

interconnected systems. Traditional security tools often 

struggle to detect new or complex attacks because they rely on 

predefined signatures and rules. As a result, machine learning 

has gained importance in cybersecurity, as it can learn patterns 

from data and automatically identify suspicious behavior. This 

study builds machine learning models to predict investigation 

outcomes for solved cybercrime cases in Kuwait (2019–2022) 

using complainant-provided information as input features [1]. 

Results show that brute-force and officer-guided feature 

selection methods significantly outperform baseline 

approaches, with most outputs predictable from a shared set of 

key features [1]. The study analyzes and compares modern 

machine learning-based network intrusion detection systems 

for IoT environments and finds that deep learning and ensemble 

models outperform traditional shallow learning methods in 

detecting network anomalies [2]. The work proposes a multi-

model machine learning approach using Random Forest to 

identify and rank the most important features for detecting 

cybersecurity threats while excluding less relevant attributes 

[3]. The paper examines how Random Forest (RF) can enhance 

cybersecurity by effectively detecting anomalies such as DoS 

and Backdoor attacks with high accuracy and low false 

positives on the UNSW-NB15 dataset. It also compares RF 

with deep learning approaches and discusses future directions 

for real-time cyber defense [4]. The work highlights the 

challenge of identifying disruptive network traffic and 

describes an IDS enhanced with PCA and machine learning 

classifiers to automatically detect attacks in complex networks 

and reduce damage through timely intrusion identification [5]. 

This study compares Logistic Regression and Random Forest 

for network anomaly detection and finds that although both 

achieve good accuracy, they struggle to detect anomalies, 

revealing key limitations and the need for improved ML-based 

cybersecurity methods [6]. This research analyzes cybercrime 

on social media using data mining with Random Forest, 

comparing performance metrics and proposing a practical 

model to automatically classify threats and improve cyber 

safety [7]. The research develops an intrusion detection model 

using Random Forest on the NSL-KDD dataset and shows that 

it achieves effective attack classification with high detection 

rates and low false alarms [8]. 

Among various machine learning methods, Random Forest is 

widely used for classification tasks because it is accurate, 

robust, and can handle noisy or high-dimensional data. It builds 

multiple decision trees and combines their outputs using 

majority voting, which improves detection performance and 

reduces errors. In cybercrime detection, Random Forest can 

analyze network traffic features and classify whether an activity 

is normal or malicious. 

Cybercrime incidents are increasing rapidly due to the 

expansion of digital communication and online services, 

making traditional rule-based security systems insufficient for 

detecting evolving attack patterns. These systems rely on 

predefined signatures and cannot effectively identify new or 

sophisticated cyber threats, resulting in missed detections and 

delayed responses. Therefore, there is a need for intelligent, 

data-driven methods that can automatically learn abnormal 

behaviors from network traffic. Machine learning offers this 

capability by analyzing patterns and distinguishing normal 

activities from malicious ones with higher accuracy. Among 

these methods, Random Forest provides robustness, handles 

noisy and high-dimensional data, and reduces overfitting 

through ensemble learning. The motivation of this work is to 

develop a machine learning-based cybercrime detection model 

that improves detection accuracy while minimizing false 

alarms. Such a system can enhance cybersecurity defenses and 

support real-time decision-making in modern network 

environments. 

This work focuses on applying a Random Forest classifier to 

detect cybercrime using network traffic data. Experimental 

results show that the model can accurately differentiate 
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between normal and cybercrime activities, demonstrating its 

effectiveness as a practical tool for enhancing cybersecurity. 

2. MACHINE LEARNING IN DETECTS 

CYBERCRIME 
Machine Learning (ML) plays a significant role in modern 

cybersecurity by enabling automated detection of malicious 

activities within large volumes of network data. Unlike 

traditional signature-based systems that rely on predefined 

attack patterns, ML models learn behavioral characteristics 

directly from data and can therefore detect both known and 

unknown cyber threats. In cybercrime detection, network 

features such as packet size, data flow duration, port usage, 

login attempts, and byte transfers are analyzed to determine 

whether a given activity is normal or malicious. ML algorithms 

classify these patterns using statistical and computational 

models, allowing security systems to identify anomalies and 

suspicious behaviors in real time. The study uses SVM-based 

classification on Twitter data to detect cybercrime hubs in 

India, showing high accuracy in identifying alert zones such as 

Jamtara and providing statistical insights into reported 

cybercrime cases [9]. Various works highlights the rising 

impact of cybercrime on organizations and notes that machine 

learning, particularly XGBoost, can automate detection 

processes that are traditionally manual and rule based. It 

explains how ML techniques and XGBoost’s mathematical 

foundations can support real-time cyber-attack detection and 

reduce security risks [10, 11, 12, 13]. 

Supervised ML models such as Decision Trees, Random Forest, 

Support Vector Machines (SVM), and Neural Networks are 

commonly used to build classifiers that distinguish normal 

traffic from cybercrime. These models are trained using labeled 

datasets, where each record includes network properties and an 

associated class label (e.g., normal or cybercrime). Through 

training, the model learns decision boundaries that separate 

malicious and non-malicious activities. Ensemble methods like 

Random Forest are particularly effective because they combine 

multiple weak learners to achieve higher accuracy, robustness 

to noise, and better generalization to unseen attacks. Overall, 

ML-based approaches significantly improve cybercrime 

detection by reducing manual analysis, detecting emerging 

threats, and supporting scalable and adaptive cybersecurity 

solutions. 

3. IMPLEMENTATION AND 

EXPERIMENTAL RESULTS 

3.1. Random Forest Structure for Detects 

Cybercrime 
Random Forest is an ensemble machine learning technique that 

constructs multiple decision trees to improve classification 

performance for cybercrime detection, where the task is to 

distinguish cybercrime activities (class 1) from normal 

behavior (class 0). Each tree is trained on a bootstrap sample of 

the dataset and a random subset of features, which reduces 

overfitting and enhances generalization. During inference, an 

unseen sample is passed through all trees, each producing an 

independent prediction, and the final class is decided through 

majority voting. Random Forest handles non-linear, noisy, and 

high-dimensional cyber data efficiently, supports missing 

values and outliers, and offers feature importance analysis for 

explainability, helping identify critical behavioral indicators of 

cybercrime in network logs. With proper tuning of tree depth 

and number of estimators, the model achieves high detection 

accuracy and is widely applied in real-time intrusion detection 

systems and benchmark datasets such as NSL-KDD and CIC-

IDS, outperforming many single classifiers due to its 

robustness and strong generalization capability. The step are 

given below: 

Step 1. Problem Setup 

Let the dataset be: 

D = {(xi, yi)}i=1
N  

 

where: 

• xi = (xi1, xi2, … , xid) ∈ ℝdis a feature vector (network 

features, login stats, packet info, etc.) 

• yi ∈ {0,1}is the class label 

o y = 1→ Cybercrime 

o y = 0→ Normal 

Step 2. Bootstrap Sampling 

Random Forest generates T bootstrap samples: 

Dt = {(xi
t, yi

t)}i=1
Nt , t = 1,2,… , T 

 

where each Dtis drawn from Dwith replacement, so some 

samples repeat and some are omitted. 

Step 3. Random Feature Subspace Selection 

At each decision node of tree t, instead of using all features d, 

a random subset mis selected: 

Ft ⊆ {1,2, … , d}, ∣ Ft ∣= m,m ≪ d 
This injects feature randomness → reduces correlation between 

trees. 

Step 4. Node Split Criterion 

For a node containing subset S, splitting on feature f ∈ Ftwith 

threshold θproduces child sets: 

SL = {(x, y) ∈ S: xf ≤ θ}, SR = {(x, y) ∈ S: xf > θ} 
The optimal split (f ∗, θ∗)minimizes impurity: 

(f ∗, θ∗) = arg⁡ min⁡
f∈Ft,θ

[
∣ SL ∣

∣ S ∣
 I(SL)   +   

∣ SR ∣

∣ S ∣
 I(SR)] 

Typical impurity measure I(⋅)= Gini Index: 

I(S) = 1 −∑pk
2

1

k=0

 

where pk= proportion of class kin S. 

Step 5. Tree Output (Single Classifier) 

Each trained tree ht(x)outputs a class label: 

ht: ℝ
d → {0,1} 

So for a new sample x, tree prediction is: 

ŷt = ht(x) 
Step 6. Random Forest Aggregated Prediction 

Final classifier uses majority voting: 

ŷ = mode(h1(x), h2(x), … , hT(x)) 
Or using indicator functions: 

ŷ = arg⁡ max⁡
k∈{0,1}

∑𝕀(

T

t=1

ht(x) = k) 

Step 7. Probabilistic Output 

Often Random Forest outputs class probability: 

P(y = k ∣ x) =
1

T
∑𝕀(

T

t=1

ht(x) = k) 

Decision rule based on probability: 

ŷ = {
1 if P(y = 1 ∣ x) ≥ τ
0 otherwise

 

 

where τ ∈ [0,1]is a threshold (usually 0.5). 

Step 8. Feature Importance Measure 

Random Forest computes Gini importance: 

Importance(f) =
1

T
∑ ∑ Δ

n∈nodes using f

T

t=1

It,n 
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where: 

ΔIt,n = I(Sn) − (
∣ SL ∣

∣ Sn ∣
I(SL) +

∣ SR ∣

∣ Sn ∣
I(SR)) 

Features with higher importance contribute more to detecting 

cybercrime. 

Step 9. Computational Complexity 

Training complexity approximately: 

O(T ⋅ N ⋅ log⁡ N ⋅ m) 
Prediction complexity: 

O(T ⋅ log⁡ N) 
Step 10. Mapping to Cybercrime Detection 

In cybercrime context: 

• x= network traffic features (packets, ports, login 

attempts…) 

• y= cybercrime label (0/1) 

• Random Forest learns decision boundaries of attacks 

Thus, the classification function can be written as: 

DetectRF(x) = {
Cybercrime if ŷ = 1

Normal if ŷ = 0
 

3.2. Experimental Results 
The table represents six network traffic samples where each 

sample has three numerical features and a label indicating 

whether the traffic is normal (0) or cybercrime (1). The feature 

f1 (packet size) indicates how large the transmitted packets are, 

f2 (duration) represents how long the communication lasted, 

and f3 (bytes sent) shows the total data volume exchanged. 

Samples S1, S3, and S5 have smaller packet sizes, shorter 

durations, and fewer bytes sent, so they are labeled 0 (normal). 

In contrast, samples S2, S4, and S6 have much larger packet 

sizes, longer durations, and higher byte volumes, so they are 

labeled 1 (cybercrime). The pattern in the table suggests that 

higher traffic values may indicate cybercrime, while lower 

values indicate normal behavior, forming a basis for machine 

learning models like Random Forest to learn classification 

rules. 

Table 1: Dataset of Network Traffic Features and Class Labels 

Sample f1 (packet size) f2 (duration) f3 (bytes sent) Label 

S1 300 500 1000 0 

S2 1200 1400 4000 1 

S3 100 200 500 0 

S4 1500 1600 6000 1 

S5 800 900 2200 0 

S6 1400 1500 5000 1 

Where: 0 = normal, 1 = cybercrime 

A Random Forest Classifier detects cybercrime (1) vs normal 

(0) by learning patterns from numerical network features such 

as packet size, duration, and bytes sent in the dataset. During 

training, it creates multiple decision trees, each built on random 

subsets of the samples and features, enabling diverse decision 

rules. For example, some trees may learn that large packet sizes 

and high byte transfers are associated with cybercrime, while 

others focus on duration or combinations of features. Each tree 

makes its own prediction, and the final classification is decided 

by majority voting across all trees. If most trees classify a new 

sample as 1, it is labeled as cybercrime, otherwise it is labeled 

normal. Through this ensemble approach, the model captures 

both simple and complex behaviors in the traffic data, making 

it effective for detecting suspicious activity and differentiating 

it from legitimate network behavior. 

Gini Calculation for Root: At the root, there are 6 samples: 3 

belong to the Normal class (0) and 3 belong to the Cybercrime 

class (1). Therefore, the class probabilities are p0 =
3

6
= 0.5 

and p1 =
3

6
= 0.5. The Gini impurity is computed using the 

formula Gini = 1 − ∑pk
2. Substituting the values: 

Giniroot = 1 − (0.52 + 0.52) = 1 − (0.25 + 0.25) = 1 − 0.5
= 0.5 

Thus, the Gini impurity at the root node is 0.5, indicating 

maximum class impurity (i.e., perfectly mixed classes). 

Split Calculation Example: At the root of the decision tree, 

we begin with a total of six samples, of which three belong to 

the Normal class (0) and three belong to the Cybercrime class 

(1). Because impurity measures how mixed the classes are 

within a node, we first compute the probability of each class: 

for Normal, p0 = 3/6 = 0.5, and for Cybercrime, p1 = 3/6 =
0.5. Using these probabilities, the Gini impurity is calculated 

by the formula Gini = 1 − ∑pk
2, which reflects how likely it is 

that a randomly chosen sample from the node would be 

incorrectly labeled if we simply guessed the class according to 

the observed distribution. Substituting the values, we get 

Giniroot = 1 − (0.52 + 0.52) = 1 − (0.25 + 0.25) = 1 −
0.5 = 0.5, showing that the node is maximally impure for a 

binary classification setting. This happens because both classes 

are equally represented, creating the highest level of 

uncertainty in class prediction, and it motivates the need for 

splitting the dataset so that the resulting child nodes become 

purer and therefore more informative for classification. 

Left Node Gini: At the left child node, after a split, there are a 

total of two samples, and both belong to the Normal class (0), 

while none belong to the Cybercrime class (1). To compute the 

impurity at this node, we first determine the class probabilities 

based on the counts. For the Normal class, the probability is 

p0 =
2

2
= 1, meaning 100% of the samples are Normal. For the 

Cybercrime class, since there are no samples, the probability is 

p1 =
0

2
= 0. Using these values in the Gini impurity formula, 

Gini = 1 − ∑pk
2, we substitute the class probabilities and 

obtain: 

GiniL = 1 − (12 + 02) = 1 − (1 + 0) = 1 − 1 = 0. 
A Gini value of 0 indicates perfect purity, meaning there is no 

class uncertainty at this node; all samples belong to the same 

class. In practical terms, this means the split perfectly separated 

these data points with respect to the target class, and no further 

splitting is needed for this branch in the decision tree. 

Right Node Gini: At the right child node, we have a total of 4 

samples: 1 belongs to the Normal class (0) and 3 belong to the 

Cybercrime class (1). To measure impurity, we first calculate 

the class probabilities: for Normal, p0 =
1

4
= 0.25, and for 

Cybercrime, p1 =
3

4
= 0.75. Using the Gini impurity formula 

Gini = 1 − ∑pk
2, we substitute the values to get GiniR = 1 −

(0.252 + 0.752) = 1 − (0.0625 + 0.5625) = 1 − 0.625 =
0.375. A Gini value of 0.375 indicates that the node is not 

perfectly pure but is skewed more toward the Cybercrime class 

since most samples belong to class 1, which reduces uncertainty 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.92, March 2026 
 

43 

compared to a perfectly mixed node but still leaves some 

impurity due to the presence of both classes. 

 Weighted Gini After Split: The weighted Gini after a split 

takes into account both the impurity of each child node and the 

proportion of samples that go into each node. In this example, 

the left node contains NL = 2samples and the right node 

contains NR = 4samples, giving a total of N = 6. The idea is 

that a node with more samples should contribute more to the 

overall impurity than a node with fewer samples. The weighted 

Gini is computed using the formula 

Ginisplit =
NL

N
⋅ GiniL +

NR

N
⋅ GiniR 

Substituting the values, we get 

Ginisplit =
2

6
⋅ 0 +

4

6
⋅ 0.375 

The first term becomes zero because the left node is pure 

(GiniL = 0), and the second term becomes 
4

6
× 0.375 = 0.25. 

Therefore, the weighted Gini after the split is 0.25, meaning the 

split made the overall impurity lower than the root node’s Gini 

of 0.5, indicating that the split improved the purity of the 

dataset and is beneficial for classification. 

Gini Gain (Reduction): Gini Gain (also called Gini 

Reduction) measures how much impurity is reduced after 

making a split, and it tells us how effective the split is in 

separating the classes. It is calculated by subtracting the 

weighted Gini impurity after the split from the impurity at the 

root. In this case, the root node had a Gini value of 0.5, and 

after splitting, the weighted Gini was reduced to 0.25. 

Therefore, the Gini Gain is 

ΔGini = Giniroot − Ginisplit = 0.5 − 0.25 = 0.25 

A positive Gini Gain means impurity has been reduced, which 

indicates that the classes became more separated after the split. 

The higher the gain, the better the split. Since the impurity 

dropped from 0.5to 0.25, this split is considered beneficial for 

the decision tree because it significantly improves node purity. 

Final Tree Predictions: In the final stage of the Random Forest 

classification process, each individual decision tree contributes 

a prediction based on the rule it has learned from the training 

data. Here, three trees are considered, each using a different 

feature threshold to classify whether the instance belongs to the 

Cybercrime class (1) or the Normal class (0). Tree T1learns a 

rule that if the feature f1 > 700, it outputs class 1; otherwise, it 

outputs 0. Similarly, Tree T2adopts a rule that if f3 > 3000, it 

predicts class 1; otherwise, 0. Tree T3uses the condition f2 >
1000to make its decision, predicting 1 if the condition holds 

and 0 if it does not. For the given instance, all three trees 

evaluate their respective conditions and produce an output of 1, 

meaning they all classify the sample as cybercrime. In a 

Random Forest, the final class prediction is determined through 

majority voting; therefore, since all three trees predict class 1, 

the ensemble also predicts class 1 as the final outcome. 

Table 2: Individual Tree Decisions in Random Forest Classifier 

Tree Rule Output 

T1 f1 > 700 ⇒ 1⁡else⁡0 predicts 1 

T2 f3 > 3000 ⇒ 1⁡else⁡0 predicts 1 

T3 f2 > 1000 ⇒ 1⁡else⁡0 predicts 1 

 
Prediction for a New Sample: When predicting a new sample 

in a Random Forest classifier, the feature values of the test 

instance are passed through each decision tree, and each tree 

independently applies its learned rule to produce a class output. 

For the given test sample with feature values f1 = 900, f2 =
1200, and f3 = 3500, each tree evaluates its condition based 

on the thresholds it learned during training. Tree T1checks 

whether f1 > 700; since 900 > 700, it outputs class 1 

(cybercrime). Tree T2evaluates whether f3 > 3000; because 

3500 > 3000, it also outputs class 1. Tree T3verifies whether 

f2 > 1000; since 1200 > 1000, this tree likewise outputs class 

1. Thus, all three trees classify the sample as cybercrime, and 

in a Random Forest, this unanimous result strongly indicates 

that the final prediction of the ensemble will also be class 1. 

Majority Voting:  

In a Random Forest classifier, the final decision for a test 

sample is made using majority voting, meaning the class label 

predicted most frequently by the individual trees becomes the 

overall output. In this case, the three trees produced the outputs 
{1, 1, 1}, where each “1” indicates a prediction of cybercrime. 

The voting function takes these outputs and computes the 

statistical mode, i.e., the most common value, which here is 1. 

Therefore, since all trees agree and class “1” receives the 

majority of votes, the ensemble assigns the final prediction as 

Cybercrime (1), demonstrating how collective decision-making 

increases robustness and reduces the risk of individual tree 

errors. 

Confusion Matrix Definition: In binary classification 

problems such as cybercrime detection, predictions can be 

organized into a confusion matrix, which compares the actual 

class of each sample with the predicted class by the model. The 

matrix has two rows (Actual Normal and Actual Crime) and 

two columns (Predicted Normal and Predicted Crime). When a 

sample that truly belongs to the Normal class (0) is also 

predicted as Normal, it is counted as a True Negative (TN). If a 

Normal sample is incorrectly predicted as Crime (1), it becomes 

a False Positive (FP)—meaning a harmless activity is wrongly 

flagged as cybercrime. On the other hand, if a Crime sample (1) 

is correctly predicted as Crime, it is a True Positive (TP), 

representing a successful detection of cybercrime. Finally, if a 

Crime sample is incorrectly predicted as Normal (0), it is 

labeled as a False Negative (FN), indicating a cybercrime event 

that the model failed to detect. These four counts (TP, TN, FP, 

FN) form the basis for evaluating classifier performance 

through metrics such as accuracy, precision, recall, and F1-

score. 

 Predicted Normal (0) Predicted Crime (1) 

Actual Normal (0) TN FP 

Actual Crime (1) FN TP 

 
In this evaluation scenario, we consider a binary cybercrime 

detection system tested on a dataset containing 3000 samples, 

where each sample is either Normal or Crime. After running the 

classifier on the entire test set, the results are summarized using 

the four entries of the confusion matrix: TN, FP, FN, and TP. 

Here, the model correctly classified 1350 Normal samples as 
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Normal, which corresponds to True Negatives (TN). It 

incorrectly flagged 150 Normal samples as Crime, which are 

counted as False Positives (FP)—these represent harmless 

activities mistakenly treated as cybercrime. For the Crime class, 

the model successfully detected 1380 cybercrime samples as 

Crime, which are True Positives (TP), indicating correct threat 

detection. However, it failed to detect 120 cybercrime samples, 

labeling them as Normal; these are False Negatives (FN), 

meaning real threats slipped through undetected. Table 3 shows 

the Confusion Matrix of Model Predictions on Test Dataset. 

Using these values, we can construct the confusion matrix as 

follows: 

Table 3: Confusion Matrix of Model Predictions on Test Dataset 

 Predicted Normal (0) Predicted Crime (1) 

Actual Normal 1350 (TN) 150 (FP) 

Actual Crime 120 (FN) 1380 (TP) 

 
Accuracy Calculation: Accuracy is a basic performance 

metric that reflects how often a classifier makes correct 

predictions across all tested samples. It is defined as the ratio 

of the number of correct predictions to the total number of 

samples evaluated. In the context of binary cybercrime 

detection, correct predictions include both True Positives (TP), 

where cybercrimes are correctly identified, and True Negatives 

(TN), where normal activities are correctly recognized as non-

criminal. The formula for accuracy is therefore: 

Accuracy =
TP + TN

TP + TN + FP + FN
 

Using the given values from the 3000-sample test dataset, we 

substitute TP = 1380, TN = 1350, FP = 150, and FN = 120, 

giving: 

Accuracy =
1380 + 1350

1380 + 1350 + 150 + 120
=
2730

3000
 

This results in: 

Accuracy = 0.91 = 91% 
This means the classifier correctly labeled 91% of all sample 

3.3. Other Useful Metrics 

Precision (for Crime detection) 
Precision is an important metric when evaluating a cybercrime 

detection system because it tells us how reliable the positive 

(crime) predictions are. Specifically, precision measures the 

proportion of samples that were predicted as cybercrime and 

were actually cybercrime, helping us understand how many of 

the flagged events are true threats versus false alarms. The 

formula for precision is: 

Precision =
TP

TP + FP
 

Here, TPrepresents cybercrime events correctly identified, 

while FPrepresents normal events that were incorrectly flagged 

as cybercrime. Substituting the given values TP = 1380and 

FP = 150, we get: 

Precision =
1380

1380 + 150
=
1380

1530
≈ 0.902 

Converting this to a percentage gives approximately 90.2%, 

meaning that when the model predicts “cybercrime,” it is 

correct about 90.2% of the time. This is particularly valuable in 

cybersecurity contexts because high precision reduces 

unnecessary alerts and helps security analysts focus on truly 

malicious activities. 

3.4. Recall (Cybercrime detection rate) 
Recall is a key metric for cybercrime detection because it 

measures how many actual cybercrime events the model 

successfully catches. In other words, it focuses on minimizing 

missed attacks. The formula for recall is: 

Recall =
TP

TP + FN
 

where TPrepresents detected cybercrimes and FNrepresents 

cybercrimes that the model failed to detect. Substituting the 

values TP = 1380and FN = 120, we get: 

Recall =
1380

1380 + 120
=
1380

1500
= 0.92 = 92% 

This means the model successfully detects 92% of all 

cybercrime events, indicating a strong detection rate with 

relatively few missed attacks. The F1 Score combines both 

Precision and Recall into a single metric by taking their 

harmonic mean. This is useful when we want to balance false 

alarms (FP) and missed detections (FN). The formula is: 

F1 =
2 ⋅ Precision ⋅ Recall

Precision + Recall
 

 

Using the previously calculated values (Precision = 0.902, 

Recall = 0.92): 

F1 =
2 ⋅ 0.902 ⋅ 0.92

0.902 + 0.92
=
2 ⋅ 0.82984

1.822
≈ 0.911 = 91.1% 

 

This 91.1% F1 score shows that the model achieves a strong 

balance between detecting cybercrime and avoiding false 

alarms, making it well-suited for cybersecurity applications 

where both concerns matter. 

3.5. Final Results Summary 
The Final Results Summary highlights the key performance 

metrics of the cybercrime detection model. An overall accuracy 

of 91% means that 91 out of every 100 samples were correctly 

classified as either Normal or Cybercrime. The precision of 

90.2% indicates that when the model flags a sample as 

cybercrime, it is correct about nine out of ten times, which is 

important to reduce unnecessary alerts. Meanwhile, the recall 

of 92% shows that the model successfully detects most 

cybercrime activities, missing only a small percentage of true 

cyberattacks. The F1 Score of 91.1%, which balances precision 

and recall, confirms that the model maintains both strong 

detection capability and low false alarms. Altogether, these 

results show that the classifier performs well in detecting 

cybercrime with a strong balance across all relevant evaluation 

metrics. Table 4 shows Evaluation Metrics of the Cybercrime 

Classification Model. 
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Table 4: Evaluation Metrics of the Cybercrime Classification Model 

Metric Value 

Accuracy 91% 

Precision 90.2% 

Recall 92% 

F1 Score 91.1% 

 

4. CONCLUSION 
This study presented a machine learning-based approach for 

cybercrime detection using the Random Forest classifier, 

focusing on distinguishing malicious network behaviors from 

normal traffic patterns with high reliability. Through impurity-

based decision rules and ensemble learning, the proposed 

model effectively learned discriminative characteristics from 

numerical network features while mitigating overfitting and 

improving generalization. Experimental results demonstrated 

that the model achieved strong performance across key 

evaluation metrics, including 91% accuracy, 90.2% precision, 

92% recall, and a 91.1% F1-score, indicating its ability to detect 

cybercrime activities with low false alarm rates. These findings 

validate the effectiveness of Random Forest as a robust 

classification technique for cybersecurity applications and 

further show that ensemble-based methods outperform several 

traditional machine learning models in balancing sensitivity 

and predictive stability. The study confirms that machine 

learning, particularly Random Forest, has substantial potential 

to enhance modern intrusion detection mechanisms and support 

automated cyber defense strategies in real network 

environments. Future work may focus on integrating deep 

learning techniques, real-time traffic analysis, large-scale 

datasets, and hybrid feature engineering to further strengthen 

prediction capability and adaptability against evolving cyber 

threats. 
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