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ABSTRACT 

In the current time, the classical cryptographic systems are used 

worldwide. Cryptography makes the transmission operation se-

cure and it ensure the basic motivation of security such that 

availability, integrity, confidentially and non-repudiation. The 

development of quantum computing algorithm such that Shor’s 

algorithm rise the threats towards the classical cryptographic 

infrastructure particularly in public key infrastructure i.e. RSA 

and ECC. Also, Grover’s algorithm provides the square root 

time enhancement of searching of keys in the symmetric key 

cryptography. In this scenario, the fully operation quantum 

computer will break the classical cryptographic systems, and it 

is the main reason behind the advancement of post quantum 

cryptography (PQC). Specially, in the IoT network, the energy 

constrain end devices have the main issue to implement the 

strong cryptographic methods to secure the network from quan-

tum attacks. The current available cryptographic methods 

which are quantum resistance in context of IoT network is thor-

oughly discussed in the paper. Also, key families of PQC algo-

rithms i.e. lattice-based, code-based, multivariate polynomial 

based, hash-based, and isogeny-based and the NIST standardi-

zation of PQC techniques are investigated. This survey will be 

work as a bridge between deployment of PQC and existing 

methods of PQC in context of IoT environment.   

Keywords 

IoT Security, Post-Quantum Cryptography (PQC), Lattice-

based Cryptography, Cryptanalysis, NIST PQC standardiza-

tion. 

1. INTRODUCTION 
In a communication system security is the main aim in data 

transmission process. The security determines the system ro-

bustness, reliability in the communication process. To guaran-

tee the security in the communication, cryptography plays a 

crucial role and serve as a foundation brick. In this era, the com-

putation power is increasing in an exponential manner and it 

poses serious threats to the modern communication system that 

primarily depends on cryptography. In existing cryptosystem, 

the two types of system available is symmetric key system and 

asymmetric key system. The prime factorization problem and 

discrete logarithmic problem are the fundamentals for the 

standard asymmetric key algorithms like RSA and ECC (Ellip-

tic curve cryptography). However, using an adequate powerful 

quantum computer the Shor’s algorithm [2] easily solves these 

problems and pave the way to jeopardize the existing digital 

signature and encryption systems. Therefore, there is a require-

ment of quantum-resistant or post-quantum cryptographic so-

lutions to protect the communication systems from the upcom-

ing quantum attack.  

In 2016, NIST (National Institute of Standards and Technol-

ogy), USA has started the Post-Quantum Cryptography Stand-

ardization Project in anticipation of this paradigm shift. The 

main goal of the organization is to discover, evaluate and stand-

ardize quantum resistant cryptographic methods to safeguard 

the modern communication system from quantum attacks [9]. 

In general, Post-Quantum Cryptography (PQC) incorporates 

with different mathematical systems i.e. lattice-based, code-

based, multivariate quadratic, hash-based, and isogeny-based 

cryptosystems [4]. Because of the strong theoretical founda-

tions lattice-based algorithms have become the most auspicious 

between them [5]. However, optimization is needed to imple-

ment these methods in the hardware levels [1]. 

Beyond the technical details, the "Harvest Now, Decrypt Later 

(HNDL)" threat model emphasizes the importance of PQC 

transition in the current time. In this model, now the attackers 

may collect and store encrypted communications, waiting for 

quantum resources to decrypt them later [1]. As a result, tran-

sition techniques combining classical and post-quantum algo-

rithms in hybrid cryptographic systems will be actively devel-

oped by governments, financial institutions, and cloud provid-

ers [4]. 

Figure 1: Standardization process of PQC by NIST 
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a) This review aims to summaries the existing research on Post-

Quantum Cryptography by analyzing its theoretical 
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fundamentals, present state standards, implementation difficul-

ties, and potential future research directions. 

b) This work aims to reveal research gaps and vulnerabilities in 

existing cryptosystems. 

c) This work covers the most recent literature up to 2025 and 

this study shows the current status of the PQC. 

d)For addressing the security vulnerabilities in the cryptosys-

tem, this study classifies the challenges in different categories. 

e) It offers a comparison of the main PQC algorithm families 

and discusses about the real-world factors affecting their world-

wide implementation. 

1.2. Paper Organization: 
The other part of the paper is designed as follow. The limitation 

of traditional cryptography is revealed in Section II. In Section 

III, the currently available popular post-quantum cryptographic 

schemes are discussed properly. Different post quantum 

scheme for IoT network has been analyzed in the Section IV. 

Implementation and performance of post quantum algorithm 

for IoT network is analyze in the Section V. Finally, Section VI 

have concluded the paper. 

2. QUANTUM THREATS AND LIMITA-

TIONS OF CLASSICAL CRYPTOG-

RAPHY 

2.1. History of Quantum Algorithms that 

breakdown the classical assumptions 
The Grover's algorithm [3] and Shor's algorithm [2] is the main 

foundation of PQC. Shor's algorithm successfully breaks RSA 

and ECC-based systems by minimizing the time complexity 

from sub-exponential to polynomial time in discrete logarith-

mic problem and integer factorization problems. On the other 

hand, Grover's algorithm reduces the effective key strength of 

symmetric encryption algorithms like AES and hash-based al-

gorithms like SHA-2, SHA-3 by half while providing a quad-

ratic speedup for brute-force attacks. There is a lack of compat-

ible mitigation option for the asymmetric cryptosystems but in 

case of symmetric cryptosystem improving the key size can rise 

the security [9]. 

2.2. Structural Limitations of Classical 

Cryptography 
The main basis of classical asymmetric cryptography is derived 

from the hardness of solving mathematical problem. However, 

it has been seen that, as the transition towards quantum com-

puter has shifting, the earlier assumption is no longer valid. 

Mostly in the context of RSA which is based on the hardness 

of prime number factorization. Additionally, well-known ECC 

(elliptic curve cryptography) depends on the elliptic curve dis-

crete logarithm problem (ECDLP). In the classical context, 

both methods show sub-exponential complexity, but under 

quantum computation, they become solvable in polynomial 

time [4, 5]. Large-scale replacement is a major structural and 

logistical challenge because these algorithms are deeply em-

bedded in contemporary communication protocols, such as 

TLS 1.3, VPNs, and blockchain consensus processes [10]. 

Most of the cryptoanalysis attack prevent by the symmetric key 

cryptosystems. This includes algorithms like the Advanced En-

cryption Standard (AES), ChaCha20, and hash-based algo-

rithms (i.e. SHA-2 and SHA-3). Symmetric ciphers do not rely 

on hard mathematical problems like discrete logarithmic prob-

lem or integer factorization problem, in contrast to public-key 

methods. However, the advent of quantum search algorithms in 

the quantum era has drastically decreased their effectiveness in 

contradiction of security margins [3, 11] 

Grover's algorithm has reduced the brute-force key search com-

plexity from 𝑂(2𝑛) to 𝑂(2
𝑛

2), which is the main quantum threat 

to symmetric cryptography [3]. It has proven that a 128-bit 

symmetric cipher (such as AES-128) only provides 64 bits of 

protection against a quantum attack, according to this quadratic 

speedup [12]. Therefore, this reduction of key requires the use 

of bigger key sizes; for example, it is currently advised to uti-

lize AES-256 in order to achieve a post-quantum equivalent of 

128-bit classical security [9]. According to recent studies [11] 

Grover's practical usefulness is currently constrained by quan-

tum hardware limits, but its theoretical feasibility makes it a 

serious long-term concern.  

The majority of schemes such as message authentication codes 

(MACs), digital signatures, and key derivation functions uses 

hash function for their security [13]. The computational com-

plexity of identifying collisions in hash functions is reduced 

from 𝑂(2
𝑛

2) to 𝑂(2
𝑛

3), by quantum collision search algorithms 

like the Brassard-Høyer-Tapp (BHT) algorithm [14]. There-

fore, hash functions of at least 384-bit lengths are crucial to 

achieve 128-bit quantum security. 

3. POPULAR POST-QUANTUM CRYP-

TOGRAPHIC SCHEMES 
Most of the post quantum cryptographic schemes do not exten-

sively used in the industrial standard. At the present time none 

of the PQC algorithms has officially accepted by the industry. 

According to NIST’s Post-Quantum Cryptography Standardi-

zation Project (Round 3 Finalization, 2024), the popular PQC 

methodologies are categorized in this section. These PQC al-

gorithms are expected to support forthcoming standards in 

TLS, VPNs, blockchain, and secure communications as the 

world transitions toward quantum-safe cryptographic infra-

structures. Here some post quantum cryptographic methods are 

discussed below. 

3.1 Lattice-Based Cryptography 
The primary paradigm in post-quantum cryptography (PQC) is 

the Lattice-based cryptography (LBC). Its security depends on 

the toughness of lattice problems like the Short Integer Solution 

(SIS) and Learning with Errors (LWE) problems. Unlike inte-

ger factorization or discrete logarithm problems, LBC is the 

one of the most auspicious tactics for quantum period [15]. 

3.1.1. Mathematical Foundations for LBC: 
A lattice is a network with infinite points. Every vector repre-

sents a point in a lattice. A basis is the collection of vectors that 

represent any point in the lattice. In lattice base decryption, 

messages are shown as vectors, and the ciphertext is produced 

by multiplying the messages in a matrix that serves as the pub-

lic key. Here the LBC obtain security from hard problems that 

is defined over high-dimensional lattices, which are discrete 

additive subgroups of 𝑅𝑛. In this scheme the extensively used 

problems are i) LWE (Learning with Errors): Recovering a se-

cret vector s from noisy linear equations. Which is computa-

tionally hard. ii) Ring-LWE and Module-LWE and iii) Short 

Integer Solution (SIS). The application of lattice base schemes 

in PQC is discussed in [16]. 
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Table 1: NIST-selected prominent Lattice base PQC algorithms.

Attribute 
Algorithm 

Type 

Underlying 

Problem 

Performance & Ef-

ficiency 
Advantages Limitations References 

CRYSTALS-

Kyber 

Key Encapsu-

lation Mecha-

nism (KEM) 

Module-

LWE 

High speed on hard-

ware/software; 

standardized by 

NIST (2024) 

Small keys, 

strong security 

proofs 

Side-channel 

protection re-

quired 

[9, 17] 

CRYSTALS-

Dilithium 

Digital Signa-

ture 

Module-SIS 

/ Module-

LWE 

Balanced perfor-

mance; efficient key 

generation 

Simple design, 

strong theory 

Larger signa-

tures than FAL-

CON 

[6] 

FALCON 
Digital Signa-

ture 

NTRU Lat-

tice 

Very compact signa-

tures; fast verifica-

tion 

Perfect for re-

source limited 

devices 

Complex float-

ing-point imple-

mentation 

[18] 

SABER 

Key Encapsu-

lation Mecha-

nism (KEM) 

Module-

LWR 

Outstanding for em-

bedded systems 

Energy-efficient, 

easy implemen-

tation 

Slightly larger 

keys than Kyber 
[19, 20] 

NTRU 
KEM / Encryp-

tion 

NTRU Lat-

tice 

Fast polynomial 

arithmetic 

Proven long-

term security 

Complex param-

eters 
[21] 

FrodoKEM 

Key Encapsu-

lation Mecha-

nism (KEM) 

Standard 

LWE (no 

structure) 

Lower efficiency, 

conservative design 

Structure-free, 

highest theoreti-

cal security 

Very large 

key/ciphertext 

sizes 

[22, 23] 

3.2 Code-Based Cryptography 
Code-based Cryptography (CBC) is the foremost studied and 

robust families of post-quantum cryptographic (PQC) ap-

proaches. The hardness of decoding random linear codes is the 

core of code-based cryptography, and the origin of CBC comes 

from McEliece cryptosystem that was first suggested in 1978 

[22]. Due to the strong security in case of both classical and 

quantum attacks CBC systems are now among the top contend-

ers for long-term cryptographic standards. 

The key advantages of code-based cryptography are the low 

computing complexity for encryption and decryption, as well 

as its quantum resistance. Even if the key size is large in the 

Classic McEliece but code-based methods are scalable and ef-

ficient, rendering them fit for high-throughput applications like 

secure email, VPNs, and upcoming Internet-of-things (IoT) 

communications [25,26] 

Some code base approaches such as Classic McEliece, BIKE 

(Bit Flipping Key Encapsulation), and HQC (Hamming Quasi-

Cyclic) are analyzed systematically in the PQC standardization 

process of NIST. These methods rely on various structural var-

iations of error-correcting codes, such as quasi-cyclic moderate 

density parity-check (QC-MDPC) or Goppa codes. Because of 

its demonstrated long-term security and strong mathematical 

bases, NIST chose Classic McEliece as a finalist for standardi-

zation in its fourth round [22, 27]. The optimization of perfor-

mance and memory needs has been the focus of recent advance-

ments. For example, HQC uses quasi-cyclic structures to lower 

key sizes still maintaining security [28]. 

 

 

 

 

 

Table 2: Code-based PQC algorithms comparison. 

Attribute 
Classic 

McEliece 

BIKE (Bit 

Flipping Key 

Encapsula-

tion) 

HQC 

(Hamming 

Quasi-Cy-

clic) 

Algorithm 

Type 

Key Encapsu-

lation Mecha-

nism (KEM) / 

Public-Key 

Encryption 

Key Encapsu-

lation Mecha-

nism (KEM) 

Key Encap-

sulation 

Mechanism 

(KEM) 

Underlying 

Problem 

Syndrome de-

coding prob-

lem over 

Goppa codes 

Decoding 

quasi-cyclic 

moderate-den-

sity parity-

check (QC-

MDPC) codes 

Decoding 

random lin-

ear codes 

with quasi-

cyclic struc-

ture 

Mathemati-

cal Struc-

ture 

Binary Goppa 

codes (classic 

McEliece 

structure) 

Quasi-cyclic 

MDPC codes 

Quasi-cyclic 

random 

codes 

Public Key 

Size (ap-

prox.) 

256–512 KB 

(depends on 

parameter set) 

12–15 KB 7–12 KB 

Ciphertext 

/ Encapsu-

lation Size 

128–256 bytes 1.5–2.5 KB 2–3 KB 

Private Key 

Size (ap-

prox.) 

1–2 KB 3–4 KB 3–5 KB 

Security 

Level 

≥ 256-bit 

(NIST Level 5 

equivalent) 

Configurable 

(NIST Levels 

1–5) 

Configura-

ble (NIST 

Levels 1–5) 
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Perfor-

mance 

Fast decryp-

tion; slow key 

generation 

High through-

put; efficient 

decoding 

Balanced 

speed and 

memory ef-

ficiency 

Advantages 

Proven long-

term security; 

mature and 

standardized 

Compact 

keys; efficient 

decoding; 

scalable 

Smaller 

keys than 

McEliece; 

efficient for 

hardware 

Limitations 

Very large 

public key 

sizes 

Requires iter-

ative decod-

ing; may face 

decoding fail-

ures 

Slightly 

larger ci-

phertexts; 

ongoing pa-

rameter op-

timization 

References [22, 28, 29] [26, 27, 30] [25,31] 

 

3.3 Hash-Based Cryptography 
Among the different quantum-resistant algorithm hash-based 

cryptography is useful for PQC. Its security relies on crypto-

graphic hash functions, which makes it safe from structural at-

tacks and provide robust security to both traditional and quan-

tum cryptoanalysis attacks [22]. 
The main idea behind HBC comes from Merkle's signature pro-

posed in 1979, which authenticate public keys using binary 

hash trees.  XMSS (eXtended Merkle Signature Scheme), LMS 

(Leighton-Micali Signature), and SPHINCS+ are examples of 

contemporary hash-based systems that have developed to offer 

stateful and stateless digital signatures that are appropriate for 

real-world implementation [36]. The HBC provide strong secu-

rity against Grover's algorithm, which only provides a quad-

ratic speedup against brute-force search. Because of strong ar-

chitecture, simplicity, robust security, SPHINCS+ is formally 

chosen as the hash-based digital signature standard in the NIST 

PQC standardization process, 2024. 

In the most of the recent research [37,38] has refine hash-based 

techniques by lowering computational overhead and investigat-

ing hybrid constructs that mix hash-based and lattice-based sig-

natures to increase efficiency while preserving verifiable post-

quantum security.  Moreover, the HBC algorithms also offer a 

strong basis for standardization and long-term cryptographic 

resilience that makes them highly amenable to formal verifica-

tion and resistant to implementation flaws. 

Table 3: Hash-based PQC algorithms comparison 

Attribute SPHINCS+ 

XMSS (eX-

tended 

Merkle Sig-

nature 

Scheme) 

LMS (Leigh-

ton– Micali 

Signature) 

Algo-

rithm 

Type 

Hash-Based 

Digital Signa-

ture 

Hash-Based 

Digital Sig-

nature 

Hash-Based 

Digital Signa-

ture 

Underly-

ing Prin-

ciple 

Hash trees 

and hypertree 

structure with 

WOTS+ 

(Winternitz 

One-Time 

Signature) 

Merkle tree 

with 

WOTS+ 

(state track-

ing required) 

Merkle tree 

with LM-OTS 

(Leighton– 

Micali OTS) 

State 

Manage-

ment 

Stateless (no 

state tracking 

needed) 

Requires 

state man-

agement to 

prevent key 

reuse 

Requires state 

management; 

less complex 

than XMSS 

Perfor-

mance 

(Speed) 

Moderate 

(CPU-inten-

sive, but opti-

mized in 2024 

implementa-

tions) 

High (effi-

cient with 

limited key 

use) 

High (opti-

mized for em-

bedded appli-

cations) 

Ad-

vantages 

Stateless; no 

key manage-

ment; simple 

security as-

sumptions 

Efficient 

signing; ma-

ture and 

standardized 

Lightweight; 

easy hardware 

implementa-

tion 

Limita-

tions 

Large signa-

ture size; 

slower verifi-

cation 

Requires 

careful state 

management; 

risk of key 

reuse 

Limited scala-

bility; hierar-

chical man-

agement com-

plexity 

Refer-

ences 
[39] [39, 40] [26] 

3.4 Multivariate Polynomial based Cryp-

tography 
Multivariate Polynomial based Cryptography (MPC) is a well-

known PQC method based on complexity of solving MQ prob-

lem proposed by Tsutomu Matsumoto and Hideki Imai in 1988 

[8]. Particularly, MQ problem is the hardness of solving non-

linear multivariate quadratic equations in a finite field. MPC 

methods depend on algebraic complexity of finding a solution 

to a random system of quadratic equation is NP-hard. 

In energy constrain devices like IoT devises, especially for IoT 

authentication, multivariate cryptography is useful for the 

speed [27].  In contrast to many lattice-based methods MPC 

doesn’t rely on number-theoretic prediction which make it cru-

cial for long-term post quantum resilience.  However, the NIST 

PQC standardization process exposed some variants of MPC 

i.e. Rainbow, MQQ-SIG, MQQ-OTS, and QMDS etc. Here, 

they found Rainbow is vulnerable to algebraic and structural 

key recovery attacks, that’s make it rejected in the third round 

of evaluation [22]. 

Table 4:  Some Multivariate Polynomial Cryptographic al-

gorithms comparison 

Attrib-

ute 
Rainbow 

GeMSS 

(Great 

Multi-

variate 

Short 

Signa-

ture) 

LUOV 

(Lifted 

Unbal-

anced 

Oil and 

Vine-

gar) 

MQQ-

SIG 

Algo-

rithm 

Type 

Digital 

Signature 

Digital 

Signature 

Digital 

Signa-

ture 

Digital 

Signature 

/ One-

Time 

Signature 
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Under-

lying 

Mathe-

matical 

Problem 

Multivar-

iate 

Quadratic 

(MQ) 

equations 

over fi-

nite fields 

Multivar-

iate 

Quadratic 

(MQ) 

equations 

Oil and 

Vinegar 

(OaV) 

struc-

ture 

with 

lifting 

Multivar-

iate 

Quadratic 

equations 

(Mixed 

Quadratic 

Map) 

Design 

Princi-

ple 

Layered 

Oil and 

Vinegar 

(OaV) 

structure 

with af-

fine 

transfor-

mations 

Hidden 

Field 

Equa-

tions 

(HFE) 

variant 

with 

short sig-

natures 

Modi-

fied 

OaV 

with 

fewer 

vinegar 

varia-

bles and 

lifting 

Mixed 

quad-

ratic-

quartic 

equations 

for non-

linearity 

Perfor-

mance 

& Effi-

ciency 

Fast sig-

nature 

genera-

tion; slow 

key gen-

eration 

Moderate 

key gen-

eration; 

small sig-

natures 

Effi-

cient 

for low-

memory 

devices 

Fast key 

genera-

tion and 

signing 

Ad-

vantages 

Small 

signa-

tures 

Short sig-

natures 

and well-

studied 

algebraic 

base 

Light-

weight; 

lower 

key size 

Simple 

design; 

efficient 

imple-

menta-

tion 

Limita-

tions 

Broken 

by alge-

braic key 

recovery 

(2023) 

Large 

key sizes; 

complex 

imple-

menta-

tion 

Vulner-

able to 

rank at-

tacks 

for cer-

tain pa-

rame-

ters 

Security 

not fully 

standard-

ized; lim-

ited 

proofs 

 Refer-

ences 
[22, 32] [33] [27, 34] [26, 35] 

3.5 Isogeny-Based Cryptography 
One of the most concise and mathematically attractive PQC 

method is isogeny-based cryptography (IBC). Primarily, its se-

curity depends on the rigidity of determining isogenies between 

two or more elliptic curves.  In contrast to LBC, CBC, or HBC 

the hardness of Isogeny-based cryptography depends on geom-

etry of elliptic curves. IBC uses homomorphisms between el-

liptic curves for quantum-resistant key exchange, that making 

on the hard problem of finding this isogenies. 

Due to the small key sizes and compatibility with current cryp-

tographic structure, the Supersingular Isogeny Diffie–Hellman 

(SIDH) and Supersingular Isogeny Key Encapsulation (SIKE) 

was the initial applicants for NIST’s PQC standardization pro-

cess. Despite the theoretical appeal, SIDH and SIKE was fully 

broke by [42]. This incident shifted attention toward Commu-

tative Supersingular Isogeny Diffie–Hellman (CSIDH). 

 

 

 

 

 

 

 

 

 

 

 

Table 5: Isogeny-based PQC algorithms comparison 

Attrib-

ute 

SIDH 

(Su-

persingu-

lar Isog-

eny Dif-

fie–Hell-

man) 

SIKE 

(Su-

persingu-

lar Isog-

eny Key 

Encapsu-

lation) 

CSIDH 

(Com-

mutative 

Su-

persingu-

lar Isog-

eny Dif-

fie–Hell-

man) 

B-

SIDH 

(Bal-

anced 

SIDH) 

Algo-

rithm 

Type 

Key Ex-

change 

Protocol 

Key En-

capsula-

tion 

(KEM) 

Key Ex-

change 

Key 

Ex-

change 

or Dig-

ital 

Signa-

ture 

Under-

lying 

Problem 

Finding 

isogenies 

between 

EC 

Same as 

SIDH 

with 

KEM 

structure 

for key 

encapsu-

lation 

Action of 

ideal 

class 

groups on 

su-

persingu-

lar ellip-

tic curves 

Bal-

anced 

isogeny 

path-

finding 

prob-

lem 

Mathe-

matical 

Basis 

Su-

persingu-

lar ellip-

tic curve 

Su-

persingu-

lar isog-

eny and 

KEM in-

tegration 

elliptic 

curves 

over fi-

nite fields 

Sym-

metric 

use of 

isogeny 

maps 

(bal-

anced 

SIDH) 

Perfor-

mance 

(Speed) 

Moderate 

(slow key 

genera-

tion) 

Moderate 

but prac-

tical (pre-

attack) 

Efficient 

and com-

mutative 

(improv-

ing in 

2025 de-

signs) 

Moder-

ate; 

better 

balance 

in key 

ex-

change 

Ad-

vantages 

Smallest 

key size 

among 

PQC 

families; 

elegant 

mathe-

matical 

founda-

tion 

Compact 

key; well-

structured 

KEM; 

compati-

ble with 

existing 

frame-

works 

Algebrai-

cally sim-

ple; sup-

ports 

static 

keys; 

high se-

curity 

margin 

Bal-

anced 

struc-

ture; 

simpler 

imple-

menta-

tion 

Limita-

tions 

Fully bro-

ken; not 

secure for 

deploy-

ment 

Broken; 

removed 

from 

NIST 

competi-

tion 

Larger 

key sizes; 

slower 

than lat-

tice 

schemes 

Still 

experi-

mental; 

un-

stand-

ardized 

 Refer-

ences 
[42] [43] [44] [45] 
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4. DIFFERENT PQ SCHEME FOR IOT 

NETWORK 
PQC is most important for securing the IoT network against the 

quantum threats, traditional methods such that RSA, ECC will 

no longer after powerful quantum computer has evolve 

properly. Specially, the IoT device has located in the remote 

areas, or limited size, this become leads to limited energy. 

Therefore, strong energy efficient cryptographic protocol is 

needed to protect the IoT devices from the post quantum 

threats.   

In [22] the author emphasizes the implementation of lattice-

based cryptography namely CRYSTALS-Kyber for key ex-

change and CRYSTALS-Dilithium for digital signatures as 

most appropriate for IoT environments among the various PQC 

families. In comparison to code-based or hash-based schemes, 

lattice-based algorithms offer better computational speed, en-

ergy efficiency and compact key size which prepare them ideal 

for embedded and edge IoT systems. The usefulness of Kyber-

512 algorithm for low-resource devices is demonstrated that 

show it can conduct real-time encryption with low latency and 

power consumption [25, 46].  

One of the suitable alternatives for IoT in context of PQC is 

Code-based cryptography. Algorithms such that BIKE (Bit 

Flipping Key Encapsulation) and HQC (Hamming Quasi-Cy-

clic) provide strong quantum confrontation in hard decoding 

problems of linear error-correcting codes. Though the limited 

arithmetic operation makes these schemes ideal for the energy 

constrain IoT environment but their large key size may create 

problem for the limited memory systems [25]. In the IoT envi-

ronment the hash-base quantum resistance schemes such that 

SPHINCS+ is a goodlooking option for PQC. Because, this 

type of algorithm uses only hash functions and they are 

straightforward and highly secure, viable option to prevent both 

classical and quantum attacks [39]. Additionally, multivariate 

polynomial cryptographic scheme such that LUOV and 

GeMSS can be a better option for the authentication of IoT net-

work due to its lightweight signature generation and efficient 

computational cost. On the other hand, the [47] highlight the 

isogeny-based cryptographic method such as CSIDH offers ex-

tremely small keys and future possibilities for hybrid IoT pro-

tocols, even if its current computational cost is the limitation 

for real-time IoT application. Amidst these, one can say that, at 

the present code-base and hash-based post-quantum schemes 

are most appropriate for IoT system due to its executability 

with the existing infrastructure. 

5. IMPLEMENTATION AND PERFOR-

MANCE ANALYSIS 

5.1 Hardware and software implementa-

tions: 
In order to move quantum-resistant future cryptographic sys-

tems, the PQC implementation on both hardware and software 

platforms has become crucial. The deployment of PQC algo-

rithms in real-world systems such as embedded IoT devices, 

high-performance servers, cellular network devices demand 

strong performance and lower power consumption after proper 

development of quantum computing. 

For developing the software to implement the PQC, some lat-

tice-based algorithms like CRYSTALS-Kyber and CRYS-

TALS-Dilithium are the central point standardize by NIST in 

2024. PQClean, liboqs, and OpenQuantumSafe are examples 

of optimized software frameworks that offer cross-platform, 

modular implementations that are simple to incorporate with 

the traditional protocols like TLS and SSH. According to some 

studies, Kyber-512 can execute effective key exchanges on 

ARM Cortex-M4 architectures in less than one millisecond, 

making it viable for constrained IoT environments. 

Software is not only the solution for implementing PQC, there 

is a requirement of hardware acceleration to minimize the com-

putational overhead. The implementations of Kyber, Dilithium, 

and SPHINCS+ in hardware level have demonstrated signifi-

cant performance gains like achieving up to 60x faster execu-

tion compared to pure software [41]. Additionally, hardware-

software co-design techniques are being investigated in [48], in 

which control and protocol logic are kept in software but im-

portant matrix and polynomial operations are assigned to spe-

cialized hardware accelerators. This hybridization improves 

speed and energy efficiency while preserving resistance to side-

channel attacks. Even with the advancements, problems still 

exist, on small embedded platforms, a lots of PQC algorithms 

still have large memory requirements and slow key generation. 

For a seamless transition during the NIST PQC transition pe-

riod, researchers are investigating hardware-level random num-

ber generators, energy-conscious PQC cores, and hybrid cryp-

tographic modules that combine classical and PQC primitives. 

5.2 Benchmarks: encryption, decryption, 

and key generation times: 
Determining the feasibility of integrating the post quantum al-

gorithms in IoT environment, it is essential to take into account 

the resource limitation of IoT devices. The primary factors of 

IoT communication such as latency, throughput, and energy ef-

ficiency depends on the computation cost of key generation, 

encryption and decryption. CRYSTALS-Kyber and CRYS-

TALS-Dilithium has been taken as a reference’s methods by 

the NIST for the key encapsulation and digital signature [22]. 

In IoT systems, lattice-based algorithms like Kyber-512 and 

Dilithium-II exhibit remarkable computational efficiency [49]. 

These efficiencies display that optimized lattice-based PQC al-

gorithms are feasible in context of resource constrain IoT net-

works. The large key sizes and complicated decryption process 

is the main cause for slower performance in code-based algo-

rithms like BIKE and HQC [51]. In firmware authentication, 

where verification is more important than signing speed, hash-

based systems like SPHINCS+ are very secure. For certain IoT 

use cases that need for long-term security or low-frequency 

cryptographic operations, including secure updates or sensor 

node authentication, code- and hash-based methods are more 

appropriate. 

5.3 The real-world factors affecting their 

worldwide implementation: 
Beyond the technical development of quantum-safe algorithms, 

there are several real-world obstacles to the adoption of PQC 

algorithms in IoT environments. A number of factors, such as 

hardware constraints, interoperability, scalability, regulatory 

frameworks, and economic viability etc. have restricted the 

widespread deployment of PQC in IoT environment. 

In a IoT network, the majority of the IoT devices are severely 

limited in connection with energy, memory, and processing ca-

pability. Lattice-based or code-based PQC algorithms have typ-

ically required large key sizes and computation of complex pol-

ynomial arithmetic, implementing these PQC schemes into IoT 

network will show the performance degradation or unnecessary 

latency. According to [51], PQC key sizes can be up to 20 times 

bigger than RSA or ECC, which results in communication 

overheads that restrict their use in low-bandwidth condition. 

Lack of international standard is also another key issue for PQC 

deployment worldwide. Successful integration of IoT devices 

in a IoT network is largely contingent upon cross-manufacturer 

compatibility. Therefore, the presence of various PQC methods 
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and implementation frameworks challenges secure integration 

into established protocols like as TLS, MQTT, and CoAP.  

The transition from classical cryptography to post-quantum 

cryptography poses a hazard for compromising current systems 

due to incompatibility with outdated protocol. For these issues, 

the hybrid system i.e. integration of classical and PQC algo-

rithms can be a solution [46]. From a business point of view, a 

major obstacle to widespread of PQC implementation is the ex-

pense of firmware upgrades, re-certification, and infrastructure 

modifications [41]. Additionally, inconsistent national adop-

tions are caused by regulatory uncertainties, particularly with 

regard to export control and data protection legislation. Before 

an extensive deployment, it is crucial to validate PQC imple-

mentations against side-channel attacks, timing leaks, and 

physical tampering. 

5.4 PQC for Cloud Security and Decentral-

ized Environments: 
Cloud and decentralized systems rely on public-key algorithms 

like RSA, ECDSA, and Diffie-Hellman etc. and these algo-

rithms which are fundamental to the authentication, authoriza-

tion and encryption are susceptible to quantum attacks [22]. 

Therefore, deployment of PQC can make quantum resistant 

trust infrastructure to this system, confirming confidentiality 

and availability in decentralized environments. In IoT-cloud 

platforms significantly rely on multi-layered, virtualized infra-

structures, which require secure authentication and scalable en-

cryption. To create post-quantum secure communication chan-

nels, lattice-based techniques such that CRYSTALS-Kyber for 

key encapsulation and CRYSTALS-Dilithium for digital signa-

tures are being incorporated with TLS is a solution [46]. Block-

chain-enabled IoT (BIoT) and federated clouds are the exam-

ples of decentralized networks, which mostly depend on au-

thentication techniques and smart contracts to achieve distrib-

uted control. By enabling quantum-safe digital signatures and 

transaction verification, PQC incorporation into these systems 

increases distributed ledgers' resistance to potential quantum 

threats. Despite these benefits, large key size, computational 

cost, and a lack of standardization across international infra-

structures pose difficulties to the widespread implementation of 

PQC in IoT-cloud-decentralized contexts. 

6. CONCLUSION 
In conclusion, the issues caused by quantum computing are re-

solved with the development of PQC systems. In most of the 

classical cryptosystems, quantum computing is a major threat 

and the total breakdown of these systems is also a new possi-

bility. This study demonstrates the significance of quantum-re-

sistant cryptographic algorithms in safeguarding the digital 

communication in the IoT network. Through an inclusive in-

vestigation of the weaknesses in classical cryptographic sys-

tems, this work has highlighted the existing PQC schemes such 

that it can be useful for the IoT environment. The popular meth-

ods for the PQC i.e. lattice-based, code-based, Multivariate 

Polynomial based, hash-based, and isogeny-based are surveyed 

such that deployability is possible in the IoT networks. The 

NIST standardization of PQC has been investigated properly to 

drawing the attention of security software and hardware devel-

opers. Also, this work can be served as a significant foundation 

for the future researcher in the field of PQC. 
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