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ABSTRACT 

The Identity and Access Management (IAM) is at the core of 

modern cybersecurity programs, acting as the ―new 

perimeter‖ in a cloud-first, zero-trust world [1]. As cyber 

threats increasingly target identities and credentials, a robust 

IAM capability is essential to protect enterprise assets. This 

whitepaper provides CISOs, IAM architects, and compliance 

officers with a detailed guide to assessing an organization’s 

IAM posture and driving a structured maturity roadmap. Key 

takeaways include: 

Importance of IAM: With over 80% of breaches involving 

stolen or weak credentials [16], effective IAM reduces risk by 

ensuring the right individuals have appropriate access to 

resources at the right times for the right reasons. IAM 

maturity correlates directly with improved security, 

efficiency, and regulatory compliance [18]. 

IAM Assessment Framework: A comprehensive IAM 

assessment evaluates multiple domains – Identity Lifecycle 

Management, Access Governance, Access Request 

Workflows, Password Management, and Compliance & 

Integration. By examining each pillar, organizations can 

identify gaps and build a roadmap for improvement. 

Quantitative & Qualitative Approaches: The assessment 

should combine quantitative scoring (e.g., an Excel-based 

maturity model) with qualitative methods (stakeholder 

interviews, process observations, policy reviews) to gain a 

360° view of the IAM program. 

Maturity Model Roadmap: IAM capabilities evolve from ad-

hoc initial practices to optimized, automated processes. A 

five-level maturity model (Initial, Repeatable, Defined, 

Managed, Optimized) is presented with characteristics and 

strategic actions at each level [18]. Organizations can plot 

their current state and plan targeted improvements to progress 

upward. 

Case Studies & Best Practices: Real-world examples from 

finance, healthcare, and manufacturing illustrate common 

IAM challenges and successes. Best practices from enforcing 

least privilege and separation of duties to securing executive 

sponsorship are highlighted alongside common pitfalls that 

derail IAM programs [20]. 

Compliance Alignment: Guidance is provided to ensure IAM 

processes align with governance frameworks and regulations 

such as NIST Cybersecurity Framework (CSF) [23], ISO 

27001 [24], SOX, HIPAA, and GDPR [25] – all of which 

mandate strong identity controls. 

In summary, this whitepaper serves as a comprehensive guide 

to evaluating an IAM program and developing a strategic 

roadmap toward IAM excellence. It offers actionable insights 

to strengthen identity practices, enhance security and 

compliance, and ultimately enable the business through 

improved user access experiences. 
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1. INTRODUCTION 
In today’s digital enterprise, IAM is a foundational security 

discipline – one that ensures the right users have the right 

access at the right times. With the dissolution of the 

traditional network perimeter (due to cloud adoption, mobile 

workforces, and partner integrations), identity has become the 

new perimeter of security [1]. In practical terms, this means 

robust identity controls are now paramount to defending 

systems. 

Cybersecurity Threat Landscape 

Modern breach statistics underscore why IAM is critical. 

Stolen credentials and privileged misuse remain top attack 

vectors. According to IBM’s 2024 data, cyberattacks 

leveraging stolen or compromised credentials surged 71% 

year-over-year [17]. Separately, Verizon’s analysis shows 

roughly 80% of data breaches involve compromised 

usernames/passwords [16]. The human element is implicated 
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in 74% of breaches [16], whether through phishing of 

passwords or misuse of access, making identity controls a 

focal point for risk mitigation. Poor IAM practices (e.g., 

orphaned accounts, excessive privileges) can directly lead to 

costly incidents. In the healthcare sector, for example, 

insufficient identity management contributed to an average 

breach cost of $7.13 million, higher than any other industry 

[17]. 

Business Enablement and Zero Trust 

Beyond risk reduction, effective IAM enables business agility 

and trust. It provides frictionless yet secure access for 

employees, customers, and partners, improving productivity 

and user experience. IAM is also a cornerstone of the Zero 

Trust security model – ―never trust, always verify‖ – by 

continuously authenticating and authorizing each identity and 

access request [8]. Identity-centric security ensures that even 

as network boundaries fade, each access decision is 

contextually validated (who the user is, what device, which 

resource, etc.). In essence, a mature IAM program balances 

security and convenience, letting organizations confidently 

adopt new technologies and service models [2]. 

Regulatory and Compliance Drivers 

IAM is not only a security best practice but often a 

compliance mandate. Regulations across industries require 

strict control of access to sensitive systems and data. For 

instance, financial regulations (like Sarbanes-Oxley) demand 

controls for who can access financial reporting systems [25], 

healthcare laws (HIPAA) insist on limiting access to 

electronic health records by user role/purpose [21], and 

privacy laws (GDPR, CCPA) require that personal data access 

is restricted and auditable [25]. Without strong IAM 

processes, organizations will struggle to meet these 

obligations or demonstrate compliance during audits. 

In summary, IAM’s importance in modern cybersecurity 

cannot be overstated. It underpins a strong security posture by 

preventing unauthorized access, limiting the blast radius of 

credential compromises, and ensuring accountability for all 

access to critical assets [11]. The following sections of this 

whitepaper delve into how to assess an IAM program’s 

effectiveness and how to chart a course toward an optimized 

state.

 

Fig. 1: IAM Assessment Framework

2. IAM ASSESSMENT FRAMEWORK: 

CORE PILLARS AND DOMAINS 
A comprehensive IAM assessment requires evaluating several 

core domains of identity and access management. By breaking 

IAM into discrete pillars, organizations can methodically 

identify strengths, weaknesses, and gaps in each area. An 

effective framework covers the full lifecycle of identities and 

entitlements, from provisioning new users to governing their 
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access and ensuring integration with enterprise processes and 

compliance requirements. Key IAM pillars to assess include: 

 Identity Lifecycle Management (ILM) 

 Access Governance 

 Access Request Workflows 

 Password Management 

 Compliance & Integration 

Each of these pillars represents a critical aspect of IAM. 

Below, the paper describes each domain, including its scope, 

importance, and indicators of maturity. 

2.1 Identity Lifecycle Management 
Identity Lifecycle Management focuses on the end-to-end 

process of managing user identities from creation to removal 

across the organization. Often summarized as the joiners, 

movers, and leavers (JML) process, ILM ensures that when a 

person joins the organization, their accounts and access are 

provisioned; as they move or change roles, access is adjusted; 

and when they leave, all access is promptly de-provisioned 

[5]. This pillar answers the questions: How are identities 

created? How are changes in job or role handled? How and 

when are accounts disabled or deleted? 

 

Fig. 2: Identity Lifecycle Management 

Key elements of ILM include onboarding (provisioning) new 

users into systems, role changes or transfers (updating access 

accordingly), and off-boarding (de-provisioning) users who 

depart or no longer need access. Mature ILM processes are 

typically characterized by: 

Standardized JML Procedures: Formal processes exist for 

HR or managers to initiate identity changes (e.g., a new hire 

triggers account creation). Automation is often used to 

minimize delays or errors. In a mature state, consistent 

policies for provisioning are applied enterprise-wide, and 

entitlements are mapped to roles or profiles to grant 

―birthright‖ access on day one [5]. 

Minimal Orphaned Accounts: The organization routinely 

eliminates orphan accounts (accounts left active after a user 

leaves) through automated de-provisioning or periodic 

reconciliation [6]. A well-structured ILM ensures that users 

who no longer require access are automatically removed, 

reducing security risk. 

Timely Updates and Transfers: Changes such as 

promotions, department moves, or name changes are handled 

promptly. Systems are integrated (e.g., the HR system feeds 

change into the IAM system) so that access rights remain 

aligned with the user’s current role. Real-time or regular 

synchronization between HR and identity directories is a 

hallmark of higher maturity [5]. 

Unified Identity Repository: There is a single source of truth 

(or a meta-directory/identity warehouse) tracking all users and 

their accounts. This allows centralized visibility into ―who has 

what access.‖ At advanced maturity, organizations employ a 

centralized identity logic engine or identity governance 

platform to orchestrate lifecycle events across all applications 

[5]. 

2.2 Access Governance 
Access Governance (also known as Identity Governance & 

Administration, in part) deals with overseeing and controlling 

who has access to what, and whether those access rights are 

appropriate. It encompasses policies, processes, and technical 

controls to manage access rights on an ongoing basis, 

including access reviews, certification campaigns, role 

management, and segregation of duties. In other words, while 

Identity Lifecycle provides the mechanics of provisioning, 

Access Governance provides oversight and ensures that 

access is granted according to principle and periodically 

verified [2]. 

Key components of access governance include: 

Access Policies and Roles: Definition of roles, profiles, and 

policies that govern what access entitlements a user in a given 

role should have. Mature organizations have a well-defined 

role-based access control (RBAC) model or attribute-based 

access control (ABAC) for at least a portion of their 

applications [13]. For example, roles might be created for job 

functions, each with a set of allowed permissions, to enforce 

least privilege and consistency. High maturity may involve 

dynamic roles and attribute-driven policies to account for 

context (time of day, location, etc.) [13]. 

Periodic Access Reviews (Certifications): A process by 

which managers or system owners regularly review user 

access and certify that each user’s access is still required and 

appropriate. At lower maturity, this may be an annual 

spreadsheet exercise; at higher maturity, this is a centralized, 

tool-supported campaign where reviewers get a convenient 

view of user entitlements and can approve or revoke access 

with workflow support [5]. Continuous or more frequent 

certifications (e.g., quarterly or event-driven) indicate a more 

proactive stance [5]. 

Segregation of Duties (SoD): Policies to prevent toxic 

combinations of access (for example, a single user having the 

ability to both initiate and approve a financial transaction). 

Governance includes designing SoD rules and using IAM 

tools to enforce them – either by preventing conflicting access 

grants or by flagging violations for review. The enforcement 

of SoD is critical for compliance with regulations like SOX 

[25]. Mature programs have automated SoD checking (e.g., 

when a new access request is made, the system can detect if it 

conflicts with existing privileges and require an exception 

approval or denial) [5]. 

Entitlement Catalog and Reconciliation: Maintaining an 

organized repository of all access entitlements (permissions) 

in the environment and continuously reconciling that what 

exists in target systems matches what the governance system 

believes should exist. Real-time or frequent reconciliation 

helps catch unauthorized privilege changes or orphan 

entitlements [6]. At advanced maturity, this is extended to 

high-risk applications with automated remediation – e.g., if a 

discrepancy is found, the system can remove the rogue access 

automatically [6]. 

Analytics and Anomaly Detection: In the most advanced 

stage, organizations leverage analytics (including AI/ML) on 

historical access patterns to detect outliers and even automate 

decisions. For instance, access requests and approvals might 
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be intelligently automated if they match patterns of approved 

behavior, and anomalous access grants might be flagged for 

investigation [11]. 

 

Fig. 3: Access Governance 

When assessing Access Governance, consider the policy 

framework in place (Are access decisions guided by 

consistent policies and roles, or ad hoc per request?), the 

recertification process (Is it regular and effective? Is it 

business-friendly?), and tools used (spreadsheets vs. IGA 

software). A robust governance program ensures that access 

rights are visible, justifiable, and revocable at all times. It 

aligns IAM with business objectives and risk management by 

enforcing ―who should have access to what‖ in a controlled 

manner [2]. 

2.3 Access Request Workflows 
While Access Governance sets the policies, Access Request 

Workflows are the operational processes that users go through 

to request and obtain access to resources. This pillar addresses 

the ―front-end‖ of entitlement management: how new access 

is requested, who must approve it, and how the request is 

fulfilled. Effective access request processes ensure that access 

changes are not only governed well (as per the previous 

section) but also executed efficiently and with proper 

approvals [7]. 

Key considerations for Access Request Workflows include: 

Self-Service Access Request Portal: At higher maturity, 

organizations provide users with a centralized portal or 

interface (often part of an IGA system or IT service catalog) 

to request access to applications or roles. This is far more 

efficient than sending emails or helpdesk tickets. The portal 

typically provides a catalog of available access options 

(rights, roles, application accounts) so that users or their 

managers can easily select what they need [7]. 

 

 

Fig. 4: Access Request Workflows 

Approval Routing & Workflow: Each access request 

triggers a predefined workflow for approval. For example, a 

request for application access might route to the user’s 

manager for approval, then to the application owner or data 

owner for a second approval. Mature workflows are 

configured to enforce least privilege and SoD – e.g., if a 

requested access violates SoD rules, the workflow might 

require an explicit risk waiver approval or deny the request 

automatically. The workflow engine should be flexible to 

accommodate different approval chains depending on the 

sensitivity of access [5]. 

Policy Enforcement in Requests: The request system should 

enforce policy up-front. For example, it might prevent a user 

from requesting a role that is not allowed for their job 

function, or it might dynamically hide options they already 

have. Modern IGA tools even incorporate recommendations 

(―users like you often request X‖) and checks (if requesting an 

admin role, require multi-factor authentication or additional 

justification) [5]. 

Tracking and Audit Trail: Every request, approval, and 

fulfillment action should be logged. This provides an audit 

trail showing that all access is properly authorized, which is 

essential for compliance reviews. For instance, ISO 27001 and 

similar standards expect organizations to have a controlled 

process for granting access, including authorization records 

[24]. A well-designed workflow system will maintain this 

history and make reporting easy (who approved what and 

when) [7]. 

2.4 Password Management 
Despite the rise of modern authentication methods, Password 

Management remains a fundamental pillar of IAM because 

passwords are still one of the most common authentication 

factors. This domain concerns how an organization manages 

user credentials (especially passwords and other secrets) – 

including password policies, resets, and vaulting – to ensure 

they are handled securely and conveniently [1]. 

Key aspects of Password Management include: 
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Fig. 5: Password Management 

Password Policies: These are the rules for password 

complexity, length, expiration, and reuse. A mature IAM 

program will have policies aligned with industry guidelines 

(for example, NIST SP 800-63 recommends allowing longer 

passphrases, screening against common password 

dictionaries, and not forcing frequent changes without cause 

[1]). The policy should balance security (e.g., no trivial 

passwords) with usability (excessively complex requirements 

can lead to poor practices like written-down passwords). 

Many organizations now adopt password policies that 

encourage passphrases and the use of multi-factor 

authentication (MFA) in place of overly burdensome 

password rules [1]. 

Multi-Factor Authentication (MFA) & Password 

Alternatives: While not ―password‖ per se, the management 

of MFA (like one-time tokens, authenticator apps, smart 

cards, biometrics) is closely related. A mature IAM program 

extends beyond just passwords to include strong 

authentication mechanisms. Enforcing MFA for privileged or 

remote access is considered a best practice and often a 

compliance requirement (e.g., PCI DSS, and increasingly for 

cyber insurance) [9]. The presence of MFA reduces reliance 

on passwords alone and significantly mitigates the risk if a 

password is compromised [9]. 

Self-Service Password Reset (SSPR): This capability allows 

users to reset their forgotten passwords after a secure 

verification step (e.g., answering security questions, 

email/SMS OTP, or using an alternate factor). SSPR reduces 

helpdesk calls (which can be a large volume of IT support 

tickets) and improves user productivity. When assessing 

maturity, see if the organization has a self-service reset portal 

and what fraction of resets are handled without IT 

intervention. Mature implementations integrate SSPR across 

systems or use a centralized identity where one reset updates 

all connected systems (through directory synchronization) [7]. 

Credential Storage and Vaulting: Ensuring passwords and 

secrets are stored and transmitted securely. For user accounts, 

this means hashing and salting passwords in directories 

(which is standard). For privileged or shared accounts (like 

service accounts or admin passwords), organizations often use 

password vaults (Privileged Access Management tools) that 

securely store credentials and rotate them regularly. An IAM 

assessment should check whether a solution is in place to 

securely manage administrative passwords and keys – this 

often overlaps with Privileged Access Management (PAM) 

[9]. 

User Education and Phishing Resistance: No password 

policy is complete without user awareness. Are users trained 

on creating strong passwords or recognizing phishing attempts 

that steal passwords? Some organizations evaluate users’ 

password practices or run phishing simulations. A high-

maturity IAM program might implement phishing-resistant 

authentication (like FIDO2 security keys or smart cards) for 

critical accounts, acknowledging that even the best password 

can be phished [11]. 

A forward-looking IAM program may also be exploring 

passwordless authentication, such as replacing passwords with 

biometrics or single sign-on tokens, to improve security. But 

until passwords are fully eliminated, managing them wisely 

remains critical [8]. 

2.5 Compliance & Integration 
The Compliance & Integration pillar examines how well the 

IAM program integrates with the broader IT environment and 

meets external/internal compliance requirements. It is 

somewhat a cross-cutting domain, ensuring that the IAM 

processes and technologies are not operating in isolation but 

are woven into the organization’s enterprise architecture and 

governance framework [2]. 

 

Fig. 6: Compliance & Integration 

Key facets of this pillar include: 

Integration with Systems and Applications: IAM solutions 

must connect to various endpoints – directories (like Active 

Directory, LDAP), cloud applications (SaaS services), on-

premises systems, HR databases, etc. A comprehensive 

assessment looks at the coverage of integration: Are all major 

systems tied into centralized IAM processes? For example, 

when a user is onboarded, does the IAM system create 

accounts in all required apps or are there manual gaps? 

Integration maturity means using standard protocols (LDAP, 

SAML, SCIM, REST APIs) or IAM connectors to automate 

identity flows between systems. If some critical applications 

are not integrated (e.g., an older legacy system where 

accounts are managed separately), that presents a gap to 

address. Modern IAM programs often pursue an integration 

strategy where HR is the source of truth for identities, and 

IAM propagates changes to all downstream apps [5]. 

Single Sign-On (SSO) and Federation: Integration also 

refers to the user experience – using SSO technology to 

integrate authentication across diverse applications. A mature 

IAM implementation will have an enterprise SSO or federated 

identity service (using SAML, OAuth2/OIDC) so that users 

can access multiple systems with one set of credentials (or 

seamlessly via token exchanges). This not only improves user 
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convenience but also centralizes authentication control and 

monitoring. As noted in one maturity model, ―SSO eases use 

of resources across multiple systems and applications, 

allowing one authentication to work for many‖ [7], thereby 

both improving security and usability. 

Governance Integration: IAM processes should align with 

IT governance and change management. For instance, if there 

is an ITIL-based change process, adding a new application 

should include steps to integrate it with IAM (so that access to 

the new app is controlled via the standard processes). If the 

organization uses a GRC (Governance, Risk, Compliance) 

tool, IAM metrics and reports might feed into it. Essentially, 

identity management shouldn’t be a silo; it should be part of 

the enterprise architecture planning. An indicator of 

integration maturity is having an IAM architecture blueprint 

that shows how IAM components interface with other 

enterprise systems (ITSM tools, directories, cloud services, 

etc.) [2]. 

Audit and Compliance Reporting: From a compliance 

standpoint, IAM should be able to produce evidence and 

reports for audits. This could include access logs, attestation 

reports, violation logs, and policy compliance dashboards. 

Many regulations and standards come with specific identity-

related controls. For example: 

In summary, the Compliance & Integration pillar ensures that 

IAM is not an island. A well-integrated IAM program means 

identities flow seamlessly across the organization’s IT 

landscape, and identity controls are embedded into the 

organization’s compliance DNA[2]. 

3. THE QUANTITATIVE MODELING: 

EXCEL-BASED IAM ASSESSMENT 
Many organizations use a quantitative scoring model to assess 

IAM maturity across the defined pillars to complement 

qualitative insights. A common approach is building an Excel-

based assessment tool that assigns numerical ratings to 

various IAM capabilities or controls, allowing for objective 

measurement and easy visualization of the IAM program’s 

current state. This section outlines how to construct and use 

such a quantitative model. 

3.1 Designing the Maturity Model 
Typically, the model is structured around the IAM pillars or 

domains (as discussed above). For each domain, a set of 

criteria or questions is defined that represents increasing 

maturity levels. For example, under Identity Lifecycle 

Management, criteria might include: ―Provisioning process is 

documented and repeatable,‖ ―HR system is integrated for 

new hire provisioning,‖ ―Access removals are automated upon 

termination,‖ etc. Each criterion can be scored on a numerical 

scale – often 1 to 5, corresponding to maturity levels (1 = ad 

hoc/not in place, 5 = optimized/fully in place). This approach 

aligns with common maturity scales like the CMMI or 

COBIT-based grading [12]. 

 

Fig. 7: Scoring Model Scale 

 

3.2 Scoring and Weighting 
In Excel, list the domains, the criteria under each, and provide 

a column for scoring. For instance: 

Identity Lifecycle Management: ―HR to IT provisioning 

automation‖ – Score 2 (CSV import) – Target 4 (Real-time 

API integration). 

Access Governance: ―Access reviews conducted‖ – Score 3 

(Reviews done annually for some apps) – Target 5 (Quarterly 

for all critical apps). 

Each row would be scored based on evidence gathered: e.g., if 

quarterly access reviews are indeed done, perhaps that’s a 4 

(managed), whereas if only annual or none, it might be 1 or 2. 

Weights can be applied if some domains or criteria are more 

important – for example, you might weight ―termination de-

provisioning‖ higher than some other criteria because of its 

criticality. The Excel model can then compute weighted 

scores and overall averages or percentages for each domain 

[18], 

 

Fig. 8: IAM Heatmap 

3.3 Aggregating Results 
The outcome might be represented as an overall IAM maturity 

score. Excel’s charting features can be used to visualize this. 

A popular visualization is a radar/spider chart with IAM 

domains as axes – this clearly shows strengths and 

weaknesses (for example, you might see Governance and 

Password Management are strong (high scores), but Access 

Request processes lag (low score)). Another option is bar 

charts comparing current vs. target scores per domain [18]. 

Table1: Sample IAM Criteria Scoring 

 

Criteria Score Maturity 

Identity Lifecycle 2 Initial to Repeatable 

Access Governance 3 Defined 

Access Request 2 Initial to Repeatable 

Password Management 4 Managed 

 Integration/Compliance 3 Defined 
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This indicates, for example, that Password Management 

controls (like policies and MFA) might be quite strong 

(perhaps due to a recent PAM project), whereas lifecycle and 

request processes are still mostly ad-hoc. With such data, one 

can prioritize the weaker areas in the roadmap [18]. 

3.4 Benefits of Quantitative Assessment 
The numeric approach brings objectivity and the ability to 

track progress over time. By repeating the scoring after 

improvements, you can demonstrate tangible advancement  

(e.g., ―Last year Governance was 2.5, now it’s 4.0 after 

implementing an IGA tool – a 60% improvement‖). It also 

facilitates benchmarking against peers or standards; for 

instance, some online IAM self-assessment tools and 

calculators exist that provide benchmark scores [14]. An 

Excel model could incorporate target scores aligned with 

industry best practices or compliance minimums [14]. 

 

3.5 Caution in Scoring 
Ensure the scoring process is done by knowledgeable 

assessors and possibly cross-validated (e.g., through 

interviews). There is a risk of subjectivity, so having clear 

descriptions for what each score means is important. For 

example: 

Score 1: Process not documented or unpredictable. 

Score 3: Process documented and somewhat followed, with 

some automation. 

Score 5: Process optimized and fully automated with metrics 

in place. 

Having such definitions prevents ―grade inflation‖ or 

inconsistent ratings [18].In summary, using an Excel-based 

quantitative model provides a structured, repeatable way to 

gauge IAM maturity. 

 

Fig. 9: Sample IAM Sub-criteria Heatmap

4. QUALITATIVEASSESSMENTMETH

ODOLOGY (INTERVIEWS, 

OBSERVATION, &ANALYSIS) 
Numbers and scores tell part of the story, but to truly 

understand an IAM program’s effectiveness, qualitative 

methods are essential. A comprehensive IAM assessment will 

employ qualitative techniques such as stakeholder interviews, 

process observations, and document analysis. These methods 

yield contextual insights, uncover nuances, and provide 

explanations for why certain quantitative scores are high or 

low. They also help in formulating practical recommendations 

[2]. 

 
 

 

Fig. 10: Qualitative Assessment Methodology 

 

4.1 Stakeholder Interviews 
Identify and speak with a range of stakeholders who interact 

with IAM processes. This typically includes: 
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 IAM Program Owner / Security Manager: to 

understand the overall strategy, known pain points, and 

previous initiatives. 

 IT Operations/Helpdesk Personnel: who handle 

account provisioning, password resets, and user support. 

They can reveal bottlenecks (e.g., ―Get hundreds of 

access requests via email that are hard to track‖). 

 Business Managers/Application Owners: who sponsor 

or approve access. They provide insight into how well 

IAM processes align with business needs. 

 Compliance/Audit Officers: who can highlight any 

audit findings or compliance requirements related to 

IAM. 

 End Users (select few): to gauge the user experience 

(especially if user satisfaction is a goal. Sometimes 

surveys can supplement interviews for a broader user 

perspective. 

 

4.2 Customer Process Observation & 

Walkthrough 
It can be very illuminating to observe how IAM processes 

work in practice:For example, walk through the user 

provisioning process: from the moment HR inputs a new hire, 

what happens? Does an IT admin manually create accounts? 

Is there a script? How does the new hire get their credentials? 

Observe a password reset call or the self-service password 

portal (if one exists). See how long it takes and what steps are 

involved. This could highlight usability issues or security gaps 

(maybe users are being asked for too little info to verify 

identity, or conversely, the process is overly complex). 

Step through an access request from a user’s perspective in 

the current system. If it involves filling a form and emailing, 

note that. If there is a portal, use it and see how intuitive it 

is.If possible, also observe an access review campaign being 

performed: e.g., a manager going through a list of their 

employees’ access. Do they understand the information 

presented? Do they take it seriously or see it as a checkbox 

exercise? This can identify training needs or tooling 

improvements.Essentially, this is about examining the ―how‖ 

of the IAM processes in real time, which often surfaces 

discrepancies between documented procedure and actual 

behavior. It also helps in estimating efficiency (e.g., if it takes 

5 separate tools and 4 hours to set up a new user, that’s an 

issue) [2]. 

 

4.3 Customer Document and 

Configuration Review 
Collect and review relevant artifacts such as the following: 

 IAM Policies and SOPs: e.g., an Access Control Policy, 

Password Policy, Account Management procedures, etc. 

Check if they are up-to-date and in line with best 

practices. Do they cover all necessary areas (sometimes a 

policy might omit cloud apps if it’s outdated)? 

 Architectural diagrams: showing IAM system 

components and data flows. This helps assess integration 

coverage and identify any shadow identity stores not 

governed. 

 Previous Audit Reports or Assessment Findings: If the 

organization has had audits (internal or external) 

focusing on IAM or user access, review those findings. 

Perhaps last year’s audit said, ―Improve user access 

review process.‖ Has that been addressed? 

 IAM System Configurations: If you have access to the 

IAM tool’s configuration or admin console, inspect 

things like how many connected systems, any broken 

connectors, how many roles are defined, frequency of 

certification campaigns set in the system, etc. 

 Metrics and Tickets: If available, look at helpdesk 

ticket data or system logs: How many access requests per 

month? How many password reset tickets? Average time 

to resolve an access issue? These operational metrics 

give a feel for the IAM workload and effectiveness, and 

can corroborate interview statements. 

 Security Testing Results: If any penetration tests or 

security assessments were done, check if they found 

IAM-related vulnerabilities (common ones: accounts 

with weak/default passwords, excess privileges, ghost 

accounts). This highlights the real-world impact of IAM 

gaps. 

4.4 Bringing Together the Qualitative 

Information 
Once you have interviews, observations, and document 

insights, analyze them for common themes and contradictions. 

For instance, you might find that ―Most business users find 

the access request process slow and resort to workarounds.‖ 

That insight, combined with maybe a policy stating all 

requests go through manager approval, could mean the policy 

is fine, but the execution tool is slow – something to address 

in recommendations [2]. 

 

5. IAM MATURITYMODEL: 

LEVELSFROMINITIALTO OPTIMIZED  
Improving an IAM program is a journey – organizations 

typically progress through maturity levels, from chaotic 

processes to optimized excellence. Using a Maturity Curve 

Model helps to understand where the organization currently 

stands and what the next level looks like. A five-level IAM 

maturity model (with Level 1 being the lowest maturity and 

Level 5 the highest), along with characteristics and strategic 

actions at each level. This model is informed by industry-

standard maturity definitions [18] and tailored to IAM-

specific capabilities. 

 

 
 

Fig. 11: IAM Maturity Curve 

 

5.1 Level 1: Initial (Ad-Hoc) 
Characteristics: At the Initial stage, IAM processes are 

largely ad-hoc, reactive, and inconsistent. There is no 

overarching IAM strategy or standardized procedures. Identity 

management tends to be siloed within individual IT teams or 

applications. For example, one system admin creates user 

accounts in System A when they get around to it, and another 
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separately manages System B, leading to disorganization and 

confusion in access control [12]. Documentation is minimal or 

absent; knowledge resides in individuals rather than in defined 

processes. Security incidents or access issues are handled in a 

firefighting mode rather than by preventive design [12]. 

Common symptoms of Level 1 include: 

 User accounts are created via emails or informal 

requests without clear approval steps. There may be 

no central tracking of who has access to what. 

 Password practices are weak (perhaps no consistent 

policy, or everyone shares the same admin 

password). 

 Inconsistent access levels: Some users accumulate 

excessive rights because revocation is not 

systematic; new apps might be launched without 

any integration into an IAM framework. 

 Lack of governance: No periodic reviews of access, 

and no role definitions – each access decision is 

one-off. Compliance is at risk because controls are 

not demonstrable. 

 If an IAM tool exists, it’s underutilized or not 

configured well; often, though, organizations at 

Level 1 rely on manual administration and 

spreadsheets at best. 

In short, at this stage, the enterprise may not even fully 

recognize the need for structured IAM. This aligns to 

―Nonexistent or Ad-hoc‖ in maturity terms – for instance, 

COBIT level 1: ―Attention to IAM is occasional and 

inconsistent; plans are disorganized‖ [12]. 

Risks: Operating at Level 1 poses high security and 

compliance risks. Unauthorized access is likely to go 

undetected. It’s easy for accounts to slip through the cracks 

(e.g., not disabled when an employee leaves), leading to 

potential breach points. Audit findings at this level are usually 

negative, since basic controls (unique IDs, least privilege, 

etc.) may not be reliably in place [12]. 

Strategic Actions for Level 1: The goal here is to establish 

basic IAM governance and repeatable processes. Key actions 

include: 

 Gain Executive Sponsorship: Often, the biggest 

challenge is moving IAM from an afterthought to a 

priority. Present the risks to leadership to secure 

buy-in for improvement [20]. Without management 

support, IAM will remain an unfunded mandate. 

 Develop an IAM Policy and Program Plan: Write 

down an initial Identity and Access Management 

policy that defines objectives (account provisioning, 

access approvals, periodic reviews, password rules). 

Start treating IAM as a program, not just a one-time 

project [2]. This means planning beyond immediate 

fixes – envisioning a multi-phase roadmap. 

 Quick Wins – Inventory and Cleanup: Do an 

account inventory in major systems to find obvious 

issues (duplicate accounts, high-risk orphan 

accounts). Begin an immediate cleanup (disable or 

remove inappropriate access). This addresses the 

worst gaps and shows value [6]. 

 Implement Basic Procedures: For example, 

mandate that HR notifies IT on employee 

termination and that IT must disable accounts 

within X days (even if it’s a manual checklist at 

first). Set up a simple access request form with 

manager approval to bring some consistency 

(perhaps using the IT ticketing system) [2]. 

 Assign Clear Responsibilities: Identify who 

―owns‖ IAM tasks. For instance, designate an IAM 

coordinator or assign the responsibility to an 

existing role. Ensure responsibilities like off-

boarding, privilege review, etc., are assigned [20], 

so it’s not everyone’s (and thereby no one’s) job. 

 Tool Consideration: At Level 1, it might be 

premature to deploy a full IAM suite, but it’s worth 

evaluating needs. Even adopting something like a 

password vault for admin credentials and a simple 

directory service for central authentication can raise 

the baseline [9]. 

Moving out of Level 1 is critical because it ―sets the 

foundation for robust IAM practices‖ [18]. The organization 

should aim to at least reach a state where processes are no 

longer completely chaotic and undocumented. As IAM efforts 

become more structured, the program enters Level 2. 

5.2 Level 2: Repeatable (Developing) 
Characteristics: In Level 2, the organization has made 

progress by establishing defined IAM policies or procedures, 

but the approach remains mostly reactive. There is recognition 

of IAM’s importance, and some structure exists – for 

example, an official Access Control Policy might be in place, 

and some provisioning process steps are documented [2]. 

However, many processes are still not fully efficient or 

proactive. 

Notable traits at Level 2: 

 Policies & Procedures in Place: IAM processes are 

now guided by specific guidelines (e.g., ―All new 

hires must have manager approval recorded before 

accounts are created‖). Documentation exists, and 

employees responsible for IAM are aware of these 

procedures [2]. 

 Reactive Approach: The organization tends to 

address IAM issues after they occur rather than 

anticipating them. For instance, new system 

integration with IAM might happen only after an 

audit flag it, or access reviews might be launched 

only in response to a security incident or 

compliance deadline [12]. 

 Partial Automation: There may be some scripts or 

tools introduced to reduce manual work – e.g., a 

script to create an AD account when HR provides a 

new user file – but these are point solutions. 

Overall, automation and consistency are limited [5]. 

 Some Governance but Not End-to-End: Perhaps 

the company has started doing an annual user access 

review for a critical system (especially if required 

by regulations), but not for all systems. Role 

definitions might exist in one business unit, but 

others still use ad-hoc permissions [5]. 

 Awareness of Gaps: At this level, the team usually 

knows of several gaps but hasn’t fixed them all. For 

example, they know they lack MFA on some remote 
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access, or that one particular legacy system isn’t 

included in the standard joiner process, and they 

handle it separately [9]. 

In summary, Level 2 is about getting organized – moving 

from chaos to some order, yet still tackling issues in a mostly 

event-driven way [18]. The IAM program is developing, but it 

hasn’t fully transitioned to being proactive or enterprise-wide 

in scope. 

Risks and Challenges: While better than Level 1, a Level 2 

organization is still vulnerable. The reactive posture means 

new threats or requirements can catch it offguard. For 

instance, a sudden increase in remote work (as happened in 

2020) might overwhelm the still-manual elements of IAM. 

There’s also a risk of complacency. Additionally, because not 

everything is integrated, attackers or auditors might find the 

unaddressed corners (e.g., that one system with shared 

accounts that wasn’t in the new processes) [12]. 

Strategic Actions for Level 2: The focus here is to move 

from reactive to proactive and expand consistency across the 

organization. Key next steps: 

 Close Policy-Practice Gaps: Ensure the IAM 

policies that were defined are actually being 

followed uniformly. It may involve training or 

awareness for IT staff and business managers about 

the new procedures. For example, if a policy says 

use strong passwords, verify all systems enforce the 

complexity rules; if it says managers must review 

access quarterly, set up reminders and tracking to 

ensure that happens [2]. 

 Introduce Governance Mechanisms: If not 

already started, implement periodic access 

certification reviews for critical systems and high-

risk roles. This can start manually, but it establishes 

a culture of accountability for access. Also, 

formalize an IAM steering committee or working 

group if one doesn’t exist – to review IAM issues 

regularly rather than ad-hoc [20]. 

 Begin Tool Implementation for Efficiency: At this 

stage, organizations often consider investing in 

dedicated IAM solutions or expanding their 

capabilities. For example, deploy an IGA (Identity 

Governance & Administration) tool or leverage an 

existing one more fully to automate provisioning 

and certification. Or set up an SSO/federation 

service to handle authentication centrally (if not 

already) [5]. 

 Address Reactive Gaps Proactively: Identify 

common triggers that were causing reactive fixes 

and address them in advance. For instance, if you 

responded to several security incidents involving 

orphan accounts, implement a monthly orphan 

account report proactively. If audit comments keep 

mentioning missing logs, implement a centralized 

logging for IAM events [6]. 

 Enhance Monitoring and Metrics: Start tracking 

IAM operations: how many accounts are created, 

time to fulfill requests, number of unauthorized 

access attempts blocked, etc. ―If you can’t measure 

it, you can’t manage it.‖ These metrics will help 

justify further improvements and detect issues 

earlier [18]. 

 Pilot Advanced Practices: Level 2 is a good time 

to pilot more advanced IAM concepts on a small 

scale. For instance, try an MFA solution with a 

subset of users or for VPN access, or pilot role-

based access on one system. This experimentation 

builds experience and a case for wider rollout [9]. 

The shift from Level 2 to Level 3 is crucial as it represents 

going from purely implementing what’s explicitly needed to 

thinking strategically about IAM as part of the security 

architecture. As guidance for an IT manager: ―Moving beyond 

Level 2 is crucial... focus on proactive risk assessment, 

continuous monitoring, and staff training‖ to elevate the 

security posture [20]. That is, don’t just react to incidents – 

anticipate and prevent them. 

5.3 Level 3: Defined (Standardized & 

Proactive) 
Characteristics: At Level 3, IAM processes are well-defined, 

documented, and somewhat standardized across the 

organization. The program takes a more strategic and 

proactive approach to identity management. Rather than 

waiting for problems to force action, the organization at Level 

3 actively anticipates needs and regularly evaluates its IAM 

controls [2]. 

Key features of a defined maturity (Level 3) include: 

 Predictable Operations: IAM functions like 

provisioning, access reviews, and password resets 

occur in a predictable, orderly fashion. The majority 

of IAM tasks follow documented workflows. For 

example, user on/off-boarding might now be 

handled through an identity management system or 

a coordinated process such that no new hire or 

leaver is missed [5]. 

 Enterprise-wide Scope: The IAM policy and 

processes now cover most (if not all) systems and 

departments. There is less fragmentation – even if 

different technologies exist, they are governed 

under a common framework. An elaborate IAM 

policy exists that covers various scenarios and 

clearly outlines roles/responsibilities [2]. 

 Proactive Risk Management: The organization has 

shifted to anticipating potential risks and needs. For 

example, if a new business initiative is starting 

(moving a service to cloud, or a merger is on the 

horizon), the IAM team is involved early to plan 

identity integration. There’s a strategic alignment: 

IAM improvements are planned in conjunction with 

IT and business strategy (e.g., supporting a move to 

more cloud apps by implementing a cloud-friendly 

SSO) [2]. 

 Improved Security Controls: At this stage, more 

advanced controls are likely implemented. Multi-

factor authentication might be widely deployed for 

critical accesses, privileged accounts are managed 

through a PAM solution, and role-based access 

control might be in effect for a large portion of 

access requests [9]. The principle of least privilege 

is increasingly enforced not just in policy but via 

technical means (e.g., requests for excessive access 

are automatically curtailed or require high-level 

approval) [13]. 

 Use of Technology and Automation: The IAM 

toolsets (like IGA, SSO, PAM) are actively used 
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and integrated. Many manual tasks from earlier 

levels are now automated or semi-automated. For 

instance, user provisioning might occur in near real-

time via an identity middleware that connects HR 

with directories and applications. Self-service 

capabilities (access requests, password resets) are in 

place and reducing the IT burden [7]. 

 Regular Evaluations: IAM processes get regular 

health checks and audits. Even if not required by 

external compliance, the IAM team might internally 

assess things like access appropriateness, system 

integration coverage, etc. There may be a periodic 

IAM program review with leadership to report 

status and risks. Essentially, evaluation is 

―occasional but regular‖ and informs improvements 

[18]. 

An organization at Level 3 has largely moved from reacting to 

events to managing IAM by policy and procedure. As 

Simeio’s model notes, at this ―Defined‖ stage, IAM is 

documented, receives occasional evaluation, and is generally 

understood by pertinent staff and users [18]. It’s a solid 

intermediate maturity: things are under control, though not yet 

optimized to their fullest potential. 

Risks and Challenges: While much more robust, Level 3 

organizations still have room for growth. Challenges here 

often include: 

 Ensuring consistency: as the program scales, 

maintaining uniform practices across global or 

diverse business units can be hard. Some groups 

may try to diverge (―just this once, let’s create an 

account outside the system for expedience‖). 

 Fine-tuning roles and policies: The initial roles or 

processes defined might not be perfect; it takes 

iteration to refine them. Also, user experience can 

be a concern – sometimes, more controls mean 

more friction, so balancing security and 

convenience remains an ongoing effort (e.g., 

avoiding onerous approval chains that frustrate 

users). 

 Resource constraints: Level 3 often requires 

investment in tools and people. The program needs 

to justify continued investment to get to the next 

level (Managed/Measured)[9]. 

Strategic Actions for Level 3: To progress further, the 

organization should focus on measuring and optimizing and 

addressing any remaining silos or inefficiencies: 

 Implement Metrics and Monitoring (if not 

already): Establish key performance indicators 

(KPIs) for IAM. For example: average time to 

provision accounts, number of access violations 

detected, percentage of accounts with MFA, etc. 

Also implement continuous monitoring where 

possible – for instance, monitor for dormant 

accounts or excessive permission assignments as a 

security measure [18]. 

 User and Stakeholder Feedback: Now that 

processes are defined, gather feedback for 

improvement. Perhaps conduct a survey of 

managers on the access certification process 

efficiency, or of end-users on how the SSO or 

password reset is working for them. This can 

highlight areas to streamline, showing that the 

program cares about usability (―respect the 

consumerization of IT,‖ as one best practice source 

says [7]). 

 Advanced Governance: Increase the frequency and 

scope of access reviews. Consider moving to 

continuous access validation for high-risk areas, 

rather than periodic. Also, integrate identity 

analytics – e.g., detect if a user suddenly gets access 

to many sensitive systems (which could indicate 

role creep or misuse) [11]. 

 Expand Automation & AI: Investigate 

opportunities for further automation. For example, 

automating role mining and suggestions (some IGA 

tools can suggest new roles or detect when a user 

has anomalous permissions). At Level 3-4, 

organizations start exploring AI/ML to handle some 

IAM decisions (like access request approvals for 

low-risk tasks, or anomaly detection in login 

patterns) [11]. 

 Integrate IAM with Security Operations: At this 

maturity, IAM should become closely tied to 

security operations and incident response. Ensure 

that a compromised account triggers incident 

response procedure. Perhaps feed IAM logs into a 

SIEM (Security Information and Event 

Management) system for correlation with other 

security events. This helps detect attacks like 

privilege escalation or unusual access times (which 

may indicate credential compromise). Use of SIEM 

and AI for identifying unusual access patterns is a 

hallmark of moving toward optimization [11]. 

 Plan for Scale and Future: Look ahead – perhaps 

the org will adopt more cloud, IoT, or undergo 

M&A. Ensure the IAM roadmap accounts for these 

(e.g., how to integrate identities of an acquired 

company smoothly, or how to manage non-human 

identities like service accounts and bots – which by 

Level 3 should be on the radar) [8]. 

By executing these actions, the organization can transition 

into a truly Managed and Measured state, Level 4, where IAM 

becomes not just well-run but quantitatively controlled and 

continuously improved. 

5.4 Level 4: Managed (Measured & 

Monitored) 
Characteristics: Level 4 represents a measured, monitored, 

and well-managed IAM program. At this stage, IAM is 

ingrained in the organization’s operations with little to no user 

issues and high degrees of automation and integration [18]. 

The key difference from Level 3 is the emphasis on 

measurement and continuous improvement. 

Attributes of a Managed maturity include: 

 Comprehensive Metrics & Reporting: The IAM 

team (and management) have clear visibility into 

the program’s performance. Regular reports or 

dashboards might show compliance status (e.g., 

―100% of users recertified this quarter‖), security 

metrics (e.g., ―MFA blocked X account takeover 
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attempts‖), and operational metrics (e.g., ―Average 

access request fulfillment time: 4 hours‖). These 

metrics are used to drive decisions and demonstrate 

value [18]. 

 Optimization and Fine-Tuning: With processes 

stable, the organization can focus on optimization. 

For instance, analyzing request volume and 

approval times to streamline workflows, or 

adjusting role definitions to reduce the need for 

exceptions. There is a culture of ―regimented and 

informative evaluation‖ [18] – meaning regular 

audits or reviews of IAM processes themselves, not 

just user access. The IAM program likely undergoes 

annual maturity assessments or external reviews to 

identify any regression or potential enhancement. 

 High Automation & Integration: By Level 4, 

automation is prevalent in IAM operations. Joiner-

mover-leaver processes might be fully automated 

from HR feed to account provisioning across dozens 

of systems. Access reviews could be automatically 

kicked off and tracked. Integration is such that 

identities are consistent across on-prem and cloud. 

The IAM solution may employ workflow 

automation, auto-provisioning, and even robotic 

process automation for any remaining manual steps 

[5]. 

 Advanced Security Controls in Place: All users 

(including privileged and remote) use MFA or 

stronger auth. Just-in-time access or ephemeral 

privileged access might be utilized (e.g., an admin 

gets admin rights only when needed, and they 

expire automatically). Dynamic access controls 

could be implemented, for example, real-time risk-

based authentication that adjusts requirements based 

on context. The principle of least privilege is 

enforced to a granular level; privileged sessions are 

monitored or recorded. In short, the IAM program is 

actively minimizing the attack surface [9]. 

 Cross-Domain Integration: IAM at this stage is 

integrated with other IT domains: user onboarding 

triggers not just IT account setup but also physical 

access badge issuance, email group assignment, etc., 

in one flow. Likewise, identity data is leveraged for 

other purposes (like license management, or to feed 

an asset management system about user devices, 

etc.). This speaks to IAM’s maturity in the 

enterprise – it’s not just a security control, but a 

source of truth for many processes [2]. 

 User Experience Focus: IAM processes are 

designed with the end-user in mind, minimizing 

friction while maintaining security. Self-service 

portals are intuitive, and access requests are fulfilled 

quickly. The organization might have metrics on 

user satisfaction with IAM processes, ensuring that 

security doesn’t come at the cost of usability [7]. 

Risks and Challenges: Even at Level 4, challenges remain: 

 Maintaining Momentum: With IAM running 

smoothly, there can be a risk of reduced focus or 

budget. Continuous improvement requires ongoing 

investment and attention [20]. 

 Complexity Management: As automation and 

integration grow, the IAM system itself can become 

complex. Ensuring that it remains maintainable and 

adaptable is key [5]. 

 Emerging Threats: New attack vectors (e.g., 

sophisticated phishing targeting MFA) require the 

IAM program to stay ahead. Level 4 organizations 

must keep updating controls to match the evolving 

threat landscape [11]. 

Strategic Actions for Level 4: To reach the pinnacle of 

Optimized (Level 5), focus on innovation, resilience, and 

business alignment: 

 Continuous Improvement Cycles: Establish a 

formal process to reassess IAM maturity annually or 

after major changes (new systems, M&As, etc.). 

Use the assessment to identify areas for fine-tuning 

(e.g., are there still manual steps that could be 

automated? Are there user experience or 

authentication improvements)? At this level, 

improvements may be smaller but still valuable, like 

fine-tuning an AI model that flags anomalous access 

or expanding SSO to even more apps, etc. [11]. 

 Business Alignment and Value: Tie IAM metrics 

to business outcomes. For example, show how 

improved IAM has enabled faster onboarding of 

revenue-generating staff, or how it reduced 

helpdesk costs by X%. This keeps executive 

sponsorship strong. At Level 4, IAM can be pitched 

not just as security plumbing but as a business 

enabler (for instance, enabling digital 

transformation initiatives safely) [2]. 

 Incident Response Integration: Ensure that 

incident response plans explicitly include IAM 

scenarios (e.g., how to handle a breached account, 

or how to quickly cut off all access in case of a 

malicious insider). Possibly conduct drills for IAM-

related incidents. This ensures that if, despite all 

controls, something happens, the response is swift 

and effective [11]. 

 Scalability and Resilience: Plan for scaling the 

IAM system (more users, more apps, M&A, etc.) 

and for resilience (disaster recovery for IAM 

components, backup for cloud IAM services). At 

Level 4-5, IAM is mission-critical infrastructure, so 

it must have high availability and a failover strategy 

[8]. 

 Stay Updated with Trends: Continue to keep 

abreast of IAM trends and threats (for example, the 

rise of Identity Threat Detection and Response 

(ITDR) as an extension of IAM security, or new 

compliance requirements). Incorporating new 

relevant practices (like decentralized identity or 

improved customer IAM for B2C contexts, if 

applicable) might be considered in innovation pilots 

[11]. 

The organization at Level 4 is in a strong position – IAM is 

functioning with minimal issues and supporting the business 

well. The final jump to Optimized (Level 5) is often less about 

adding entirely new capabilities and more about refining and 

innovating – getting to a state of continuous, sustainable 

optimization. 
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5.5 Level 5: Optimized (Continuous 

Improvement & Innovation) 
Characteristics: Level 5 is the peak maturity where the IAM 

program is fully optimized, integrated, and adaptive. Identity 

and Access Management at this stage operates under a model 

of continuous improvement and is often at the forefront of 

adopting new technologies or practices to enhance security 

and efficiency [18]. 

Traits of an Optimized IAM program include: 

 Proactive and Predictive: The IAM program 

doesn’t just respond to known patterns but can 

predict and preempt identity-related risks. For 

example, using machine learning on identity 

analytics to anticipate which access might be risky 

before it’s granted, or to identify that a certain 

combination of entitlements is likely to lead to an 

SoD conflict and thus redesign roles ahead of time 

[11]. 

 Fully Integrated “Identity Fabric”: All identity 

types (employees, contractors, partners, customers, 

even IoT/service identities) are managed under a 

unified strategy. The IAM system is smoothly 

integrated with its ―sibling domains‖ (security 

operations, IT operations, HR, etc.) [2]. It’s 

effectively an identity fabric woven into every 

aspect of technology use in the organization. For 

instance, an employee’s identity might link their 

network access, building access, laptop access, and 

application access in one cohesive view. 

 Extensive Use of Automation and AI: At Level 5, 

automation is extensive and even autonomous in 

places. Approvals for routine access might be 

automatically handled by AI following the policy. 

An optimized environment often employs AI/ML 

for automated decision-making in approvals, 

certifications, and anomaly responses [11]. If an 

account shows suspicious behavior, the system 

might automatically step up authentication or 

suspend the account pending investigation (an 

automated adaptive response). 

 Seamless User Experience: Identity security is 

robust but almost invisible to users (in a good way). 

Passwords might have been largely eliminated in 

favor of passwordless auth; single sign-on is 

ubiquitous; users rarely face access delays or issues. 

The onboarding of a new user is smooth and 

perhaps even consumer-grade in simplicity (think of 

how quickly a new employee gets everything they 

need, maybe even pre-provisioned before day 1, 

with automated welcome emails explaining how to 

access systems) [7]. 

 Cross-Organization and External Alignment: At 

this stage, organizations often participate in 

federated identity ecosystems beyond their walls – 

for example, using standards to trust identities from 

partner organizations or contributing to industry 

identity trust frameworks. They might be leveraging 

things like identity federation for contractors or 

cross-domain identity verification (say, using a 

government ID verification service for certain high-

assurance identity proofing). In short, the optimized 

program doesn’t end at the company boundary; it 

seamlessly interacts with external identity contexts 

where appropriate [8]. 

In the COBIT/Simeio grading, optimized (Level 5) means 

IAM is performing effectively at all levels, integrated fully, 

and employs extensive automation, requiring only minimal 

manual oversight [18]. It’s essentially self-regulating to a 

degree. 

Sustaining Level 5: Once reached, optimized is not a static 

end state; it’s an approach of perpetual enhancement. The 

program likely has mechanisms to learn and adapt (from 

incidents, from new tech, from changing business needs). 

Also, at this stage, IAM is a competitive advantage – for 

instance, if it’s a bank, they can onboard customers faster and 

more securely than competitors because of superior IAM, or if 

it’s a hospital, clinicians get access immediately when they 

join a new facility, improving patient care, etc. The IAM team 

might even contribute to industry standards or share best 

practices publicly because they are thought leaders [8]. 

Strategic Actions for Level 5: 

 At this pinnacle, strategy is about innovation and 

maintaining excellence. The team should keep 

exploring emerging IAM trends (like decentralized 

identity, blockchain for identity, privacy-enhancing 

identity techniques) to see if they add value to the 

organization [8]. 

 Ensure there is no complacency; run red-team 

exercises focusing on identity to continually test the 

system’s robustness (e.g., simulate an insider threat 

to see if the IAM controls catch it) [11]. 

 Continue to invest in training and development of 

the IAM team – at this level, the team’s expertise is 

what drives innovation. Often, Level 5 

organizations have IAM staff who are active in 

professional communities, which helps them stay 

sharp [20]. 

 Review Governance Structure: With everything 

running well, sometimes governance committees 

can lose steam. Make sure IAM governance remains 

active, perhaps repurpose it to oversee identity 

strategy for new business ventures, not just 

operations [20]. 

 Cost Optimization: Perhaps now attention can be 

given to optimizing cost-efficiency without 

sacrificing security, for example, consolidating IAM 

tools or leveraging cloud IAM services to reduce 

maintenance overhead, as long as it doesn’t 

compromise capabilities [4]. 

Reaching Level 5 is an achievement that few organizations 

attain, especially large, complex ones, but it’s a useful vision 

to drive towards. Each incremental improvement yields real 

benefits in security, compliance, and user satisfaction. It’s 

important to note that not every organization needs to be at 

Level 5 in every sub-domain – the target maturity might 

depend on risk appetite and business context. However, using 

this maturity model, one can map out where they are and 

where they aspire to be for each IAM pillar [18]. 

With the maturity model levels defined, an organization can 

identify its current level for each IAM pillar assessed and then 

chart a maturity roadmap with initiatives that will move each 

area to the next level. 
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6. ROADMAPFOR IAM 

MATURITYPROGRESSION  
Achieving higher IAM maturity is a multi-year journey. A 

well-crafted IAM roadmap translates the target maturity levels 

into a sequenced plan of initiatives and projects. This roadmap 

is typically informed by the assessment findings (current 

maturity), business priorities, and resource constraints [2]. 

Key Principles in Developing an IAM Maturity Roadmap 

 Phased Approach: Trying to ―boil the ocean‖ in 

one go is a known pitfall [20]. Instead, break the 

journey into phases (often aligned with budget years 

or quarters). For example: 

o Phase 1 (Near-term, e.g., 6-12 months): 

Address critical security gaps and quick 

wins. These might include implementing 

MFA for remote access (if lacking), 

cleaning up dormant accounts, 

centralizing some processes, and piloting 

an IAM tool. The aim is to reduce 

immediate risk and build momentum. 

o Phase 2 (Mid-term, e.g., 12-24 months): 

Build foundational capabilities – e.g., 

deploy or expand an IGA solution, 

integrate key systems, establish enterprise 

SSO, formalize the governance 

committee, and roll out standardized 

processes enterprise-wide. This sets the 

stage for advanced capabilities. 

o Phase 3 (Long-term, e.g., 24-36+ 

months): Optimize and innovate – 

implement advanced features (like 

automation, AI-driven analytics, fine-

grained access controls), extend IAM to 

all systems, including legacy or difficult 

ones, and continuously improve user 

experience. By this phase, the 

organization aims for Managed/Optimized 

levels in most areas. 

Each phase should have clear objectives, 

deliverables, and success metrics [2]. 

 Prioritization: Use the assessment to prioritize. 

Focus on areas where risk is highest and where 

improvement is most feasible. For example, if 

Access Governance is at a very low maturity (lots of 

unchecked access) and poses compliance risk, 

prioritize implementing a governance process/tool 

early. If Password Management is low but the 

organization already plans to implement MFA, that 

project can boost that domain quickly. A helpful 

approach is to categorize initiatives into those that 

mitigate risk, ensure compliance, and improve 

efficiency/user experience, then ensure a balance, 

with risk mitigation and compliance typically front-

loaded [20]. 

 Strategic Alignment: Align IAM initiatives with 

business initiatives. For instance, if the company is 

moving to cloud apps or SaaS adoption, ensure the 

roadmap includes SaaS integration and cloud 

identity management early on (e.g., adopting SSO 

for the new cloud apps). If there’s a digital 

transformation program or a Zero Trust security 

initiative, the IAM roadmap should explicitly 

support it (since identity is core to Zero Trust) [8]. 

 Resource and Organization Considerations: 

Ensure the roadmap accounts for needed 

investments – both technology (licenses, tools) and 

people (headcount, training). Sometimes, achieving 

maturity needs organizational changes, such as 

forming an IAM team or assigning dedicated 

product owners for IAM components. Factor these 

in. For example, a common pitfall is not having the 

right team of engaged stakeholders [20] – the 

roadmap should address this by formalizing roles 

and involving stakeholders from HR, IT, Security, 

etc., at the right steps. 

 Timeline and Dependencies: Sequence projects in 

a logical order. Some things are prerequisites for 

others. For instance, it’s often sensible to deploy a 

central directory or meta directory and clean up 

identity data before layering an IGA solution on top. 

Or implement foundational MFA before attempting 

passwordless. Show dependencies and perhaps do 

quick pilots to learn before a big rollout (pilot the 

new access request system with one division, then 

expand) [2]. 

Example Roadmap Structure 

 

Fig. 12: A Simplified Example Roadmap 

Year 1: 

 Q1-Q2: Develop IAM strategy and policy (if not 

existing), get executive approval for the program. 

Quick wins: implement MFA for VPN/admins, 

enforce baseline password policy on major systems, 

and terminate known orphan accounts. 

 Q3-Q4: Implement IAM tool Phase 1 – e.g., deploy 

SailPoint or Saviynt for a set of core systems (AD, 
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HR, ERP). Set up automated provisioning from HR 

to AD. 

 Outcome by end of Year 1: Basic controls in place 

(MFA, policies), reduced low-hanging risks, and 

groundwork laid (tool deployed for core, initial 

governance running). Maturity might move from 

Level 1 to 2 in most areas, with some hitting 3 [18]. 

Year 2: 

 Q1-Q2: Expand IAM tool to additional applications 

(cloud apps, etc.). Integrate Single Sign-On 

platform (Okta/Ping, etc.) to unify authentication for 

X% of apps. Improve Access Request Workflow – 

introduce a self-service portal for common requests 

with manager approval workflows. Continue 

quarterly access reviews and refine role definitions 

from initial campaigns. 

 Q3-Q4: Implement Privileged Access Management 

solution for superuser accounts (if not already). 

Automate more processes: e.g., joiner/mover/leaver 

fully automated for all in-scope systems. Start 

measuring IAM metrics (report to management). 

Conduct IAM awareness training for IT and 

business managers so everyone understands the new 

processes. 

 Outcome by end of Year 2: IAM is much more 

standardized across the enterprise. Many manual 

tasks are automated, user convenience is improved 

(SSO, self-service), and privileged accounts are 

secured. Maturity is likely at Level 3 across the 

board, some aspects edging into 4 [18]. 

Year 3: 

 Q1-Q2: Optimize – possibly implement advanced 

features like behavior analytics for anomalous 

access (integrate IAM with SIEM for identity threat 

analytics). Fine-tune roles and possibly implement 

attribute-based access for finer control. Extend IAM 

to remaining niche systems (maybe manufacturing 

plant systems or legacy apps) using creative 

solutions or manual processes improved to integrate 

them (no system left behind). 

 Q3-Q4: Move towards passwordless or phishing-

resistant authentication for users now that MFA is 

mature. Perhaps introduce federation with partners 

for easier B2B access. Regularly simulate user 

access reviews and incident drills for continuous 

readiness. If applicable, extend IAM to customers 

(CIAM improvements) using lessons learned from 

workforce IAM. 

 Ongoing: Continuous improvement cycles each 

quarter, and possibly seek external certification or 

attestation of IAM program (some orgs at high 

maturity might go for ISO 27001 certification or 

similar, which heavily includes IAM controls, to 

demonstrate excellence). 

 Outcome by end of Year 3: The organization 

operates at Level 4 in most areas, with elements of 

Level 5 (depending on how far optimization went). 

The IAM program is now a mature function with 

clear ownership, metrics, and adaptation [18]. 

Another element of the roadmap is governance checkpoints: 

after each major phase, reassess maturity. Confirm that the 

organization indeed moved up in the intended areas. Adjust 

the roadmap if needed – perhaps a new risk emerged or a 

project took longer; the roadmap is a living document [2]. 

By mapping the maturity model to a concrete roadmap, the 

organization creates a practical pathway to progress. The 

roadmap should be documented and agreed upon by 

stakeholders, and ideally championed by an executive sponsor 

(like the CISO) to ensure it receives the necessary support. 

 
 

Fig. 13: SampleIAM Maturity Spider Graph 

 

7. REAL-WORLD CASE STUDIESBY 

INDUSTRY 
Examining real-world case studies provides valuable insights 

into common challenges and effective solutions for improving 

IAM maturity. 

Case Study 1: Financial Services – Enhancing IAM for 

Compliance and Agility 

A large multinational bank faced pressure from stringent 

regulations (e.g., Sarbanes-Oxley [SOX], PCI DSS) and 

internal audit findings that highlighted gaps in its identity 

management. The bank’s IAM program was fragmented: 

different regions operated their own processes, and user 

access reviews were inconsistently performed, creating 

compliance risks and operational inefficiencies. This was 

particularly problematic as the bank expanded its adoption of 

cloud services, increasing the complexity of identity 

management [19]. 

Initiatives and Roadmap: The bank’s Chief Information 

Security Officer (CISO) sponsored a two-year IAM 

transformation to address these issues: 

 Year 1: The bank centralized IAM governance by 

forming a global IAM team and rolling out a unified 

Access Control Policy. They deployed a SailPoint 

Identity Governance and Administration (IGA) 

platform to replace ad-hoc scripts, initially focusing 

on high-risk systems (e.g., core banking and 
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financial applications). Multi-Factor Authentication 

(MFA) was enforced enterprise-wide for all VPN 

and privileged access to enhance security [5], [9]. 

 Year 2: The IGA platform was expanded to 

integrate hundreds of applications, including cloud-

based apps via System for Cross-domain Identity 

Management (SCIM) connectors, enabling near-

real-time provisioning and de-provisioning. Role-

Based Access Control (RBAC) was implemented, 

designing approximately 150 roles to cover 

common access profiles, which streamlined 

approval processes [13]. A Single Sign-On (SSO) 

system using Ping Identity was introduced, 

federating access to both on-premises and cloud 

applications, improving user convenience and 

security. By the end of Year 2, users accessed 80% 

of applications through a single self-service portal 

with SSO [7]. 

Outcomes: 

 Compliance Achieved: The subsequent SOX audit 

reported no findings related to user access controls. 

The bank could produce on-demand evidence for 

audits, such as reports proving that all financial 

application users’ access was reviewed and 

approved quarterly [25]. 

 Risk Reduction: Automated de-provisioning 

reduced orphan accounts by 90%, and unauthorized 

access incidents (e.g., misuse of a former 

contractor’s account) dropped to near zero. MFA 

implementation significantly reduced account 

compromise events [9]. 

 Operational Efficiency: A cloud-delivered IAM 

model yielded significant Return on Investment 

(ROI), saving several million dollars by reducing 

manual efforts and audit overhead, as noted in an 

RSA case study [19]. The self-service portal and 

SSO reduced helpdesk tickets for access requests by 

40%, enhancing user productivity [7]. 

 Maturity Progression: The bank advanced from 

Level 2 (Repeatable) to Level 4 (Managed) in 

Access Governance and Compliance & Integration, 

with Identity Lifecycle Management reaching Level 

3 (Defined) [18]. 

Lessons Learned: 

 Executive sponsorship from the CISO was critical 

to securing funding and aligning regional teams 

[20]. 

 Starting with high-risk systems for IGA deployment 

ensured early compliance wins, building momentum 

for broader rollout. 

 User training on the new SSO and self-service 

portal was essential to drive adoption and reduce 

resistance to change [7]. 

This case demonstrates how a structured IAM roadmap, 

supported by modern IGA and SSO tools, can address 

compliance mandates, reduce risk, and improve operational 

efficiency in a regulated industry [19]. 

Case Study 2: Healthcare – Securing PHI with IAM for 

HIPAA Compliance 

A regional healthcare provider with multiple hospitals and 

clinics struggled with securing Protected Health Information 

(PHI) under the Health Insurance Portability and 

Accountability Act (HIPAA). The provider’s IAM processes 

were largely manual, withIT teams creating accounts via 

email requests and no centralized visibility into who had 

access to Electronic Health Record (EHR) systems. This led 

to delays in onboarding clinicians, excessive access for some 

users, and audit findings related to inadequate access controls 

[21]. 

Initiatives and Roadmap: The provider launched an 18-

month IAM initiative to strengthen security and compliance: 

 Year 1: The organization conducted an IAM 

assessment, identifying gaps in Identity Lifecycle 

Management and Access Governance. They 

implemented an Okta Identity Cloud solution to 

centralize identity management, starting with EHR 

systems and Active Directory integration. 

Automated provisioning was set up to link HR 

systems with IAM, ensuring new clinicians received 

access on their first day. A self-service password 

reset (SSPR) portal was introduced to reduce 

helpdesk burden [7]. MFA was mandated for all 

remote and privileged access to EHR systems [9]. 

 Year 2 (First 6 Months): The provider rolled out 

access governance features, including quarterly 

access reviews for PHI systems and SoD policies to 

prevent clinicians from accessing unauthorized 

patient records. A self-service access request portal 

was deployed, allowing managers to approve access 

via automated workflows. Integration with the NIST 

Cybersecurity Framework (CSF) was prioritized to 

align IAM controls with HIPAA requirements [23]. 

Outcomes: 

 HIPAA Compliance: Centralized access 

management and audit trails enabled the provider to 

demonstrate compliance with HIPAA’s Security 

Rule, particularly for unique user IDs and access 

monitoring [21]. The next audit showed significant 

improvement, with no major IAM-related findings. 

 Improved Clinician Productivity: Automated 

provisioning reduced onboarding time from days to 

hours, allowing clinicians to access EHR systems 

immediately, boosting productivity [7]. The self-

service portal and SSPR reduced password-related 

helpdesk tickets by 50% [7]. 

 Security Enhancements: MFA and SoD policies 

reduced the risk of unauthorized PHI access, 

aligning with NIST CSF’s Protect function [23]. 

Orphan account cleanup eliminated 95% of inactive 

accounts, mitigating potential backdoors [6]. 

 Maturity Progression: The provider moved from 

Level 1 (Initial) to Level 3 (Defined) in Identity 

Lifecycle Management and Access Governance, 

with Password Management reaching Level 4 

(Managed) due to SSPR and MFA [18]. 
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Lessons Learned: 

 Integrating HR and IAM systems was critical for 

timely provisioning, especially in a high-turnover 

industry like healthcare [5]. 

 Engaging clinical staff in the access request 

workflow design ensured the portal met their needs, 

improving adoption [20]. 

 Aligning IAM controls with NIST CSF simplified 

HIPAA compliance efforts, providing a clear 

framework for auditors [23]. 

Case Study 3: Manufacturing – Streamlining IAM for 

Hybrid Environments 

A global manufacturing company with a mix of on-premises 

and cloud-based systems faced challenges managing identities 

across its factories and corporate offices. The company relied 

on manual processes for user provisioning, resulting in delays 

and errors, particularly for temporary workers in plants. There 

was no SSO, leading to multiple logins for employees, and 

compliance with ISO 27001 was at risk due to inconsistent 

access controls [22]. 

Initiatives and Roadmap: The company embarked on a two-

year IAM modernization project: 

 Year 1: An assessment revealed low maturity in 

Identity Lifecycle Management and Compliance & 

Integration. The company deployed a Saviynt IGA 

solution, integrating it with HR systems and Active 

Directory for automated provisioning. A cleanup of 

orphan accounts was conducted, and a basic access 

governance process was established with annual 

access reviews for critical manufacturing systems. 

SSO was piloted using Microsoft Azure AD for 

cloud applications [7]. 

 Year 2: SSO was expanded to 90% of applications, 

including on-premises systems, reducing login 

friction. The IGA solution was extended to factory 

systems, automating access for temporary workers. 

Role mining was performed to define RBAC 

models, reducing manual approvals [13]. 

Compliance reporting was enhanced to align with 

ISO 27001’s access control requirements, including 

audit trails and SoD enforcement [24]. 

Outcomes: 

 Operational Efficiency: Integrating HR and IAM 

reduced manual provisioning work by 70%, 

enabling faster onboarding of temporary workers 

[22]. SSO improved user experience, with 

employees reporting a 30% reduction in login time 

[7]. 

 Compliance Alignment: Automated access reviews 

and audit trails ensured compliance with ISO 27001, 

passing the next audit without IAM-related findings 

[24]. 

 Security Improvements: Orphan account cleanup 

and RBAC reduced excessive access risks, while 

SSO centralized authentication monitoring [6], [13]. 

The company reported no identity-related security 

incidents in the second year. 

 Maturity Progression: The company advanced 

from Level 1 (Initial) to Level 3 (Defined) in 

Identity Lifecycle Management and Compliance & 

Integration, with Access Governance reaching Level 

2 (Repeatable) [18]. 

Lessons Learned: 

 Piloting SSO with cloud applications-built 

confidence before tackling complex on-premises 

systems [7]. 

 Role mining was time-intensive but critical for 

reducing approval overhead in RBAC 

implementation [13]. 

 Engaging factory managers in IAM planning 

ensured that plant-specific needs were addressed, 

avoiding resistance [20]. 

This case illustrates how IAM can unify identity management 

in hybrid environments, supporting both operational 

efficiency and compliance in manufacturing [22]. 

8. BESTPRACTICESANDCOMMONPIT

FALLSIN IAM IMPLEMENTATION 

Implementing IAM improvements can be complex, and many 

organizations have stumbled by not adhering to best practices 

or by encountering known pitfalls. Drawing on field 

implementations and expert guidance, here are key best 

practices to follow and common pitfalls to avoid [20]: 

8.1 Top IAM Best Practices 

1. Obtain Executive Sponsorship and Stakeholder 

Buy-In: Ensure senior leadership understands 

IAM’s strategic importance. A champion at the 

CISO or CIO level can secure funding and cross-

departmental cooperation [20]. Similarly, involve 

stakeholders from HR, IT, security, and business 

units early—IAM is a team sport and needs 

collaboration [20]. 

2. Establish Clear Policies and Ownership: Develop 

a formal IAM security policy that defines how 

identities are managed, including provisioning, 

access requests, password rules, and review 

processes [2]. Clearly assign responsibilities for 

IAM tasks (e.g., HR initiates new user, IT 

provisioner executes, managers review access) [20]. 

Defined ownership prevents gaps where ―everyone 

thought someone else was doing it.‖ 

3. Enforce Least Privilege and Need-to-Know: 

Grant users the minimum access required for their 

role and nothing more. Implement role-based access 

controls or attribute-based rules to systematically 

enforce least privilege [13]. Regularly review and 

remove excessive permissions—overly broad access 

is a major risk [16]. Many breaches are worsened by 

users having access they don’t truly need [16]. 

4. Implement Separation of Duties (SoD): No single 

individual should have end-to-end control over 

sensitive transactions. Enforce SoD by splitting 
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critical functions among multiple users or requiring 

secondary approval [5]. Use IAM tools to define 

SoD policies and detect violations. This is not only 

a security best practice but often a compliance 

requirement (e.g., for SOX) [25]. 

5. Use Multi-Factor Authentication Everywhere: 

Strengthen authentication for both normal and 

privileged users. Start with high-risk access 

(administrators, remote access, VPN, key systems) 

and expand MFA to as many use cases as feasible. 

As a best practice, consider a goal of phasing out 

sole reliance on passwords in favor of MFA or 

passwordless methods. This directly addresses the 

fact that stolen credentials contribute to the majority 

of breaches [9], [16]. 

6. Introduce Self-Service and Automation: 

Empower users with self-service capabilities (with 

proper security checks) such as password resets and 

access requests. This reduces the IT burden and 

speeds up service. Automate repetitive IAM tasks—

e.g., use scripts or identity management connectors 

for provisioning accounts, rather than manual 

account creation. Automation not only gains 

efficiency but also consistency, which is crucial for 

security [5], [7]. 

7. Regularly Clean Up and Audit Accounts: Make it 

a routine to disable or delete unused accounts, 

whether from employee departures, project 

completions, or test accounts [6]. Establish an 

automated or periodic process to identify dormant 

accounts. Additionally, audit generic or shared 

accounts and eliminate them in favor of named 

accounts whenever possible (for accountability) [6]. 

8. Conduct Periodic Access Reviews and 

Certifications: Schedule periodic (e.g., quarterly or 

semi-annual) reviews where managers or data 

owners certify who has access to their systems and 

revoke any unnecessary access [5]. This catches 

entitlement creep (people accumulating access over 

time) and supports compliance by providing an 

audit trail of oversight. Use a tool or structured 

process to make this efficient and trackable [5]. 

9. Integrate IAM with HR and IT Service 

Workflows: Align identity processes with HR 

hiring/termination and internal transfer processes. 

When HR records a new hire, that should kick off 

the IT provisioning workflow (preferably 

automatically via integration). Similarly, 

terminations should prompt immediate de-

provisioning. Aligning IAM with HR ensures no 

one is missed. Integration with IT service 

management (e.g., ticketing systems) is also 

beneficial—for example, access requests can be a 

catalog item in the IT portal, but fulfilled by the 

IAM system behind the scenes [5], [7]. 

10. Monitor and Log IAM Activities: Implement 

logging for all IAM events—authentication 

attempts, provisioning actions, privilege elevation, 

etc.—and feed these to a Security Operations Center 

or SIEM for monitoring. Emerging practices like 

Identity Threat Detection and Response (ITDR) 

focus on analyzing identity data for signs of attack 

(e.g., an account being added to an unusual admin 

group) [11]. Having logs and alerts for such 

anomalies is critical in mature IAM programs [11]. 

11. Invest in Training and Awareness: Technical 

controls alone aren’t enough. Train both IT staff (in 

administering IAM systems securely) and end-users 

(in security hygiene, like how to choose good 

passwords or recognize phishing). Many IAM 

failures trace back to human factors: e.g., admins 

misconfiguring a tool due to lack of skill, or users 

sharing passwords. A culture of good identity 

hygiene—where users treat access credentials 

carefully and report suspicious activity—greatly 

enhances IAM effectiveness [11], [16]. 

12. Plan for Incremental Improvements: Recognize 

that IAM maturity is iterative. Prioritize initiatives 

and tackle them in manageable phases. This reduces 

risk and helps in change management. Use metrics 

to measure progress after each phase (e.g., reduction 

in orphan accounts, faster onboarding times) and 

celebrate quick wins to maintain support. In other 

words, practice agile IAM—steady, continuous 

improvements, rather than a big-bang approach [2], 

[18]. 

 

Metric Before Assessment After Implementation 

MFA Coverage (%) 45% 92% 

App Onboarding Time (days) 12 3 

Privileged Accounts with Logs 63% 100% 

Identity Exceptions Closed (%) 40% 85% 

 

Table2: IAM Metrics Before and After Framework Implementation 

 

The table abovehighlights measurable improvements post-assessment, including increased MFA coverage, faster app onboarding, and 

better control over privileged access. These results reflect the framework’s effectiveness in strengthening identity security practices. 
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Fig. 14: IAM Implementation Roadmap 
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Fig. 15: Common Pitfalls to Avoid

8.2 Common Pitfalls to Avoid 

 Treating IAM as a One-Time Project: Some 

organizations launch an IAM project (often tool-

focused), declare success, and disband the team. 

This often leads to a backslide. IAM must be an 

ongoing program, continually adapting to new 

systems, threats, and business requirements. Avoid 

the ―project‖ mindset; ensure permanent governance 

and resources [20]. 

 Lack of Strong Executive Sponsorship: Without 

leadership backing, IAM programs falter due to a 

lack of resources or authority. If executives are not 

visibly supporting the IAM initiatives, other 

departments may not cooperate fully (e.g., to 

integrate their application or adhere to new 

policies). Strong sponsorship provides the mandate 

and priority needed [20]. 

 Proceeding Without a Roadmap: Jumping into 

buying tools or implementing processes without a 

strategic plan can lead to misaligned efforts. Not 

having an IAM roadmap (with current state, target 

state, and phased steps) is a pitfall [2]. It may result 

in an incomplete solution or one that doesn’t scale. 

Always map technology to a clear strategy [2]. 

 Not Involving the Right Stakeholders: IAM 

affects many parts of the business. Failing to 

involve HR (for identity data), compliance (for 

control requirements), application owners (for 

integration), etc., can result in solutions that don’t 

fit needs or lack necessary data. An IAM program 

cannot be run in isolation by IT security alone [20]. 

 Over-Customizing Solutions: Many IAM products 

offer built-in best practices. A pitfall is to heavily 

customize or create complex workflows when an 

80% out-of-the-box solution would do. Over-

customization increases implementation time and 

technical debt, and upgrades become hard [20]. It’s 

often better to adapt business processes slightly to 

the tool than vice versa, unless there’s a compelling 

reason. 

 Taking on Too Much at Once: Attempting a ―big 

bang‖ roll-out of too many changes (new tool, new 

processes, all systems integrated at once) can 

overwhelm the organization and IAM team [2]. This 

can lead to delays, errors, or user pushback. A 
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phased approach with clear milestones is more 

effective [2]. 

 Neglecting the End-User Experience: Security 

controls that are too cumbersome will be bypassed 

or resisted by users. Ignoring user experience—for 

example, making login or access requests overly 

difficult—is a mistake [7]. That could lead to 

shadow IT or users finding insecure workarounds. 

Always consider the convenience factor: leveraging 

SSO, minimizing login prompts, and 

communicating changes to users so they understand 

the benefits [7]. 

 Ignoring Cloud and External Identities: In 

today’s environment, IAM must extend to cloud 

platforms and external users. Assuming traditional 

network perimeter controls suffice is a pitfall [4]. 

Cloud apps might be adopted outside of IT’s 

purview if IAM is too slow to integrate them. 

Likewise, neglecting customer or partner identity 

management can create security holes. Modern IAM 

programs account for hybrid IT and have strategies 

for cloud IAM (federation, CASB integration, etc.) 

[4]. 

 Failure to Future-Proof: Technology and threats 

evolve. Not planning for the future, such as not 

considering how IAM will handle new trends like 

DevOps (with lots of service accounts and 

ephemeral infrastructure), or IoT, or decentralized 

identity, can leave an organization flat-footed [8]. 

While you can’t implement everything bleeding-

edge, having an eye on future requirements in 

roadmap (and choosing flexible, standards-based 

solutions) helps avoid major overhauls later [8]. 

 Poor Change Management: Introducing IAM 

changes without proper change management 

(notification, training, pilot testing) can lead to 

disruption. For example, rolling out MFA overnight 

without user prep could cause backlash. This pitfall 

is often seen when IT teams underestimate the 

impact of IAM on daily workflows. Mitigate it by 

effective communication, phased rollout, and 

readily available support during transitions [20]. 

By adhering to best practices and steering clear of these 

pitfalls, organizations greatly increase the likelihood of IAM 

program success. Many of these points are reinforced by the 

experiences of numerous IAM deployments and are codified 

in guidance like the Protiviti top 10 pitfalls [20] and various 

industry best practice checklists [2], [5]. An IAM initiative 

guided by these lessons will be more resilient, user-friendly, 

and aligned with business needs, paving the way to a 

sustainably secure identity environment. 

9. GOVERNANCEANDCOMPLIANCEA

LIGNMENTWITHFRAMEWORKS 
Effective IAM programs must align with broader governance 

frameworks and compliance requirements that apply to the 

organization. This ensures that IAM controls not only secure 

the enterprise but also meet regulatory obligations and 

industry standards. Below,the paper outlines how IAM 

intersects with major frameworks like NIST [1], ISO 27001, 

and regulations such as SOX, HIPAA, and GDPR, and what 

considerations arise for each: 

 

Fig. 16: Compliance Framework Alignment 

 NIST Cybersecurity Framework (CSF) & NIST 

SP 800-53: NIST CSF identifies Identity 

Management and Access Control as a core 

component of the Protect function. A primary 

control (PR.AC-1) states: “Identities and 

credentials are issued, managed, verified, revoked, 

and audited for authorized devices, users, and 

processes” [23]. An IAM program should fulfill this 

by having robust lifecycle management 

(issue/manage/revoke identities) and 

logging/auditing of all credential activity. In NIST 

800-53 (which CSF maps to), there are entire 

families of controls: IA (Identification and 

Authentication) and AC (Access Control). For 

example: 

o IA-2, IA-4, IA-5: Cover user 

identification and authentication (unique 

user IDs, MFA requirements, password 

management) [1]. 

o AC-2: Covers account management 

(similar to lifecycle: provisioning, de-

provisioning, tracking accounts) [1]. 

o AC-5 (Separation of Duties) and AC-6 

(Least Privilege): Explicitly require 

enforcing those principles, which IAM 

must implement via roles and policies 

[13]. 

o AC-7, AC-8: Deal with unsuccessful login 

attempts and system use notifications [1]. 

o AU-2, AU-12: Require auditing of user 

activities [1]. Aligning with NIST [23] 

means IAM assessment and roadmap 

should explicitly cover these control 

areas. Many organizations use NIST CSF 

as a high-level guide and ensure IAM 

maturity improvements tick off CSF 

outcomes like PR.AC-1 through PR.AC-

5. A mature IAM system would, for 

instance, satisfy PR.AC-3 (remote access 
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is managed) by controlling VPN and 

cloud logins, and PR.AC-4/5 by managing 

access permissions and network integrity 

for least privilege [23]. 

 ISO/IEC 27001 (Annex A.9 – Access Control): 

ISO 27001’s Annex A has a dedicated section for 

access control. Key controls include: 

o A.9.1.1 (Access Control Policy): 

Requiring a documented policy for user 

access, which an IAM program provides 

and implements [24]. 

o A.9.2 (User Access Management): Covers 

user registration/de-registration (A.9.2.1), 

user access provisioning (A.9.2.2), review 

of user access rights (A.9.2.5), 

removal/adjustment of access (A.9.2.6). 

These map directly to IAM processes like 

onboarding, periodic certification, and 

leaver processing [5]. 

o A.9.3 (User Responsibilities): Like 

keeping credentials confidential—ties into 

user awareness and password policies [1]. 

o A.9.4 (System and Application Access 

Control): Including secure log-on 

procedures (A.9.4.2) and password 

management system (A.9.4.3) [1]. An ISO 

27001-aligned IAM program will ensure 

these controls are in place and can be 

evidenced. For example, if seeking ISO 

certification, during an audit, you’d show 

IAM tool’s provisioning workflows and 

access review records to satisfy A.9.2 

controls [5]. Additionally, Annex A.12 

(Operations) and A.13 (Communications) 

have identity aspects like secure network 

access, which relate to IAM as well. 

Many organizations use ISO 27001 as a 

checklist for IAM policies—e.g., ensuring 

a formal process exists for authorization 

(A.9.2.3) and that privileged access is 

restricted and monitored (A.9.2.3 and 

A.9.4.4) [24]. 

 Sarbanes-Oxley Act (SOX) – Section 404 

Internal Controls: SOX doesn’t prescribe technical 

controls, but it requires management to attest to the 

effectiveness of internal controls over financial 

reporting. For IT, that translates into strong access 

controls over financial systems (ERP, general 

ledger, etc.) so that only authorized changes happen. 

Auditors will expect: 

o Role-Based Access Controls: Financial 

duties split among roles (no one person 

can initiate and approve a transaction, tie 

to SoD) [13]. 

o Periodic Access Reviews: Evidence that 

user access to SOX-relevant systems is 

reviewed by management regularly [5]. 

o Change Management for Access: If 

someone’s access changes, is there a 

request and approval record? [5] 

o Audit Trails: Logging of who accessed 

financial data and when [5]. An IAM 

program aids SOX compliance by 

providing centralized user administration 

(to enforce roles and SoD) and by 

automating audit reports for user access. 

For instance, a SOX-compliant IAM 

solution would produce reports showing 

all users with access to financial reporting 

systems, with confirmation that their 

access is appropriate [25]. It would also 

log any privilege changes or emergency 

access granted. As noted, the ability to 

generate clear reports for compliance 

audits and demonstrate enforcement of 

SoD and least privilege is key for SOX 

[25]. Many companies have IAM controls 

as part of their SOX 404 control matrix 

(e.g., ―User access to accounting system is 

reviewed quarterly and inappropriate 

access removed‖—with IAM providing 

the mechanism and evidence) [25]. 

 HIPAA (Health Insurance Portability and 

Accountability Act): In healthcare, HIPAA’s 

Security Rule has specific requirements for 

protecting Electronic Protected Health Information 

(ePHI). Relevant IAM-related standards: 

o Unique User Identification 

(164.312(a)(2)(i)): Each user must have a 

unique ID—IAM ensures no shared 

accounts for accessing ePHI [21]. 

o Emergency Access Procedure 

(164.312(a)(2)(ii)): There must be a way 

to grant necessary access in 

emergencies—IAM can implement break-

glass accounts with auditable use [21]. 

o Automatic Logoff (164.312(a)(2)(iii)): 

Systems should log off idle sessions—

often enforced at application level, but 

IAM can propagate configurations or 

integrate with identity-based session 

management solutions [21]. 

o Authentication (164.312(d)): Requires 

procedures to verify a person or entity 

seeking access is who they claim, which 

directly translates to strong authentication 

(password policies, MFA) and identity 

proofing for new accounts [9]. HIPAA 

also mandates the principle of minimum 

necessary access: only those workforce 

members who need PHI should have it. 

IAM addresses this via role-based access 

and by limiting access to patient data 

based on job function [13]. Audit controls 

(164.312(b)) require recording and 

examining activity in systems with PHI—

an IAM solution that logs user access and 

changes provides much of this evidence 

[21]. Furthermore, HIPAA compliance is 

strengthened by centralized access 

management—by curating all user access 

to PHI repositories through one system, 

it’s easier to monitor and revoke when 

someone’s job changes [21]. For example, 

in a HIPAA case study, implementing 

IAM ensured that when an employee 

transferred or left, their access to patient 

records was quickly adjusted, which is 

essential to prevent unauthorized PHI 

access [21]. The HITECH Act, which 

toughened HIPAA’s provisions for 

electronic records, also pushes 

organizations to use technology (like 

IAM) to secure EHR systems [21]. 
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 GDPR (General Data Protection Regulation): 

GDPR is about personal data protection and gives 

rights to individuals over their data. While GDPR 

doesn’t explicitly mention IAM, compliance with 

GDPR’s principles is aided greatly by a strong IAM 

framework: 

o Data Minimization & Access Control: 

Only personnel with a legitimate need 

should access personal data. IAM 

governance ensures that access to systems 

holding personal data (customer info, 

employee records) is limited based on role 

and revoked when not needed [5]. 

o Right to be Forgotten (Art.17): When an 

individual requests erasure, IAM 

processes may need to ensure their 

accounts are deactivated or deleted from 

systems to revoke access to data. Also, if 

using federation, one must ensure that 

revoking access in central IAM cascades 

to all services holding that person’s data, 

where applicable [25]. 

o Consent and Preferences: GDPR allows 

users to deny or revoke consent for data 

processing [25]. While this is more about 

application logic, IAM could play a role if 

integrated with preference systems—for 

example, by restricting an identity’s 

access to a certain dataset after consent is 

withdrawn [25]. 

In addition to these, there are other frameworks like CIS 

Critical Security Controls (which include controls for 

inventory of accounts, implementing least privilege, etc.), PCI 

DSS (for payment data security, with requirements for unique 

IDs, least privilege, and strong authentication for cardholder 

data systems), and industry-specific regulations (like NERC 

CIP for energy, which has identity provisions for critical 

systems) [15]. 

Governance Integration 

Many organizations set up an IAM Steering Committee or 

Governance Board to ensure continuous alignment with these 

frameworks. This group, often chaired by the CISO or IAM 

program lead, includes compliance officers and internal 

auditors. It reviews IAM metrics (e.g., outstanding toxic SoD 

conflicts, percentage of accounts past review date) and steers 

the program to address any compliance gaps. They also ensure 

that any new regulatory requirements are translated into IAM 

requirements. For instance, if a new privacy law requires 

multifactor auth for certain sensitive data access, the IAM 

program would initiate a project to implement that [20]. 

In summary, governance and compliance should not be seen 

as separate from IAM—they are drivers of IAM capabilities. 

A mature IAM program not only secures and streamlines IT, 

it also demonstrably meets the requirements of laws and 

standards, thereby avoiding penalties, passing audits, and 

upholding the trust of customers and partners. 

10. CONCLUSION 
Performing a comprehensive IAM assessment and executing a 

structured maturity roadmap is a high-impact endeavor that 

elevates an organization’s security posture, efficiency, and 

compliance readiness. This whitepaperhighlighted how IAM, 

when done right, serves as both shield and enabler—

protecting critical assets in an era where identity is the new 

perimeter, and empowering businesses with seamless and 

secure access [1]. 

Key conclusions and next steps: 

 IAM Assessment as a Catalyst: A thorough assessment, 

covering identity lifecycle, governance, request 

workflows, password practices, and integration, reveals 

not only technical gaps but also process and cultural 

issues. It sets a baseline (―you can’t improve what you 

don’t measure‖) and galvanizes the organization around 

a clear understanding of the current state [18]. Use the 

assessment findings to build a compelling case for 

change, often showing how IAM weaknesses map to 

business risks or inefficiencies,and gain leadership 

attention and support [20]. 

 Structured Maturity Roadmap: With executive buy-in, 

pursue a phased roadmap that aligns with the maturity 

model stages—from establishing basic controls to 

optimizing and innovating. This ensures manageable 

change and the ability to demonstrate incremental wins. 

Map each initiative to improved maturity levels and risk 

reduction to keep the program outcome-focused. 

Remember that IAM maturity is a journey; even after 

reaching ―Managed‖ or ―Optimized‖ levels, continuous 

adaptation is needed as the IT landscape evolves [2], 

[18]. 

 Holistic Approach – People, Process, Technology: 

Successful IAM programs balance these three. 

Technology (the IAM platforms) is crucial, but equally 

important are well-defined processes (clear policies, 

regular reviews, etc.) and people aspects (training, 

assigning ownership, getting stakeholder consensus). 

Don’t underestimate the change management required—

communicate how new IAM processes benefit end-users 

(e.g., fewer passwords to remember, faster onboarding) 

and not just the security team [7], [20]. 

 Leverage Frameworks and Best Practices: Aligning 

IAM initiatives with standards like NIST CSF [23] or 

ISO 27001 [24] provides a ready-made structure and 

ensures no major area is overlooked (e.g., you cover 

authentication, authorization, audit, etc.). Likewise, heed 

industry best practices and lessons learned. 

 Real-world Validation: The case studies illustrate that 

investing in IAM yields tangible benefits: reduced breach 

risk, streamlined compliance (some firms even achieved 

―audit-ready at any time‖ status), and operational 

efficiencies (one bank saved millions, a healthcare 

provider sped up access for caregivers) [19], [21], [22]. 

Use such examples to benchmark and motivate the 

program, and consider reaching out to peers in industry 

to share IAM success stories and challenges. 

In conclusion, Identity and Access Management is a 

foundational cybersecurity discipline that, when matured, 

pays dividends across security, IT operations, and business 

enablement. As a CISO or IAM leader, you should view the 

IAM assessment not as a one-time checkbox but as the start 

(or refinement) of a continuous improvement cycle. Similarly, 

the roadmap is not a fixed path but a living plan that can adapt 

as new threats emerge or business needs change (such as 

integrating a newly acquired company or adopting a new SaaS 

platform) [2]. 
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With careful planning, the right team, and executive support, 

an organization can progress to high IAM maturity, 

characterized by automated identity workflows, rigorous 

access governance, and frictionless yet secure access for all 

users. In doing so, you fortify the enterprise against the 

number one attack vector (compromised identities) and build 

a trust fabric that underpins digital innovation [16]. 

Next Steps: Assemble a cross-functional team to review the 

findings of this whitepaper in the context of the organization. 

Identify quick wins you can achieve in the next 3-6 months 

(for example, enforcing MFA for all admins, or cleaning up 

orphan accounts with a targeted campaign), while also 

charting out a 1–2-year roadmap for larger improvements 

(like implementing an IGA solution or rolling out SSO 

enterprise-wide). Consider utilizing the templates in the 

Appendix—an IAM assessment scorecard and a maturity 

roadmap template—to kickstart planning. Adjust them as 

needed to fit the organizational context [18]. 

By taking a methodical and comprehensive approach to IAM, 

you can significantly raise the organization’s immunity to 

cyber threats and improve operational agility. In the age of 

remote work, cloud computing, and ever-evolving compliance 

mandates, a mature IAM program is not just IT plumbing—it 

is a strategic asset and a competitive differentiator [2], [8]. 
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