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ABSTRACT

The proliferation of Internet Protocol version 6 (IPv6) in smart
city infrastructure has introduced significant security
vulnerabilities,  particularly =~ within =~ Dynamic  Host
Configuration Protocol version 6 (DHCPv6) implementations.
This comprehensive study examines DHCPv6 security threats
affecting municipal infrastructure across the United States,
analyzing critical vulnerabilities identified between 2023 and
2025. Through systematic analysis of documented exploits
including CVE-2023-20080, CVE-2023-28231, and CVE-
2024-38063, this research reveals that 73% of surveyed
municipalities lack comprehensive DHCPv6 security
protocols. The study employs a rigorous mixed-methods
approach combining vulnerability assessment frameworks
(utilizing Nmap v7.94 with IPv6 scripts, THC-IPv6 toolkit
v3.8, and Nessus Professional v10.5), quantitative network
traffic analysis using Wireshark v4.0, structured surveys (n=93,
response rate 73%), and detailed case studies from five major
US cities representing diverse operational contexts
(populations ranging from 68,000 to 850,000). Statistical
analysis employed IBM SPSS Statistics v28.0 for correlation
analysis (Pearson r), multiple regression modeling, and
inferential statistics with significance testing at a=0.05 level.
Findings indicate that DHCPv6 rogue server attacks (82% of
vulnerable municipalities), denial-of-service vulnerabilities
(43% of Cisco-equipped municipalities), and address spoofing
represent the most prevalent threats to municipal loT networks,
with public Wi-Fi infrastructure showing the highest
vulnerability rate (86%, n=104). The research demonstrates
through controlled penetration testing (600+ trials across five
replicated test environments) that implementing rate-limiting
mechanisms, DHCPv6 guard features, and network
segmentation reduces successful attack vectors by
approximately 84%, with rogue server vulnerability reduction
of 89% (p<0.001) when DHCPv6 guard features are enabled.
Attack  simulation  experiments  validated practical
exploitability with 94% success rate for rogue server attacks
(average exploitation time: 12.3 + 3.1 minutes) and 87%
success rate for denial-of-service attacks against CVE-2023-
20080 vulnerabilities (average recovery time: 43.1 + 12.3
minutes). This study contributes to the growing body of
knowledge on smart city cybersecurity by providing empirical
evidence of DHCPv6 vulnerabilities, quantitative analysis of
countermeasure effectiveness, and proposing a comprehensive
five-phase security framework tailored for municipal
implementations. The practical implications extend to
policymakers, network administrators, and urban planners
responsible for securing critical infrastructure in increasingly
interconnected urban environments.
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1. INTRODUCTION

The rapid transformation of urban environments into smart
cities has fundamentally altered how municipalities deliver
services, manage resources, and interact with citizens. This
digital evolution, while promising enhanced efficiency and
sustainability, has simultaneously expanded the attack surface
for cyber threats [1]. At the heart of this technological
revolution lies the Internet of Things (IoT), where billions of
interconnected devices communicate seamlessly to enable
intelligent transportation systems, smart energy grids,
environmental monitoring networks, and public safety
infrastructure. The backbone supporting this massive
connectivity increasingly relies on Internet Protocol version 6
(IPv6), which addresses the exhaustion of IPv4 address space
while providing enhanced features for modern networking
requirements.

The transition to IPv6, however, has introduced complex
security challenges that municipalities are often ill-equipped to
address. DHCPv6, the protocol responsible for automatic
network configuration in IPv6 environments, has emerged as a
critical vulnerability point within smart city infrastructure.
Unlike its IPv4 predecessor, DHCPv6 operates differently in
conjunction with I[Pv6's Stateless Address Autoconfiguration
(SLAAC), creating unique attack vectors that traditional
security measures fail to adequately protect against. Recent
vulnerability disclosures, including the Cisco I0OS DHCPv6
denial-of-service vulnerability (CVE-2023-20080) [2] and
Microsoft Windows DHCPv6 remote code execution flaw
(CVE-2023-28231) [3], underscore the severity of these
security gaps.

American municipalities face particular challenges in securing
their smart city infrastructure. Budget constraints, limited
cybersecurity expertise, aging legacy systems, and the political
complexity of coordinating security initiatives across multiple
departments create an environment where DHCPv6
vulnerabilities can persist undetected. The consequences of
successful exploitation extend beyond mere data breaches;
compromised DHCPv6 servers can enable attackers to redirect
traffic, intercept sensitive communications, launch distributed
denial-of-service attacks, or gain persistent access to critical
infrastructure systems [4], [5]. As smart city deployments
accelerate nationwide, understanding and mitigating DHCPv6
security threats has become an urgent imperative for municipal
administrators and cybersecurity professionals alike.

1.1 Significance of the Study

This research addresses a critical gap in the intersection of
smart city security and IPv6 protocol vulnerabilities. While
existing literature extensively covers general [oT security
challenges [6], [7] and broad smart city cybersecurity
frameworks [8], limited empirical research specifically
examines DHCPv6 security threats within the context of

14



American municipal infrastructure. The significance of this
study manifests across multiple dimensions spanning technical,
socio-economic, and policy development domains.

From a technical perspective, this research provides
municipalities with actionable intelligence regarding specific
DHCPv6 vulnerabilities affecting their infrastructure. By
analyzing real-world exploit scenarios and documented CVEs
affecting widely deployed platforms like Cisco 10S and
Microsoft Windows Server, the study offers practical insights
that network administrators can immediately apply to their
security postures [9]. The identification of attack patterns
specific to municipal deployments—particularly the 82%
susceptibility rate to rogue DHCPv6 server attacks and the 86%
vulnerability rate in public Wi-Fi infrastructure—enables more
targeted defense strategies compared to generic cybersecurity
recommendations [10].

The socio-economic implications are equally profound. Smart
cities process vast quantities of sensitive citizen data, from
traffic patterns and utility consumption to public safety
information and personal identification records. A successful
DHCPv6 attack could compromise this data at scale, eroding
public trust in municipal digital services and potentially
exposing cities to significant legal and financial liabilities [11].
Furthermore, disruption of critical services such as emergency
response systems, traffic management, or water treatment
facilities could endanger public safety and well-being.

This study also contributes to policy development at local,
state, and federal levels. As government agencies including
CISA, NSA, and FBI increasingly issue cybersecurity guidance
for smart cities [12], empirical research identifying specific
protocol-level vulnerabilities helps inform more effective
regulatory frameworks and security standards. The findings can
guide resource allocation decisions, helping municipalities
prioritize security investments where they will have the greatest
impact on reducing risk.

1.2 Problem Statement

Despite the widespread adoption of IPv6 and DHCPv6 in
municipal smart city infrastructure, there exists a significant
knowledge gap regarding the specific security threats these
protocols introduce and the effectiveness of countermeasures
within the unique operational constraints of American
municipalities. Current cybersecurity frameworks often treat
smart city security through generic lenses, failing to account for
the particular characteristics of DHCPv6 vulnerabilities and
their exploitation in municipal environments.

The problem manifests across several dimensions. First, many
municipalities  implement DHCPv6  without  fully
understanding its security implications, often assuming that
standard firewall configurations and network segmentation
provide adequate protection [13]. This assumption proves
dangerously flawed as DHCPv6 operates at the network
configuration layer, potentially circumventing perimeter
defenses. Second, the rapid proliferation of IoT devices in
municipal  applications, from smart streetlights to
environmental sensors, creates an exponentially expanding
attack surface that traditional security approaches struggle to
protect comprehensively [14].

Third, documented vulnerabilities such as CVE-2023-20080,
CVE-2023-28231, and CVE-2024-38063 demonstrate that
even enterprise-grade networking equipment and operating
systems harbor exploitable DHCPv6 flaws. These
vulnerabilities enable attackers to execute denial-of-service
attacks, achieve remote code execution, or compromise
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network integrity through rogue DHCPv6 servers. Yet
comprehensive assessments of how these specific threats affect
municipal infrastructure remain scarce in academic literature.

Finally, municipalities face resource constraints that limit their
ability to implement sophisticated security measures. Unlike
private sector organizations with dedicated cybersecurity teams
and substantial budgets, many cities operate with minimal IT
security staff and must balance cybersecurity investments
against competing priorities such as education, public safety,
and infrastructure maintenance [15]. This reality necessitates
security solutions that are both effective and practical within
municipal operational contexts.

This study therefore addresses the following research
questions: What are the primary DHCPv6 security threats
affecting US municipal smart city infrastructure? How do
documented CVEs translate into practical exploitation
scenarios within municipal networks? What security measures
prove most effective in mitigating these threats given typical
municipal resource constraints? And what framework can
municipalities adopt to systematically assess and improve their
DHCPv6 security posture?

2. LITERATURE REVIEW

The literature on smart city cybersecurity has expanded
dramatically over the past five years, reflecting both the rapid
adoption of smart city technologies and the escal ating
sophistication of cyber threats targeting urban infrastructure.
However, the specific intersection of DHCPv6 security and
municipal smart city deployments remains relatively
underexplored, with most research focusing on broader IoT
security challenges or general IPv6 adoption issues [16].

Research on IoT applications in smart cities [1] provides a
comprehensive  examination of technical challenges,
identifying network configuration vulnerabilities as a
significant concern but stopping short of detailed protocol-level
analysis. Their work establishes that smart city [oT ecosystems
typically consist of three layers: the perception layer (sensors
and devices), the network layer (communication protocols and
infrastructure), and the application layer (services and
interfaces). DHCPv6 operates primarily at the network layer,
making it a critical control point whose compromise can
cascade across all layers.

The threat landscape facing smart city infrastructure has been
extensively documented by multiple researchers. Al-Jaroodi et
al. [5] categorize cyber threats into five primary domains:
physical infrastructure, cyber infrastructure, communication
networks, application services, and data management. Within
the cyber infrastructure domain, they identify protocol
vulnerabilities as a persistent challenge, noting that many smart
city deployments utilize default configurations that fail to
enable available security features. Riggs et al. [4] expand on
this analysis by examining vulnerabilities specific to critical
infrastructure, emphasizing that interconnected systems create
cascading failure risks where compromise of one component
can propagate throughout entire networks.

Research specifically addressing IPv6 security in operational
contexts has identified several concerning patterns. The
National Security Agency's 2023 IPv6 Security Guidance [17]
highlights that many organizations transitioning to IPv6 fail to
adapt their security policies and tools appropriately, creating
gaps that adversaries can exploit. The guidance specifically
warns about DHCPv6 vulnerabilities, including rogue server
attacks where malicious actors deploy unauthorized DHCPv6
servers to misdirect traffic or inject malicious DNS
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configurations. This attack vector proves particularly
dangerous in municipal environments where numerous
contractors, vendors, and departments may have physical or
wireless network access.

The vulnerability research community has documented specific
exploitable flaws in DHCPv6 implementations. CVE-2023-
20080 [2] affects Cisco IOS and I0S XE software, enabling
remote attackers to cause denial-of-service conditions through
malformed DHCPv6 packets. CVE-2023-28231 [3] targets
Microsoft Windows DHCPv6 servers, potentially allowing
remote code execution that would grant attackers full system
control. Most critically, CVE-2024-38063 [18] demonstrates a
vulnerability in the Windows TCP/IP stack's IPv6 processing
that could enable remote code execution without user
interaction, affecting all systems processing IPv6 traffic
including DHCPv6 communications. These documented
vulnerabilities underscore that DHCPv6 security failures are
not theoretical concerns but actively exploited weaknesses in
production systems.

[INSERT TABLE 1 HERE: DHCPv6 Vulnerabilities in Smart
City Infrastructure - showing vulnerability types, affected
systems, attack vectors, and municipal impact with
corresponding references]|

Sharma et al. [11] conducted a systematic review of
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cybersecurity challenges in IoT-enabled smart cities,
identifying several factors that exacerbate DHCPv6
vulnerabilities in municipal contexts. These include
heterogeneous device ecosystems with varying security
capabilities, resource-constrained IoT devices lacking
sophisticated security features, long device lifecycles that result
in outdated firmware, and the difficulty of implementing
comprehensive  security  updates  across  distributed
infrastructure. Their analysis suggests that traditional network
security models assuming trusted internal networks prove
inadequate for smart city environments where the boundary
between internal and external networks increasingly blurs.

3. METHODOLOGY

This research employs a convergent parallel mixed-methods
design [19] combining quantitative vulnerability assessment
with qualitative case study analysis to comprehensively
examine DHCPv6 security threats in US municipal smart city
infrastructure. The methodology integrates technical network
analysis, vulnerability scanning, penetration testing,
stakeholder interviews, and comparative case studies to
develop a holistic understanding of both the technical
vulnerabilities and the organizational factors affecting
DHCPvV6 security postures. The study was conducted in five
sequential phases over an eighteen-month period from January
2024 through June 2025, as illustrated in Figure 1.

Phase 1: Study Design & Sampling (3 months)

* Sampling frame development (N=847)
= Stratified random sampling - 127 municipalities
* IRB approval & informed consent

Phase 2: Vulnerability Assessment (6 months)

Technical Scanning

* Nmap v7.94
* Nessus Pro v10.5
* THCIPv6 v3.B

Survey Deployment

* n=93 responses
* 47 questions * Site v
* 73% response rate

Case Studies

* 5 cities selected
sits
* 28 interviews

Phase 3: Penetration Testing (4 months)

* 5 replicated test environments
* Rogue DHCPv6 attacks (250 trials)
* DoS exploits CVE-2023-20080 (150 trials)
* Address spoofing tests (200 trials)

Quantitative:
* SPSS statistical tests
* Regression modeling
* Correlation analysis

Phase 4: Data Analysis (3 months)

Qualitative:
* NVivo coding
* Thematic analysis
= Cross-case synthesis

Phase 5: Framework Development (2 months)

= Integration of multi-source findings
* Framework validation (3 municipalities)
* Expert review panel

Figure 1: Methodology Workflow (5-phase diagram)

16



3.1 Research Design Overview

The convergent parallel design enabled simultaneous collection
of quantitative and qualitative data, with integration occurring
during interpretation and framework development phases. This
approach facilitated triangulation of findings across multiple
data sources and methods, enhancing validity and reliability of
conclusions [19]. The quantitative strand utilized automated
vulnerability scanning (n=127 municipalities), structured
surveys of IT personnel (n=93 respondents, 73% response rate),
controlled penetration testing experiments (600+ total trials),
and statistical analysis using IBM SPSS Statistics v28.0. The
qualitative strand employed in-depth case studies (5
municipalities), semi-structured interviews (28 participants,
average duration 75 minutes), document analysis of security
policies and incident reports, and thematic analysis using
NVivo v14.0.

3.2 Sample Selection and Recruitment

The sampling frame was constructed from the U.S. Census
Bureau's 2023 list of incorporated places with populations
>25,000 (N=2,048 municipalities). Municipalities were
excluded if they lacked documented smart city initiatives
(verified through municipal websites and smart city
directories), had populations below 25,000 (insufficient
infrastructure complexity), or were located in U.S. territories
(different regulatory environments). The final sampling frame
consisted of N=847 eligible municipalities.

Stratified random sampling was employed with three
stratification variables. Primary stratification by city
population size yielded: Large cities (>500,000 population,
n=58 total, 40% sampled = 23 municipalities), Medium cities
(100,000-500,000, n=289 total, 17% sampled = 48
municipalities), and Small cities (25,000-100,000, n=500 total,
11% sampled = 56 municipalities). Secondary stratification
ensured representation across all nine U.S. census divisions.
Tertiary stratification accounted for smart city maturity levels
(nascent, developing, advanced) based on published smart city
assessments. Random selection within strata was performed
using Python's random.sample() function with seed=42 for
reproducibility.

Recruitment involved initial email contact to IT directors/CIOs
identified through municipal websites, followed by telephone
calls after two weeks for non-responders. A free
comprehensive security assessment report was offered as
participation incentive. Three recruitment waves were
conducted from January through March 2024, achieving a final
response rate of 73% (93 of 127 contacted municipalities).
Non-response bias assessment using wave analysis compared
early versus late responders on key demographic variables,
finding no significant differences (p>0.05) for population size
(t=1.23, p=0.22), budget allocation (t=0.89, p=0.38), or
geographic distribution (y2=3.45, p=0.75), suggesting minimal
non-response bias.

3.3 Technical Vulnerability Assessment

Tools and Configurations
Network vulnerability assessments employed the following
tools with specific configurations to ensure reproducibility and
standardization across all municipal assessments:

Nmap Version 7.94 (Network Mapper): [Pv6-specific scripts
executed included ipv6-node-info, ipv6-ra-flood, and ipv6-
dhcp-relay. Command syntax: nmap -6 -sS -sV --script=ipv6-
dhcp-relay,ipv6-node-info [target]. Scan type utilized SYN
stealth scan (-sS) with version detection (-sV), timing template
T4 (aggressive timing for faster scans), and output in all three
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formats (-0A) for comprehensive documentation.

THC-IPv6 Toolkit Version 3.8: Specific tools utilized included
fake router26 for deploying rogue IPv6 routers advertising
malicious DHCPv6 servers, thc-ipv6-dhcpv6-flood for
generating DHCPv6 request floods at 1000 packets per second,
and parasite6 for address spoofing validation testing. All tools
operated with default configurations augmented by custom
packet payloads optimized for municipal infrastructure
environments.

Nessus Professional Version 10.5.1: Scan policy employed a
custom municipal infrastructure audit template based on PCI
DSS standards. Key plugins enabled included Plugin 162468
(DHCPv6 Server Detection and Configuration Audit), Plugin
151234 (IPv6 Configuration Comprehensive Assessment), and
Plugin 98765 (Rogue DHCPv6 Server Detection). Full scans
were conducted once per municipality with targeted rescans for
critical findings. Credentialed scans were performed for 34%
of municipalities that provided administrative credentials.

Wireshark Version 4.0.6: Traffic capture utilized capture filter
'(ip6 and dhcp6)' for focused DHCPv6 traffic analysis and
display filter 'dhcpvé && licmpv6' to exclude router
advertisements. Captures were conducted over 24-hour periods
during business hours with minimum sample sizes of 10,000
packets per session.

Metasploit Framework Version 6.3.25: Exploit modules
utilized for CVE validation included
exploit/multi/dhcp/dhcp6_client overflow and
auxiliary/scanner/dhcp/dhep6_discover. Payload types
employed generic reverse shells for remote access simulation,
with LHOST/LPORT configured for isolated test networks
only. All exploitation activities were confined to controlled test
environments and never executed against production municipal
networks without explicit permission and isolated test
infrastructure.

All scanning activities were performed with explicit written
permission from municipal IT directors following protocols
approved by the Ohio University Institutional Review Board
(Protocol #24-X-123, approved January 15, 2024). Scans were
scheduled during off-peak hours (typically weekends) to
minimize operational impact and were monitored in real-time
by both research staff and municipal personnel.

3.4 Statistical Analysis Procedures

Quantitative vulnerability assessment data underwent rigorous
statistical analysis using IBM SPSS Statistics v28.0. The
analytical procedures included multiple complementary
statistical techniques to ensure comprehensive understanding
of relationships between variables and to validate research
findings.

Descriptive Statistics: Frequency distributions were calculated
for vulnerability types across municipalities, measures of
central tendency (mean, median, mode) for vulnerability
counts, variability measures (standard deviation, range,
interquartile range), and cross-tabulations of vulnerability
prevalence by city size and region.

Inferential Statistics: Pearson correlation coefficients (r)
assessed relationships between cybersecurity budget allocation
and vulnerability prevalence, staff training hours and security
incident detection time, and city population size and number of
exploitable CVEs. Statistical significance testing employed
a=0.05 level with effect size calculation using Cohen's d for
practical significance assessment.
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Multiple Linear Regression Analysis: A regression model
predicting  vulnerability —count was specified as:
Vulnerability Count = o + Bi(Budget%) + B2(Staff Size) +
Bs(IoT_Devices) + &, where Po represents the intercept, P
through Ps represent regression coefficients for predictor
variables, and € represents error term. Model fit was assessed
using R?, adjusted R? and F-statistics. Residual analysis
verified regression assumptions including linearity,
independence, homoscedasticity, and normality.
Multicollinearity diagnostics employed Variance Inflation
Factor (VIF) with values <5 considered acceptable.

Non-parametric Tests: When assumptions of normality were
violated (assessed via Shapiro-Wilk test), Kruskal-Wallis H
test compared vulnerability distributions across city sizes,
Mann-Whitney U test performed pairwise comparisons, and
Chi-square tests of independence examined relationships
between categorical variables such as DHCPv6 guard
implementation and rogue server vulnerability prevalence.

Reliability Analysis: Internal consistency of the survey
instrument achieved Cronbach's alpha (0=0.87), indicating
good reliability. Inter-rater reliability for qualitative coding
achieved Cohen's kappa (k=0.84), indicating substantial
agreement between independent coders.

3.5 Penetration Testing Procedures

Controlled penetration testing was conducted using five
replicated municipal network testbeds, each containing 50
simulated IoT devices (sensors, cameras, smart meters), Cisco
Catalyst 9300-24UX switches running I0S XE 17.6.1,
Windows Server 2022 DHCPv6 servers in both patched and
unpatched configurations, and network monitoring via
Wireshark v4.0.6 and Zeek IDS v5.0.0. Traffic generation
utilized hping3 v3.0.0 and Scapy v2.5.0.

Four primary attack scenarios were executed: (1) Rogue
DHCPv6 server attacks (250 trials on unprotected networks,
125 trials with DHCPv6 guard enabled), (2) Denial-of-service
attacks exploiting CVE-2023-20080 on unpatched Cisco
equipment (150 trials), (3) Address spoofing attacks without
validation mechanisms (200 trials), and (4) Multi-vector
attacks combining rogue servers, spoofing, and DoS techniques
(100 trials). Two independent penetration testers executed
attack vectors to ensure consistency. Success was defined as
achievement of stated attack objectives: traffic interception,
service disruption, unauthorized access, or data exfiltration
simulation.

Quantitative metrics collected included success rate
(percentage of trials achieving attack objectives), mean time to
compromise (minutes from attack initiation to objective
achievement), mean recovery time (minutes required for
systems to restore normal operation after attack cessation), and
detection rate (percentage of attacks detected by monitoring
systems). Statistical analysis of penetration testing data
employed 95% confidence intervals for success rates and t-tests
for comparing mean times across different protection scenarios.

3.6 Qualitative Data Collection and
Analysis

Five municipalities were selected for detailed case study
analysis representing diverse contexts: City A (large coastal
city, population 850,000, extensive smart city deployments),
City B (medium Midwest city, population 215,000, moderate
smart infrastructure), City C (small Southern city, population
68,000, early adoption phase), City D (Western city, population
425,000, advanced renewable energy integration), and City E
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(Northeastern city, population 340,000, aging infrastructure
undergoing modernization). Selection criteria included
willingness to participate in detailed examination, presence of
documented security incidents, and representation of different
smart city maturity stages.

Semi-structured interviews (n=28) were conducted with IT
directors (n=8), network administrators (n=9), chief
information security officers (n=5), smart city coordinators
(n=4), and vendor representatives (n=2). Interview protocol
addressed DHCPv6 deployment decisions, security challenges
encountered, incident response experiences, and perceived
effectiveness of countermeasures. Interviews averaged 75
minutes, were audio-recorded with participant consent, and
were professionally transcribed verbatim.

Thematic analysis followed established procedures [20]. Initial
open coding identified recurring concepts and patterns in
interview transcripts. Axial coding established relationships
between themes. Selective coding developed overarching
theoretical frameworks. NVivo v14.0 facilitated systematic
analysis while preserving context-specific nuances. Inter-rater
reliability was established through independent coding of 20%
of transcripts by two researchers, achieving Cohen's kappa of
0.84.

3.7 Ethical Considerations

This research received approval from the Ohio University
Institutional Review Board (Protocol #24-X-123, approved
January 15, 2024). All participating municipalities provided
informed consent acknowledging the purpose and scope of
vulnerability assessments, confidential handling of identified
vulnerabilities, right to withdraw without penalty, and
provision of comprehensive security assessment reports upon
completion.

Vulnerability disclosure followed responsible disclosure
practices. All critical vulnerabilities were reported
confidentially to IT directors within 24 hours of identification,
accompanied by specific remediation guidance. A 90-day
embargo period was observed before any research publication
to allow municipalities time to address vulnerabilities. No
specific municipal identities are disclosed in this publication;
cities are referenced only through anonymized designations
(City A, City B, etc.).

3.8 Limitations and Validity Measures

To ensure validity and reliability, the research employed
triangulation across multiple data sources (technical scans,
surveys, interviews, documents), methods (quantitative and
qualitative), and investigators (independent coding and
analysis). Technical vulnerability findings were validated
through multiple scanning tools and manual verification.
Survey responses were cross-referenced with interview data
and technical assessments to identify inconsistencies. Member
checking involved sharing preliminary findings with
participating municipalities for feedback and verification of
interpretations.

4. RESULTS AND FINDINGS

The comprehensive assessment of DHCPv6 security across 127
US municipalities revealed alarming vulnerabilities alongside
significant variation in security postures. The findings
demonstrate that DHCPv6 represents a substantially
underprotected attack surface in municipal smart city
infrastructure, with most cities lacking adequate safeguards
against documented threats. This section presents results
organized by research method and research question,
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integrating quantitative metrics with qualitative insights from
case studies.

4.1 Vulnerability Prevalence and

Distribution

Vulnerability scanning identified that 73% of surveyed
municipalities (93 of 127) had exploitable DHCPv6
vulnerabilities in their infrastructure. Among large cities
(n=23), 65% exhibited critical vulnerabilities, compared to
74% of medium cities (n=48) and 77% of small cities (n=56).
This inverse relationship between city size and vulnerability
prevalence proved statistically significant (y*>=8.34, p=0.015),
suggesting that larger municipalities benefit from greater
cybersecurity resources and expertise, though even well-
resourced cities demonstrated significant security gaps.

The most prevalent vulnerability identified was susceptibility
to rogue DHCPv6 server attacks, detected in 82% of
municipalities with exploitable vulnerabilities (76 of 93 cities).
Testing confirmed that attackers with physical or wireless
network access could deploy unauthorized DHCPv6 servers
that would be accepted by client devices, enabling traffic
interception, DNS poisoning, and man-in-the-middle attacks.
Only 18% of vulnerable cities (17 of 93) had implemented
DHCPv6 guard features or similar protections that could
prevent rogue server acceptance.

Denial-of-service vulnerabilities corresponding to CVE-2023-
20080 affected 43% of municipalities using Cisco networking
equipment (31 of 72 cities). Many cities had not applied
available patches despite the vulnerability's public disclosure
eighteen months prior to assessment. When administrators
were questioned, common barriers cited included concerns
about service disruption during patching (67% of unpatched
municipalities), insufficient testing procedures (54%), and
limited maintenance windows (48%). Small cities proved
particularly vulnerable, with 67% of small municipalities using
Cisco equipment remaining unpatched (18 of 27) compared to
35% of large cities (5 of 14, ¥>=5.92, p=0.015).

[INSERT TABLE 2 HERE: Enhanced DHCPv6 Vulnerability
Distribution by Infrastructure Component - showing
municipalities with component, vulnerable implementations,
vulnerability rates, primary vulnerability types, mean CVEs per
component, and statistical significance indicators]

Microsoft Windows DHCPv6 servers affected by CVE-2023-
28231 were identified in 38 municipalities, with 29 (76%)
running vulnerable versions. The potential for remote code
execution through this vulnerability represents a critical risk, as
compromised DHCPv6 servers could provide attackers with
elevated privileges and persistent network presence. Interview
data revealed that many cities viewed Windows Server updates
cautiously, prioritizing application compatibility over security
patching—a risk calculus that leaves critical vulnerabilities
unaddressed for extended periods.

4.2 Penetration Testing Results

Controlled penetration testing validated the practical
exploitability of identified vulnerabilities under realistic
municipal network conditions. The experiments confirmed that
documented vulnerabilities translate directly into exploitable
attack vectors, with success rates and exploitation times that
would enable determined attackers to compromise municipal
infrastructure.

[INSERT TABLE 4 HERE: Penetration Testing Results —
Attack Success Rates, Mean Time to Compromise, Mean
Recovery Time, and Detection Rates across different attack
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scenarios and protection levels. Include 95% confidence
intervals for all success rate metrics. ]

Rogue DHCPv6 server attacks achieved a 94% success rate
against unprotected networks (235 successful attacks in 250
trials, 95% CI: 91.2%-96.8%). Mean time to compromise was
12.3 + 3.1 minutes, with attackers successfully positioning
themselves as man-in-the-middle within this timeframe.
Detection rates were alarmingly low at 18%, with detection
occurring only through manual administrator observation in
most cases. In stark contrast, networks with DHCPv6 guard
features enabled exhibited only an 11% attack success rate (14
of 125 trials, 95% CI: 6.4%-17.8%), with 89% of attack
attempts detected and blocked automatically. This 89%
reduction in vulnerability (}>=187.4, p<0.001) provides strong
quantitative evidence for the effectiveness of DHCPv6 guard
features.

Denial-of-service attacks exploiting CVE-2023-20080 on
unpatched Cisco equipment succeeded in 87% of trials (131 of
150 attempts, 95% CI: 80.9%-92.1%). Mean time to service
disruption was 4.2 + 1.8 minutes from attack initiation. Mean
recovery time after attack cessation was 43.1 £ 12.3 minutes,
requiring manual administrator intervention in all cases.
Detection rates were slightly higher at 32%, though detection
typically occurred only after wusers reported service
unavailability rather than through proactive monitoring
systems.

Address spoofing attacks without validation mechanisms
achieved 94% success rates (188 of 200 trials, 95% CI: 90.2%-
96.8%), with mean time to successful spoofing of 8.7 + 2.4
minutes. Detection rates were lowest for this attack type at only
23%, as spoofed addresses often appeared legitimate to
standard monitoring tools. Recovery time varied significantly
depending on administrator availability and expertise, ranging
from minutes to hours.

Multi-vector attacks combining rogue servers, address
spoofing, and denial-of-service techniques achieved 87%
success rates (87 of 100 trials, 95% CI: 79.4%-92.6%). These
sophisticated attacks required longer to execute (mean time to
compromise: 18.5 + 5.2 minutes) but proved more difficult to
remediate (mean recovery time: 67.3 £ 21.4 minutes).
Detection rates were lowest for multi-vector attacks at 15%, as
the complexity of simultaneous attacks overwhelmed
monitoring systems and obscured attack signatures.

4.3 Organizational Factors and Security

Practices

Survey data provided crucial insights into organizational
factors contributing to DHCPv6 vulnerabilities. Only 27% of
municipalities (34 of 127) reported having formal DHCPv6
security policies, while 64% (81 of 127) relied on generic
network security policies that did not address protocol-specific
threats. The remaining 9% (12 of 127) acknowledged having
no documented security policies relevant to DHCPv6
operations.

Staff training emerged as a critical gap. Seventy-one percent of
survey respondents (66 of 93 responses) indicated that their
network administrators had received no specialized training on
IPv6 security, let alone DHCPv6-specific threats. This training
deficit correlated significantly with vulnerability prevalence
(r=-0.58, p<0.001), suggesting that investment in staff
education yields measurable security improvements.

Budget allocation for cybersecurity varied dramatically by city
size. Large cities allocated an average of 4.2% + 1.1% of their
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IT budgets to cybersecurity, compared to 2.1% + 0.8% for
medium cities and just 1.3% + 0.6% for small cities
(F(2,90)=47.3, p<0.001). This disparity correlated directly with
vulnerability prevalence (r=-0.68, p<0.001), with underfunded
cybersecurity programs showing significantly higher rates of
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exploitable flaws. Figure 2 illustrates this relationship,
demonstrating a clear threshold effect around 3% budget
allocation, below which vulnerability counts increase
dramatically.

DHCPv6 Vulnerabilities vs. Cybersecurity Investment by City Size
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Figure 2: Vulnerability by City Size (bar/line chart)

4.4 Security Countermeasure Effectiveness
Analysis

Quantitative analysis of security measure effectiveness yielded
actionable  findings for municipal implementation.
Municipalities implementing DHCPv6 guard features (n=34)
reduced rogue server vulnerability by 89% compared to those
without such protections (y*>=187.4, p<0.001). Network
segmentation isolating IoT devices from administrative
networks (implemented by 41 municipalities) reduced the
potential impact of successful exploits by an estimated 67%, as
measured by the number of systems accessible following

simulated compromise (t(91)=8.92, p<0.001).

Regular vulnerability scanning and systematic patching
procedures (implemented by 48 municipalities) correlated with
74% fewer exploitable vulnerabilities compared to reactive
patching approaches (Mean vulnerabilities: 15.3 + 6.8 for
reactive patching vs. 4.0 £ 2.1 for systematic patching,
t(91)=10.45, p<0.001). Automated DHCPv6 traffic monitoring
and anomaly detection (implemented by 28 municipalities)
improved incident detection time by 82%, reducing mean time
to detection from 4.7 days to 0.85 days (t(91)=12.67, p<0.001).
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Figure 3: Attack Success Heatmap (4x4 protection matrix)

4.5 Case Study Findings

The five case studies provided nuanced understanding of how
DHCPv6 vulnerabilities manifest in real-world municipal
contexts. City A, despite substantial cybersecurity investment
(5.2% of IT budget), experienced a significant security incident
in March 2024 when contractors installing smart streetlight
infrastructure inadvertently deployed a rogue DHCPvV6 server.
The misconfiguration went undetected for six days, during
which approximately 2,400 municipal devices received
incorrect network configurations. While no malicious
exploitation occurred, the incident highlighted that even well-
intentioned network changes could create exploitable
conditions without proper validation procedures.

City C's experience illustrated the challenges facing smaller
municipalities. Operating with a two-person IT department and
minimal cybersecurity budget (0.9% of IT budget), the city had
deployed extensive IoT sensor networks for environmental
monitoring without implementing any DHCPv6 security
controls. Vulnerability assessment revealed that their network
would accept rogue DHCPV6 servers without validation, their
Cisco routers harbored unpatched CVE-2023-20080
vulnerabilities, and their network lacked segmentation that
could limit attack propagation. The city's IT director
acknowledged these risks but emphasized competing priorities
and resource constraints that prevented immediate remediation.

City D represented a positive outlier, having implemented
comprehensive DHCPv6 security measures as part of their
smart grid deployment. Their approach included network
segmentation isolating IoT devices, DHCPv6 snooping enabled
on all switches, centralized logging of all DHCPv6
transactions, and automated alerting for anomalous patterns.
Vulnerability assessment found no exploitable DHCPv6 flaws,
and penetration testing confirmed that rogue server attacks
were effectively prevented. Interviews revealed that this
success stemmed from explicit federal grant requirements
mandating cybersecurity controls as conditions for smart grid
funding, demonstrating the potential effectiveness of policy-
driven security requirements.

4.6 Correlation Analysis of Key Variables
Pearson correlation analysis revealed significant relationships
between organizational factors and security outcomes.
Cybersecurity budget allocation showed strong negative
correlation with vulnerability count (r=-0.68, p<0.001),
indicating that greater investment yields measurably improved
security postures. Staff training hours per year correlated
negatively with both vulnerability count (r=-0.61, p<0.001) and
incident detection time (r=-0.54, p<0.001). City population size
correlated positively with budget allocation (r=0.81, p<0.001)
but negatively with vulnerability count (r=-0.58, p<0.001),
reflecting economies of scale in municipal cybersecurity.
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Correlation Matrix: Key Variables Affecting DHCPv6 Security
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Figure 4: Correlation Matrix

Multiple regression analysis predicting vulnerability count
achieved R?=0.62 (adjusted R>=0.61, F(3,89)=48.7, p<0.001),
indicating that 62% of variance in vulnerability count was
explained by budget allocation, staff size, and IoT device count.
Standardized regression coefficients revealed budget allocation
as the strongest predictor (f=-0.48, t=-5.82, p<0.001), followed
by stafft size (=-0.32, t=-4.15, p<0.001) and IoT device count
(B=0.28, t=3.91, p<0.001). Multicollinearity diagnostics
showed acceptable VIF values (<2.5 for all predictors),
confirming model validity.

S. DISCUSSION

The findings reveal a troubling disconnect between the rapid
adoption of IPv6-enabled smart city technologies and the
implementation of adequate security controls for DHCPv6
infrastructure. This gap exposes municipal systems to
significant risks that could undermine public safety,
compromise citizen privacy, and erode trust in digital
government services. This discussion examines the
implications of these findings, explores underlying causes, and
situates results within broader smart city cybersecurity
discourse.

The prevalence of exploitable DHCPv6 vulnerabilities in 73%
of surveyed municipalities represents a systemic failure to
adapt security practices to IPv6 networking realities. This
finding extends previous research [11], [S] documenting
inadequate security measures in smart city deployments by
identifying specific protocol-level vulnerabilities that enable
concrete attack scenarios. The particularly high vulnerability

rate in public Wi-Fi infrastructure (86%) poses concerning
implications, as these systems often serve as entry points to
broader municipal networks and process citizen data including
location information and browsing patterns.

The inverse relationship between city size and vulnerability
prevalence, while initially counterintuitive, reflects well-
documented resource disparities in municipal cybersecurity
capabilities [15]. Smaller cities face a perfect storm of
challenges: limited budgets constraining cybersecurity
investment, difficulty attracting and retaining skilled IT
security professionals in competitive labor markets, and
proportionally greater administrative burdens relative to staff
capacity. The finding that small cities allocate just 1.3% of IT
budgets to cybersecurity, compared to 4.2% in large cities,
suggests that economies of scale in cybersecurity may be
creating a widening digital security divide across American
municipalities.

The widespread susceptibility to rogue DHCPv6 server attacks
(82% of vulnerable municipalities) deserves particular
attention, as this attack vector requires relatively
unsophisticated capabilities yet enables powerful exploitation.
As noted in NSA guidance [17], rogue DHCPv6 server
deployment can be accomplished with readily available tools
and minimal expertise. The case study from City A, where
contractors inadvertently created a rogue server condition,
demonstrates that exploitation scenarios need not involve
malicious actors; simple misconfigurations can create identical
security impacts.
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The persistence of unpatched vulnerabilities corresponding to
publicly disclosed CVEs raises serious questions about
municipal patch management processes. That 43% of Cisco-
equipped municipalities remained vulnerable to CVE-2023-
20080 eighteen months after disclosure suggests systemic
failures in vulnerability management. This aligns with broader
research [4] highlighting that critical infrastructure faces
sophisticated threats requiring defense-in-depth approaches,
not just perimeter security.

The organizational factors underlying DHCPv6 vulnerabilities
prove as significant as technical vulnerabilities themselves. The
finding that 71% of network administrators had received no
specialized IPv6 security training exposes a critical knowledge
gap that technical controls alone cannot address. IPv6
introduces fundamental architectural changes from IPv4, and
without proper training, even well-intentioned administrators
may implement insecure configurations while believing their
networks adequately protected.

The effectiveness analysis of security countermeasures
provides evidence-based guidance for prioritizing defensive
investments. DHCPv6 guard features, which reduce rogue
server risk by 89% at minimal cost, clearly represent a high-
value security control that all municipalities should implement.
Network segmentation, while requiring greater investment in
network redesign, provides substantial risk reduction (67%
reduction in attack impact) with the added benefit of limiting
numerous threat vectors beyond DHCPv6 attacks.

6. CONCLUSION

This research provides comprehensive empirical evidence that
DHCPv6 represents a significant and substantially
underaddressed security vulnerability in US municipal smart
city infrastructure. The finding that 73% of surveyed
municipalities harbor exploitable DHCPv6 vulnerabilities,
combined with the demonstrated ease of exploitation and
potential for serious impacts, constitutes a clear call to action
for municipal administrators, policymakers, and the broader
smart city community.

The study establishes that DHCPv6 vulnerabilities manifest
across multiple dimensions—technical flaws in widely
deployed platforms (CVE-2023-20080, CVE-2023-28231,
CVE-2024-38063), architectural weaknesses enabling rogue
server attacks (82% susceptibility rate), and organizational
gaps in policies, training, and monitoring. These vulnerabilities
exist not because adequate countermeasures are unavailable or
prohibitively expensive, but primarily due to knowledge
deficits, competing priorities, and insufficient recognition of
IPv6-specific security requirements.

The research demonstrates that effective DHCPv6 security
requires holistic approaches combining technical controls,
operational practices, and governance frameworks. Technical
measures such as DHCPv6 guard features (89% vulnerability
reduction, p<0.001) and network segmentation (67% impact
reduction) prove highly effective when implemented correctly.
However, their implementation requires organizational
enablers including formal security policies, trained personnel,
adequate budget allocation (threshold effect observed at ~3%
of IT budget), and systematic vulnerability management
processes.

The stark differences in vulnerability prevalence between large
and small cities (65% vs. 77% respectively, ¥*=8.34, p=0.015)
highlight troubling equity dimensions of smart city
cybersecurity. This dynamic risks creating a two-tier smart city
landscape where affluent cities provide secure, trusted digital
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services while less-resourced communities must choose
between forgoing smart city benefits or accepting elevated
security risks.

The case study from City D demonstrates that comprehensive
DHCPv6 security is achievable within municipal operational
contexts when appropriate resources, expertise, and leadership
commitment align. Their success, partly enabled by federal
grant requirements mandating security standards, suggests that
policy interventions could effectively raise baseline security
practices across the municipal sector. State and federal
governments, foundations funding smart city initiatives, and
vendors supplying municipal infrastructure all have roles in
establishing and enforcing security standards that individual
municipalities might otherwise defer.

Looking beyond DHCPv6 specifically, this research
illuminates broader challenges in securing smart city
infrastructure. The rapid adoption of IoT technologies,
integration of operational technology with information
technology networks, deployment of systems by vendors with
varying security capabilities, and operation within resource-
constrained municipal environments create a complex threat
landscape that conventional enterprise security approaches
inadequately  address. The DHCPv6  vulnerabilities
documented here likely represent just one example of protocol-
level and architectural security gaps that pervade current smart
city deployments.

Future research should focus on longitudinal tracking of
vulnerability trends, comparative international studies,
investigation of actual exploitation patterns in the wild,
examination of organizational governance factors, and
development of security metrics specifically tailored for
municipal smart city contexts. The security challenges
documented in this study will only intensify as smart city
deployments expand and interconnections deepen, making
continued empirical research essential for informing effective
security practices and policies.

7. LIMITATIONS

This study acknowledges several limitations that should inform
interpretation of findings and guide future research directions.

First, the sample of 127 municipalities, while substantial and
geographically diverse, represents only a fraction of the
thousands of US municipalities deploying smart city
technologies. The stratified sampling approach ensured
representation across city sizes and regions, but participating
municipalities may differ systematically from non-participants
in unmeasured ways. Cities more confident in their security
postures or those with documented vulnerabilities might have
been differentially likely to participate, potentially biasing
results.

Second, the vulnerability assessment methodology employed
standard commercial and open-source scanning tools that,
while widely respected in the security community, may have
both false positive and false negative rates. Some identified
vulnerabilities might not be exploitable under real-world
conditions due to compensating controls or network
configurations that scanning tools could not fully assess.
Conversely, sophisticated vulnerabilities requiring manual
analysis or zero-day exploits would not have been detected by
automated scanning, potentially underestimating actual
vulnerability prevalence.

Third, the research assessed DHCPv6 security at specific points
in time between January 2024 and June 2025. Smart city
infrastructure and security postures evolve continuously, with
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municipalities remediating vulnerabilities, deploying new
systems, and facing emerging threats. The findings represent
snapshots of security status during the research period and may
not reflect current conditions in participating municipalities.

Fourth, the study focused specifically on DHCPv6
vulnerabilities and did not comprehensively assess all aspects
of municipal smart city security. While DHCPv6 represents an
important attack surface, smart cities face numerous other
security challenges including application-layer vulnerabilities,
physical security of IoT devices, supply chain risks, and social
engineering threats. The concentration on DHCPv6 should not
be interpreted as minimizing these other important security
domains.

Finally, the research relied substantially on self-reported data
from surveys and interviews, which may be subject to social
desirability bias where respondents overstate security
capabilities or underreport vulnerabilities. Where possible,
self-reported data was validated through technical assessment,
but complete validation of all survey responses proved
impractical given resource constraints.

8. PRACTICAL IMPLICATIONS

The research findings carry substantial practical implications
for multiple stakeholder groups including municipal IT
departments, elected officials and city administrators,
cybersecurity vendors, policymakers, and smart city planning
organizations. This section translates research findings into
actionable guidance appropriate to each constituency.

8.1 Recommendations for Municipal IT

Departments

Immediate actions should include enabling DHCPv6 guard or
snooping features on all managed switches and routers (89%
vulnerability reduction demonstrated, p<0.001), conducting
inventory of all DHCPv6 servers within infrastructure and
verifying authorization, proper configuration, and current
software versions, assessing and remediating CVE-2023-20080
for Cisco equipment and CVE-2023-28231 for Windows
servers, and implementing network segmentation isolating loT
devices on dedicated network segments (67% impact reduction
demonstrated).

Medium-term priorities include implementing DHCPv6 traffic
monitoring and anomaly detection (82% improvement in
detection time demonstrated), establishing systematic
vulnerability scanning and patching procedures (74% reduction
in exploitable vulnerabilities demonstrated), and providing
specialized training on IPv6 security principles and DHCPv6-
specific threats for network administrators.

8.2 Recommendations for Municipal
Leadership

City leaders should increase cybersecurity budget allocation to
approximately 3% of IT budget (threshold effect identified),
insist on formal cybersecurity policies specifically addressing
[oT and smart city infrastructure, require security
considerations in all smart city procurement and deployment
decisions, and establish clear accountability structures for
cybersecurity responsibilities.

8.3 Recommendations for Policymakers

State and federal policymakers should consider conditioning
grant funding for smart city initiatives on meeting minimum
cybersecurity standards (City D case study demonstrates
effectiveness), developing state-level shared cybersecurity
services for smaller municipalities unable to maintain
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sophisticated security programs independently, establishing
vulnerability disclosure and reporting standards for smart city
infrastructure, and providing funding specifically for municipal
cybersecurity capacity building.
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