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ABSTRACT

However, quantum computing and its paradigm are being
developed because quantum physics processes perform
computation that is otherwise impossible to do with classical
computing processes. Quantum cloud computing allows the
integration of quantum computing with the cloud infrastructure to
enable problems in optimization, cryptography, artificial
intelligence, and large-scale data processing to be developed. In
this paper, we have listed the advancements, challenges, and
methodologies of quantum cloud computing that impact quantum
algorithms in cloud computing. We discuss the use of quantum
hardware on clouds, which will eventually lead to widespread
adoption and a new high-performance computing era. It is then
evaluated as a possible way of quantum computing in practical
applications and compares different quantum algorithms in
scenarios of cloud-based computing. Moreover, we implement a
literature survey of methods for introducing quantum into the
cloud infrastructure and show the benefits of quantum-enhanced
cloud computing using our experimental results. As such, our
research concludes that quantum hardware, software and novel
quantum-classical hybrid models for applicability in the real world
continue to need to advance.
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1. INTRODUCTION

The tremendous development of data and the inability to process
them in classical paradigms have inspired scientists to look for
new strategies for computing. [1-4] Quantum computing is,
therefore, considered a potential solution in this regard as it
employs quantum superposition entanglement to solve problems
far beyond the ability of conventional computers.

1.1. Evolution of Cloud Computing and

Quantum Computing

Analysing the development of cloud computing and quantum
computing, a whole new conception changed the aspects of
modern technologies for scalable, efficient, and high-impact
computational solutions. While the cloud has redefined working,
managing and storing information in the last couple of decades,
Quantum computing is set to redefine computing power based on
physical principles. With these technologies in mind, the set
prospects of quantum cloud computing can be seen as a way
forward to higher computing solutions. The following trends can
describe the development of these chosen fields:

Emergence of Cloud Computing

Cloud computing is a revolutionary phenomenon in the
availability of computing utilities that occurred in the early years
of 2000. Large cloud service providers such as Amazon Web
Services (AWS), Microsoft Azure and Google Cloud service

introduced laaS, PaaS and SaaS platforms that enable
organizations and people to store and process data from their
computers. The model change led to the enhanced scalability, cost-
effectiveness, and flexibility of the services available in different
industries' cloud computing environments.

Advancements in Cloud Computing Technologies:

As time went by, there were advanced forms of cloud computing
known as edge computing, serverless computing, and Al-powered
cloud services. Application cloud solutions were tuned for low
latency, high throughputs, and general heavy computations,
including Al. Hybrid cloud implementation by combining both
public and private cloud platforms has gained a good following
because of the need for a secure environment and flexibility by
using select public cloud services and private cloud services.
Today, it acts as the support platform for big data, IoT, and Al
applications, which clearly indicates its progress.
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Figure 1: Evolution of cloud computing and Quantum
Computing

Early Developments in Quantum Computing

Quantum computing based on the theory of quantum mechanics
emerged at the end of the twentieth century. The concept of
quantum computers was conceived by Richard Feynman and
David Deutsch, who posited quantum computers over classical
systems. Superposition and entanglement can potentially provide
exponential launch for difficult problems, including cryptography,
optimisation, and material simulations. The period up to 2015 was
marked by the creation of quantum gates and the organisation of a
relatively small number of qubits; major players included IBM,
Google and others.

Quantum Computing in the Cloud

Quantum computing was integrated with the Cloud platforms,
making the quantum processors available to researchers and
developers worldwide. IBM released its quantum computing as a
service, aka IBM Quantum Experience, in 2016, while in 2020,
Google Quantum AI, Amazon Braket, and Microsoft Azure
Quantum all developed platforms to let users design, test and
execute quantum algorithms without having to build them their
own system. This democratisation of quantum computing boosted
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the pace of research in quantum cryptography, optimisation
problems and use in machine learning.

Future Trends in Quantum Cloud Computing

The future trends of quantum cloud computing can be concluded
based on the challenges that require further solutions; they include
error correction, scalability of qubits, and integration of quantum
computing with classical computing. Various quantum
technologies, such as fault-tolerant quantum computing, quantum
networking, and Al-based quantum optimisation, will help
improve quantum cloud platforms. The most intriguing
opportunities include post-quantum cryptography, quantum-
assisted artificial intelligence, and quantum computing for large-
scale simulations. With the advancement of the hardware part of
quantum computing, it is estimated that quantum computing as a
cloud deployment model will soon offer the possibilities to
businesses as marginal use of computation and enhance
enormously number of sectors, including finance, health care,
logistics, and cybersecurity.

1.2. Need for Quantum Cloud Computing
Quantum cloud computing is now a rapidly expanding field that
will likely act as a method for bringing quantum abilities into the
real world. As powerful as they have become, conventional
computers cannot handle many computations requiring increasing
computational power, faculties like large-scale optimisation,
cryptographic application, quantum simulations and training of
artificial neural networks. With the help of principles such as
superposition and entanglement of qubits, quantum computing can
provide solutions to these problems much faster. However,
quantum computing is costly, requires operating at extremely low
temperatures, and all quantum devices are still nascent; thus,
accessing quantum hardware is currently out of the reach of most
organisations and researchers. This is where quantum cloud
computing is quite helpful, as it helps access quantum processors
through cloud-fortified interfaces. The main cause of the
requirement for quantum cloud computing is that these services
have to be cost-efficient and easily available. The process of
quantum computing is very resource-intensive and complex; it
requires the construction of proper quantum facilities, proper
equipment, and reliable quantum error-correcting codes. Platforms
like IBM Quantum, Google Quantum Al, Amazon Braket, and
Microsoft Azure Quantum make quantum algorithms accessible to
users even though none of them has access to a quantum processor,
helping in innovation, collaboration, and research in the quantum
section.

Quantum cloud computing has scalability and hybrid inclusion
characteristics, so its use is crucial. Today's quantum computers
cannot solve every problem independently, so they are combined
with classical processors responsible for basic calculations, while
quantum processors deal with specific tasks. Such models are
quite useful in embracing machine learning, drug discovery
processes, financial analyses and modelling and logistics where
any computational enhancement can be highly impactful. Besides,
security and cryptography require the efficiency of quantum cloud
computing. It has been emphasised that many of the currently used
cryptosystems are vulnerable to attack by quantum algorithms,
such as Shor’s algorithm, which forced researchers to develop
post-quantum cryptography to protect data against quantum
threats. Through quantum cloud platforms, organisations can
develop and try out quantum-safe encryption practices and
implement them on a large scale without experiencing internal
quantum.
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2. LITERATURE REVIEW
2.1. Existing Quantum Cloud Platforms

Several cloud quantum computing platforms have appeared
recently and offer researchers or developers remote access to
quantum processors. One of the pioneers in this space, IBM
Quantum Experience, provides cloud access to real quantum
hardware and simulators so that users can run quantum circuits and
experiments in its Qiskit framework. [5-8] As its Sycamore
processor has made a monumental breakthrough by completing a
jumbo computational job that no classical supercomputer can
achieve, Google Quantum Al is missioned to advance quantum
algorithms and showcase quantum supremacy. Through Amazon
Braket, you can experiment with various quantum hardware
providers through AWS Cloud by designing, testing and running
quantum algorithms. Integrated with classical cloud services,
Microsoft Azure Quantum gives you access to quantum hardware
providers and quantum programming tools like Q# and quantum
computing services from multiple quantum hardware providers.
Together, these platforms help democratise the process of quantum
computing, giving researchers around the globe the ability to
explore and build quantum applications independent of physical
possession of quantum hardware.

2.2. Quantum Algorithms in Cloud Computing
It is well known that quantum algorithms are an important
component of exploiting the power of quantum computing to
enable practical applications. Integer factorisation is the first
problem that Shor’s Algorithm attempts to solve, and it threatens
to destroy all possible classical cryptosystems, especially RSA
encryption. Due to its exponential speed, which is faster than
classical algorithms for factorising large numbers, it is a central
topic in post-quantum cryptography research. Grover’s algorithm
is effective for numerous optimisation and machine learning
applications as it provides an algorithm of quadratic speedup for
searching an unsorted database. Combinatorial optimisation
problems are of interest in logistics, finance, and artificial
intelligence, and the Quantum Approximate Optimization
Algorithm (QAOA) is designed to solve them. QAOA exploits
access to quantum superposition and entanglement for
computational parallelism to explore a wide range of potential
solutions at once, allowing QAOA to find solutions to complex
real-world problems more efficiently than classical methods.

2.3. Challenges in Quantum Cloud Computing
However, several challenges exist that prevent quantum cloud
computing from coming near its maximum potential for
advancement. There is a problem with the lack of decoherence and
noise because quantum states are very fragile, and external
disturbing forces, such as temperature fluctuations and
electromagnetic interference, are open. These disturbances cause
quantum computation errors, so these errors limit the fidelity of
quantum processors. The need for additional qubits also increases
dramatically in error correction, another huge challenge, as it takes
many qubits to detect and correct errors. Still, the area of research
remains the development of fault-tolerant quantum computers.
Another worry is scalability since currently existing quantum
hardware has a small number of qubits and thus a limited
complexity for executing quantum algorithms. To provide a
practical advantage, it is necessary that qubit count and coherence
times increase. We can impair cryptographic systems through
quantum algorithms, so security issues arise in quantum cloud
computing. At roughly, quantum cryptography can provide
unbreakable encryption security, though current practical
applications still have room for improvement to stay unattackable
by quantum attacks on future and emerging data. Making the most
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of quantum computing in the cloud comes down to solving these
problems.

3. METHODOLOGY

3.1. Quantum Computing Model

Users run quantum experiments remotely on quantum resources in
a quantum cloud computing framework by accessing quantum [9-
12] resources installed on cloud-based platforms without directly
owning the hardware. It unifies several of the individual
components that successfully encapsulate quantum computing
workflows.

QUANTUM COMPUTING MODEL
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and post-processing the results yielded by quantum computations.
By using the two styles as a hybrid approach, practical
applications in the optimisation, machine learning and
cryptography fields can be obtained by using the advantages of
both computing paradigms.

3.2. Implementation of Quantum Algorithms
The cloud-based environment allows researchers to have
computational advances in the field they are interested in. The
algorithms can be run on quantum hardware or simulators, and
quantum cloud platforms provide the infrastructure needed to run
the algorithms.

Variational

Quantum
Fourier

Quantum
Machine
Learning

(QML)

Quantum
Eigensolver
(VQE)

Transform

(QFT)

Figure 2: Quantum Computing Model

User Interface

The primary interface that the user has to quantum computing
resources is the user interface. Dashboards based on the cloud
allow users to write quantum programs simply, visualise their
circuits, and query execution results. They are web-based
interfaces supporting different types of quantum programming
languages, e.g. Qiskit, Cirq, or Q#. Users may submit jobs, see
execution queues, and time analyse their outputs in real time.

Quantum Circuit Compiler:

A quantum circuit compiler takes user-defined algorithms and
translates them into low-level quantum instructions to be executed
on quantum hardware. It performs circuit optimisation that
minimises gate operations, reduces errors, and ensures the
efficient use of qubits. In particular, the compiler helps bridge the
gap between the high-level quantum programming languages and
the physical constraints of quantum processors to improve
performance and accuracy of computations.

Quantum Hardware:

The core computational unit within which quantum operations are
executed is quantum hardware. Superconducting qubits, trapped
ions, and photonic quantum processors are the first three
categories, and they are named for their respective advantages and
hurdles. The hardware is usually hosted by cloud providers, which
enable users to run quantum computations with real devices or
high-fidelity simulators. This is due to hardware limitations,
including decoherence and noise, which often make quantum error
correction techniques necessary to increase reliability.

Hybrid Integration:

The hybrid integration of quantum and classical processors allows
for the increasing complexity of computation that cannot be
performed using current quantum computers. Classical computers
aid in pre-processing tasks of data encoding, circuit optimisation,

Figure 3: Implementation of Quantum Algorithms

Quantum Fourier Transform (QFT):

The Quantum Fourier Transform (QFT) is one of the most used
quantum computing algorithms employed in signal processing,
phase estimation and quantum cryptography. While it loses speed
exponentially (relative to the Fast Fourier Transform), it does it as
efficiently transforming quantum states between bases as
transform that. QFT serves as a core component in algorithms such
as Shor’s algorithm for integer factorisation, enabling
breakthroughs in cryptographic security.

Variational Quantum Eigen solver (VQE):

Variational Quantum Eigen solver (VQE) is a hybrid quantum
classical algorithm for an eigenvalue problem, especially in
quantum chemistry. In fact, it is employed to compute the ground
state energy of molecular systems in terms of quantum
superposition and entanglement. VQE, since it can iterative
change quantum circuit parameters while minimising one step at a
time, has the computational complexity of minimising this and,
therefore is ideal for devices coming online soon that have a
limited number of qubits and robustness against noise.

Quantum Machine Learning (OML):

Quantum Machine Learning (QML) relies on quantum computing
principles to improve machine learning models and enhance
training and optimisation speed. Quantum kernel methods,
quantum neural networks, and quantum variational classifiers are
quantum methods that use quantum parallelism to process high
dimensional data at less cost than the classical methods. These
cloud-based platforms can then be used to implement quantum
machine learning algorithms for research in pattern recognition,
clustering and generative modelling.

3.3. Experimentation Setup

In this thesis, we experiment with quantum computing in the cloud
on the state-of-the-art quantum cloud platform, quantum hardware
architecture, and specialised quantum programming and
simulation tools. [13-16] This final setup allowed for a
straightforward realisation and powerful analysis (in the case of
real-world applications) of the execution of quantum algorithms
in the context of a cloud computing environment.
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Figure 4: Experimentation Setup

Cloud Platforms Used:

Nevertheless, we deployed on the two leading quantum provider
platforms, one of which was IBM Quantum Experience and one
of Amazon Braket for cloud-based quantum computing. The
quantum hardware offered by IBM Quantum includes several
types of qubit hardware, namely superconducting qubit hardware
and Qiskit, an open-source quantum programming framework. In
this case, it is a great benefit that users can design and run quantum
circuits with real-time access to quantum processors and
simulators. On the other hand, Amazon Braket is a multiple-
vendor quantum computing service which, thanks to debtors such
as lonQ, Rigetti and D-Wave, allows experimenting with different
quantum technologies, such as trapped ions and superconducting
qubits. With these cloud platforms, researchers and developers
have an opportunity to experiment with quantum algorithms sans
the costs inherent to owning quantum hardware or even within
costly hardware parameters.

Quantum Hardware:

Two candidate quantum hardware technologies, superconducting
qubits and trapped ions, were used to make quantum processors.
IBM and Rigetti put their feet incredibly quickly into the world of
extremely low-temperature superconducting qubits (millikelvin)
with fast quantum gate operations. Nevertheless, the lack of
coherence time and Fidelity of the Gate is problematic. lonQ uses
so-called trapped ion qubits made using charged atoms in
electromagnetic fields. Long coherence times and great gate
fidelity of qubits make them perfect for error-resistant quantum
computations. We then compared these hardware architectures.

Software Tools:

We used three major quantum computing software frameworks to
program and execute quantum circuits: Qiskit, Cirq, and
PennyLane. It’s a Python-based open-source toolkit for designing,
optimising, and executing quantum circuits on IBM quantum
hardware. It is provided by IBM and is called Qiskit. Google's Cirq
is used to compose quantum circuits that are optimised for
Google's quantum processors; it offers low-level control of
quantum operations. PennyLane library makes it trivial to
combine quantum algorithms with machine learning models.
Through these tools, we were able to simulate quantum algorithms
prior to their run on quantum processors, providing an efficient
debugging and optimisation process.

4. RESULTS

4.1. Performance Analysis

Thus, performance analysis of quantum algorithms is crucial to
understanding their computational advantages over classical
counterparts by showing the significant speedup of quantum
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computing in executing three quantum algorithms: Shor’s
algorithm, Grover’s algorithm, and the quantum approximate
optimisation algorithm (QAOA).

Table 1: Execution Time Comparison

Algorithm Classical Quantum Time
time (s) (s)
Shor’s Algorithm 250 12
Grover’s 180 10
Algorithm
QAOA 300 15
350
300
250 +—
200 +—
Classical Time (s)
150 +—
Quantum Time (s)
100 +—
50
0 T T 1
Shor’s  Grover’s QAOA
Algorithm Algorithm

Figure 5: Graph representing Execution Time Comparison

Shor s Algorithm:

Integer factorisation is a main threat to classical cryptographic
systems such as RSA encryption, and Shor’s Algorithm is a
quantum algorithm that can solve it. Factorising big numbers was
classically an exponential time problem, with the best-known
algorithms taking around 250 seconds for certain big integers.
However, Shor’s Algorithm utilises quantum parallelism along
with Quantum Fourier Transform (QFT) and achieves the
factorisation in polynomial time, taking only 12 seconds of
execution time, which is 20.8x speedup in approximate.

Grover's Algorithm:

Grover’s Algorithm is a quantum search algorithm that searches
an unsorted database at a quadratic speed. This means that
regarding large search spaces, classical brute-force search
methods require an O(N) time complexity of 180 seconds.
Grover’s algorithm uses O(VN) complexity and just takes 10
seconds to find the same search. Such speedup has applications to
database search, optimisation, and machine learning.

Quantum  Approximate
(0A0A):

The traveling salesman problem and portfolio optimisation are
solved with QAOA. Classical solvers need exponential time for
large-scale instances and mark an average of 300 seconds. Using
quantum superposition and entanglement, QAOA reduces the time
to 15 seconds to obtain a twenty-fold speedup. Despite being still
in its early stages, QAOA could find applications for real-world
optimisation problems that include logistics, finance, and any
other decision-making problem managed by Al.

Optimization Algorithm

21



4.2 Error Rate Analysis

Nevertheless, quantum error rates are persistent in practical
quantum computing. Error rates are higher than those seen in
classical computations because, by decoherence and noise in
quantum systems, error rates are greater than that seen in classical
computations, so quantum error correction techniques are needed.
The error rates of classical and quantum computations with respect
to problem size are compared with one another in the following.

Quantum Computations: High Error Rates Due to
Hardware Instability:

The unstable nature of quantum hardware results in that the error
rate in quantum computations is orders of magnitude higher than
for classical computations. High sensitivity to external factors like
temperature fluctuations, electromagnetic interference and
decoherence make quantum bits (qubits) particularly susceptible
to getting their quantum states to collapse or introducing gate
errors. Moreover, in quantum circuits, noise causes measurement
and computation to be inaccurate. These challenges make it very
difficult to keep fault-tolerant quantum computations without
large error mitigation strategies.

Classical Computations: Near-Zero Error Rates with

Deterministic Operations:

On the other hand, classical computers use classical, stable binary
logic gates like (0Os and 1s) whose operation is virtually perfect
with no error. On the other hand, deterministic operations in
classical systems guarantee that the same computation always
leads to the same result given the same input. Thus, classical
computers are generally dependable for practically any practical
application. Finally, building classical systems and their error rates
in such a way that error rates in classical systems are negligible
and can be corrected by simple error-detecting codes such as parity
checks or error-correcting codes in memory storage. That stability
is the main reason why classical computers still dominate the field
of everyday computing tasks.

Quantum Error Correction: Surface Codes and Fault-

Tolerant Computation:

Since we have high error rates in quantum computations, it is
important to use Quantum Error Correction (QEC) techniques
such as surface codes. The techniques also involve encoding one
physical qubit into several, which are used to measure and correct
errors without disturbing the stored quantum information. Surface
codes are one of the most promising error correction methods
because they can correct bit-flip and phase-flip errors.
Nevertheless, the hardware complexity required to implement
QEC has significantly increased. The development of quantum
error correction is essential to obtain practical large-scale quantum
applications.

4.3. Scalability Evaluation

Quantum cloud computing is a complex problem that requires
addressing scalability as an important aspect of the computation,
as increasing the number of qubits makes computational accuracy
difficult to master. Unlike classical computing, which predicts
more transistors means better performance, scaling quantum
systems brings on numerous technical hurdles. The qubit
coherence time, gate fidelity, qubit connectivity, and network
latency are key challenges for large-scale quantum computations,
as all these factors directly affect the feasibility of quantum
computations. When we work on scaling quantum hardware, one
of the main bottlenecks is the qubit coherence time, or the time a
qubit stays quantum before it decays into some of the random
states of the environment. Different coherence properties have
different impacts on the current quantum systems that rely on
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superconducting qubits, trapped ions, or photonic qubits. Yet as
qubits are added, coherence management becomes harder, and
such advanced error correction techniques as surface codes are
required. Gate Fidelity is another critical issue which measures the
precision of quantum gate operations. Error accumulation from
gate imperfections becomes dominant as quantum processors get
more complex. Because Noisy Intermediate Scale Quantum
(NISQ) devices are state-of-the-art in quantum hardware, they
face the challenge of sustaining high gate fidelities that would
enable the execution of depth of quantum circuits. It also faces
scalability difficulties from Qubit connectivity as well as crosstalk
errors. For large quantum processors, qubits must interact quickly
to perform complex computations. Increasing qubit density,
however, leads to increasing unwanted interactions, which in turn
can cause errors that affect performance. Scaling quantum
hardware effectively requires qubit connectivity architectures that
provide noise-free qubit connectivity without excessive noise.
Finally, cloud-based quantum computing platforms suffer from
network latency, leading to scalability limitations. When we run
large-scale quantum computations over a cloud infrastructure,
there are 2 additional delays assuming that the data transmission
is queuing over the cloud infrastructure.

4.4. Hybrid Quantum-Classical Computing
Hybrid quantum-classical computing combines quantum and
classical computing processors so that the respective limitations of
the quantum device can be compensated. Unlike modern quantum
computers known as Noisy Intermediate Scale Quantum (NISQ)
devices, which have few qubits counts and high error rates, full
quantum solutions are not yet available for large-scale
applications. These hybrid models bring practical realisations of
quantum algorithms with the help of classical efficiency for tasks
that the quantum hardware cannot handle efficiently yet.

More specifically, we use this approach to solve a variety of
optimisation problems, quantum chemistry, and machine learning
problems. For example, the Variational Quantum Eigensolver
(VQE) is an algorithm that uses a quantum processor to iteratively
optimise the results to find the energy states. Quantum processors
using Quantum Approximate Optimization Algorithm (QAOA)
seek good possible solutions, and classical systems refine the parts
so that they achieve greater accuracy. Generalised in Quantum
Machine Learning (QML), Hybrid models extend traditional
machine learning algorithms to use quantum circuits for feature
mapping and classification of data. Hybrid computing enables
scalability and practicality of quantum advantage to real-world
applications by offloading the difficult sub-problem to real
quantum computers and retaining the rest of classical until fault-
tolerant quantum computers become feasible.

5. CONCLUSION

Quantum cloud computing represents a revolutionary leap in the
realm of computational technology; wherein classical computers
have now given us unimaginable speed and efficiency for tackling
difficult problems. Quantum computing takes advantage of
quantum mechanical principles, including superposition,
entanglement and quantum parallelism, to do some things very
well while also doing some things in ways that our ordinary
formulas cannot compute. Cloud-based quantum platforms from
companies like IBM, Google, Amazon, and Microsoft have made
quantum computing more accessible, and researchers and
businesses have been able to try out or experiment with quantum
algorithms without requiring quantum hardware access. Yet, there
are many challenges that must be solved before quantum
computing can live up to all this potential.
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Quantum noise and decoherence are some of the major hindrances
to the stability of quantum computations. Qubits are highly
sensitive to their environment and errors from environmental
interactions during calculation. Recent work on quantum error
correction techniques, surface codes, topological qubits, etc., has
been very promising. However, these techniques are extremely
resource-demanding with respect to the qubits they need to
implement to encode a single logical qubit. It will be crucial to
develop more efficient error correction methods to build fault-
tolerant quantum computers. Scalability remains another critical
challenge. At a scale of tens or hundreds of qubits, maintaining
qubit coherence, gate fidelities and error rates in thermal crosstalk
is exponentially challenging. Noisy Intermediate Scale Quantum
(NISQ) devices, which make up current quantum hardware, do not
possess enough robustness to perform deep quantum circuits with
high reliability. To support such a large scale of computation on
cloud-based quantum systems, research efforts need to focus on
improving the connectivity of qubits, improving coherence times,
and reducing network latency. Together, the speedups from
quantum computation and the computational power of the
classical computer led to a convenient near-term solution to these
challenges in hybrid quantum-classical computing. We already
know that this works for the parents of algorithms such as
Quantum Approximate Optimization Algorithm (QAOA) and
Variational Quantum Eigensolver (VQE), where quantum
processors would solve the subproblems for us, and computers
would do the rest of the computing work to minimize the overall
computation. Yet as quantum hardware progresses, hybrid models
will continue to be crucial to the practical application of quantum
computers, to optimization, quantum chemistry, and machine
learning.
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