
International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.63, December 2025 

44 

Integrating Policy and Technology: Toward Standardized 
IoT Cybersecurity Practices 

Janet M. Maluki 
United States International University  

P. O Box 14634 00800, Kenya 
 

ABSTRACT 

The rapid expansion of the Internet of Things (IoT) has 

amplified the complexity of cybersecurity governance, 

exposing critical gaps between technological innovation and 

regulatory enforcement. This study investigates how IoT 

cybersecurity policies can be integrated with emerging 

technical solutions to promote standardized, resilient, and 

compliant security practices. Using a systematic literature 

review, comparative case analysis, and the development of a 

Conceptual Policy–Technology Integration Framework 

(CPTIF), the research synthesizes evidence from 80 peer-

reviewed studies published between 2018 and 2025. 

Findings reveal that advancements in intrusion detection, 

lightweight cryptography, and secure communication have 

strengthened IoT defense capabilities, fragmented governance, 

weak enforcement mechanisms, and policy lag continue to 

hinder effective alignment. The proposed CPTIF bridges this 

divide by linking policy instruments, such as standards, 

certification, and compliance mechanisms, with technical 

safeguards through adaptive governance and stakeholder 

collaboration. Grounded in Systems Theory and Socio-

Technical Systems Thinking, the framework conceptualizes 

IoT cybersecurity as a dynamic ecosystem where policy and 

technology co-evolve to sustain resilience, interoperability, and 

trust. 

The study contributes to both scholarship and practice by 

offering a structured model for harmonizing governance and 

innovation in IoT security. It highlights the need for adaptive 

policy models, compliance-by-design, and international 

cooperation to achieve consistent protection across 

jurisdictions. Future research should focus on empirically 

validating the CPTIF across domains such as healthcare, 

industrial IoT, and smart cities to assess its practical 

effectiveness and scalability. 
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1. INTRODUCTION 
The Internet of Things (IoT) has emerged as a transformative 

technology, reshaping industries, governance, and daily life 

through extensive connectivity. By 2030, the number of 

connected devices is projected to exceed 29 billion, supporting 

smart cities, healthcare, industrial systems, and critical 

infrastructure [1], [2]. However, this rapid expansion has also 

widened the digital attack surface, making IoT networks highly 

vulnerable to attacks such as distributed denial-of-service 

(DDoS), man-in-the-middle intrusions, ransomware, and large-

scale data breaches [3], [4] These developments highlight the 

urgency of advancing comprehensive and standardized 

cybersecurity strategies that combine technological defenses 

with governance mechanisms. 

On the technological side, advances in intrusion detection using 

machine learning, lightweight cryptography, authentication 

schemes, and secure communication protocols have 

significantly improved IoT defense capabilities [5], [6]. 

Concurrently, policy frameworks and regulations such as the 

NIST IoT Cybersecurity Baseline, the EU Cybersecurity Act, 

and ETSI EN 303 645 have sought to strengthen governance 

and compliance [7], [8], [9]. Yet, policies and technical 

solutions often evolve in silos—policies lag behind fast-paced 

innovations, while technical advances are not always aligned 

with enforceable standards [10], [11]. This disconnect has 

resulted in fragmented and uneven IoT cybersecurity practices 

worldwide. 

The absence of harmonized, standardized approaches 

undermines interoperability, limits compliance, and weakens 

trust among stakeholders. For instance, while the European 

Union emphasizes comprehensive regulation through the 

GDPR and Cybersecurity Act, the United States largely 

depends on voluntary adoption of NIST guidelines [9], [12]. In 

contrast, many developing economies lack robust IoT policies, 

leaving them highly exposed to systemic risks [13], [14]. 

Addressing these disparities requires a hybrid approach that 

links governance with technology to create globally aligned 

and enforceable cybersecurity practices. 

This study adopts a Systematic Literature Review (SLR), 

comparative case study analysis, and conceptual framework 

development to investigate how policy and technology can be 

effectively integrated. The central argument is that IoT security 

cannot be achieved through either regulation or technology in 

isolation, but through their combined alignment into 

standardized practices that promote trust, resilience, and 

compliance across sectors and jurisdictions. 

In pursuit of this aim, the study is guided by the following 

research questions: 

RQ1. How can IoT cybersecurity standards and regulatory 

frameworks be integrated with emerging technological 

solutions, to establish standardized practices? 

RQ2. What interoperability and enforcement challenges arise 

in aligning IoT cybersecurity policies with technical defenses 

across diverse contexts, and how can these be addressed to 

enhance resilience, trust, and compliance? 

The remainder of this paper is organized as follows. Section 2 

reviews related literature on IoT security policies and 

technologies. Section 3 details the research methodology. 

Section 4 presents findings from the SLR and case studies. 

Section 5 introduces the proposed conceptual framework. 

Section 6 discusses implications for policy and practice, while 

Section 7 concludes with recommendations for future research. 
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2. RELATED WORK  

2.1 IoT Cybersecurity Technologies 
Securing IoT environments has been a primary research focus, 

with recent studies emphasizing the use of machine learning 

and artificial intelligence for proactive threat detection. 

Machine learning–based intrusion detection systems (IDS) 

have proven effective in identifying anomalies, zero-day 

exploits, and evolving attack patterns in real time [4], [6]. Deep 

learning architectures, including convolutional neural networks 

(CNNs) and recurrent neural networks (RNNs), have further 

enhanced detection accuracy in large-scale IoT datasets (Khan 

et al., 2022). Lightweight cryptography and authentication 

mechanisms have been designed to secure devices with limited 

resources, balancing performance with confidentiality and 

integrity [15], [16]. Emerging approaches such as federated 

learning and edge-based intrusion detection are increasingly 

applied to address data privacy and scalability challenges in IoT 

security [17]. Additionally, blockchain technologies are 

gaining traction to ensure decentralized trust, immutability, and 

resilience in IoT systems [11], [18]. Despite these 

advancements, deployment at scale remains challenging due to 

interoperability issues, high computational overhead, and lack 

of alignment with regulatory frameworks. 

2.2 IoT Policy and Governance 
Parallel to technical progress, governments and international 

organizations have advanced regulatory frameworks to 

enhance IoT security. In the United States, the NIST IoT 

Cybersecurity Baseline provides voluntary guidelines for 

manufacturers and service providers [9]. The European Union 

has taken a more prescriptive approach, introducing the EU 

Cybersecurity Act and the ETSI EN 303 645 standard, which 

mandate certification schemes and consumer-oriented 

protections [8], [19]. Other regions, such as the United 

Kingdom, have implemented initiatives like the Code of 

Practice for Consumer IoT Security, emphasizing minimum 

requirements for device manufacturers [20]. However, 

governance capacity varies significantly. While developed 

economies implement structured frameworks, emerging 

regions continue to struggle with fragmented or incomplete 

policies, leaving IoT deployments exposed to heightened risks 

[21], [22]. The lack of global harmonization across policies 

results in inconsistent levels of protection and complicates 

international enforcement. 

2.3 Disconnect Between Policy and 

Technology 
Despite notable progress in both domains, studies consistently 

highlight the disconnect between technological solutions and 

regulatory frameworks. Policies often fail to keep pace with the 

rapid innovation of IoT systems, while technical designs are not 

always developed with compliance or certification in mind 

[10], [11]. For example, while the EU emphasizes mandatory 

certification and strict privacy measures, the U.S. approach 

remains largely voluntary. In contrast, many developing 

economies have yet to establish comprehensive IoT-specific 

regulations, relying instead on broader ICT policies [13], [21]. 

This misalignment creates fragmented practices, weakens 

interoperability, and undermines trust across global IoT 

ecosystems [23]. Furthermore, the absence of standardized 

global compliance benchmarks has made it challenging to 

measure and enforce uniform levels of security [24]. 

2.4 Identified Gap and Study Contribution 
The literature provides extensive insights into either technical 

countermeasures or policy instruments, but relatively few 

works address how these two spheres can be systematically 

integrated to support standardized global practices. While 

recent studies have explored IoT security frameworks and 

proposed guidelines, they often neglect the practical alignment 

of governance requirements with technical defenses [18], [25]. 

This study contributes to bridging that gap by synthesizing 

findings from a Systematic Literature Review (SLR) and 

comparative case studies to propose a conceptual policy–

technology integration framework. By explicitly linking 

governance and technology, the framework provides both 

theoretical contributions to scholarly debates and practical 

insights for policymakers and industry stakeholders. 

Table 1 outlines key IoT cybersecurity solutions and policy 

frameworks, emphasizing their strengths, limitations, and the 

need for integrated policy–technology alignment. 

The title (Helvetica 18-point bold), authors' names (Helvetica 

12-point) and affiliations (Helvetica 10-point) run across the 

full width of the page – one column wide. We also recommend 

e-mail address (Helvetica 12-point). See the top of this page for 
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Dom

ain 

Focus 

Area 

Strengths Limitations Key 

Refe

renc

es 

Tech

nical 

Soluti

ons 

Machine 

Learning–

based 

Intrusion 

Detection 

Detects 

anomalies and 

novel threats; 

adaptive to 

evolving 

attacks 

Computation

ally 

intensive; 

often lacks 

alignment 

with policy 

frameworks 

[26], 

[27], 

[28] 

Tech

nical 

Soluti

ons 

Lightweig

ht 

Cryptogra

phy & 

Authentic

ation 

Suitable for 

resource-

constrained 

IoT devices; 

ensures 

confidentiality 

Limited 

standardizati

on; 

interoperabil

ity 

challenges 

across 

diverse 

devices 

[15], 

[16] 

Tech

nical 

Soluti

ons 

Secure 

Communi

cation & 

Blockchai

n 

Enhances data 

integrity, 

transparency, 

and 

decentralized 

trust 

Scalability 

and energy 

consumption 

issues; slow 

adoption in 

practice 

[11], 

[18] 

Tech

nical 

Soluti

ons 

Federated 

& Edge 

Learning 

Approach

es 

Preserves 

privacy; 

enables 

distributed, 

scalable 

security 

Complex to 

implement; 

still in early 

adoption 

phase 

[17] 

Polic

y 

Fram

ewor

ks 

NIST IoT 

Cybersecu

rity 

Baseline 

(USA) 

Voluntary 

guidelines for 

manufacturers; 

widely 

referenced in 

U.S. industry 

Non-

binding: 

enforcement 

depends on 

adoption 

willingness 

[9] 

Polic

y 

Fram

ewor

ks 

EU 

Cybersecu

rity Act & 

ETSI EN 

303 645 

Mandates 

certification 

and 

compliance; 

strong 

Implementat

ion varies 

across 

member 

states; 

[19], 

[29] 
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(EU) consumer 

protection 

enforcement 

challenges 

Polic

y 

Fram

ewor

ks 

UK Code 

of 

Practice 

for 

Consumer 

IoT 

Security 

Sets minimum 

device security 

requirements; 

emphasizes 

consumer 

safety 

Voluntary 

adoption; 

limited 

global reach 

[30] 

Polic

y 

Fram

ewor

ks 

Emerging 

Economie

s Policies 

Growing 

recognition of 

IoT risks; early 

steps toward 

regulation 

Often 

fragmented 

or absent; 

limited 

enforcement 

capacity 

[13], 

[21], 

[22] 

Gove

rnanc

e–

Tech 

Gap 

Policy–

Technolog

y 

Integratio

n 

Highlights the 

need for 

harmonization; 

promotes 

resilience and 

interoperability 

Limited 

empirical 

studies; lack 

of global 

enforcement 

mechanisms 

[10] 

 

[24] 

 

3. METHODOLOGY 

3.1 Research design  
This study employed a qualitative, multi-method design 

integrating a Systematic Literature Review (SLR), comparative 

case analysis, and the development of a conceptual policy–

technology integration framework. This approach enabled a 

comprehensive examination of how governance mechanisms 

and technical solutions can be aligned to support standardized 

IoT cybersecurity practices. The following research questions 

guided the study: 

RQ 1: How can IoT cybersecurity policies be integrated 

with emerging technical solutions to support 

standardized practices? 

RQ 2: What challenges hinder policy–technology 

alignment in IoT security, and how can they be 

addressed to strengthen resilience and compliance? 

3.2 Search Strategy 
The SLR followed PRISMA guidelines to ensure transparency 

and reproducibility. Search was carried out across major digital 

libraries, including IEEE Xplore, ACM Digital Library, 

ScienceDirect, SpringerLink, and Emerald Insight. Additional 

gray literature was retrieved from policy repositories of NIST, 

ENISA, ISO/IEC, and the European Commission. The time 

frame was restricted to 2018–2025, reflecting the maturity of 

IoT deployments and corresponding policy discussions. Search 

terms combined keywords and Boolean operators such as: 

(“IoT” OR “Internet of Things”) AND (“cybersecurity” OR 

“security” OR “data protection”) 

(“policy” OR “regulation” OR “framework” OR “governance”) 

AND (“machine learning” OR “intrusion detection” OR 

“cryptography”). 

3.3 Inclusion and Exclusion Criteria 
3.3.1 Inclusion 
Articles were included if they: (a) addressed IoT cybersecurity 

governance or technology-policy alignment, (b) were peer-

reviewed, and (c) provided conceptual or empirical 

contributions.  

3.3.2 Exclusion 
Studies were excluded if they (i) focused on general 

cybersecurity without IoT relevance, (ii) lacked empirical or 

conceptual contributions (like opinion pieces, (iii) duplicated 

findings already reported elsewhere, or (iv) were published 

before 2018. Non-English work, and purely technical papers 

without policy relevance were excluded.” 

3.4 Data Extraction 
Data was extracted using a structured coding form that captured 

author, year, focus area, methodology, region, and key 

findings. The data were then synthesized using a narrative 

thematic analysis, categorizing findings into three domains: (1) 

technical solutions, (2) policy and governance frameworks, and 

(3) integration challenges and opportunities. This synthesis 

informed the development of the Conceptual Policy–

Technology Integration Framework (CPTIF). 

3.5 Reliability and Validation 
To enhance reliability, 10% of the papers were screened 

independently to ensure consistency in inclusion decisions. The 

PRISMA flow diagram (Figure 1) summarizes the review 

process from identification to final inclusion. Triangulation 

between literature synthesis and comparative policy analysis 

strengthened the validity of the conceptual framework.” 

3.6 Review and Synthesis 
In the second phase, case studies were undertaken to illustrate 

how different jurisdictions approach IoT cybersecurity. Three 

contexts were selected: 

• United States (NIST IoT Cybersecurity Baseline – 

voluntary adoption). 

• European Union (EU Cybersecurity Act and ETSI 

standards – mandatory certification and compliance). 

• Emerging Economies (selected African and Asian 

countries – fragmented or underdeveloped IoT 

policies). 

Each case was analyzed along dimensions such as regulatory 

scope, enforcement mechanisms, technical alignment, and 

adoption challenges. This comparative approach provided 

contextual depth and highlighted global disparities in 

governance maturity. 

To ensure transparency and reproducibility, Figure 1 illustrates 

the PRISMA flow of the systematic review process (2018–

2025), detailing records identified across databases, screening 

and exclusion stages, and the final 80 studies included in the 

synthesis 

3.7 Conceptual Framework Development 
The final stage integrated insights from the SLR and case 

studies into a conceptual policy–technology integration 

framework. The framework demonstrates pathways for 

aligning governance mechanisms with technical defenses, 

emphasizing interoperability, trust, compliance, and resilience. 

It also identifies persistent barriers, including uneven 

enforcement, weak interoperability, and lack of global 

standards, and proposes strategies for bridging these gaps. 

3.8 Justification of Approach 
The combined use of SLR, comparative case studies, and 

framework development ensured both systematic coverage of 

existing knowledge and context-specific insights. The SLR 

provided breadth, the case studies delivered depth, and the 

framework unified findings into a coherent representation. This 

methodological integration supports a more comprehensive 

understanding of the policy–technology misalignment and 

advances strategies for promoting standardized IoT 

cybersecurity practices. 
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Fig 1: Prisma diagram  

4. RESULTS 
The results of this study are presented in three parts: (i) findings 

from the Systematic Literature Review (SLR), (ii) insights 

from the comparative case studies, and (iii) the synthesis that 

informed the development of the proposed conceptual 

framework. 

4.1 Results of the Systematic Literature 

Review (SLR) 
From an initial 1,360 records identified across IEEE Xplore, 

ACM Digital Library, ScienceDirect, SpringerLink, Emerald 

Insight, and policy repositories, a total of 80 studies (2018–

2025) met the inclusion criteria after screening and eligibility 

assessment. 

4.1.1 Characteristics of the Selected Studies  
4.1.1.1 Distribution of Papers based on database sources 

(2018–2025) 

Table 1: Distribution of Reviewed Studies by Database 

Source 

Database / 
Source 

Final 
Papers 

Included 

(n=80) 

Focus Area 

IEEE Xplore 28 Technical solutions (machine 

learning IDS, lightweight 

cryptography, secure comms) 

ACM Digital 
Library 

10 Emerging IoT architectures, 
blockchain, federated learning 

ScienceDirect 

(Elsevier) 

15 Applied IoT security (healthcare, 

industry, smart cities) 

SpringerLink 12 Conceptual frameworks, 

governance-oriented IoT 
cybersecurity 

Emerald Insight 5 Policy, governance, and 

standards in IoT security 

Policy/Repositories 
(NIST, ENISA, 

EU, DCMS) 

10 Grey literature (policy 
frameworks, acts, codes of 

practice, certification schemes) 

Total 80 45 technical, 25 

policy/governance, 10 
integration-focused 

 

4.1.1.1 Yearly Distribution of Included Papers 

(2018–2025) 

Analysis of the final 80 included studies revealed a steady 

increase in publications over the review period, with notable 

growth from 2020 onwards as highlighted in figure 2. This 

trend reflects the rapid expansion of IoT adoption and the 

parallel rise in cybersecurity concerns, driving both technical 

innovation and policy development. 

 

Figure 2: Distribution by Year 

Results indicate a gradual increase in publications from 2018 

to 2025, with the highest output between 2020 and 2023. This 

reflects heightened global attention to IoT security, spurred by 

regulatory initiatives and the growing complexity of IoT 

ecosystems. 

4.1.1.2 Regional affiliation  
Table 2 summarizes the regional distribution of the 80 included 

studies, highlighting variations in the focus and maturity of IoT 

cybersecurity research and policy frameworks across different 

contexts. 

Table 2: Regional distribution 

Region Number of 

Papers 

(n=80) 

Key Focus 

North America 25 (31%) Technical 

solutions, NIST 

baseline, 

voluntary 

compliance 

Europe 22 (28%) Policy + 

technical, EU 

Cybersecurity 

Act, ETSI EN 303 

645 

Asia 15 (19%) Blockchain, ML-

based IDS, and 

emerging IoT 

regulations 

Africa 8 (10%) Critical 

infrastructure 

security, 

5
7

10
12

14 13
11

8

2018 2019 2020 2021 2022 2023 2024 2025

Number of Papers (n=80)
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fragmented ICT 

policies 

Latin America 5 (6%) Smart cities, 

public 

infrastructure, and 

limited 

frameworks 

Global/Comparative 5 (6%) Cross-regional 

reviews, policy–

technology 

alignment 

Table 2 presents the regional distribution of the 80 final papers 

synthesized in this study. Most contributions originated from 

North America (31%) and Europe (28%), reflecting the 

maturity of IoT cybersecurity research and policy development 

in these regions. Asia accounted for 19% of studies, with a 

focus on technical solutions and limited policy integration. 

Africa and Latin America contributed 10% and 6% 

respectively, highlighting emerging but fragmented IoT 

security frameworks, often tied to critical infrastructure or 

smart city initiatives. A further 6% of the studies adopted a 

global or comparative focus, underscoring systemic gaps in 

harmonization and the need for universal policy–technology 

alignment. 

4.1.1.3 Distribution by Theme 
The studies clustered into three main domains aligned with 

the analytic framework: 

1. Technical Solutions for IoT Security – 34 papers 

(43%) 

2. Policy and Governance Frameworks – 28 papers 

(35%) 

3. Integration Challenges and Opportunities – 18 

papers (22%)  

4.2 Results for RQ1 
RQ1: How can IoT cybersecurity policies be integrated with 

emerging technical solutions to support standardized practices? 

To address RQ1, the findings were synthesized into three 

thematics domains: (1) technical solutions, (2) policy and 

governance frameworks, and (3) integration challenges and 

opportunities. This approach enabled a structured interpretation 

of evidence from 80 peer-reviewed studies (2018–2025), 

capturing both the technological advancements and the 

evolving policy landscape in IoT cybersecurity.  

4.2.1 Technical solutions 
Table 3 indicates a comparative summary of reviewed 

papers on technical solutions for IoT cybersecurity (2018–

2025). 
Author

(s) / 

Year 

Approach 

/ Model 

IoT 

Contex

t 

Main 

Outcome 

Limitation 

[31] Ensemble-
based IDS 

(RF + 

GBM) 

IoT-23 
dataset 

Achieved 
high 

accuracy in 

DDoS and 
botnet 

detection. 

Limited 
scalability 

on low-

power 
devices. 

[27] Light-

GBM IDS 

Industri

al IoT 

Improved 

anomaly 
detection 

speed and 
recall. 

No 

validation 
on 

encrypted 
traffic. 

[26] Hybrid 

lightweigh

t 

cryptograp
hy 

Sensor 

network

s 

Reduced 

energy 

consumptio

n by 27%. 

Evaluated 

only in 

simulations. 

[32] Federated 

IDS 

Edge 

IoT 

Preserved 

data 

privacy 
and 

lowered 

bandwidth 
use. 

Sensitive to 

device 

heterogeneit
y. 

[18] Blockchai

n 
authentica

tion 

Industri

al IoT 

Strengthen

ed trust and 
traceability

. 

Computatio

nally 
intensive. 

[33] CNN–

LSTM 
IDS 

Edge-

IIoT 
dataset 

Reached 

95% F1-
score for 

multi-

attack 
detection. 

High model 

complexity. 

[21] ECC-

based 
encryption   

Healthc

are IoT 

Enhanced 

data 
confidentia

lity. 

Focused on 

a single 
domain. 

[34] Adversari
al robust 

ML IDS 

Smart 
grid IoT 

Improved 
defense 

against 

evasion 
attacks. 

High 
training 

cost. 

[3] AutoML 

hybrid 
IDS 

Multi-

layer 
IoT 

Adaptive 

detection 
through 

automated 

tuning. 

Limited 

explainabilit
y. 

 

Table 3 summarizes selected studies addressing technical 

approaches to IoT cybersecurity between 2018 and 2025. 

Research advances span intrusion detection, cryptography, 

authentication, and secure communication. Although most 

models report strong performance, recurring challenges include 

scalability limits, heterogeneous device environments, and lack 

of standardized evaluation, reinforcing the need for integrated 

policy–technology frameworks. 

4.2.2 Policy and Governance Frameworks 
Recent literature highlights increasing global efforts to enhance 

IoT cybersecurity governance through regulation, certification, 

and accountability frameworks [35], [36] Between 2018 and 

2025, major initiatives by the European Commission, NIST, 

and ENISA sought to strengthen compliance, risk management, 

and consumer protection. 

The EU Cybersecurity Act (2019) [37] and ETSI EN 303 645 

[20] established binding security baselines and certification 

schemes, promoting mandatory compliance within the 

European Commission [36] and ETSI [20]. Conversely, the 

NIST IoT Baseline (2020) in the U.S. offers voluntary best 

practices emphasizing secure configuration and vulnerability 

disclosure [8]. While flexible, voluntary models often result in 

inconsistent adoption and uneven maturity across sectors [11], 

[21]. 

Significant regional disparities persist. Developed economies 

exhibit structured enforcement mechanisms, whereas emerging 

regions, particularly in Africa and Asia, rely on general ICT 

regulations that lack an IoT-specific focus [13], [21]. These 

variations impede harmonization and limit interoperability 

across global IoT systems.  
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Table 4 summarizes key IoT cybersecurity policy and 

governance frameworks, outlining their objectives, focus areas, 

and implementation gaps across regions. 

Table 4. IoT cybersecurity policy and governance 

frameworks (2018–2025). 

Sou

rce / 

Yea

r 

Frame

work / 

Initiati

ve 

Juris

dictio

n 

Key Focus Key Insights 

[38] EU 

Cybers
ecurity 

Act 

Europ

ean 
Union 

Certification, 

standardizati
on, consumer 

protection 

Introduced 

mandatory 
certification schemes; 

strengthened 
accountability for IoT 

manufacturers. 

[20] EN 303 

645 
Standa

rd 

Europ

ean 
Union 

Baseline 

security and 
privacy 

requirements 

Defines core IoT 

security controls; 
implementation still 

uneven across EU 

member states. 

[39] IoT 

Cybers

ecurity 
Baselin

e 

Unite

d 

States 

Voluntary 

best practices 

and secure 
configuration 

Encourages industry 

self-regulation; lacks 

mandatory 
enforcement, leading 

to variable adoption. 

[40] IoT 

Risk 
and 

Certific

ation 
Frame

work 

Europ

ean 
Union 

Risk 

management 
and 

compliance 

Supports harmonized 

assessment processes; 
limited uptake among 

SMEs. 

[41] Code of 
Practic

e for 

Consu
mer IoT 

Securit

y 

Unite
d 

Kingd

om 

Manufacture
r 

responsibilit

y and supply-
chain 

security 

Improved awareness 
of device security; 

absence of binding 

certification remains 
a challenge. 

[13] Review 

of 

Nation
al IoT 

Frame

works 

Africa 

/ Asia 

Policy 

capacity and 

institutional 
gaps 

Highlights weak 

enforcement and 

limited IoT-specific 
policy development 

in emerging regions. 

[21] Compa
rative 

Policy 

Study 

Globa
l 

Integration 
of policy and 

standards 

Finds fragmented 
adoption; calls for 

global harmonization 

and adaptive 
compliance models. 

[42] Digital 

Securit
y 

Govern

ance 
Guideli

nes 

Intern

ationa
l 

Cross-border 

cooperation 
and 

certification 

Recommends 

international 
recognition of 

standards to enhance 

interoperability and 
trust. 

4.2.3 Policy and Governance Integration: 

Challenges and Opportunities in IoT 

Cybersecurity 
This subsection synthesizes the literature on the key challenges 

that hinder effective alignment between IoT cybersecurity 

policies and technical solutions, as well as the emerging 

opportunities identified across the reviewed studies for 

strengthening policy–technology coherence. 

 

 

 

Table 5. Key integration challenges and opportunities in 

IoT cybersecurity 

Challeng

e 

Description Repres

entative 

Sources 

Opportunities / Proposed 

Solutions 

Regulato

ry 

fragment
ation 

Divergent IoT 

security 

frameworks 
across regions 

hinder 

interoperability 
and cross-

border 

certification. 

[21] Promote global 

harmonization through 

ISO/IEC standards and 
mutual recognition of 

certification schemes. 

Weak 
enforce

ment 

mechani
sms 

Many 
frameworks, 

especially in 

emerging 
economies, lack 

compliance 

monitoring and 
penalties. 

[11] Establish mandatory 
compliance policies 

supported by national 

certification bodies and 
international audits. 

Limited 

interoper
ability 

Disparate 

standards and 
technical 

specifications 

complicate 
device 

integration and 

trust 
management 

[20] Develop unified IoT 

reference architectures and 
open interoperability 

protocols. 

Resourc

e 
constrain

ts in 

developi
ng 

regions 

Limited 

infrastructure 
and expertise 

reduce capacity 

for 
implementation 

and 

enforcement. 

[13] Build regional capacity 

through knowledge-
sharing platforms and 

donor-supported 

cybersecurity programs. 

Rapid 
technolo

gical 

evolutio
n 

Policy updates 
lag fast-

changing IoT 

technologies 
and attack 

vectors. 

[11], 
[21] 

Introduce adaptive policy 
models and dynamic 

certification frameworks 

that evolve with emerging 
threats. 

Lack of 
industry

–policy 

collabor
ation 

Minimal 
stakeholder 

engagement 

limits policy 
relevance and 

practical 

adoption. 

[12], 
[43] 

Foster multi-stakeholder 
partnerships and public–

private forums for co-

developing responsive 
standards. 

Theme 1: Alignment Between Technical Controls and 

Governance Frameworks 

Across the literature, integration was most successful where 

policy frameworks explicitly referenced technical requirements 

such as secure boot, encryption, authentication, and 

vulnerability disclosure. 

Studies (e.g., ENISA [40]; ETSI [37]; NIST [9]), show that 

standardized baselines improve consistency in the deployment 

of these controls across diverse IoT ecosystems. 

 

Theme 2: Increasing Adoption of Certification and 

Compliance Mechanisms 

Mandatory certification schemes (e.g., EU Cybersecurity Act) 

enable alignment by translating policy principles into 

enforceable technical measures. Voluntary frameworks (e.g., 

NIST IoT Baseline) support innovation but exhibit varied 

adoption across sectors. 
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Theme 3: Movement Toward Harmonized International 

Standards 

Several studies emphasize the need for globally aligned 

standards, noting that harmonization facilitates cross-border 

interoperability and consistent implementation of security 

measures. 

4.3 Results for RQ2: Challenges Hindering 

Policy–Technology Integration 
The alignment of policy frameworks with technological 

solutions is widely acknowledged as fundamental to achieving 

resilient and trustworthy IoT ecosystems [40], [44]. This 

relationship aims to connect technical safeguards, such as 

encryption, authentication, and intrusion detection, with 

governance instruments including standards, certification, and 

compliance mechanisms NIST, [9] and ETSI, [20]. However, 

disparities in regulatory maturity, enforcement capacity, and 

the pace of technological innovation continue to constrain 

effective integration across regions [11], [13]. This section 

synthesizes literature published between 2018 and 2025 that 

examines the key barriers to policy–technology alignment and 

identifies strategies proposed to strengthen governance, 

compliance, and operational resilience in IoT cybersecurity. 

Table 6 presents a comparative overview of the reviewed 

studies, summarizing the main challenges and corresponding 

strategies aimed at improving alignment between policy 

initiatives and technological advancements in IoT security.  

Table 6 Challenges and strategies for policy–technology 

alignment in IoT cybersecurity (2018–2025) 

Author 

(s) / 

Year 

Focus Area   Key 

Challenges 

Identified 

Proposed 

Strategies / 

Solutions 

[40] IoT Risk 
Management 

and 

Certification 

Fragmented 
governance 

and lack of 

unified 
certification 

standards. 

Development of 
harmonized EU-

wide certification 

and coordinated 
risk assessment 

frameworks. 

[20] Standardization 

for Consumer 

IoT Security 

Inconsistent 

manufacturer 
compliance 

and limited 

awareness of 
baseline 

controls. 

Establishment of 

common IoT 
security baselines 

and privacy-by-

design 

requirements. 

[9] IoT 

Cybersecurity 
Baseline 

Framework 

Voluntary 

adoption 
limits 

consistency 

across 

industries. 

Implementation of 

adaptable, risk-
based controls 

supported by 

sector-specific 

guidance. 

[11] Policy–
Technology 

Interface 

Regulatory 
lag and weak 

enforcement 

of technical 

standards. 

Introduction of 
dynamic policy 

models and 

compliance 
monitoring 

mechanisms. 

[13] IoT 

Governance in 
Developing 

Regions 

Limited 

institutional 
capacity and 

reliance on 

generic ICT 

policies. 

Creation of 

regional policy 
frameworks and 

investment in IoT-

specific regulatory 

capacity. 

[21] Comparative 

Global Policy 

Analysis 

Fragmentation 

of policies 

and minimal 

stakeholder 

collaboration 

Integration of 

cross-sectoral 

standards and 

multi-stakeholder 
cooperation 

models. 

[43] Global IoT 

Governance 

and 

Cooperation 

Divergent 

national 

approaches 
hinder 

interoperabilit

y and trust. 

Promotion of 

cross-border 

policy 
harmonization and 

international 

certification 

recognition. 

 

Analysis of the literature revealed several recurring challenges 

and proposed strategies: 

1.  Regulatory Fragmentation Across Jurisdictions 

Divergent national and regional IoT security requirements 

hinder integration, as identified in studies from Europe, North 

America, and emerging economies. 

2. Weak Enforcement and Voluntary Adoption 

Voluntary compliance models, particularly in the U.S., result in 

inconsistent implementation. In contrast, mandatory schemes 

demonstrate stronger alignment but have uneven global 

adoption. 

3. Capacity Constraints in Developing Regions 

Resource limitations reduce the capacity for policy 

enforcement, technical adoption, and certification readiness, as 

highlighted [11], [13]. 

4. Technological Evolution Outpacing Policy Revision 

AI-driven attacks, edge computing complexities, and rapid 

device proliferation outpace current regulatory cycles. 

The findings reveal that fragmented governance, weak 

enforcement, and technological rapidity remain the most 

significant challenges to IoT cybersecurity alignment. 

However, collaborative mechanisms, such as global 

standardization, capacity building, and adaptive policy 

frameworks, offer practical pathways toward establishing 

coherent, resilient, and globally recognized IoT security 

practices. 

The synthesis of the literature addressing RQ1 and RQ2 reveals 

that, although substantial advancements have been made in 

both technical innovation and policy formulation for IoT 

cybersecurity, their integration remains fragmented and 

uneven. Findings related to RQ1 emphasize that sustainable 

IoT security depends on aligning technological safeguards, 

such as encryption, intrusion detection, and authentication, 

with robust governance mechanisms encompassing standards, 

certification, and regulatory oversight. Conversely, insights 

from RQ2 indicate that achieving this alignment is constrained 

by regulatory inconsistency, weak enforcement mechanisms, 

limited interoperability, and varying institutional capacities 

across regions. 

To overcome these barriers, literature advocates for adaptive, 

harmonized, and collaborative governance models that evolve 

alongside emerging technologies and promote coordinated 

global compliance. These synthesized insights provide the 

foundation for the conceptual policy–technology integration 

framework presented in the next section, which outlines a 

structured model for strengthening resilience, interoperability, 

and standardized IoT cybersecurity practices. 

4.4 Integration of Findings into the 

Conceptual Framework 
Patterns across RQ1 and RQ2 informed the development of 

the Conceptual Policy–Technology Integration Framework 
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(CPTIF). 
Consistencies across studies show that effective integration 

requires: 

1. Adaptive, regularly updated governance mechanisms 

2. Standardized, enforceable technical baselines 

3. Cross-sector and cross-border collaboration 

4. Continuous feedback loops between policy and 

technical innovation 

CPTIF operationalizes these elements by linking technical 

safeguards with governance instruments across five strategic 

components: policy alignment, technical controls, stakeholder 

collaboration, adaptive monitoring, and capacity building. 

5. CONCEPTUAL POLICY–

TECHNOLOGY INTEGRATION 

FRAMEWORK 
The Conceptual Policy–Technology Integration Framework 

(CPTIF) is designed to bridge the gap between technical 

innovation and governance in IoT cybersecurity. Drawing from 

the synthesis of findings under RQ1 and RQ2, It operates on 

the premise that neither technology nor policy alone can 

effectively address the complexity and dynamism of IoT 

threats; rather, a hybrid, co-evolutionary model is required 

where both domains reinforce each other. 

5.1 Theoretical Foundation 
The proposed CPTIF is grounded in Systems Theory and 

Socio-Technical Systems Thinking, which view IoT 

cybersecurity as a complex, adaptive ecosystem where policy 

(the social subsystem) and technology (the technical 

subsystem) must evolve in synergy. It also draws on 

Governance Theory, emphasizing multi-level collaboration, 

and Information Assurance Principles, focusing on 

confidentiality, integrity, and availability as foundational 

outcomes of integration. 

5.2 Framework Rationale 
The rationale for developing this framework stems from 

persistent fragmentation in IoT cybersecurity approaches, 

where technological solutions, such as intrusion detection, 

encryption, and authentication, often evolve independently of 

regulatory and compliance structures. As indicated by ENISA 

[12], NIST [9], and [21], these disconnects leads to uneven 

adoption, interoperability gaps, and inadequate enforcement. 

CPTIF seeks to mitigate these challenges by aligning technical 

safeguards with policy instruments, ensuring that innovations 

in IoT security are embedded within enforceable and adaptive 

governance systems. 

5.3 Framework Component 
The framework comprises five interrelated components, each 

representing a critical dimension of IoT cybersecurity 

integration (Figure 5.1) 

1.Policy and Regulatory Alignment 

Establishes harmonized and adaptive standards, certification 

schemes, and compliance mechanisms across jurisdictions. 

Examples: EU Cybersecurity Act, NIST IoT Baseline, ETSI 

EN 303 645. 

2.Technical Safeguards and Innovation Layer 

Incorporates machine learning–based intrusion detection, 

lightweight cryptography, blockchain authentication, and 

secure communication mechanisms to protect IoT 

infrastructures. 

3.Collaborative Governance and Stakeholder Engagement 

Promotes cooperation among policymakers, industry experts, 

and researchers through public–private partnerships and 

knowledge-sharing networks (OECD, 2024). 

4.Adaptive Monitoring and Feedback Mechanisms 

Integrates real-time monitoring, compliance analytics, and 

dynamic certification to ensure continuous alignment between 

evolving technologies and regulatory requirements. 

4.Capacity Building and Regional Enablement 

Strengthens institutional capacity in developing regions 

through training, shared infrastructure, and harmonized 

implementation support (Shafique et al., 2021). 

5.4 Conceptual Model Illustration 
Figure 3 depicts the Conceptual Policy–Technology Integration 

Framework, showing how policy, technology, and governance 

layers interact dynamically 

i. Input: Policy frameworks, technical innovations, and 

stakeholder collaboration. 

ii. Processes: Alignment through standardization, 

certification, and adaptive compliance. 

iii. Outputs: Resilient IoT systems, harmonized global 

practices, and sustainable cybersecurity governance. 

 
Figure 3 Conceptual Policy–Technology Integration 

Framework 

The framework provides a strategic foundation for 

policymakers and practitioners to: 

• Design adaptive cybersecurity policies that evolve 

with technological change. 

• Integrate technical validation and compliance 

mechanisms within governance systems. 

• Foster international cooperation and knowledge 

exchange for harmonized IoT protection. 

• Support context-sensitive implementation in 

developing economies through regional capacity-

building initiatives. 

The Conceptual Policy–Technology Integration Framework 

provides a structured approach for aligning governance 
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instruments with technological safeguards in IoT 

cybersecurity. By combining adaptive policy design, 

continuous monitoring, and collaborative innovation, the 

framework advances a unified model that enhances resilience, 

trust, and standardization across IoT ecosystems. The next 

section will discuss the implications, validation strategies, and 

recommendations for operationalizing this framework in real-

world IoT contexts. 

6. DISCUSSION 
This section discusses the findings of the study in relation to 

existing research on policy–technology integration in IoT 

cybersecurity. The analysis reveals that while technical 

innovation, such as machine learning-based intrusion detection, 

lightweight cryptography, and secure communication, has 

progressed rapidly, these advancements have not been 

consistently matched by corresponding policy mechanisms or 

regulatory enforcement ([15]; [27]). As a result, IoT 

cybersecurity continues to evolve within fragmented 

governance structures that limit standardization and global 

resilience [12], [31]. 

6.1 Policy–Technology Interdependence 
The study reinforces the argument that policy and technology 

must evolve in tandem to achieve sustainable IoT 

cybersecurity. Findings related to RQ1 confirm that integrating 

regulatory frameworks with technical design promotes 

coherent, secure-by-default systems and facilitates compliance 

[41]; [20]). This supports the position advanced by Abomhara 

and Gerdes [11], who argue that regulatory guidance and 

certification mechanisms enhance implementation consistency 

when embedded in design processes. Similarly, NIST [29] 

demonstrates that security baselines help translate abstract 

policy principles into practical, enforceable technical controls. 

6.2 Persistent Integration Barriers 
Consistent with RQ2, the literature highlights enduring 

challenges to achieving policy–technology coherence. 

Regulatory fragmentation across jurisdictions continues to 

hinder interoperability and enforcement, as observed in 

comparative analyses [13], [21]. Developed regions such as the 

European Union have implemented binding frameworks like 

the EU Cybersecurity Act, whereas voluntary systems, such as 

the NIST IoT Baseline, prevail in the United States, resulting 

in inconsistent adoption levels. In emerging economies, weak 

institutional capacity and limited resources further constrain 

effective policy implementation [13]. 

Moreover, rapid technological evolution poses additional 

challenges, as regulatory updates often lag innovations in 

artificial intelligence, edge computing, and blockchain-enabled 

authentication [11], [44]. This misalignment reinforces the 

need for adaptive and data-driven governance models capable 

of evolving with technological advancements [31]. 

6.3 Alignment with Prior Studies 
This study aligns with ENISA [12] and NIST [8] in advocating 

for integrated, risk-based IoT governance while extending 

previous models by explicitly connecting technical innovation 

with governance design. It diverges from earlier works such as 

[32] and [4] which focused primarily on algorithmic 

optimization, by emphasizing the policy dimension of IoT 

security. CPTIF bridges this gap by demonstrating how 

governance and technology can co-evolve within a unified 

framework to strengthen resilience and compliance. 

6.4 Emerging Research Directions 
The synthesis points to new directions for empirical 

investigation, particularly in evaluating adaptive certification 

models and cross-border policy harmonization. Future studies 

should examine how integrated frameworks such as the CPTIF 

perform in domain-specific contexts, such as healthcare, 

energy, and smart transportation, to test their scalability and 

real-world impact. Longitudinal analyses may also explore how 

policy–technology feedback loops influence innovation cycles 

and regulatory agility in IoT security [21] and OECD [44]. 

Overall, the discussion confirms that sustainable IoT 

cybersecurity depends on the co-evolution of technological 

advancement and policy reform. Persistent challenges, 

including fragmentation, weak enforcement, and policy inertia, 

continue to limit global standardization. However, the 

integration of adaptive governance models, standardized 

baselines, and collaborative partnerships offers a viable 

pathway toward achieving resilient, compliant, and harmonized 

IoT ecosystems. The subsequent section presents the 

conclusions and recommendations, outlining strategies for 

operationalizing the proposed framework in practice. 

7. CONCLUSION  
This study sets out to explore how IoT cybersecurity policies 

can be effectively integrated with emerging technological 

solutions to promote standardized, resilient, and compliant 

security practices. Through a systematic literature review, 

comparative analysis, and conceptual framework design, the 

study examined both the technological and policy dimensions 

of IoT security between 2018 and 2025. 

Findings from RQ1 demonstrated that while significant 

advancements have been made in intrusion detection, 

encryption, and secure communication technologies, these 

solutions often evolve in isolation from policy and governance 

mechanisms. RQ2 further revealed that regulatory 

fragmentation, weak enforcement, and limited institutional 

capacity continue to hinder the alignment of policy frameworks 

with technical implementation. These challenges underscore 

the persistent disconnect between innovation and regulation, 

leading to uneven adoption and vulnerability across IoT 

ecosystems. 

The proposed Conceptual Policy–Technology Integration 

Framework (CPTIF) provides a strategic model for bridging 

this gap. By emphasizing adaptive governance, harmonized 

standards, and continuous feedback between policy and 

technology, the framework illustrates how multi-level 

collaboration can strengthen IoT cybersecurity. Grounded in 

Systems Theory and Socio-Technical Systems Thinking, the 

CPTIF conceptualizes IoT security as a dynamic governance 

ecosystem where technical safeguards and policy mechanisms 

co-evolve to maintain resilience, compliance, and trust. 

8. PRACTICAL IMPLICATION  
The study contributes to both research and practice by outlining 

actionable strategies for achieving policy–technology 

coherence: 

1. Institutionalize adaptive policy frameworks that 

evolve alongside emerging technologies through 

periodic updates and responsive regulation. 

2. Integrate compliance-by-design approaches into 

system development lifecycles to ensure that 

regulatory baselines are embedded within technical 

architectures. 

3. Promote international cooperation and mutual 

recognition of IoT certification schemes to foster 

cross-border trust and interoperability. 
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4. Build institutional and regional capacity, particularly 

in developing economies, through training, resource-

sharing, and localized implementation support. 

These measures can collectively support a transition from 

fragmented security regimes toward standardized, measurable, 

and scalable IoT cybersecurity governance. 

9. LIMITATIONS AND FUTURE 

RESEARCH DIRECTIONS 
While this study provides a conceptual foundation for policy–

technology integration, it is limited by its reliance on secondary 

data and conceptual synthesis. Future research should include 

empirical validation of the CPTIF in real-world IoT 

environments, examining how adaptive policy frameworks 

perform in domains such as healthcare, manufacturing, and 

autonomous systems. Additionally, cross-regional comparative 

studies could explore how policy maturity and technological 

capacity influence alignment outcomes. 

Longitudinal studies are also recommended to assess how 

policy feedback loops influence innovation cycles and 

regulatory agility over time. Integrating perspectives from 

cyber law, governance, and artificial intelligence ethics would 

further enrich understanding of IoT security policy evolution in 

a globally connected landscape. 
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