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ABSTRACT 

The Internet of Things (IoT) and Artificial Intelligence (AI) are 

each considered powerful and promising technologies in the IT 

sector. When combined, they form a more advanced concept 

known as the Artificial Intelligence of Things (AIoT). In this 

survey, IoT devices act as a digital nervous system, while AI 

serves as the system’s mastermind. This article provides a brief 

overview of this hybrid technology and explores some of its 

practical applications in the real world, in addition to the role 

of AI algorithms in addressing potential security threats.   
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1. INTRODUCTION 
Due to its autonomous nature and ability to make independent 

decisions, AI is establishing its own distinct role. The IoT 

comprises a growing number of connected devices, ranging 

from smart homes and highways to a fully interconnected 

world. Intelligent IoT is poised to profoundly transform not 

only daily life but society as a whole [1].  

Both IoT and AI have been the subject of ongoing research. 

Many AI problem-solving algorithms have been proposed. 

Most of these are still in the early stages of development but 

are expected to evolve over time. These algorithms are capable 

of processing massive volumes of data and making intelligent 

decisions independently [2]. Meanwhile, the IoT has already 

made significant progress, and it seems to be only a matter of 

time before are fully surrounded by IoT devices. AIoT 

represents a hybrid of IoT and AI technologies [3]. 

AIoT will extend current standards of IoT to create autonomous 

future communication architectures that will facilitate the 

intelligent exchange of data between millions of devices [4]. 

Using intelligence in cutting-edge network paradigms such as 

Network Function Virtualization (NFV), Software-Defined 

Networks (SDN), and network slicing architectures will 

improve network resource consumption even further [5]. 

Agriculture, health care, security, smart homes, and 

autonomous vehicles are just a few of the AIoT applications 

that will soon become essential [6].  

This work offers an extensive overview of  internet o things 

(AIOT)   applied with ARTIFICIAL INTELLIGENCE  

techniques. The presented work is structured as follows: 

Section 2  reviews state-of-the-art research on the application 

of artificial intelligence for IoT  .Section 3 details the 

methodology used to identify and select the most relevant 

studies in the field, while Section 4overview about Where does 

AI unlock IoT, Section 5 explain The most important 

advantages of the Internet of Things supported by artificial 

intelligence. On the other hand, Section 6 gives realistic models 

of artificial intelligence  . Section 7  discusses the benefits of 

AI-based Smart security for the Internet of things, while 

Section 8 highlights security attacks on IOTs. On the other 

hand, Section 9 explore outlines   presented work applications 

of deep learning (DL) and machine learning (ML) in the IOT 

security . Finally, Section 10 presents the conclusions of the 

study and future works. 

2. STUDY SELECTION  
Along with manual screening of relevant sources, a thorough 

literature search utilizing many academic databases was 

undertaken. Such databases included Google Scholar, 

ResearchGate, Web of Science, Scopus, and IEEE Xplore. 

Initially, we found 4000 studies on artificial   intelligence and 

internet of  things. To guarantee relevance, these studies were 

filtered depending on their emphasis on efficient artificial  

intelligence for internet of  things techniques. This yielded  40 

research papers that were then exposed to in-depth analysis. 

The selected papers were examined more closely to create a 

suitable internet of  things system by using artificial  

intelligence    that would help to clearly define their 

contributions and methodological differences. Based on the 

utilized models, Fig.1 presents the main categories that were 

obtained.  

 
Fig. 1.  PRISMA flowchart of included researches 
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3. RELATED WORKS 
Referred to as the Artificial Intelligence of Things (AIoT), has 

gained significant attention in recent years. Several studies 

have explored its applications across diverse domains. For 

instance, AIoT has been applied in smart healthcare systems to 

enable real-time patient monitoring and predictive diagnostics. 

In industrial environments, AIoT facilitates predictive 

maintenance, process optimization, and energy management. 

Moreover, smart cities benefit from AIoT through intelligent 

traffic management, environmental monitoring, and automated 

public services. Previous works also highlight the crucial role 

of AI in enhancing data analysis, decision-making capabilities, 

and security measures for IoT ecosystems, addressing 

vulnerabilities inherent in low-cost and resource-constrained 

devices. Despite these advancements, challenges such as 

scalability, interoperability, and robust security mechanisms 

remain open areas for research, motivating ongoing studies. 

“The related works on this topic are summarized in Table 1.” 

4. WHERE DOES AI UNLOCK IOT? 
IoT is primarily about sensors embedded in machines, which 

provide data streams through internet access. Communicate, 

create, analyze, aggregate, and act represent the five main 

stages that any IoT-related service has to follow. Without a 

doubt, the value of the "Act" stage is determined by the final 

analysis. This is why the true value of IoT is realized during the 

analysis phase. This is where AI plays a crucial role [14]. While 

IoT presents data, AI has the capability to unlock insights, 

provide context, and enable creative, smart actions. Businesses 

can make informed decisions based on data collected by 

sensors, which can be analyzed using AI. AIoT enables the 

development of agile, next-generation solutions [15]. 

• Obtain, analyze and manage meaningful insights 

from data. 

• Ensure precise and rapid analysis. 

• Balance personalization with data privacy and 

confidentiality. 

• Balance requirements for centralized and localized 

intelligence. 

• Ensuring security against cyber-attacks. 

5. ADVANTAGES of AI ENABLED IOT  
Artificial intelligence in IoT provides many different 

advantages for consumers as well as businesses, including 

personalized experiences, proactive interventions, and 

intelligent automation. Below are a few of the most common 

commercial advantages of merging these two disruptive 

technologies: 

5.1 Predictive maintenance 
Equipment breakdown might lead to costly unplanned 

downtime in a variety of industries, such as offshore oil and gas 

and industrial production. Predictive maintenance using AI-

enabled IoT allows for anticipating equipment failure and 

arranging routine maintenance procedures ahead of time. This 

is why one can prevent the negative consequences of downtime 

[16], [17]. With IoT and AI, for instance, Deloitte finds the 

following outcomes: 

20% - 50% decrease in the time invested for maintenance 

planning. 

10% - 20% increase in the uptime and the availability of the 

equipment. 

5% - 10% decrease in the costs of maintenance. 

A real-world case study from the Siemens Amberg smart 

factory in Germany illustrates the practical effectiveness of 

AIoT-based predictive maintenance. By using over 1,000 IoT 

sensors and AI algorithms such as Random Forest and RNNs, 

Siemens achieved a 30% reduction in unexpected equipment 

failures, over 10% in maintenance cost savings, and an 8% 

increase in overall equipment efficiency [18]. 

5.2 Triggering New and Enhanced 

Products & Services 
Natural Language Processing (NLP) is enhancing individuals’ 

capability to communicate with machines. Without a doubt, 

combining IoT with AI may help businesses build new 

products or improve existing ones by allowing them to analyze 

and process data more quickly [19]. For example, Rolls-Royce 

intends to utilize AI to develop IoT-enabled aircraft engine 

maintenance facilities. This approach will aid in detecting 

trends and discovering operational insights [20], [21]. 

5.3 Better Risk Management 
The combination of IoT and AI allows businesses to better 

predict and analyze many different kinds of danger, as well as 

automate responses. This is why they are better equipped to 

deal with financial losses, cyber threats, and personnel safety 

[15], [16]. Fujitsu, for instance, utilizes AI to analyze data from 

connected wearable devices to ensure worker safety [21]. 

Table 1: Summary of Some Related Works 

Ref. Year summary Methodology Limitation 

[7] 2020 The paper analyzes the 

applications and real-

time examples of the 

artificial intelligence of 

things (AIoT). 

The methodology involves analysis of 

AIoT and its applications, focusing on 

descriptive or exploratory approaches. 

 

 

- 

[8] 2022 The integration of AI and 

IoT, known as AIoT, can 

create public value by 

improving public service 

delivery. 

- Descriptive-explanatory study  

- Qualitative approach  

- Thorough examination of drivers and 

barriers    

- Development of a conceptual framework 

- Limited understanding of how AIoT can improve 

public service delivery 

- Need for further research to create a modular 

framework for AIoT integration 

 - Gap in understanding AIoT for policy formulation 
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[9] 2022 The paper discusses the 

role of artificial 

intelligence in making 

IoT a transformative 

technology. 

The methodology involves a 

comprehensive review of the Internet of 

Things (IoT) technology, focusing on its 

current state, enabling technologies, 

applications, and grand challenges. It 

includes an analysis of the role of artificial 

intelligence in IoT and an examination of 

current issues and potential barriers to 

adoption. 

- Privacy and security concerns  

- Data heterogeneity and device interoperability issues  

- Unrestricted access control - Small footprint and 

resource constraints of IoT sensors  

- Lack of a unified ecosystem for IoT devices - 

Security concerns with cloud-hosted middleware 

layers 

 - Exposure to internet vulnerabilities  

- Difficulty in determining responsibility within 

distributed systems  

- Challenges in reviewing privacy policies due to 

device size limitations  

- High cost of implementing predictive maintenance 

(PdM) 

[11] 2023 AIoT offers 

transformative potential 

for agriculture by 

optimizing resource 

utilization, improving 

production management, 

and reducing labor 

dependency, but also 

faces challenges such as 

data quality, 

connectivity, cost, 

privacy, and user 

adoption. 

- - Data quality issues  

- Connectivity problems - High costs - Privacy 

concerns  

- User adoption difficulties - Need for advanced AI 

algorithms - Need for edge computing  

- Need for interoperability standards - Need for 

investigation into AIoT's role in climate resilience and 

resource management  

- Need for research on AIoT adoption and usability 

 - Need for research on social and ethical implications  

- Need for research on AIoT-based supply chain 

integration 

[12] 2024 AIoT combines AI and 

IoT to enable more 

efficient and improved 

IoT operations and 

services with enhanced 

data management and 

analysis capabilities. 

- - 

[13] 2024 The paper explores the 

advantages and ethical 

considerations of using 

Industrial IoT and AI 

(AIoT) solutions in smart 

manufacturing, robotics, 

and autonomous 

vehicles. 

- Integrative study of leading scientific 

publications on IIoT and AIoT  

- Use of PRIZMA flow chart for document 

filtering  

- Content analysis in thematic groups 

- The inability to fully cover the AIoT topic in one 

article, necessitating content analysis in several 

thematic groups. 

[14] 2024  The paper discusses how 

the integration of AI and 

IoT, known as AIoT, can 

enable smart, eco-

friendly manufacturing 

systems with improved 

efficiency, automation, 

and security. 

The study involves a comprehensive review 

of industry technologies for domain-

centric, AIoT-based sustainable 

manufacturing, examining key 

developments and opportunities in state-of-

the-art AIoT-based techniques. 

 

 

 

5.4 Boosting Operational Efficiency 
AI in IoT analyzes continuous data streams and discovers 

patterns that cannot be detected by simple gauges. In addition, 

machine learning combined with AI can forecast operating 

conditions and identify parameters that should be adjusted to 

achieve optimal results. As a result, intelligent IoT can reveal 

procedures that are redundant and time-consuming, as well as 

tasks that can be fine-tuned to improve efficiency [25], [26]. 

Google, for instance, utilizes AI to lower the expenses of its 

data center cooling through IoT [27]. 

6. REALISTIC MODELS OF AIOT 
The combination of IoT and effective frameworks makes AIoT 

an important and game-changing tool for a variety of purposes 

[27], here are a few examples: 
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6.1 Drone Traffic Monitoring 
There are various realistic AIoT applications in a smart city, 

including traffic monitoring via drones. Jamming might be 

reduced if traffic could be inspected in real-time and changes 

to the traffic flow are made. 

In cases when drones are dispatched to oversee a large area, 

they may broadcast traffic data, which AI can then analyze and 

produce conclusions on how to optimally alleviate the traffic 

congestion through adjusting the frequency and timing of the 

traffic lights, without the need for any human intervention. 

The ET City Brain, a result of Alibaba Cloud, streamlines the 

utilization of city assets through AIoT. This framework can 

recognize accidents, illegal parking, as well as adjust traffic 

lights to assist ambulances in reaching patients who require 

support more quickly [28], [29]. 

 

Fig. 2: Traffic Monitoring Using Drone 

6.2 Robots in Manufacturing 
Manufacturing can be defined as an industry that has already 

embraced novel technologies like AI, IoT, deep learning, 

robotics, facial recognition, and others. With the help of 

embedded sensors facilitating data transmission, factory robots 

are becoming smarter. In addition, robots can learn from new 

data because they are equipped with AI systems. This approach 

saves both money and time while improving the production 

process over time [30], 31]. 

The best example of AI and IoT working together is Tesla’s 

self-driving cars. These vehicles use AI to predict pedestrian 

and vehicle behavior in various situations. For instance, they 

can identify road conditions, weather, and optimal speed, and 

they become smarter with every trip. Tesla's autopilot systems 

use sonar, radar, GPS, and cameras to collect information about 

driving conditions, which is then processed by an AI system to 

make decisions based on the data collected by the IoT devices 

[28], [32]. 

6.3 Retail Analytics 
Several data points from cameras and sensors are utilized in 

retail analytics to track customer movements and forecast when 

they will arrive at the checkout line. As a result, the system can 

recommend dynamic staffing levels to reduce checkout times 

and boost cashier productivity [33], [34]. 

6.4 Digital Halthcare 
Digital healthcare is one of the most prominent domains that 

can benefit from AI-enabled functionality, especially with the 

current boom in AI, particularly deep learning methods [24]. 

6.5 Smart Metering and Smart Grids 
Smart metering encompasses a wide range of monitoring, 

measurement, and management applications. Smart grids, 

where electricity usage is monitored and recorded, represent 

the most typical application of smart metering. In addition, 

smart metering can also be used to combat electricity theft [35]. 

It can further be applied to monitor the levels of oil, water, and 

gas in storage tanks and cisterns [36], as shown in the Figure 3. 

 

Fig. 3: Diagram of a Smart Grid Showing a Few 

7. INTELLIGENT SECURITY For THE 

IOT 
IoT device security has become one of the most pressing issues 

of this century. On one hand, IoT brings everything closer 

together and has connected the entire planet. Figure 4 

represents the estimated number of IoT device users by the year 

2024. Figure 5 depicts a graphical representation of the total 

connected IoT devices and the global IoT market up until now, 

along with future predictions. On the other hand, IoT has 

opened up many opportunities to be exploited by various types 

of attacks. Although the term IoT has been shortened in this 

context, it encompasses the entire world as well as its smart 

technologies and services, which can be imagined. The term 

IoT was first used in 1999 by Kevin Ashton in his research. 

Since then, IoT has been used to establish a connection between 

the human and virtual worlds through a variety of smart devices 

and services, utilizing a range of communication protocols 

[37]. 

 

Fig. 4: Estimated users of the IoT devices by 2024. 
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Fig. 5: Graphical presentation of the total connected IoT 

devices and the global IoT market up until the end of the 

year 2025 

What has been merely an imagination a quarter of a century ago 

has now become an actual reality thanks to the IoT. It can be 

said that the modern world has been wrapped by the smart 

technology and IoT represents its heart. Nowadays, the people 

are not capable of thinking even a moment on their own without 

the use of the IoT devices as well as their services. A study has 

shown that about 75 billion things will be connected to the 

internet by the end of the year 2025 and this number will be 

exponentially increased with time. Estimated percentage of the 

users of the IoT devices in the year of 2024 has been depicted 

in Figure 4. It has been estimated as well that the IoT will 

capture about 3.90−11.10 trillion $ economical markets by the 

year of 2025. The number of connected IoT devices and global 

IoT system markets up until the end of the year 2025 has been 

depicted in Figure 5. Which is why, the researches about the 

IoT as well as its security and development had gained a great 

deal of attentions throughout the past decades in electrical and 

computer since areas. The two sections below will include a 

discussion of the security challenges and layers of the IoT [37]. 

8. SECURITY ATTACKS ON IOTS 
Figure 6  illustrates a common architecture of the IoT. Several 

researchers have pointed out the fact that IoT technology 

operates on three layers, which are: perception, network, and 

application layers. The perception layer includes a variety of 

data sensor types, such as barcodes, RFID, or any other sensor 

networks. The goal of this layer is to obtain information from 

the environment using sensors and then send that information 

to the network layer [38]. 

The goal of the network layer is to transmit data obtained from 

the perception layer to a specific information processing system 

via a mobile network, the internet, or any other reliable network 

type. The goal of the IoT in developing a smart environment 

has been carried out in the application layer [37]. IoT security 

has been considered one of the biggest challenges due to its 

heterogeneity, complexity, and numerous interconnected 

resources. The attacker is capable of performing an attack on 

the IoT system by tampering with or damaging one of the nodes 

(i.e., physical vulnerability), or from within the network by 

exploiting routing protocol faults or other network protocols, 

or using a malicious program to break the encryption strategy 

(i.e., encryption attacks). Based on these vulnerabilities, attacks 

can be classified into four categories, as shown in Figure 6, 

which depicts the IoT physical attack architecture, software 

attack, network attack, and encryption attack. For each 

category, one attack has been selected as the most dangerous 

among all the attacks in that category. 

Among physical attacks, the malicious node injection attack is 

considered the most dangerous. This is because it not only 

disrupts services, but also modifies data. Among network 

attacks, the sinkhole attack is identified as the riskiest. It not 

only attracts all traffic toward a base station, but also allows the 

attacker to initiate other threats such as selective forwarding, 

packet dropping, or modification. Among software attacks, the 

worm attack is considered the most harmful. Worms are 

potentially one of the most dangerous and destructive forms of 

malware on the internet. A worm is defined as a self-replicating 

program that exploits security vulnerabilities in networking 

hardware or software to cause harm to the device. It can delete 

files from the system and steal information [40]. 

 

Fig. 6: Physical Attacks, Network Attacks, Software 

Attacks, and Encryption Attacks 

9. Applications of Deep Learning (DL) and 

Machine Learning (ML) in the IOT Security 
Learning algorithms are widely used in a broad range of real-

world applications due to their remarkable ability to solve 

problems. These algorithms can build systems that 

automatically learn and improve over time through experience. 

Recently, they have been widely applied in practical domains. 

The development of current learning algorithms has been 

enhanced by the creation of new algorithms, the availability of 

big data, and the emergence of methods with lower 

computational costs. DL and ML have evolved significantly in 

recent years, progressing from mere laboratory curiosities to 

practical tools with substantial applications. Although deep 

learning is a branch of machine learning, this study 

distinguishes between the two: the term Machine Learning 

(ML) refers to traditional methods that require the manual 

design of features, while Deep Learning (DL) refers to modern 

approaches that use nonlinear processing layers to extract and 

transform analytical or discriminative features for pattern 

analysis [37],[40]. 

9.1 ML Methods For IoT Security 
ML is an AI technique that trains machines using various 

approaches and enables devices to learn from experience rather 

than through explicit programming. ML does not require 

human assistance or complex mathematical formulas and can 

operate in dynamic networks. In recent years, ML approaches 

have significantly advanced in the field of IoT security. As a 

result, these approaches can be used to detect various IoT 

attacks at early stages by analyzing device behavior. 

Furthermore, appropriate solutions can be provided using 
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different ML algorithms tailored for resource-constrained IoT 

devices [25]. 

 

Fig. 7: Technological Tools That Fundamentally Enable the Deployment of ML/DL for IoT Security 
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Table 1. Potential Machine Learning Methods for IoT System Security [40] 

 
 

9.2 DL Approaches For The IoT Security 
Recently, the application of  DL to IoT systems has become one 

of the most critical areas of research. One of the main 

advantages of DL over traditional ML is its superior efficiency 

in handling large datasets. 

 Many IoT systems generate vast amounts of data; therefore, 

DL approaches are considered well-suited for these systems. 

Additionally, DL has the capability to automatically extract 

complex representations from raw data [40]. Deep learning 

approaches can also enable deep linking in IoT environments, 

which refers to a unified protocol that allows IoT-based devices 

and their applications to automatically interact with each other 

without human intervention [42]. 

For instance, IoT devices in a smart home environment can 

automatically interact to create a fully integrated smart home 

system. Deep learning approaches provide a computational 

model that integrates multiple processing layers to learn data 
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representations at various levels of abstraction. Compared to 

traditional machine learning methods, deep learning has 

significantly advanced the performance of state-of-the-art 

applications [40]. 

Deep learning is a subfield of machine learning that employs 

multiple nonlinear processing layers for both generative and 

discriminative feature abstraction and transformation in pattern 

analysis. These methods are often referred to as hierarchical 

learning approaches because they can capture layered 

representations within deep architectures [41]. The working 

principle of deep learning is inspired by the structure and 

function of neurons and the human brain in signal processing. 

Deep networks can be built for supervised (i.e., discriminative) 

learning, unsupervised (i.e., generative) learning, or a 

combination of both, known as hybrid deep learning. Examples 

of supervised deep learning approaches include Convolutional 

Neural Networks (CNNs) and Recurrent Neural Networks 

(RNNs). Hybrid deep learning approaches include Deep Belief 

Networks (DBNs), deep Autoencoders (AEs), Generative 

Adversarial Networks (GANs), Restricted Boltzmann 

Machines (RBMs), and Ensembles of Deep Learning Networks 

(EDLNs) [41], [43]. 

Figure 7 explains Technological Tools That Fundamentally 

Enable the Deployment of ML/DL for IoT Security. 

10. CONCLUSIONS 
Since the Internet serves as the foundation for connecting IoT 

devices—enabling them to communicate, collect, and 

exchange information about our activities—it generates 

billions of gigabytes of data daily. By the end of 2025, it is 

expected that over 75 billion IoT devices will be connected 

globally. Naturally, as the number of these devices grows, so 

does the volume of data.This is where Artificial Intelligence 

(AI) plays a crucial role by bringing learning capabilities to the 

Internet of Things. However, a major drawback is the lack of 

robust security across many of these devices, which require the 

highest level of protection. The IoT is widely regarded as a 

global network of computing devices equipped with sensors 

and IP addresses that communicate over the internet. What 

makes security especially challenging in the IoT ecosystem is 

the diversity of devices. Many are designed to be low-cost and 

energy-efficient, and are often secured with only simple 

passwords. This makes them highly vulnerable to hacking 

attempts. 

For this reason, many organizations are now incorporating AI 

into their security strategies, recognizing its vital role in 

protecting devices and data from potential attacks.AIoT will 

drive the evolution of existing IoT standards, paving the way 

for the development of autonomous future communication 

models that support intelligent data exchanges between 

millions of devices. This intelligence will enhance the state-of-

the-art paradigms in network architectures. 

Future research may focus on exploring the integration of AIoT 

with advanced applications such as smart health monitoring, 

intelligent transportation systems, energy-efficient smart grids, 

and personalized learning environments. This integration is 

expected to provide advantages such as real-time decision 

making, increased scalability, improved security, and 

sustainable resource management. Furthermore, identifying 

emerging trends such as edge AI, federated learning, and 

explainable AIoT systems will open up opportunities for 

developing reliable, transparent, and adaptable solutions across 

multiple domains. 
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