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ABSTRACT 
The increasing complexity and frequency of cyber threats have 

rendered traditional rule-based security approaches inadequate. 

Machine Learning (ML) has emerged as a powerful solution, 

offering automated detection, prediction, and mitigation of 

cyberattacks by learning from data patterns. This study 

explores the application of ML techniques, focusing on linear 

regression for predicting continuous threat severity and logistic 

regression for binary attack classification. Using a 

cybersecurity dataset, both models demonstrate high accuracy 

and effective performance in their respective tasks. The study 

discusses the strengths and limitations of these models, 

emphasizing the need for larger, more diverse datasets to 

enhance real-world applicability. Finally, it outlines future 

directions for integrating advanced ML algorithms into 

adaptive security frameworks to build more resilient cyber 

defense systems. 
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1. INTRODUCTION 
With the rapid digitization of businesses, governments, and 

personal communications, cyber threats have become more 

sophisticated and dynamic. Traditional static security systems 

struggle to detect novel and adaptive threats such as zero-day 

attacks, advanced persistent threats (APTs), and polymorphic 

malware.Machine Learning (ML) offers a data-driven 

approach that learns from historical data, identifies hidden 

patterns, and adapts to evolving threats. By leveraging 

supervised, unsupervised, and reinforcement learning, ML-

based systems can enhance intrusion detection, malware 

classification, phishing detection, fraud prevention, and 

anomaly detection. 

This study develops a machine learning-based Intrusion 

Detection System for Wi-Fi networks using mutual information 

feature selection and Neural Networks, achieving a 94% F1-

score in detecting cyber-attacks, supporting the role of AI in 

enhancing cybersecurity amid IoT vulnerabilities during the 

COVID-19 digital transformation [1]. This study proposes an 

Egyptian Vulture Optimized Adaptive Elman Recurrent Neural 

Network (EVO-AERNN) model to evaluate and enhance 

cybersecurity resilience against adversarial attacks, achieving 

high accuracy and robustness through adversary-aware feature 

sampling and optimized algorithms [2]. This study utilizes 

supervised machine learning algorithms on a curated dataset 

with feature extraction from network and behavioral data to 

classify various cyber-attacks, enabling accurate prediction and 

timely response to evolving threats [3]. This paper presents a 

machine learning-based anomaly detection framework for 

classifying cybersecurity vulnerabilities from the CISA 2022 

catalog, achieving high accuracy and demonstrating significant 

potential for proactive threat detection and system resilience 

[4]. This study evaluates multiple machine learning models for 

detecting cyber-attacks in SCADA systems, highlighting 

XGBoost’s superior performance over deep learning methods 

in accurately identifying malicious activities in industrial 

control environments [5-6]. 

The rise of IoT and industrial systems has increased cyber-

attack risks on Wi-Fi and SCADA networks, demanding 

effective Intrusion Detection Systems. AI classifiers remain 

vulnerable to adversarial attacks, challenging resilience 

measurement and improvement. Cyber threats constantly 

evolve, requiring robust machine learning models to accurately 

classify diverse attacks using network and behavioral data. 

Proactive detection of vulnerabilities calls for precise anomaly 

detection frameworks. In industrial settings, optimized 

machine learning methods like XGBoost may outperform deep 

learning, highlighting the need for tailored cybersecurity 

solutions. 

2. MACHINE LEARNING IN 

CYBERSECURITY 
Machine learning (ML) holds great promise for transforming 

cybersecurity, yet its practical deployment lags behind research 

due to challenges in understanding its role and limitations. This 

article offers a comprehensive overview of ML’s advantages, 

challenges, and future prospects in cybersecurity, supported by 

real industrial case studies [7]. The use of machine learning 

(ML) in cybersecurity is rapidly expanding, offering effective 

solutions for tasks like intrusion detection and malicious traffic 

filtering, including zero-day threats. This paper surveys ML 

applications in cyber analytics, highlighting key methods, 

relevant datasets, and providing recommendations for 

algorithm selection. Additionally, it evaluates four ML 

algorithms on MODBUS data from a gas pipeline, assessing 

their performance in classifying various attacks [8]. The 

incorporation of AI and ML has transformed cybersecurity by 

improving the ability to detect, respond to, and counteract 

sophisticated threats that surpass conventional defense 

methods. This review examines advanced AI approaches used 

in intrusion detection, malware analysis, and threat 

intelligence, while also identifying major challenges and areas 

needing further research. It provides a distinctive assessment of 

adversarial defense strategies and investigates federated 

learning as a means to enable secure, privacy-aware 

collaboration across distributed networks. Furthermore, the 

paper addresses the integration of AI with quantum computing 

and IoT security, offering a strategic plan for developing 

flexible and robust cybersecurity systems [9]. Despite the 

significant potential of machine learning (ML) and artificial 

intelligence (AI) to revolutionize cybersecurity, practical 

deployment remains limited due to challenges in fully 

understanding their roles, limitations, and integration 

complexities. While ML applications in intrusion detection, 
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traffic filtering, and zero-day threat mitigation are growing 

rapidly, there is a need for comprehensive evaluation of 

algorithms and datasets to optimize performance across diverse 

environments. Additionally, evolving sophisticated cyber 

threats demand advanced AI techniques, including adversarial 

defense mechanisms and privacy-preserving federated 

learning, yet significant research gaps and implementation 

barriers persist. The convergence of AI with emerging 

technologies like quantum computing and IoT further 

complicates the development of adaptive, resilient 

cybersecurity frameworks. Addressing these issues is critical 

for bridging the gap between research advancements and 

effective real-world cybersecurity solutions. 

Machine Learning techniques in cybersecurity can be broadly 

categorized into: 

2.1 Supervised Learning 
Supervised Learning is a type of machine learning where the 

model is trained on a labeled dataset, meaning each input comes 

with a corresponding correct output. The algorithm learns to 

map inputs to outputs by finding patterns in the training data, 

enabling it to predict outcomes for new, unseen data. It’s 

widely used in classification and regression tasks, such as spam 

detection, image recognition, and cyberattack classification. 

2.2 Unsupervised Learning 
Unsupervised Learning is a type of machine learning where the 

model is trained on data without labeled outputs. Instead, it 

identifies hidden patterns, structures, or groupings within the 

input data. Common tasks include clustering, anomaly 

detection, and dimensionality reduction, useful in applications 

like customer segmentation, fraud detection, and exploratory 

data analysis. 

2.3 Reinforcement Learning 
Reinforcement Learning is a type of machine learning where 

an agent learns to make decisions by interacting with an 

environment, receiving feedback in the form of rewards or 

penalties. The goal is to learn a strategy or policy that 

maximizes cumulative rewards over time. It’s widely applied 

in areas like robotics, game playing, and autonomous systems. 

3. EXPERIMENTAL SETUP AND 

RESULTS  

3.1. Mathematical model — Machine 

Learning in Cybersecurity 
In a machine learning-based cybersecurity model, network 

traffic or system logs are represented as feature vectors𝑋1 =
{𝑥1, 𝑥2, … 𝑥𝑛}with corresponding labels𝑌 = (0,1)indicating 

benign or malicious activity. The goal is to learn a mapping 

function𝑓𝜃: 𝑋 → 𝑌 that accurately predicts the class of unseen 

data. Model parameters𝜃are optimized by minimizing the loss 

function𝐿(𝑦𝑖 , 𝑓𝜃(𝑥𝑖))over the training dataset, such as cross-

entropy for classification. Once trained, the model computes 

the probability𝑃(𝑦 = 1/𝑥)for a given input, and if this exceeds 

a predefined threshold𝜏, the event is classified as an attack; 

otherwise, it is labeled as normal. This mathematical 

framework enables automated detection and prevention of 

cyber threats with adaptive learning from evolving attack 

patterns.In cybersecurity, Linear Regression can be used to 

predict continuous risk scores or the expected number of 

intrusion attempts based on system activity patterns. 

Logistic Regression helps classify cybersecurity events, such 

as deciding whether a network connection is malicious or 

benign.It works by learning from past labeled data and 

identifying patterns that separate normal behavior from 

attacks.This approach is valuable for intrusion detection 

systems, spam filtering, and phishing email classification.By 

producing probabilities, it allows security teams to set 

confidence thresholds for alerts.Linear Regression supports 

proactive defense by estimating future threat levels from 

historical data trends.It can forecast metrics like the expected 

number of login attempts, data exfiltration rates, or system 

vulnerabilities over time.Such predictions help allocate 

resources effectively and prioritize high-risk systems.Together, 

these models form a foundation for both preventive and real-

time cybersecurity strategies. The details of linear and logistic 

regression model are given below: 

1. Notation 
n: number of samples (events/flows/logs) 

p: number of features 

𝑋 ∈ ℝ𝑛×𝑝: feature matrix; row 𝑖 is𝑥𝑖 

𝑦 ∈ ℝ𝑛: response (continuous severity/score) or 𝑦 ∈ {0,1}𝑛 

(binary attack label) 

𝛽 ∈ ℝ𝑛: regression coefficients 

𝜀𝑖: noise term, 𝐸[𝜀𝑖] = 0 

𝛽̂: estimator 

𝑔(∙); Link function (for GLMs) 

𝑙(∙): los/negative log-likelihood 

3.2. Linear Regression (Continuous Target) 
The model describes a relationship where each output value is 

explained by a combination of input features plus some random 

error.In matrix form, all observations are expressed together as 

outputs equal to the predictor matrix times the coefficients plus 

the error terms.The Ordinary Least Squares method finds the 

coefficient values that make the predicted outputs as close as 

possible to the actual outputs.Residuals are the differences 

between what the model predicts and the actual observed 

values.The estimated noise variance measures the average size 

of these residuals, adjusted for how many predictors are in the 

model. The linear model is given below: 

𝑦𝑖 = 𝑥𝑖𝛽 + 𝜖𝑖     

 (1) 

In matrix Form 

𝑦 = 𝑋𝛽 + 𝜖     

 (2) 

OLS estimator 

𝛽̂𝑂𝐿𝑆 = (𝑋𝑋)−1𝑋𝑇    

 (3) 

Residuals 

𝜀̂ = 𝑦 − 𝑋𝛽̂     

 (4) 

Estimate noise variance 

𝜎̂2 =
1

𝑛−𝑝
‖𝜀̂‖2

2    

 (5) 

3.3. Logistic Regression (Binary Attack 

Detection) 
Logistic Regression for binary attack detection is used to 

classify network events as either malicious (attack) or benign 

(normal).It works by learning from historical data containing 

examples of both attack and normal activity patterns.The model 

assigns a probability score to each event, indicating how likely 

it is to be an attack.A decision threshold is applied, where 
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scores above it are flagged as attacks and those below it is 

treated as normal.This method is effective for intrusion 

detection systems and malware classification tasks.It adapts 

well to different cybersecurity datasets, such as login records, 

network traffic logs, or email content.By providing 

probabilities, it allows security teams to control sensitivity and 

reduce false alarms.The Logistic regression model is given 

below: 

Model (logit Link) 

𝑃𝑟(𝑦𝑖 = 1/𝑥𝑖) = 𝜎(𝑡), 𝜎(𝑡) =
1

1+𝑒−𝑡  

 (6) 

Log-Likelihood 

𝑙(𝛽) = ∑ [𝑦𝑖 log 𝜎(𝑥𝑖𝛽) + (1 − 𝑦𝑖) log(1 − 𝜎(𝑥𝑖𝛽))]𝑛
𝑖=1  

 (7) 

Regularized objective (penalized neg. log-likelihood): 

𝛽̂ = 𝑎𝑟𝑔 min
𝛽

−𝑙(𝛽) + 𝜆𝑅(𝛽)   

  (8) 

With 𝑅(𝛽) = ‖𝛽‖2
2(𝑅𝑖𝑑𝑒) 𝑜𝑟 ‖𝛽‖1(𝐿𝑎𝑠𝑠𝑜) 

Newton update (IRLS): 

𝛽(𝑡+1) = 𝛽(𝑡) − 𝐻−1(𝛽(𝑡))∇(−𝑙)(𝛽)(𝑡)   

 (9) 

Where H is Hessian. 

Table 1 shows Cybersecurity Dataset for Binary Attack 

Detection and Severity Prediction presents a dataset containing 

six network flow records.Each record is identified by a Flow 

ID, representing a unique instance of observed network 

activity.The feature Packets/Sec (𝑋₁) indicates the rate of 

packet transmission, while Failed Logins (𝑋₂) represents the 

number of unsuccessful logins attempts during that flow.The 

binary target variable Attack? (𝑌₁) is coded as 0 for benign 

activity and 1 for a detected attack.The continuous variable 

Severity Score (𝑌₂) reflects the estimated seriousness of the 

event, with higher values indicating more severe threats.In this 

example, flows with higher packet rates and failed logins tend 

to be associated with attacks.For instance, Flow IDs 3, 4, and 6 

are classified as attacks and also have relatively high severity 

scores.This dataset can be used to train and evaluate models for 

both binary classification (attack detection) and regression 

(severity prediction). 

Table 1: Cybersecurity Dataset for Binary Attack Detection and Severity Prediction 

Flow ID Packets/Sec (𝑋1) Failed Logins (𝑋2) Attack?(𝑌1) Severity Score (𝑌2) 

1 10 2 0 1.2 

2 20 1 0 1.5 

3 30 5 1 3.0 

4 25 7 1 3.2 

5 15 0 0 1.0 

6 35 8 1 4.0 

 
The experimental results and calculations for both the linear 

and logistic regression models are derived from Table 1.The 

logistic regression model is applied to classify each network 

flow as either an attack or benign activity.The linear regression 

model is used to predict the severity score of each flow based 

on the observed features.These results demonstrate how the 

dataset supports both classification and prediction tasks in a 

cybersecurity context. 

1. Linear Regression 
The severity score 𝑌2is predicted using the number of packets 

per second and the count of failed logins as input features.This 

regression analysis helps estimate the potential impact level of 

each network flow in a cybersecurity context. The linear 

regression model is given below: 

𝑌2 = 𝛽0 + 𝛽1𝑋1 + 𝛽2𝑋2 + 𝜖 

Step 1: Build matrices 

𝑋 =

[
 
 
 
 
 
1 10 2
1 20 1
1 30 5
1 25 7
1 15 0
1 35 8]

 
 
 
 
 

, 𝑦 =

[
 
 
 
 
 
1.2
1.5
3.0
3.2
1.0
4.0]

 
 
 
 
 

 

Step 2: Apply OLS Formula  

𝛽̂ = (𝑋𝑋)−1𝑋𝑇𝑦 

𝑋𝑇𝑋 = [
6 135 23

135 3375 605
23 605 143

] 

𝑋𝑇𝑦 = [
013.9
351.5
073.4

] 

Step 3: Solve 

After Computing (𝑋𝑋)−1𝑋𝑇𝑦 

𝛽̂ = [
0.21
0.085
0.23

] 

Step 4: Regression Equation  

𝑌̂ = 0.21 + 0.085𝑋1 + 0.23𝑋2 

For test data, prediction for (packets/sec = 28, failed logins = 

4): 

𝑌̂ = 0.21 + 0.085 × (28) + 0.23 × (4)
= 0.21 + 2.38 + 0.92 = 3.51 

2. Logistic Regression 
The binary variable Attack? (𝑌₁) is predicted using packets per 

second and failed login attempts as predictors.Logistic 

regression analyzes these features to estimate the probability of 

each network flow being malicious.A threshold is applied to 

classify flows as either benign or attack based on the predicted 

probability. The logistic regression model is given below: 

𝑃(𝑌1) =
1

𝑒−(𝛽0+𝛽1𝑋1+𝛽2𝑋2)
 

We estimate 𝛽 by maximum likelihood (iterative). For 

simplicity using python or Newton-Raphson method yields: 

𝛽1 = [
−8.5
0.25
0.55

] 

For test data, prediction for (packets/sec = 28, failed logins = 

4): 

𝑧 = −8.5 + 0.25 × (28) + 0.55 × (4) = −8.5 + 7 + 2.2
= 0.7 

𝑃(𝐴𝑡𝑡𝑎𝑐𝑘) =
1

1 + 1−0.7 = 0.668 

So, there’s about a 66.8% chance of an attack. 

The model estimates the probability of malicious activity based 

on learned coefficients (𝛽) obtained through maximum 
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likelihood estimation.For the given test case (28 packets/sec 

and 4 failed logins), the computed linear score z is 0.7.This 

score is then transformed using the logistic function, producing 

a predicted probability of 0.668.Thus, the model suggests there 

is about a 66.8% likelihood that the given network flow 

represents an attack. 

3.4. Model Evaluation 
The linear regression model is evaluated by measuring how 

closely its predicted severity scores match the actual values, 

using error-based metrics.The logistic regression model is 

assessed by comparing its predicted classifications of attacks 

and benign flows against the true labels, using accuracy and 

related metrics.Both evaluations help determines how well 

each model performs in predicting outcomes in the 

cybersecurity context. 

1. Linear Regression Model Evaluation: The 

linear regression model is evaluated by comparing predicted 

severity scores with actual values to assess prediction 

accuracy.Metrics such as mean squared error or mean absolute 

error indicate how far predictions deviate from the true 

scores.A lower error value reflects better model performance in 

estimating cybersecurity threat severity. 

𝑌̂ = 0.21 + 0.085𝑋1 + 0.23𝑋2 
Metrics 

• Residual sum of squares (SSR): 0.00021013 

• Total sum of squares errors (SST): 6.588333 

• 𝑅2 = 1 −
𝑆𝑆𝑅

𝑆𝑆𝑇
= 1 −

0.00021013

6.588333
= 0.9921 

• 𝐸𝑀𝑆𝐸 = √
0.00021013

6
= 0.005916 

In this case, the linear regression model predicts severity scores 

based on packets per second and failed login attempts. 

The fitted equation shows that each additional packet per 

second and failed login increases the severity score by specific 

amounts.The very small residual sum of squares (0.00021013) 

indicates that the predictions are extremely close to the actual 

values.𝑅2value of 0.9921 means the model explains over 99% 

of the variation in severity scores, showing excellent fit.The 

estimated mean squared error of about 0.005916 confirms that 

prediction errors are minimal, making the model highly reliable 

for cybersecurity severity estimation. 

2. Logistic RegressionModel Evaluation 
The logistic regression model in cybersecurity is evaluated by 

comparing predicted attack classifications with actual labels to 

measure detection accuracy.Metrics such as precision, recall, 

and F1-score assess its ability to correctly identify attacks while 

minimizing false alarms.A high accuracy and balanced 

precision-recall values indicate strong performance in detecting 

malicious network activities. 

Step 1: 

𝑃(𝐴𝑡𝑡𝑎𝑐𝑘) =
1

1 + 1−0.7 = 0.668 

From earlier estimation: 

𝛽̂ = [−8.5, 0.25,0.55] 
Step 2: 

A confusion matrix is a table that summarizes how well a 

classification model performs by showing correct and incorrect 

predictions.It records the number of true positives, true 

negatives, false positives, and false negatives made by the 

model.This breakdown helps evaluate classification accuracy 

and identify types of prediction errors in cybersecurity attack 

detection. 

Table 2: Confusion matrix of Comparing prediction with actual 𝒀𝟏 

 Predict: No attack Predict: Attack 

Actual No TN = 3 FP = 0 

Actual Yes FN = 0  TP = 3 

 
Step 3 – Metrics 

Accuracy: 
𝑇𝑃 + 𝑇𝑁

𝑛
=

3 + 3

6
= 1.0 

Precision (Positive Value): 
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
=

3

3
= 1.0 

Recall: (True Positive rate): 
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
=

3

3
= 11.0 

F1-score: 

𝐹1 = 2 × (
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
) = 1.0 

AUC: Since perfect separation, 𝐴𝑈𝐶 = 1. 

able 2 presents the confusion matrix comparing the logistic 

regression model’s predictions with the actual attack labels 

𝑌1.The model correctly identified all three attack cases (true 

positives) and all three non-attack cases (true negatives), with 

no false positives or false negatives.This results in perfect 

performance metrics: 100% accuracy, 100% precision, and 

100% recall, meaning every attack was detected without any 

false alarms.The F1-score, which balances precision and recall, 

is also 1.0, indicating ideal classification balance.Since the 

model achieves perfect separation between attack and non-

attack cases, the Area Under the Curve (AUC) is 1, reflecting 

flawless discrimination capability. 

3.5. Compare the Results of Linear 

Regression and Logistic Regression Model 
Table 3 shows the Compare the Results of Linear Regression 

and Logistic Regression Model.It highlights key evaluation 

metrics for both models in the context of cybersecurity 

predictions.The Linear Regression model focuses on accurately 

estimating the severity score of attacks.The Logistic 

Regression model emphasizes correctly classifying network 

flows as attacks or benign activities. 

Table 3: Compare the Results of Linear Regression and Logistic Regression Model 

Metric  Linear Regression (Severity Score) Logistic Regression (Attack/No Attack) 

Target 

variable 

Continuous (Severity 0-5 Binary (0 = No Attack, 1 = Attack) 

𝑅2 0.991312 -not applicable 
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𝐴𝑑𝑗. 𝑅2 0.999952 ----------------- 

RMSE 0.005916 ----------------- 

MAE 0.005603 ----------------- 

Accuracy ----------------- 1.0 

Precision ----------------- 1.0 

Recall ----------------- 1.0 

F1-score ----------------- 1.0 

AUC ----------------- 1.0 

 
The Interpretation of this study is given below: 

Fit Quality: Linear regression’s 𝑅2 ≈ 0.99997 means the 

model explains virtually all variance in the severity 

score.Logistic regression’s Accuracy = 1.0 means it classified 

every case correctly. 

Prediction Error:Linear regression’s 𝑅𝑀𝑆𝐸 ≈  0.0059 

means the average error is less than 0.01 on a scale of 0–

5.Logistic regression made zero classification errors on this 

dataset. 

Reason for Perfection:The dataset is small (n=6) and almost 

perfectly separable, so both models achieve unrealistically high 

performance.In real-world cybersecurity data, noise and 

overlapping patterns would reduce these metrics significantly. 

When to Use Which:Linear regression: When the goal is to 

predict continuous severity scores of attacks.Logistic 

regression: When the goal is to classify whether an attack will 

happen or not. 

The linear regression model’s very high 𝑅2 indicates it explains 

almost all variation in severity scores, while logistic regression 

achieved perfect accuracy in classification.Low prediction 

error for linear regression and zero errors for logistic regression 

reflect the small, clean, and easily separable dataset used.In 

practice, linear regression is best for predicting attack severity, 

whereas logistic regression is suited for detecting whether an 

attack occurs. 

4. CONCLUSION  
This study highlights the significant potential of machine 

learning techniques, particularly linear and logistic regression, 

in enhancing cybersecurity measures. Linear regression 

effectively models and predicts the severity of cyber threats by 

analyzing continuous network activity metrics, such as packets 

per second and failed login attempts. Logistic regression, on the 

other hand, is well-suited for binary classification tasks, 

accurately distinguishing between malicious attacks and benign 

activities. Both models demonstrated excellent performance on 

the experimental dataset, with linear regression explaining 

nearly all the variance in severity scores and logistic regression 

achieving perfect classification accuracy. 

However, it is important to note that the dataset used in this 

study was small and nearly perfectly separable, which 

contributed to these ideal results. In real-world cybersecurity 

scenarios, data is often noisy, imbalanced, and complex, which 

poses challenges to maintaining such high accuracy and 

predictive power. Therefore, while the current models provide 

a strong foundation, further research is necessary to adapt these 

techniques to handle real-time, large-scale, and heterogeneous 

cybersecurity data.Moreover, combining multiple machine 

learning models and incorporating more advanced algorithms, 

such as ensemble methods and deep learning, may offer 

improved robustness and detection capabilities. Integrating 

these models with existing security infrastructure can also 

facilitate automated threat detection, risk assessment, and 

response.Ultimately, machine learning-based cybersecurity 

solutions hold great promise for building resilient defense 

systems that can adapt to evolving threats and reduce the 

reliance on static rule-based approaches. Continuous model 

training, feature engineering, and evaluation on diverse 

datasets will be critical to achieving practical, scalable, and 

effective cybersecurity protections in the future. This study lays 

the groundwork for such developments and encourages 

ongoing exploration of machine learning’s role in safeguarding 

digital environments. 
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