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ABSTRACT 
The increasing sophistication and prevalence of cyber threats 

necessitate a re-evaluation of the human element in cybersecurity. 

While technological advances provide robust security measures, 

human behaviour remains a critical vulnerability and, conversely, 

a potential strength within the cyber domain. As cybersecurity 

remains a vital pillar of the digital ecosystem, understanding the 

human element is crucial to safeguarding systems and ensuring 

resilience. Human factors encompass a wide range of 

components, including cognitive capabilities, decision-making 

processes and behavioural patterns, all of which directly influence 

the efficacy of cybersecurity measures. This paper examines how 

individuals respond to cyber threats, the psychological 

underpinnings of cybersecurity awareness and the educational 

strategies required to foster a culture of digital security. The target 

groups for this paper are children, market women who are 

perceived to be semi-literate and how the literate group also react 

to cyber threats. Central to this exploration is the recognition that 

the strength of a cybersecurity framework lies in collective 

vigilance; any lapse in adherence to protective measures may 

compromise the entire system. The insights presented aim to 

advance the development of positive behavioural attitudes toward 

achieving robust cybersecurity practices across diverse contexts. 

Through a systematic review of recent literature, this paper offers 

insights into the dynamic interaction between humans and 

technology within the cybersecurity domain, proposing 

recommendations to mitigate risks and cultivate a more secure 

digital environment. 

Keywords 
Cybersecurity, Human Factor, behavioural Economics, Cyber 

Threats, Cybersecurity Awareness 

1. INTRODUCTION 
Cybersecurity is the practice of protecting systems, networks and 

programs from digital attacks. Cybersecurity, often regarded as 

the backbone of digital resilience, extends beyond technical 

safeguards to include a fundamental human element, especially in 

local settings where vulnerable groups such as market women, 

children, and academics are at risk. The evolution of cyber threats 

highlights the critical need to examine how negligence and 

behavioural influences shape the effectiveness of security 

measures. Despite the technological advances in information 

security and cybersecurity observed over the last decades to keep 

data, information, and services secure, the human factor plays a 

key role in information security and cybersecurity in 

organisations [1, 2]. The ever-changing landscape of cybersecurity 

reflects a dynamic interplay between technological advancements 

and human behaviour, where the human factor plays a paradoxical 

role as both a vulnerability and an asset. Technological 

fortifications have significantly strengthened digital defences, yet 

human vulnerabilities stemming from unintentional errors or 

deliberate malicious actions persist as critical weak points 

frequently exploited by cybercriminals. Cybersecurity is not 

solely a technical issue but a socio-technical challenge, where 

human actions, decisions, and behaviours profoundly influence 

the overall security posture. Conversely, human ingenuity, 

vigilance, and adaptability can act as formidable defences, 

emphasising the need for a nuanced understanding of this duality. 

Human behaviour in cyberspace is influenced by attitudes formed 

through learned experiences, social factors, and observations, all 

of which condition the actions taken online. Cyberpsychology, an 

emergent field, investigates how the internet and cyberspace 

impact individuals’ behaviours and attitudes, exploring issues 

such as impulsivity, risky online behaviours, and cybersecurity 

awareness. This relationship between users’ behaviours and 

attitudes and the broader cybersecurity landscape underscores the 

importance of fostering a cybersecurity culture, beginning at an 

early age, to mitigate risks such as cyberattacks, privacy leaks, 

and financial losses [16, 17]. This article explores the behavioural 

economics of cybersecurity, with a specific focus on the 

behavioural nuances that shape human actions and inactions in 

cyberspace. By analysing emerging trends such as social 

engineering attacks and mobile money phishing attacks, the 

article highlights how cultural behaviours impact cybersecurity 

practices. Drawing on a comprehensive review of literature, it 

offers insights and recommendations for mitigating risks, 

fostering a culture of cybersecurity, and enhancing the overall 

security posture across diverse contexts. The field of 

cybersecurity represents a dynamic interaction between 

technological innovation and human behaviour. While 

advancements in technology have greatly enhanced digital 

defences, human vulnerabilities persist as a critical weak link 

often targeted by malicious actors. At the same time, human 

creativity and vigilance remain powerful tools in countering cyber 

threats. This article delves into the intricate relationship between 

humans and technology within the cybersecurity domain, 

exploring current trends, challenges, and possible solutions. By 

conducting a thorough review of recent literature, this article aims 

to shed light on the evolving interplay between humans and 

technology in cybersecurity. It offers actionable insights and 

recommendations to address vulnerabilities, reduce risks, and 

foster a more secure and resilient digital environment. 
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2. LITERATURE REVIEW 
Several authors analysed the correlation between the use of the 

Internet and the adoption of cyberawareness measures in the 

school context [1, 11, and 12]. Tirumala et al. [11] analysed the impact 

in the school context, with three groups of students between 8 and 

21 years. The results reveal two important conclusions: A low 

level of awareness and a global lack of knowledge regarding the 

fundamentals of cybersecurity and the software tools used to 

protect electronic equipment. The human element in 

cybersecurity spans various dimensions, including the increasing 

prevalence of sophisticated social engineering attacks that exploit 

psychological tendencies, the growing risk of accidental insider 

threats stemming from unintentional errors, and the influence of 

human-computer interaction on security practices. Additionally, 

it examines the challenges posed by the rapidly changing 

landscape of cyber threats, the diverse profiles of human actors 

involved, and the cultural subtleties that shape cybersecurity 

behaviours. The rapid adoption of mobile money and digital 

transactions has increased exposure to phishing scams and 

fraudulent schemes. Many fall victim due to trust and a lack of 

awareness about secure practices. Behavioural economics reveals 

that cognitive biases such as the urgency to complete a transaction 

or reliance on unverified sources play a significant role in these 

vulnerabilities [1]. Children, who increasingly use the internet for 

learning and recreation, are another at-risk group. Their limited 

understanding of online risks makes them targets for cyber 

predators and scams. Educating children about safe online 

practices, monitoring their internet use, and creating child-

friendly cybersecurity measures are essential steps in mitigating 

these risks. Conversely, the human factor also presents a potential 

asset in cybersecurity.  Human ingenuity, vigilance, and 

adaptability can serve as a formidable defence mechanism. The 

ability to recognise and respond to novel threats, develop 

innovative security solutions, and foster a culture of security 

awareness are all crucial aspects of the human contribution to 

cybersecurity [6, 7]. This duality of the human factor, as both a 

vulnerability and an asset, underscores the need for a 

comprehensive and nuanced understanding of the intricate 

relationship between humans and technology in the cyber realm. 

Ghana has made significant strides in strengthening its 

cybersecurity infrastructure, emerging as a regional leader in the 

Global Cybersecurity Index. These achievements are attributed to 

reforms, government investments, and partnerships with 

organizations like the World Bank and the Cybersecurity 

Authority. In Ghana, there has been some significant progress 

when it comes to securing cyberspace. According to a case study 

on strengthening cyber resilience in Ghana, which was conducted 

by the World Bank together with the Cybersecurity Authority, 

Ghana has emerged as a regional leader for cybersecurity, ranking 

1st in western and central Africa and 3rd on the African Continent 

according to the international telecommunication union (ITU) 

Global cybersecurity index 2021 [8]. This feat was reached 

because of the significant reform and investment in cybersecurity 

undertaken by the government of Ghana with support from the 

World Bank and other developing partners. Even though 

organizations such as the Media Foundation for West Africa and 

Child Online Africa, together with the Cybersecurity Authority, 

have made significant contributions to raising awareness and 

directly informing the development of Ghana’s cybersecurity 

strategy, much more needs to be done to consolidate the gains. 

Enlightening citizens on the effects of security attacks and how 

individual behaviours can affect the whole nation when it comes 

to cyberattacks is crucial. According to the 2021 Population and 

Housing Census conducted by the Ghana Statistical Service, the 

literacy rate among individuals aged 6 years and older in Ghana 

is 69.8% [15]. This indicates that approximately 30.2% of the 

population in this age group is not literate. Focusing on the adult 

population, data from 2020 shows that the literacy rate for 

individuals aged 15 and above is 80.38%. (Ghana literacy Rate 

2000-2024, n.d.)This means that about 19.62% of adults in Ghana 

are not literate. As of the third quarter of 2023, approximately 

99.7% of internet users in Ghana aged 16 to 64 owned 

smartphones [7]. Given that there were 24.06 million internet users 

in Ghana in January 2024 [5], this suggests that around 24 million 

individuals in this age group were smartphone users at that time. 

Within the fintech space in Ghana, there have been countless 

times where people have been defrauded due to ignorance and a 

lack of knowledge of the intricacies of every action they take on 

cyberspace. The Fintech industry has experienced significant 

growth, with digital transformation and technological 

advancements driving its evolution. The industry encompasses a 

broad spectrum of financial services, including digital banking, 

mobile payments, and investment management, all of which are 

underpinned by technological innovations [6]. The rapid adoption 

of Fintech solutions has reshaped traditional financial services, 

offering greater accessibility and efficiency to consumers. 

However, this digital transformation has also exposed the industry 

to cybersecurity risks, necessitating robust security measures to 

safeguard sensitive financial data and transactions. From 

observations, it appears attackers preyed on the hospitality nature 

of Ghanaians, where they frame their attacks by emotionally 

engaging them on the fact that they had made wrong transactions, 

and wanted them to complete some processes on their phones to 

get their money back. Some are also being tricked into believing 

they have won a prize from a promotion they have never 

participated in. This further speaks to the behavioural attitude of 

Ghanaian that can lead to most of them being compromised. “In 

my personal experience, I have noticed that many individuals, 

regardless of their background, often underestimate the 

importance of cybersecurity until they encounter a breach 

firsthand. For instance, market women relying on mobile money 

transactions tend to trust anyone posing as a service provider, 

while students and academics frequently click on links or 

download attachments without verifying their authenticity. This 

lack of vigilance seems to stem from a combination of limited 

awareness and behavioural tendencies such as overconfidence in 

their ability to recognize threats. These observations underscore 

the critical need for tailored, relatable cybersecurity education that 

addresses these behavioural gaps and empowers individuals to 

adopt safer practices.” In the context of tertiary institutions, there 

are situations where students and workers are exposed to 

individuals who falsely present themselves as representatives of 

reputable banks or financial institutions. These individuals often 

station themselves at strategic points on campus, offering to 

register students and staff for various financial services without 

any scrutiny or verification by university authorities. In some 

cases, these individuals turn out to be fraudulent. A notable 

example involved casual workers at an institution who fell victim 

to such a scheme. Fraudsters posing as representatives of a 

savings and loan company collected personal details and enrolled 

the workers in a fake savings scheme. The workers diligently 

saved their hard-earned money, only to discover later that it was 

a scam, resulting in significant financial losses. These experiences 

highlight the urgent need for institutions to enforce stricter 

verification processes and increase awareness among students and 

staff about the risks of sharing personal information with 

unverified individuals. It also underscores the importance of 

cultivating a culture of vigilance and scepticism to mitigate such 

threats effectively.” 

3. METHODOLOGY 
This article conducts a comprehensive review of recent literature 

to explore the emerging trends and challenges associated with the 

human factor in cybersecurity. The chosen methodology 

synthesizes diverse perspectives and findings from academic 
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research papers, industry reports, and case studies. By adopting a 

literature review approach, the article aims to provide a holistic 

understanding of the complex and multifaceted nature of the 

human factor in cybersecurity, covering technical, behavioural, 

and organizational dimensions. The review identifies key themes, 

patterns, and insights related to the human factor, emphasizing 

topics such as social engineering, insider threats, and human-

computer interaction. It also addresses the challenges arising from 

the evolving nature of cyber threats, the diversity of human actors, 

and cultural influences on cybersecurity behaviours. Through an 

analysis of varied sources, the article provides a comprehensive 

and up-to-date overview of current research and practices 

regarding human factors in cybersecurity. The rationale for 

utilizing a literature review approach is to offer a thorough 

overview of the research and practices in the field of human 

factors in cybersecurity. This method enables the identification of 

emerging trends, challenges, and potential solutions by 

synthesizing findings from multiple sources. Furthermore, the 

literature review highlights gaps in current research and points out 

areas needing further exploration. By consolidating diverse 

perspectives, the article contributes to the ongoing discourse on 

the human factor in cybersecurity and informs future research and 

practices in this critical area. 

3.1 Human Factors in Cybersecurity 
The various ways that human behaviour and decision-making 

affect the security of information systems are referred to as human 

factors in cybersecurity. This covers a wide range of topics, 

including social engineering, insider threats, user mistakes, and 

how corporate culture affects security procedures. A cyber-attack 

known as “social engineering” is used to psychologically 

manipulate a target into disclosing confidential information [18]. 

Because the human inclination to trust is more easily exploited 

than other hacking software, criminals deploy social engineering 

techniques. Social engineering techniques account for over 95% 

of online attacks. A malevolent hacker initially investigates the 

intended victim to gather background data for the assault. The 

thief then makes an effort to win over the victim's trust and 

convince them to perform other acts, including providing access 

to a personal profile or disclosing critical personal information, 

that will ultimately lead to compromising security [19]. 

3.2 Behavioural Economics Principles 
Traditional economic theory assumes rational decision-making 

aimed at optimising specific outcomes. Behavioural economics, 

however, challenges this assumption by highlighting the influence 

of cognitive biases, heuristics, and emotional responses on 

decision-making. Pioneering works by Daniel Kahneman and 

Amos Tversky revealed that individuals frequently deviate from 

rationality, especially when faced with uncertainty or complexity 
[1]. In the context of cybersecurity, behavioural economics 

illuminates why individuals might undervalue security measures, 

overestimate their resilience to threats, or succumb to social 

engineering tactics. These insights are instrumental in designing 

strategies that account for human vulnerabilities.  
3.2.1 Key Behavioural Concepts in Cybersecurity 

include: 

• The Isolation Effect 
People often disregard the components that the alternatives share 

and focus on the components that distinguish them [7] to simplify 

the choice between alternatives. The isolation effect in 

behavioural economics can be directly related to mobile money 

fraud, particularly in cases where individuals are enticed with fake 

lottery wins. Here’s how the isolation effect contributes to 

victims’ susceptibility to such scams: 

• Applying the Isolation Effect to Mobile 

Money Phishing Fraud 

When scammers use tactics like fake lottery wins, they 

manipulate victims into focusing only on the distinguishing 

features of the situation (the enticing offer of a lottery win) while 

disregarding the common safeguards (e.g., the importance of 

protecting their password). The isolation effect explains why 

victims fail to consider the broader context and make irrational 

decisions. 

Step-by-Step Analysis: 

• Enticing Fake Offer as a Distinctive 

Feature: 
The scammer introduces an attractive yet distinctive component, 

such as winning a lottery or a promotion. This feature grabs the 

victim’s attention because it feels unique and urgent. Victims 

isolate this feature from the situation, focusing on the reward 

rather than questioning the legitimacy of the claim. 

 

• Ignoring Security Safeguards: 
Shared elements, such as “never share your password” or 

“legitimate organizations will not ask for sensitive details,” are 

disregarded. These are common to all mobile money interactions 

and get overshadowed by the promise of a reward. 

• Inconsistent Decision-Making: 
Victims who would typically follow security protocols (e.g., 

safeguarding their passwords) suddenly act irrationally. The 

distinctive lure of “free money” shifts their focus, leading them to 

overlook their usual caution and give away sensitive information. 

• Exploitation of Cognitive Biases: 
Availability bias: Victims recall stories of real lottery winners or 

previous promotions, making the scam feel plausible. Loss 

aversion: The fear of “missing out” on the lottery prize pushes 

victims to act hastily without considering potential losses. 
Overconfidence bias: Some victims believe they can identify 

scams and thus trust their judgment, even when the situation feels 

dubious. 

3.2.2 The Isolation Effect and Emotional 

Manipulation 
Phishing scams are crafted to heighten emotional responses, 

making victims more prone to isolating the “reward” and ignoring 

the broader context. The isolation effect amplifies this by: 

Narrowing focus: Victims only consider the immediate benefit of 

the lottery win, overlooking the risk of losing their money. 
Masking red flags: The urgency and excitement obscure obvious 

warning signs, such as the request for a password or personal 

information. 
• Probabilistic Insurance 

Probabilistic insurance involves uncertainty in the payout of 

claims. Similarly, cybersecurity measures cannot guarantee 

absolute protection against threats. The perceived value of 

cybersecurity solutions diminishes when users doubt their 

effectiveness, despite their actual risk mitigation potential [3]. 

• Availability Bias 
Availability bias causes individuals to assess the likelihood of an 

event based on how easily examples come to mind. High-profile 

cyberattacks often skew public perception, leading to 

disproportionate investment in reactive measures while 

neglecting comprehensive risk management [3]. 

• Loss Aversion 
Loss aversion reflects a tendency to prioritize avoiding losses over 

achieving gains. This principle explains why organizations often 

focus on preventive measures but underinvest in detection and 

response capabilities [3]. 

• Overconfidence Bias 
Overconfidence bias leads individuals to overestimate their 

ability to avoid cyber threats. This results in complacency and 
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underinvestment in essential security measures, leaving systems 

vulnerable to breaches [3]. 

• Herding Behaviour 
Herding behaviour manifests when individuals adopt popular 

cybersecurity solutions without assessing their suitability. This 

creates uniform vulnerabilities that attackers can exploit [3]. 

• Anchoring Effect 
The anchoring effect highlights the disproportionate influence of 

initial information on subsequent decisions. In cybersecurity, 

users may base their security practices on outdated or incomplete 

advice, neglecting more robust measures [3]. 

• Status Quo Bias 
Status quo bias describes a preference for maintaining existing 

practices, even when they are inadequate. This resistance to 

change hampers the adoption of advanced cybersecurity solutions 
[3]. 

4. KEY CHALLENGES IDENTIFIED IN 

LITERATURE 
4.1 Low Awareness and Knowledge of 

Cybersecurity Fundamentals 
A widespread lack of awareness and knowledge regarding the 

basics of cybersecurity and the tools used to safeguard digital 

environments is evident, particularly among students aged 8 to 21. 

This gap leaves users unprepared to effectively counter cyber 

threats. 

4.2 Prevalence of Social Engineering Attacks 
Social engineering attacks exploit psychological tendencies such 

as trust and urgency. These sophisticated attacks remain a 

persistent challenge, preying on human vulnerabilities to 

manipulate individuals into compromising security. 

4.3 Accidental Insider Threats 
Human errors, often unintentional, significantly contribute to 

cybersecurity vulnerabilities. These include mishandling sensitive 

information, falling for phishing schemes, or failing to follow 

security protocols. 

4.4 Rapid Digital Adoption Leading to Increased 

Exposure 
The accelerated adoption of mobile money, digital transactions, 

and fintech services has led to increased exposure to phishing 

scams and fraudulent schemes, particularly among individuals 

with limited cybersecurity awareness. 

4.5 Vulnerabilities in Children’s Cyber Practices 
Children, a growing demographic of internet users, are 

particularly susceptible to cyber predators and scams due to their 

limited understanding of online risks. There is a lack of adequate 

child-focused cybersecurity measures and educational programs. 

4.6 Behavioural and Cognitive Biases 
Cognitive biases such as overconfidence, reliance on unverified 

sources, and urgency play a significant role in individuals’ 

susceptibility to cyberattacks. These biases hinder rational 

decision-making and contribute to risky behaviours online. 

4.7 Cultural and Behavioural Attitudes 
Cultural tendencies, such as Ghanaians’ hospitality and trust, are 

exploited in cyber scams, where attackers emotionally manipulate 

victims. Behavioural attitudes, including overconfidence and lack 

of vigilance, further exacerbate vulnerabilities. 
4.8 Insufficient Institutional Vigilance 
In tertiary institutions and workplaces, fraudulent activities by 

individuals posing as reputable organizations highlight 

weaknesses in verification processes. A lack of institutional 

awareness campaigns and scrutiny allows such scams to 

proliferate. 

4.9 Challenges in the Fintech Sector 
The rapid growth of fintech services has reshaped financial 

accessibility but also introduced significant cybersecurity risks. 

Fraud and scams exploiting trust and ignorance have become 

prevalent, necessitating robust protective measures. 

4.10  Underestimation of Cybersecurity 

Importance 
Many individuals fail to recognize the importance of 

cybersecurity until they experience a breach firsthand. This is 

particularly evident in groups such as market women, students, 

and casual workers, who often exhibit low levels of vigilance and 

awareness. 
4.11  Weak Cybersecurity Education in 

Schools 
Despite digital transformation in schools, cybersecurity education 

is not adequately integrated into curricula. Risky behaviours and 

attitudes among students persist due to limited exposure to 

cyberawareness programs. 

4.12  Lack of Tailored Cybersecurity Training 
Existing cybersecurity awareness programs often fail to address 

specific demographic needs or cultural contexts, resulting in 

limited effectiveness for diverse populations. 

5. SYNTHESIS OF FINDINGS 
The findings from the literature emphasize the intricate 

relationship between human behaviour, cultural nuances, and the 

evolving cybersecurity landscape. The synthesis of these findings 

highlights key dimensions that collectively shape the current state 

of cybersecurity and its associated challenges: 

5.1 Human Vulnerabilities as a Key Factor 
Human behaviour consistently emerges as a critical weakness in 

cybersecurity systems. Low awareness, cognitive biases, and 

unintentional errors significantly contribute to vulnerabilities. 

Social engineering exploits these tendencies by manipulating 

psychological factors like trust, urgency, and overconfidence, 

making even technically sophisticated systems susceptible to 

breaches. 

5.2 The Role of Cultural and Social Influences 
Cultural factors profoundly influence cybersecurity behaviours, 

attitudes, and risk perceptions. In collectivist societies, there is 

often a greater willingness to share information, which can aid 

collaborative cybersecurity efforts but also introduce risks. 

Conversely, individualistic cultures prioritize privacy, sometimes 

hindering information sharing necessary for collective security. 

The lack of culturally tailored cybersecurity programs further 

exacerbates these challenges, highlighting the need for localized 

approaches. 

5.3 Gaps in Cybersecurity Education 
The literature points to significant deficits in cybersecurity 

awareness and education, especially among vulnerable groups 

such as children and informal business operators. In schools, 

curricula often lack sufficient integration of cybersecurity topics, 

leaving students unprepared to navigate online risks. Similarly, 

informal sectors, like market women using mobile money 

systems, demonstrate a limited understanding of secure practices, 

exposing them to phishing and fraud. 

5.4 The Duality of the Human Factor 
While human vulnerabilities are a significant risk, the findings 

also underscore the positive potential of human ingenuity and 

adaptability in strengthening cybersecurity. Humans can act as a 

formidable defence by recognizing threats, fostering security 

awareness, and innovating solutions. Leveraging this potential 

requires targeted education, practical training, and initiatives to 

encourage proactive cybersecurity behaviours. 
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5.5 Impact of Behavioural Economics 
Behavioural economics sheds light on the cognitive biases that 

drive risky online behaviours. Biases such as overconfidence, loss 

aversion, and reliance on unverified information contribute to 

decision-making that compromises security. This understanding 

offers actionable insights for designing interventions, such as 

gamified learning or realistic simulations, to mitigate these biases. 

5.6 Institutional Weaknesses 
The findings reveal lapses in institutional vigilance and processes, 

particularly in educational and workplace settings. Examples 

include insufficient verification of external representatives and a 

lack of robust mechanisms to educate and protect stakeholders 

from cyber threats. Institutions play a pivotal role in fostering a 

culture of vigilance, yet their current efforts often fall short. 

5.7 The Expanding Risk Landscape 
The rapid digital transformation, especially in developing regions, 

has increased exposure to sophisticated cyber threats. Mobile 

money systems, digital transactions, and online platforms are key 

enablers of financial inclusion and connectivity, but also primary 

targets for cybercriminals. The integration of technology without 

adequate safeguards magnifies the risk of exploitation. 

 

6. SUMMARY OF TRENDS AND GAPS IN 

THE REVIEWED LITERATURE 
6.1 Trends in the Literature 

• Growing Focus on Human-Centred 

Cybersecurity 
The literature increasingly highlights the human factor as a pivotal 

aspect of cybersecurity, emphasizing that technical solutions 

alone are insufficient. Studies focus on understanding human 

vulnerabilities, cognitive biases, and behaviours that influence 

cybersecurity outcomes. 

• Increased Sophistication of Social 

Engineering Attacks 
Social engineering techniques are evolving, targeting 

psychological tendencies like trust, urgency, and overconfidence. 

These attacks exploit human behaviour to bypass even the most 

robust technical defences. 

• Behavioural Economics as a Lens for 

Cybersecurity 
Researchers are leveraging behavioural economics to explain why 

individuals engage in risky online behaviours. Cognitive biases 

such as loss aversion, overconfidence, and the isolation effect are 

commonly cited as key drivers of susceptibility to cyber threats. 

• Cultural Contexts in Cybersecurity Practices 
There is a growing recognition of the role of cultural diversity in 

shaping cybersecurity behaviours. Studies explore how cultural 

values, risk perception, and trust influence responses to cyber 

threats, stressing the need for localized and culturally sensitive 

strategies. 

• Rising Importance of Cybersecurity 

Education 
Educational initiatives are emerging as a key trend to address the 

knowledge gap in cybersecurity. Schools, universities, and 

organizations are increasingly integrating cyberawareness 

programs into their curricula to foster a culture of digital safety. 

• Vulnerability of Specific Demographics 
Vulnerable groups, such as children, informal sector workers, and 

digital finance users, are gaining attention in the literature. These 

groups are disproportionately affected by cyber risks due to 

limited awareness, lack of tailored interventions, and evolving 

digital behaviours. 

• Adoption of Digital Technologies and Cyber 

Risks 
The rapid adoption of mobile money, digital transactions, and 

fintech solutions has been widely studied. While these 

technologies drive financial inclusion and convenience, they also 

increase exposure to cyber risks, including phishing scams and 

fraud. 

• Duality of the Human Factor 
The literature underscores the dual role of the human factor: as a 

vulnerability due to errors and biases, and as an asset through 

vigilance, adaptability, and innovative problem-solving in 

cybersecurity efforts. 

• Emphasis on Institutional Responsibility 
Institutions, including schools and workplaces, are increasingly 

being called upon to play a proactive role in cybersecurity 

awareness. Research highlights the need for stricter verification 

processes, awareness campaigns, and structured educational 

initiatives. 

• Focus on the Fintech Sector 
The rise of fintech has become a significant area of study, 

highlighting both its transformational impact on financial services 

and the associated cybersecurity risks. Cybercriminals exploit 

trust and ignorance, necessitating robust security measures in this 

sector. 

• Integration of Cybersecurity in Education 

Curricula 
Schools are integrating cyberawareness and digital literacy into 

curricula as part of the digital transformation of education. 

However, the literature notes that this integration remains 

inconsistent and often lacks sufficient depth. 
• Increased Use of Self-Diagnosis Tools 

There is a trend toward developing self-diagnosis tools and 

interactive lesson plans to help individuals and students assess 

their cybersecurity knowledge and behaviours, fostering 

proactive engagement with digital safety practices. 

6.2 Gaps in the Literature 

• Limited Focus on Cultural Contexts 
While cultural influences on cybersecurity behaviour are 

acknowledged, there is a lack of in-depth research on how cultural 

norms, values, and practices shape attitudes toward cybersecurity. 

The absence of culturally tailored awareness and education 

programs limits the effectiveness of interventions across diverse 

populations. 

• Insufficient Integration of Cybersecurity 

Education in Schools 
Despite growing digital transformation in education, 

cybersecurity education remains inadequately integrated into 

curricula. Existing programs often focus on basic digital literacy 

while neglecting comprehensive cybersecurity training, 

particularly for younger students. 

• Underrepresentation of Vulnerable 

Demographics 
Vulnerable groups such as children, informal sector workers, rural 

populations, and older adults are underrepresented in 

cybersecurity studies. The lack of research on their specific needs 

and behaviours creates a gap in designing targeted interventions. 

• Behavioural Economics Insights Lacking 

Practical Applications 
While cognitive biases and their impact on cybersecurity 

behaviours are well-documented, there is a gap in translating 

these insights into practical solutions, such as training programs 

or tools to counteract biases like overconfidence or urgency. 
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• Insufficient Research on Institutional Role 

and Accountability 
Institutions, including workplaces and educational settings, are 

identified as key players in fostering cybersecurity awareness, but 

concrete frameworks for institutional responsibility and best 

practices are missing. Many organizations still lack clear policies 

for verification processes or cyberawareness initiatives. 

• Overemphasis on Technical Solutions 
There is a persistent imbalance in cybersecurity research, with a 

stronger focus on technological defences compared to socio-

technical solutions. This neglects the human factor, which plays a 

critical role in preventing cyber incidents. 

• Gaps in Long-Term Impact Assessment 
Most studies on cybersecurity education and awareness 

campaigns evaluate short-term outcomes, such as immediate 

improvements in knowledge, but fail to assess the long-term 

behavioural changes and sustained impact of these interventions. 

• Neglect of Informal Sector Cybersecurity 

Needs 
Groups like market women and small-scale entrepreneurs, who 

heavily rely on mobile money and digital platforms, are often 

overlooked in cybersecurity research. Their limited technical 

knowledge and exposure to scams highlight a need for tailored 

strategies to address their vulnerabilities. 

• Lack of Effective Child-Focused 

Cybersecurity Measures 
While children are recognized as a high-risk group, there is 

insufficient development and evaluation of child-friendly 

cybersecurity tools and educational materials to protect them from 

online threats. 

• Weak Link Between Cybersecurity and 

Behavioural Psychology 
The intersection of cyberpsychology and cybersecurity remains 

underexplored. There is a lack of research on how psychological 

factors, such as impulsivity and emotional responses, directly 

impact risky online behaviours. 

• Inadequate Focus on Fintech Sector Risks 
Although the fintech sector is highlighted as a growing target for 

cyberattacks, research on effective risk mitigation strategies 

specific to this sector remains limited. The unique challenges 

posed by mobile money and digital transactions are not 

comprehensively addressed. 

• Low Awareness of National-Level 

Cybersecurity Impact 
Research often focuses on individual or organizational behaviour 

but overlooks the national implications of cybersecurity 

awareness gaps. Limited attention is given to how individual 

actions collectively affect national cyber resilience. 

• Gender-Specific Challenges in Cybersecurity 

There is minimal research on gender-specific vulnerabilities and 

how men and women may experience and respond to 

cybersecurity threats differently, leaving a gap in designing 

inclusive interventions. 

7. APPLYING BEHAVIOURAL 

ECONOMICS IN CYBERSECURITY 
7.1 Case Studies of Behavioural Economics in 

Action 
Ghana’s mobile money ecosystem is among the fastest-growing 

in Africa, driven by increasing smartphone penetration and 

financial inclusion efforts. According to recent data, 99.7% of 

internet users in Ghana aged 16 to 64 own smartphones, and over 

24 million individuals use mobile money services. While these 

advancements promote economic growth, they also create a fertile 

ground for cybercriminals to exploit behavioural tendencies. One 

common scam involves fraudsters sending text messages or 

making phone calls to inform victims of a fake lottery win. The 

message typically claims the victim has won a substantial prize 

and must follow specific steps, such as sharing their mobile 

money PIN or paying a small “processing fee,” to claim the 

reward. Despite the improbability of winning a lottery they never 

entered, victims frequently fall for these schemes. 

• The Role of the Isolation Effect in Mobile 

Money Fraud 
The isolation effect, a concept in behavioural economics, explains 

why victims focus on the distinguishing feature of a situation (the 

enticing promise of a reward) while disregarding common 

safeguards. In this case, victims concentrate on the perceived 

opportunity to gain “free money” and ignore critical elements like 

the importance of keeping their mobile money PIN secure or 

verifying the authenticity of the lottery. 

• Creating Urgency and Excitement 
Scammers emphasize the immediacy of the reward, urging 

victims to act quickly. This emotional manipulation heightens 

excitement and reduces critical thinking. 
• Exploiting Cognitive Biases 

Availability bias: Victims may recall genuine promotions or 

lottery stories, making the scam feel plausible. 
Loss aversion: The fear of missing out on a prize compels victims 

to comply with the scammer’s instructions. 

Overconfidence bias: Victims believe they are savvy enough to 

avoid scams but fail to recognize the deception. 

• Suppressing Rational Decision-Making 
By isolating the promise of the reward, victims fail to consider 

broader red flags, such as being asked to share their PIN or the 

improbability of winning a lottery they never entered. 
• Case Example: The Fake Lottery Scam 

A 35-year-old market woman in Accra receives a text message 

stating she has won GHS 10,000 in a mobile money promotion. 

She is instructed to call a provided number to claim her prize. The 

scammer, posing as a representative, asks her to pay a GHS 100 

processing fee via mobile money to verify her identity. Excited 

about the windfall, she complies without questioning the 

legitimacy of the lottery. Later, she realizes her account has been 

emptied. 

• Behavioural Analysis 
The victim’s focus on the reward blinded her to the 

inconsistencies in the scam, such as the lack of prior participation 

in the lottery. Trust in authority figures (a common cultural trait 

in Ghana) made her less sceptical of the scammer’s request. Her 

fear of losing the prize prompted her to act without verifying the 

information. 

• Impact of Mobile Money Fraud in Ghana 
Financial Losses: Many Ghanaians lose significant amounts of 

money, affecting their livelihoods and trust in mobile money 

systems. 

Erosion of Trust: Repeated scams undermine confidence in 

mobile money services, potentially slowing adoption and 

innovation. 

Psychological Effects: Victims often experience feelings of 

shame, guilt, and helplessness after falling for scams. 
• Proposed Interventions 

Behavioural Education Programs: Develop campaigns using 

relatable scenarios to teach individuals about cognitive biases and 

how scammers exploit them. Highlight common scams and 

provide actionable advice, such as verifying all claims through 

official channels. 
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Localized Awareness Campaigns: Deliver educational materials 

in local languages, leveraging storytelling to resonate with diverse 

demographics. 

Improved Mobile Money Security Features: Introduce additional 

authentication steps for transactions, such as requiring biometric 

verification for PIN changes. 

Institutional Oversight: Mobile money providers should 

collaborate with regulators to implement stricter monitoring and 

verification processes. 

Community Cyber Ambassadors: Train community leaders to 

disseminate cybersecurity knowledge and act as points of contact 

for fraud prevention. 

 

8. CHALLENGES AND LIMITATIONS 
8.1 Challenges and Limitations: Cultural and 

Contextual Variations 
The integration of cybersecurity measures across diverse cultures 

and contexts poses significant challenges and limitations. These 

arise from differences in societal norms, technological adoption, 

and behavioural attitudes toward security practices. Below are 

key challenges and limitations associated with cultural and 

contextual variations in cybersecurity: 

• Diversity in Risk Perception 
Challenge: Individuals from different cultural backgrounds often 

have varied perceptions of cybersecurity risks. In risk-tolerant 

cultures, individuals may downplay the importance of protective 

measures, while risk-averse cultures may exhibit heightened 

caution. 

Limitation: Universal cybersecurity campaigns may fail to 

resonate with all groups, as risk perception influences how 

individuals prioritize security practices. 

• Variability in Trust Levels 
Challenge: Trust in authority, technology, or external entities 

varies widely across cultures. For example, Collectivist cultures 

may exhibit high trust in community or government-led 

initiatives. Individualistic cultures may prioritize privacy, leading 

to scepticism of centralized security efforts. 

Limitation: Designing security interventions that align with these 

trust dynamics is complex, as one-size-fits-all approaches can 

alienate certain groups. 

• Differences in Technological Adoption 
Challenge: Access to and familiarity with technology differ 

significantly, especially between urban and rural populations or 

developed and developing regions. 

Limitation: Cybersecurity solutions often assume a baseline level 

of technological literacy, excluding populations with limited 

access or understanding of digital tools. 

• Language Barriers 
Challenge: Many cybersecurity awareness materials are 

developed in dominant global languages, such as English, which 

may not be accessible to local populations. 

Limitation: This language barrier limits the reach and impact of 

awareness campaigns in regions with diverse linguistic 

landscapes. 
• Cultural Norms and Behaviours 

Challenge: Cultural attitudes toward sharing information, 

authority, and problem-solving influence cybersecurity 

behaviours. For example, in cultures with high power distance, 

individuals may be reluctant to challenge authority figures, even 

if suspicious of a cybersecurity threat. In open, communal 

societies, the tendency to share information may inadvertently 

increase vulnerabilities to phishing or social engineering attacks. 

Limitation: These norms can undermine standard security 

protocols, necessitating culturally tailored interventions. 

• Economic Constraints 
Challenge: In low-income regions, financial limitations restrict 

access to advanced cybersecurity tools and training programs. 

Limitation: The reliance on low-cost or outdated technology 

exacerbates vulnerabilities, while cybersecurity remains a 

secondary priority for many. 

• Reluctance to Report Cyber Incidents 
Challenge: Cultural stigma or fear of repercussions may 

discourage individuals from reporting cyber incidents. For 

example, victims of scams may fear judgment or blame, leading 

to underreporting. 

Limitation: Low reporting rates hinder data collection and the 

development of targeted interventions. 
• Mismatch Between Global Campaigns and 

Local Needs 
Challenge: Many global cybersecurity initiatives fail to account 

for local nuances, resulting in limited engagement or adoption. 

Limitation: Strategies that work well in one region may not 

translate effectively to others, reducing their overall impact. 

• Technological Urban-Rural Divide 
Challenge: Urban areas often have better access to digital 

infrastructure and cybersecurity awareness programs compared to 

rural areas. 

Limitation: This digital divide leaves rural populations more 

vulnerable to cyber threats due to lower exposure to preventive 

measures. 

9. ADDRESSING CULTURAL AND 

CONTEXTUAL VARIATIONS 
To overcome these challenges, cybersecurity strategies must: 

Localize Content: Tailor awareness programs to reflect local 

languages, norms, and risk perceptions. 

Foster Inclusivity: Design interventions that consider the needs of 

marginalized and underrepresented groups. 

Strengthen Policy Coordination: Advocate for consistent 

cybersecurity regulations and frameworks across regions. 

Promote Cross-Cultural Collaboration: Engage local leaders, 

educators, and organizations to co-create culturally sensitive 

cybersecurity solutions. 

Leverage Affordable Technology: Develop low-cost, accessible 

tools for regions with economic constraints. 

 

10. RECOMMENDATIONS AND BEST 

PRACTICES 
10.1  Policy Recommendations 

• Integrating Behavioural Insights into 

Cybersecurity Policies 
Develop organizational policies that incorporate behavioural 

economics principles, such as understanding cognitive biases 

(e.g., overconfidence, urgency) that influence decision-making 

during cyber threats. Use policies to standardise response 

mechanisms for common scams like phishing, ensuring 

employees have clear guidelines that counteract behavioural 

vulnerabilities. 
• Encouraging Cultural Adaptation in 

Cybersecurity Strategies 
Design policies that reflect cultural variations, considering trust 

levels, risk perceptions, and communal attitudes toward 

information sharing. Encourage localization by engaging cultural 

leaders or influencers in crafting cybersecurity awareness 

campaigns. 

• Mandating Cybersecurity Literacy in 

Education Systems 
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Incorporate cybersecurity modules into national educational 

curricula, focusing on early-age interventions to instil safe online 

practices. Partner with schools and tertiary institutions to provide 

context-specific training programs for students and staff. 

 

• Strengthening Reporting Mechanisms 
Establish easy-to-use, anonymous reporting channels for cyber 

incidents to reduce stigma and increase incident reporting rates. 

Ensure transparency and accountability by regularly publishing 

aggregated incident data to inform policy adjustments and 

awareness campaigns. 
10.2  Training and Awareness Programs 

• Designing Programs Based on Behavioural 

Economics 
Simulated Scenarios: Use gamified simulations (e.g., mock 

phishing emails) to train individuals on how to detect and respond 

to cyber threats. 

Nudging Techniques: Implement nudges such as reminders or 

visual cues to reinforce good cybersecurity practices, like 

regularly updating passwords or enabling multi-factor 

authentication. 

• Targeting Vulnerable Demographics 
Develop tailored programs for specific groups, such as children, 

informal sector workers, or rural populations, focusing on their 

unique vulnerabilities and cultural contexts. Use localized content 

in regional languages, incorporating relatable storytelling or 

dramatization to enhance engagement. 

• Ongoing Cybersecurity Education 
Move beyond one-time training sessions by offering continuous 

learning opportunities, such as refresher courses, online quizzes, 

and real-time threat updates. 

Incorporate cyberawareness modules into professional 

development programs for organizations, with measurable 

outcomes tied to policy compliance. 

• Community-Based Cybersecurity 

Ambassadors 
Train local leaders, educators, and volunteers to act as 

cybersecurity ambassadors, disseminating information and 

providing guidance within their communities. Establish 

partnerships with community groups to increase program reach 

and adoption. 

 

11. FUTURE RESEARCH DIRECTIONS 
11.1 Addressing Gaps in Cultural Contexts 
Conduct research on how cultural norms and values influence 

cybersecurity behaviours and risk perceptions in 

underrepresented regions, particularly in developing countries. 

Explore the effectiveness of culturally tailored interventions 

compared to global one-size-fits-all approaches. 

11.2 Understanding the Long-Term Impact of 

Cybersecurity Education 
Investigate how cybersecurity awareness programs influence 

long-term behaviour and whether knowledge retention leads to 

sustained risk mitigation. 

11.3 Behavioural Insights in New Technologies 
Study how cognitive biases influence user interactions with 

emerging technologies like blockchain, artificial intelligence, and 

the Internet of Things (IoT). Develop frameworks for mitigating 

behavioural risks in these areas, such as addressing overreliance 

on automated systems. 

 

 

 

11.4 Cybersecurity in Informal Economies 
Explore how mobile money users, small businesses, and informal 

workers experience and respond to cyber threats, focusing on 

creating accessible and cost-effective security solutions. 

11.5 Gender-Specific Research in 

Cybersecurity 
Investigate how men and women experience and respond to cyber 

threats differently, and design gender-sensitive interventions to 

address these unique challenges. 

11.6 Best Practices for Implementation 
• Adopt a Multi-Stakeholder Approach: Involve 

governments, private organizations, educators, and 

community leaders in designing and implementing 

cybersecurity initiatives. 

• Focus on Accessibility: Ensure that training materials 

and tools are affordable, user-friendly, and available in 

multiple formats and languages. 

• Leverage Technology: Use interactive platforms, 

mobile applications, and AI-driven tools to enhance 

training delivery and threat detection. 

• Measure and Adapt: Continuously evaluate the 

effectiveness of interventions through feedback and 

data analysis, adapting programs to meet evolving 

needs. 
12. FINAL REMARKS 
The findings underscore the dual nature of human behaviour in 

cybersecurity, both as a vulnerability and a potential asset. By 

leveraging behavioural insights and cultural adaptation, 

stakeholders can address the unique challenges posed by 

cognitive biases and diverse user profiles. This approach fosters a 

more inclusive, resilient digital ecosystem, reducing 

vulnerabilities while empowering individuals and institutions to 

adopt safer practices. Future efforts should focus on bridging the 

gaps identified in the literature, particularly by tailoring 

interventions to underserved populations, assessing long-term 

behavioural changes, and integrating advanced technologies with 

human-centric solutions. This synthesis of practical and 

theoretical insights positions cybersecurity as not merely a 

technical field but a socio-technical discipline that demands a 

deeper understanding of human behaviour and cultural dynamics. 

As the digital landscape evolves, the persistent vulnerabilities 

stemming from human behaviour and cultural dynamics 

underscore the urgent need for a human-centric approach to 

cybersecurity. While technological advancements provide critical 

defences, they cannot fully address the socio-technical nature of 

cybersecurity threats. The insights from this study reinforce that 

cybersecurity challenges are deeply intertwined with human 

factors, making it imperative to prioritize strategies that centre on 

behavioural and cultural considerations. 

12.1  Why a Human-Centric Approach 

Matters 
Behavioural Vulnerabilities: Cognitive biases such as the 

isolation effect, overconfidence, and urgency drive many 

cybersecurity breaches, necessitating interventions that directly 

address these behavioural tendencies. 

Cultural Nuances: Trust, risk perception, and information-sharing 

practices vary significantly across cultures, influencing how 

individuals respond to cyber threats. Tailored approaches can 

bridge these gaps, ensuring broader engagement and 

effectiveness. 

Empowerment through Education: Education and awareness 

programs informed by behavioural insights equip individuals with 

the skills and mindset needed to recognize and mitigate threats, 

transforming them from vulnerabilities into assets. 
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12.2 Opportunities for Continued Exploration 
Interdisciplinary Research: Expand research at the intersection of 

cybersecurity, behavioural economics, and cultural studies to 

deepen understanding of how human factors influence security 

outcomes. Innovation in Training and Awareness: Develop 

gamified and experiential learning tools that actively engage 

individuals, making cybersecurity education more effective and 

memorable. 

Localized Interventions: Focus on creating culturally and 

demographically tailored programs, particularly for underserved 

populations such as rural communities, children, and informal 

sector workers. 

Behavioural Data Integration: Incorporate insights from 

behavioural data to design adaptive cybersecurity systems that 

anticipate and counteract common human errors in real-time. 

12.3 Collaborative Efforts Needed 
Achieving a human-centric cybersecurity paradigm requires 

collaboration across sectors: Academia should continue to 

explore the psychological and cultural dimensions of 

cybersecurity, driving innovation in both theory and practice. 

Industry must implement human-aware security measures, 

emphasizing user experience and education alongside technical 

solutions. Policymakers should establish frameworks that support 

inclusive, behaviourally informed cybersecurity strategies. 

13. CONCLUSION 
This paper explored the behavioural economics of cybersecurity, 

emphasizing the role of human behaviour, cultural influences, and 

cognitive biases in shaping cybersecurity vulnerabilities and 

solutions. 

13.1 Key findings include: 
The isolation effect and other cognitive biases, such as urgency 

and overconfidence, significantly increase susceptibility to 

cyberattacks, particularly in contexts like mobile money fraud in 

Ghana. Cultural nuances influence cybersecurity practices, 

highlighting the need for tailored awareness campaigns and 

education programs that resonate with local norms and values. 

Cybersecurity vulnerabilities often stem from low awareness and 

inadequate education, especially among vulnerable groups such 

as children, informal workers, and rural populations. Institutional 

and policy shortcomings, such as weak reporting mechanisms and 

insufficient training, exacerbate risks, underscoring the need for a 

more structured and inclusive approach to cybersecurity. The 

study provides a framework for integrating behavioural insights 

and cultural considerations into cybersecurity strategies, 

emphasizing the importance of localized interventions and 

proactive educational programs. 

13.2 Practical Relevance for Industry: 
The study offers actionable recommendations for designing 

effective cybersecurity interventions in industries like fintech and 

education, where user behaviour plays a critical role. Businesses 

can adopt behavioural economics principles to develop employee 

training, customer awareness programs, and fraud prevention 

measures tailored to their target audiences. Policymakers can use 

these insights to craft culturally sensitive and demographically 

inclusive cybersecurity policies. 

13.3 Theoretical Relevance for Academia: 
The research contributes to the growing field of cyberpsychology, 

providing insights into the intersection of behavioural economics, 

cultural contexts, and cybersecurity practices. By addressing gaps 

in the literature, such as the underrepresentation of informal 

economies and cultural diversity in cybersecurity studies, this 

paper lays a foundation for future research. It also underscores the 

importance of longitudinal studies to assess the sustained impact 

of cybersecurity education and awareness programs. 
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