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ABSTRACT

The proliferation of resource-constrained devices in the
Internet of Things (IoT) has intensified the need for
cryptographic algo- rithms that are both secure and efficient.
Traditional cryptographic schemes such as AES and RSA,
while robust, are often unsuit- able for embedded and low-
power devices due to computational and memory demands.
This paper presents a comprehensive re- view of lightweight
cryptography (LWC), focusing on algorith- mic taxonomy,
comparative hardware performance, standardiza- tion
initiatives by NIST, and evolving attack countermeasures. A
detailed comparative analysis of six algorithms is provided
using performance metrics such as gate equivalents,
throughput, energy efficiency, and side-channel attack
resistance. Additional empha- sis is given to emerging
paradigms such as memristive cryptogra- phy and post-
quantum lightweight solutions. Visual aids including
comparative tables, radar charts, and performance graphs
illustrate trade-offs across algorithms. The study also identifies
gaps in cur- rent research and outlines future directions,
including Al-assisted cryptanalysis, bio-inspired architectures,
and green cryptography.
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1. INTRODUCTION

The proliferation of IoT devices, smart sensors, and embedded
sys- tems has necessitated cryptographic mechanisms that can
oper- ate under stringent power, memory, and performance
constraints. Lightweight cryptography (LWC) addresses these
limitations by offering secure encryption while maintaining
low computational overhead. As data privacy becomes
paramount in the digital age, LWC has become a focal point of
modern cryptographic research, especially with the projected
growth of IoT devices expected to reach 75 billion by 2025 [2].

Historically, standard cryptographic algorithms like AES and
RSA were developed with high-performance computing
environments in mind, where resource constraints are minimal.
While these algorithms provide robust security, their
computational demands make them less suitable for small-scale
embedded systems [1]. For instance, traditional AES
implementation requires approximately 3,400 gate equivalents
(GE) and consumes significant power, mak- ing it impractical
for resource-constrained devices [3].

Research in lightweight cryptography began to gain traction in
the early 2000s, with proposals like PRESENT and KATAN
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highlight- ing the trade-off between security and resource
efficiency [3][4]. These early implementations demonstrated
that secure encryption could be achieved with as little as 1,570
GE, opening new possi- bilities for securing resource-
constrained devices. The evolution of LWC has been driven by
several key factors:

—The exponential growth of IoT devices and their security
require- ments

—Increasing concerns about data privacy and security in
embedded systems

—The need for energy-efficient cryptographic solutions

—The emergence of new attack vectors targeting
resource- constrained devices

—Requirements for compliance with data protection
regulations

Initial works focused on designing symmetric key algorithms
with reduced circuit complexity, lower gate count, and limited
energy requirements. Over the years, academic and industry re-
search expanded to include efficient hash functions and
authenti- cated encryption modes tailored for constrained
devices [5]. No- tably, Biryukov and Perrin (2017) provided a
foundational review of lightweight symmetric cryptographic
algorithms, establishing benchmarks and outlining evaluation
criteria that guided subse- quent innovations [1].

As security threats evolved, so did the scope of LWC research
[6]. The development of fault injection and side-channel attacks
chal- lenged earlier assumptions about algorithm robustness.
This led to a parallel line of inquiry into countermeasures and
hardened im- plementations. These concerns prompted NIST’s
initiation of the LWC standardization project in 2018, which
has since catalyzed the development of optimized
cryptographic schemes such as AS- CON [7].

The significance of lightweight cryptography extends beyond
tra- ditional IoT applications. Recent developments in areas
such as:

—Smart healthcare devices
—Autonomous vehicles
—Industrial IoT (IloT)
—Smart grid infrastructure
—Supply chain management

have created new use cases that demand secure yet efficient
cryp- tographic solutions.

This comprehensive review examines the current state of
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lightweight cryptography, analyzing key algorithms,
implemen- tation strategies, and emerging trends. We evaluate
various ap- proaches through the lens of security, performance,
and resource efficiency, providing insights for researchers and
practitioners in the field of embedded security.

2. TAXONOMY OF LIGHTWEIGHT
CRYPTOGRAPHIC ALGORITHMS

Lightweight cryptographic algorithms can be categorized into
mul- tiple types based on their design principles, targeted use
cases, and implementation environments. The three principal
types are:

2.1 Symmetric Key Cryptography

Symmetric algorithms are the cornerstone of LWC due to their
effi- ciency in constrained environments. Notable examples
include[9]:

—Block Ciphers: PRESENT, SIMON, and SPECK.
These use smaller key sizes, reduced rounds, and
optimized S-box struc- tures for area and energy
savings. For instance, PRESENT oper- ates on 64-bit
blocks with 80- or 128-bit keys and requires less than
2,000 gate equivalents.

—Stream Ciphers: Grain, Trivium, and MICKEY are
designed for high-throughput applications with limited
memory, offering bit- level processing and low-latency
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encryption.

2.2 Hash Functions

Hash Functions are essential for data integrity and message
authen- tication in LWC contexts[12]. Examples include:

—SPONGENT: A sponge-based hash function optimized
for both area and power.

—PHOTON: Uses a compact permutation-based design to
mini- mize implementation cost while maintaining
adequate security against differential attacks. These
hash functions are frequently employed in RFID tags
and sensor networks, where data signing must be
efficient and tamper-resistant.

2.3 Authenticated Encryption (AE)
Authenticated Encryption Combines encryption and integrity
in a single pass, ideal for minimizing data transmission
overhead. Ex- amples include:

—ASCON: The winner of the NIST LWC competition,
offering authenticated encryption and hashing using a
permutation-based sponge construction.

—AEGIS: Known for high-throughput stream-based
encryption and robustness against known side-channel
attacks[10].

Figure 1: Comparative Radar Chart of Lightweight Cryptographic Algorithms
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2.4 Hybrid and Multi-functional
Algorithms

Emerging designs that integrate features like key generation,
hash- ing, and encryption in a single unified framework. These
are ideal for minimal instruction set architectures and non-
traditional hard- ware platforms like FPGAs. Each category
offers unique advan- tages and trade-offs. For instance, block
ciphers typically offer higher resistance to side-channel attacks,
whereas stream ciphers may achieve better throughput. Table 1
later in this paper summa- rizes these trade-offs using key
performance metrics. A structured taxonomy aids system
designers in selecting appropriate crypto- graphic primitives
based on constraints such as silicon area, latency, power budget,
and security requirements.[ 14] Moreover, under- standing the
design rationale behind these categories is crucial for
advancing the next generation of lightweight cryptographic
stan- dards.

3. COMPARATIVE ANALYSIS OF
LIGHTWEIGHT CRYPTOGRAPHIC

ALGORITHMS

To assess the relative strengths and weaknesses of various LWC
al- gorithms, we compare them across multiple performance and
secu- rity metrics including gate equivalent (GE) count,
throughput, en- ergy efficiency, and resistance to side-channel
attacks[16]. The se- lected algorithms—PRESENT, ASCON,
PHOTON, GIFT, SPON- GENT, and Trivium—represent a
diverse range of cryptographic primitives optimized for
different constraints. The analysis reveals that ASCON
provides a balanced trade-off between security and hardware
efficiency, making it ideal for IoT deployments. Trivium excels
in throughput but is less suitable for environments requiring
hashing or AEAD[11]. Block ciphers like GIFT offer high
resis- tance to side-channel attacks but require more complex
key sched- ules. Hash functions like SPONGENT and
PHOTON are optimal for ultra-low-area applications. Figure 1
below visualizes this com- parison in a radar chart, highlighting
the relative strengths of each algorithm across four key criteria:
GE Count, Throughput, Energy per Bit and Side-Channel
Attack (SCA) Resistance.
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The comparative analysis of lightweight cryptographic
algorithms reveals significant performance variations across
different imple- mentation scenarios. Our evaluation
encompasses both theoretical security bounds and practical
implementation metrics. The analy- sis demonstrates that
ASCON achieves optimal performance with a security margin

of 21728 bits while maintaining relatively low hardware
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requirements of 2,000 GE. PRESENT, while offering lower
GE count ( 1,570), shows reduced throughput at 11 kbps,
making it suitable for extremely constrained environments
where area optimization takes precedence over speed.
Quantitative analy- sis of power consumption patterns indicates
that Trivium achieves the highest throughput-to-power ratio,
making it particularly suit- able for battery-operated devices.

Table 1. Comparative Analysis of Lightweight Cryptographic Algorithms

Algorithm Type GE Count Throughput Energy/bit SCA Standardized
(kbps) Resistance
PRESENT Block Cipher 1,570 11 Low Medium No
ASCON AEAD 2,000 34 Very Low High Yes
PHOTON Hash 1,200 10 Low Medium No
GIFT Block Cipher 2,100 25 Low High No
SPONGENT Hash 1,100 9 Very Low Medium No
Trivium Stream Cipher 2,000 40 Low High No

GE Count represents Gate Equivalents, SCA stands for Side-Channel Attack, and AEAD refers to Authenticated Encryption with Associated Data.

The  evaluation  framework  incorporates  multiple
implementation scenarios across diverse I[oT platforms.
Performance metrics were gathered from:

—8-bit microcontroller implementations (ATmegal28)
—32-bit ARM Cortex-M3 processors

—FPGA implementations on Xilinx Artix-7

—ASIC implementations using 65nm technology

Results demonstrate consistent performance patterns across
plat- forms, with ASCON maintaining optimal balance between
security and efficiency. Power consumption analysis reveals
average energy requirements of 2.4 pJ/bit for PRESENT, 3.1
pJ/bit for ASCON, and 1.9 pl/bit for Trivium under standard
operating conditions.

4. STANDARDIZATION AND NIST’S
ROLE

Recognizing the urgentneed for cryptographic solutions tailored
to constrained environments, the National Institute of
Standards and Technology (NIST) initiated the Lightweight
Cryptography Stan- dardization process in 2018. The goal was
to develop a new suite of cryptographic primitives that deliver
strong security assurances while accommodating the stringent
requirements of small devices with limited computing power,
memory, and energy. The NIST call for proposals attracted
significant attention, yielding 57 submis- sions from academic,
industrial, and independent research teams worldwide. These
algorithms were subjected to rigorous, multi- phase evaluation
involving public scrutiny, formal cryptanalysis, and
performance benchmarking on both software and hardware
platforms. NIST evaluated each candidate not only for its
security but also for its suitability in various constrained
deployment sce- narios, such as RFID tags, embedded
controllers, and wireless sen- sor networks. In 2023, ASCON
was officially selected as the final standard. Designed by a team
from Graz University of Technology and Lamarr Security
Research, ASCON is based on a permutation- based sponge
construction and supports both authenticated encryp- tion with
associated data (AEAD) and hashing functionalities. It is
engineered for high performance on low-resource
microcontrollers and hardware, offering resilience against
differential and linear cryptanalysis, as well as fault and side-
channel attacks. Its design simplicity facilitates formal
verification, enhancing confidence in its correctness and
security guarantees. In their detailed evaluation, Kaur et al.
(2023) analyzed ASCON’s performance across multiple
dimensions, including gate equivalent count, throughput, power

ef- ficiency, and resistance to advanced attacks. The findings
affirm ASCON’s superior trade-off profile compared to earlier
candidates such as GIFT-COFB and Elephant. Notably, ASCON
demonstrated robust performance on platforms ranging from
low-power 8-bit mi- crocontrollers to high-speed ASICs. NIST’s
LWC initiative has had profound implications for the field.
First, it standardized perfor- mance benchmarks and security
models for constrained environ- ments. Second, it fostered
transparency and collaboration among the cryptographic
research community. Finally, it highlighted the importance of
implementation security an often overlooked aspect in
lightweight cryptographic design. The adoption of ASCON as a
global standard marks a significant step forward in the quest for
secure-by-design loT ecosystems[17]. Future standardization
ef- forts may build upon this work, potentially incorporating
emerg- ing paradigms such as post-quantum lightweight
cryptography and hardware-embedded trust anchors. By setting
a precedent for open, peer-reviewed evaluation, NIST has
reinforced its pivotal role in guiding cryptographic innovation
toward real-world security and deployability.

S. HARDWARE
IMPLEMENTATIONS
PERFORMANCE METRICS

Efficient hardware implementation is a critical requirement for
lightweight cryptography. Metrics such as gate equivalents
(GE), power consumption, throughput, and latency are
essential bench- marks in evaluating the practicality of LWC
algorithms in real- world deployments. Hardware efficiency
must be balanced against algorithmic security, making the
implementation phase a core fo- cus of LWC research. In the
study by Arora et al. (2021), a com- parative hardware
performance analysis of six lightweight ciphers (including
PRESENT, GIFT, and ASCON) revealed key trade- offs.
PRESENT had the lowest area footprint ( 1,570 GE) but limited
throughput, while ASCON showed higher performance with a
moderate hardware cost. GIFT, a derivative of PRESENT,
demonstrated improvements in both speed and power efficiency
by optimizing the substitution-permutation network (SPN)
structure. Through custom ASIC and FPGA implementations,
researchers benchmarked these algorithms in terms of energy
per bit, power- delay product (PDP), and area efficiency. These
benchmarks are especially relevant for microcontrollers and
passive RFID systems that lack onboard batteries. Additionally,
factors such as key sched- ule complexity, internal state size,
and round operations influence the practical deployment of
cryptographic schemes. Algorithms with compact, modular
round functions (e.g., GIFT, PHOTON) of- ten translate to more
area-efficient designs and simplified hardware verification.

AND
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Conversely, algorithms with higher algebraic complex- ity (e.g.,
AES) require larger silicon area and control logic, making them
suboptimal for ultra-low-power systems.

6. SECURITY ANALYSIS AND ATTACK
COUNTERMEASURES

Security remains the primary goal of any cryptographic
scheme. Lightweight cryptographic algorithms, despite their
reduced com- plexity, must provide adequate resistance against
classical and implementation-specific attacks. These include
differential crypt- analysis, linear attacks, algebraic attacks, and
implementation- based threats like side-channel analysis (SCA)
and fault injection. Several of the reviewed papers (e.g., Kaur
et al. 2023, Singh et al. 2022) provide detailed security
evaluations. For example, AS- CON has demonstrated
resilience against side-channel attacks due to its simple control
logic and constant-time operations. In contrast, legacy
lightweight block ciphers like SIMON and SPECK have faced
scrutiny over differential attack resistance. Countermeasures
against side-channel attacks include:

—Use of masking techniques to randomize intermediate
states

—Constant-time implementations to eliminate timing
leaks

—Threshold implementations to reduce power variation
correlation

Fault attacks, such as Differential Fault Analysis (DFA), pose
a significant threat in constrained hardware. Algorithms with
small internal states and low diffusion layers are more
vulnerable. Miti- gations include round redundancy, internal
consistency checks, and formal verification of state transitions.
Security evaluation is an on- going process, with many LWC
candidates subject to cryptanalysis well after their introduction.
A well-designed algorithm must bal- ance minimal resource
usage with robustness under worst-case at- tack scenarios. The
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LWC community increasingly embraces formal methods and
side-channel evaluation suites as standard components of
algorithm vetting.

7. MERGING TRENDS: MEMRISTIVE
CRYPTOGRAPHY

Memristive cryptography represents a novel intersection
between nanotechnology and secure computing. Memristors—
resistive memory elements whose resistance state depends on
their past volt- age/current history—enable hardware primitives
with both logic and memory capabilities. Their unique
characteristics offer poten- tial advantages for lightweight
cryptographic implementations[14]. Key benefits include non-
volatility, low power consumption, and the capacity for in-
memory computing, which reduces latency and energy
overhead from frequent memory access. Memristive ar-
chitectures can perform cryptographic operations such as S-box
substitution and permutation directly within memory arrays,
sig- nificantly reducing gate count and silicon footprint. Recent
stud- ies have proposed using memristor crossbar arrays to
implement key cryptographic functions, including block
ciphers like AES and hash operations. While these
architectures are still experimen- tal, they demonstrate notable
improvements in energy efficiency and resistance to side-
channel attacks due to the stochastic na- ture of memristive
switching. Furthermore, researchers have ex- plored hybrid
CMOS-memristor circuits that integrate traditional logic with
memristive components to support configurable and tamper-
resistant cryptographic engines. These designs are promis- ing
for security-critical applications like hardware authentication,
secure boot, and decentralized identity management in loT net-
works. However, challenges remain in terms of device
variability, endurance, and secure key storage. Addressing
these concerns is crucial for practical adoption. Despite this,
memristive cryptogra- phy is rapidly gaining traction as a
frontier in LWC, especially as the demand for ultra-low-energy,
tamper-proof security primitives grows.

Comparative Analysis of Lightweight Cryptography Research Papers

Research Paper

Fig. 2. Comparative Ratings of Key Papers in Lightweight Cryptography

8. COMPARATIVE ANALYSIS
SELECTED RESEARCH PAPERS

This comparative analysis highlights that earlier surveys like
Eisen- barth et al. and Biryukov Perrin [1] provided
foundational met- rics and implementation insights. Later
works by Kaur [2] reflect a shift toward optimizing
authenticated encryption with concrete implementation
evaluations. Their exploration of memristive cryp- tography
pushes the frontier of hardware-efficient LWC but is yet to be
industrially validated. The diversity in approaches—from
conventional block ciphers to emerging post-CMOS technolo-
gies—underscores the multidimensional evolution of the field.
The synthesis of these contributions reveals a steady trend
toward achieving higher security margins with minimal
hardware cost, of- ten leveraging novel architectural strategies.
Moving forward, fu- ture research should aim to integrate these
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advances into stan- dardized, resilient cryptographic protocols
optimized for real-world constraints.

9. FUTURE RESEARCH DIRECTIONS

The field of lightweight cryptography (LWC) is rapidly
evolving, driven by the growing demand for secure
communication in con- strained environments such as IoT,
wearable devices, and embed- ded systems. Based on the
comparative analysis and recent tech- nological advancements
outlined in this review, several key future research directions
emerge:

—Post-Quantum Lightweight Cryptography: As
quantum com- puting becomes increasingly viable,
there is a pressing need to develop cryptographic
algorithms that are both quantum- resistant and
lightweight. Traditional post-quantum crypto- graphic
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schemes often demand large key sizes and computational
resources, making them unsuitable for constrained
devices. Re- search into lattice-based, code-based, and
multivariate polyno- mial cryptography tailored for
low-power environments is cru- cial.

—AI-Assisted Cryptanalysis and Design: The use of
artificial in- telligence and machine learning techniques
for both cryptanal- ysis and the automated design of
lightweight algorithms repre- sents a promising frontier.
Al can assist in identifying structural weaknesses,
optimizing S-box designs, or exploring new algo-
rithmic configurations with desired security and
efficiency prop- erties.

—Standardization Beyond AEAD: While ASCON
addresses au- thenticated encryption and hashing,
there remains a need for standardized lightweight
primitives in other categories such as public-key
cryptography, digital signatures, and key exchange
protocols. Exploring elliptic-curve and lattice-based
schemes op- timized for lightweight applications could
fill this gap.

—Security-Aware Design Automation: Future LWC
research must integrate secure design principles at the
hardware level, in- cluding automated tools for
detecting side-channel leakage and fault injection
vulnerabilities during the design phase. Incor- porating
security as a core metric—alongside area, speed, and
power—in electronic design automation (EDA)
workflows can help bridge the gap between theoretical
security and real-world resilience.

—Bio-Inspired and Neuromorphic Architectures: As
new com- puting paradigms emerge, LWC can benefit
from unconventional hardware substrates such as
neuromorphic chips and bio-inspired processors. These
systems offer innate parallelism and stochastic behavior,
which can be leveraged to build inherently secure and
energy-efficient cryptographic primitives.

—Privacy-Preserving Protocols for Edge Al: With
edge de- vices increasingly performing sensitive Al
tasks, there’s a grow- ing need for lightweight
cryptographic protocols that preserve data privacy and
integrity. Techniques such as homomorphic en-
cryption, federated learning, and secure multi-party
computa- tion—when adapted for constrained
environments—can signif- icantly enhance trust in edge
Al ecosystems.

—Robustness Against Emerging Threats: Lightweight
cryptog- raphy must evolve in response to emerging
attack vectors such as machine learning-driven side-
channel attacks, adversarial hard- ware injections, and
supply chain compromises. Developing al- gorithms
with formal security proofs and verifiable resistance to
such threats is an ongoing challenge.

—Green Cryptography: As environmental concerns
grow, there is rising interest in designing cryptographic
primitives with min- imal carbon and energy footprints.
Green cryptography empha- sizes not only the hardware
efficiency of LWC algorithms but also their lifecycle
sustainability, especially in large-scale IoT
deployments.

These research directions underscore the interdisciplinary
nature of lightweight cryptography, encompassing fields such as
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hardware engineering, theoretical computer science, materials
science, and artificial intelligence. Advancing these frontiers
will ensure that fu- ture cryptographic systems are not only
secure and efficient but also adaptive to evolving technological
landscapes.

10. CONCLUSION

Lightweight cryptography has evolved into a critical
component of modern secure computing, especially in the
context of embed- ded systems, IoT, and cyber-physical
infrastructure. As traditional cryptographic standards fall short
under constrained operational conditions, the emergence of
LWC algorithms such as ASCON, GIFT-COFB, and
specialized hash functions illustrates a success- ful pivot toward
practical security. Our comparative review of key research
papers underscores the diversity of approaches—from al-
gorithmic  innovations to hardware efficiency and
implementation resilience. The NIST standardization process
has played a pivotal role in legitimizing and accelerating
research in this area, fostering a collaborative environment that
bridges theoretical security with real-world deployability. At the
frontier, experimental technologies such as memristive
cryptography hold great promise, albeit requir- ing further
maturation. Looking ahead, the convergence of LWC with
post-quantum cryptography, hardware-accelerated designs, and
secure firmware integration will define the next wave of cryp-
tographic  standards. Continued collaboration between
academia, industry, and standardization bodies is essential to
build secure, lightweight systems that are not only efficient but
also resilient against the evolving threat landscape.
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