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ABSTRACT

The quick growth of the network has made the protection of
digital content a critical concern. Digital Rights Management
(DRM) systems aim to safeguard valuable assets and regulate
their distribution. Among these, digital watermarking serves as
an effective technique to embed ownership information into
images for copyright enforcement. This paper presents a novel
innovative invisible and blind watermarking scheme that
embeds a binary watermark into non-overlapping 2 x 2 blocks
of the actual host image. The extraction process requires only
the watermarked image, eliminating the need for the original or
its features. Experimental results validate the robustness and
effectiveness of the proposed approach in defending against
digital piracy.
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1. INTRODUCTION

Digital Rights Management (DRM) systems have been
extensively used for securing and limiting the distribution and
utilization of valuable digital properties. The core requirements
of a DRM system are to provide persistent content protection
against unauthorized access and restrict access solely to
authorized users. Additionally, DRM systems must be robust
enough to manage access rights across various types of digital
content, such as music files, video streams, digital books, and
images, and support multiple platforms like PCs, laptops,
PDAs, and mobile phones [3]. In general, a DRM system
comprises two components: (1) a collection of technologies
including encryption, copy control, digital watermarking,
fingerprinting, traitor tracing, authentication, integrity
checking, access control, tamper-resistant hardware and
software, key management, revocation, and risk management
architectures, and (2) a set of technologies used to express
copyright permissions using rights expression languages and
metadata to make DRM policies machine-readable [4]. Among
these, copyright protection plays a vital role in addressing
disputes arising from ownership claims in the buying and
selling of digital documents. This demands a robust mechanism
to authenticate document ownership and verify legitimate
buyers [5]. With the evolution of image processing tools, digital
images have become increasingly susceptible to illegal
replication, modification, and distribution, especially with the
widespread reach of the internet. As a result, protecting digital
images has become a pressing concern, particularly due to the
rising threat of revenue loss through piracy [6]. While DRM
technologies offer powerful protection mechanisms, they also
raise controversy, as they may interfere with legitimate use of
digital content. Forensic techniques, unlike DRM, do not
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prevent copying but aid in identifying and prosecuting
offenders once illegal copies are found, making them relatively
less contentious [7]. Despite numerous technological
approaches to counter copyright piracy, an ideal and
universally accepted solution remains elusive, offering ample
scope for innovative research. Recently, digital watermarking
has emerged as a crucial technique for copyright protection and
ownership verification of digital images. Digital watermarking
involves embedding data into multimedia elements like images,
audio, or video, enabling the extraction of this data for various
purposes including copyright protection, access control, and
broadcast monitoring [8]. It can be categorized into image,
video, and audio watermarking depending on the application,
with most existing methods focused on image and video
copyright protection [9]. Acting as a digital signature, the
watermark provides authenticity and ownership assurance, and
its inseparability from the host content offers an added
advantage. Key characteristics of a robust watermark [27-28]
include being imperceptible, resilient to distortions and attacks,
carrying significant data, coexisting with other watermarks,
and requiring minimal computational effort for insertion and
detection [10]. Watermarking schemes can be broadly
classified into non-blind, semi-blind, and blind categories
based on extraction requirements [11][12]. Non-blind schemes
need the original host image and its secret keys, semi-blind
schemes always require the secret key and watermark
sequence, while blind schemes demand only the secret key.
Watermarks are also categorized as visible and invisible—
visible watermarks are directly perceivable in the image,
whereas invisible ones are concealed and can be detected only
via software [13]. Robust watermarking is designed to resist
attacks like compression, cropping, and scaling, and serves
copyright protection purposes, while fragile watermarking
detects minor changes and validates content integrity [14].
Among all types, visible watermarks often compromise image
quality and are more prone to tampering. Numerous research
efforts have been devoted to digital watermarking for copyright
protection [15-20], including our previous work [25, 26]. In
this study, we propose a novel invisible and blind watermarking
scheme aimed at preventing digital image piracy. The scheme
does not require the original image or any of its features for
watermark extraction, thereby making it blind. A binary
watermark image is used for embedding, and each pixel of this
watermark is embedded into every 2x2 non-overlapping block
of the host image using an embedding strength factor and a
signum function. During extraction, the binary watermark is
retrieved from the watermarked image using the watermark
size and embedding strength. Experimental results confirm the
effectiveness of the proposed approach. The rest of this paper
is structured as follows: Section 2 reviews recent literature on
watermarking for digital image copyright protection, Section 3
describes the proposed invisible and blind watermarking



scheme, Section 4 will present the experimentational results,
and Section 5 would conclude the paper.

2. REVIEW OF RELATED RESEARCH

Our work is inspired by a substantial body of literature that
explores the use of digital image watermarking for copyright
protection. Below is a brief overview of some recent and
significant research contributions in this domain.

Shih-Hao Wang and Yuan-Pei Lin [15] introduced a wavelet-
based watermarking technique that employs the quantization of
super trees for copyright protection. Each watermark bit is
embedded across different frequency bands and distributed
over extensive spatial regions, enhancing the technique’s
robustness to attacks in both frequency and time domains.
Experimental results demonstrated resistance to high-pass band
removal during low-pass filtering, high-pass detail removal in
JPEG compression, as well as pixel shifting and rotation. The
scheme also supports data hiding and image authentication,
beyond copyright protection.

To address the limitations of symmetric watermarking
methods, Jengnan Tzeng et al. [16] proposed an asymmetric
watermarking approach based on the zero-knowledge
principle. They enhanced their prior symmetric scheme with a
watermark space concept, improving robustness. The
watermark is closely tied to the original image, making it nearly
impossible to extract without introducing visible distortions,
thus improving security.

Ching-Sheng Hsu and Young-Chang Hou [17] proposed a
copyright protection scheme based on visual cryptography and
image statistics. They utilized the Sampling Distribution of
Means (SDM) to ensure robustness and distinctiveness, making
it difficult for common attacks—like lightening and
darkening—to alter statistical image properties. Notably, their
approach does not modify the host image and does not require
the actual original image for verification, making it particularly
suitable for sensitive applications like medical image
protection.

Xu Zhou et al. [18] developed a novel watermarking method
for embedding data into the angular parameters of polygonal
lines or curves in contour maps. This method, applicable to GIS
and vector graphics, uses a likelihood ratio test-based
hypothesis detection instead of traditional correlation-based
techniques. Its geometric nature makes it resilient against
common geometric transformations. However, the approach
struggles with vertex removal or addition, which compromises
robustness unless the original data is referenced—potentially
weakening data security.

Ming-Chiang Hu et al. [19] introduced a two-phase
watermarking system that extracts both grayscale and binary
watermarks from protected images. Initially, a grayscale
watermark is constructed using the original image’s pixel
values. In the second phase, a binary watermark is derived from
the permuted grayscale watermark. Their lossless embedding
technique ensures that protected images remain visually
identical to the originals. The authentication process typically
does not require the original image, and only the legitimate
owner can retrieve the embedded watermarks using secret keys.
The method excels in transparency, robustness, and security.

Shang-Lin Hsieh et al. [20] proposed a watermarking scheme
for copyright protection in color images that meets essential
requirements such as imperceptibility and robustness.
Experimental evaluations revealed strong resistance against
various attacks including cropping, editing, scaling, and JPEG
image compression. Additionally, the scheme can extract
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unique features for different images—crucial for reliable
feature extraction—and automatically compute the embedding
scaling factor, unlike many schemes that rely on manual tuning.

Zeng et al. [21] discussed scenarios where traditional
watermarking schemes fail to resolve image ownership
disputes. Their scheme protects the watermark itself rather than
establishing rightful ownership, as it does not require the
original image for detection. Consequently, attackers could
fabricate fake originals and falsely claim ownership,
highlighting the importance of designing watermarking
systems that validate both watermark integrity and content
ownership.

Lu et al. [22] introduced a multipurpose watermarking
algorithm based on mean-removed vector quantization (VQ),
addressing key digital concerns such as copyright enforcement,
copy protection, and content authentication.

Finally, Ming-Shi Wang and Wei-Che Chen [23] proposed a
digital image copyright protection approach that combines
visual cryptography (VC) and singular value decomposition
(SVD). The method applies SVD to generate a master share
from the host image and embeds the secret image without
altering the host, ensuring both integrity and invisibility of the
watermark.

3. PROPOSED BLIND
WATERMARKING SCHEME FOR
PROTECTING RIGHTFUL OWNERSHIP

This section introduces a novel invisible and blind
watermarking technique designed to safeguard the copyright of
digital images. Since the watermark extraction process does not
rely on the original image or any of its features, the scheme
qualifies as blind. A binary image serves as the watermark, with
its pixel values imperceptibly embedded into the host image to
enforce copyright protection. The subsequent subsections
detail the procedures used for embedding and retrieving the
watermark.

3.1 Watermark Embedding

This sub-section outlines the method used to embed a binary
watermark image into a host image. The host image selected is
of dyadic dimensions (i.e., 2nx2n), and the watermark is a
binary image consisting of Os and 1s. Initially, the host image
is divided into non-overlapping 2x2 blocks. Each pixel from
the binary watermark is embedded into a corresponding block
of the host image.

The embedding process comprises three main steps: calculating
the mean of each block, selecting an embedding strength
parameter (y), and applying a signum-based transformation.
Each 2x2 block is flattened into a vector, its mean is computed,
and the result is scaled using the embedding strength.

Since the watermark consists of binary values, the embedding
logic splits into two cases—one for embedding a '1' and another
for embedding a '0'. Distinct mathematical operations are
applied based on the value of the watermark pixel. A block
diagram depicting the overall watermark embedding procedure
is provided in Figure 1.
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Figure 1. Watermark Embedding Process

Watermark Embedding Steps:
Input: Actual Host Image (I), Binary Watermark Imaging (W),
strength of it Embedding (y)

Output: Watermarked Image (Iw)

1. The binary watermarked image (W) sized n x n is composed
of n? no. of pixels. n? no. of 2x2 non- overlapping pixel blocks
are extracted from the actual image and dumped in a vector B.

B = [b%,b% b3,...,b,]; where0 < N < n? D

2. Each and every matrix part in the vector B is changed into a
vector V.

VB = [x1,x2, x3, x4] 2

3. The overall mean value of all the changed vectors Vg is then
calculated.

_ Y fromi=1tokofV,
VB=( f X ka);whereO<kS4

3

4. A value Q is computed by dividing the overall mean value
V3 of all vector by strength of embedding y.

Q = Vg/v; wherey = 2 4)

5. Using a predetermined Q value and strength of embedding v,
the binary embedded watermarked image pixels are embedded
into the blocks in vector B:

(i) The signum function of all block in vector B is then
calculated and dumped in another vector X. The signum
function is the real valued function defined for real x as follows
[24]

sign(x) = {

—1ifx <0
Oifx =0 ...(5

lifx >0

}
(i) For pixel value '0', perform the following mathematical
operation:

t = ((round(Q * 0.5) * 2) = y) 6)

(iii) For each pixel value of 'l', the following mathematical
required operation is carried out: Q = (Q —1).
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t = ((round(Ql % 0.5) * 3)* y) @)

(iv) All blocks in vector X is then multiplied by the neatly
calculated value t wrt watermark pixel and dumped in a vector
B.

B << (Xi*x t); where0 < i <k ®)

6. The modified blocks in the vector B are mapped back to its
original position in host image I to attain the watermarked
image Iw.

3.2 Watermark Extraction

This sub-section explains the procedure for retrieving the
binary watermark from the watermarked image. Since the
proposed approach is blind, the extraction process requires only
the watermarked image, the dimensions of the original
watermark, and the embedding strength parameter (y); it does
not rely on the original image or any of its features.

To begin, the watermarked image is divided into non-
overlapping 2x2 blocks. The total number of blocks
corresponds to the size of the embedded watermark. These
blocks are then reshaped into vectors for further processing.

Next, each block is individually converted into a vector, and its
mean value is calculated. These mean values are then divided
by the embedding strength to aid in the recovery of the
watermark information.

Finally, a matrix matching the dimensions of the watermark
image is constructed, and the extracted pixel values are inserted
into their respective positions to reconstruct the watermark. A
schematic representation of this extraction process is provided
in Figure 2.
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Figure 2. Watermark Extraction Process

Watermark Extraction Steps:

Input: Watermarked Image (Iw), watermarked image size (W),
strength of Embedding (y)

Output: Watermark Image (W)

1. Non-overlapping blocks of size 2x2 are extracted from
the watermarked image (W_I). The number of extracted
blocks will be identical to the size of the watermark
image. The extracted blocks are stored in a vector BV.

BV = [bY,b% b3,...,by]; where0 < N < n? 9

2. All the blocks in the vector BV are changed into a vector
Vs.

VB = [x1,x2,x3, x4] (10)

10



3. The mean of the value is calculated for all the changed
vectors Va.
_ (2 fromi=1tokof Vg)
VB = k 5

where0 < k < 4 an

4. The calculated value of mean Vg of all vectors is sub-
divided by the embedding strength y. The value due to
which obtained is represented as Y.

Vs
Q =7; wherey = 2 (12)

5. The following required mathematical operation is then
performed and the result of which is dumper in a vector
Wp.

W, << (Y[[]mod2); 0 < i < |W]| (13)

A given matrix of the size of that of a watermark image is
created and the extraction of pixel values (Wp) which is done
are placed in it, to get back the watermark image (W).

4. EXPERIMENTAL RESULTS

This section evaluates the performance of the proposed
invisible and blind watermarking scheme through a series of
experiments. All simulations were conducted using MATLAB
7.4 on standard grayscale images including Lena, Baboon,
Pepper, and Cameraman. The watermark used was a binary
image of size 64x64. Performance was assessed based on Peak
Signal-to-Noise Ratio (PSNR), robustness against attacks, and
fidelity of watermark extraction using Normalized Correlation

(NO).
A. Visual Quality Assessment

The watermarked images exhibit minimal perceptual distortion
from the original host images, confirmed by PSNR values
exceeding 44 dB in most cases. Table 1 presents PSNR values
for different host images in both unperturbed and attack
scenarios.

B. Robustness Analysis

To assess robustness, the watermarked images were subjected
to common image processing attacks, including:

e JPEG Compression at 70% quality.
e  Additive Gaussian Noise with zero mean and
variance 0.001.

Despite these distortions, watermark extraction remained
accurate, with NC values close to 1.0, indicating high
robustness.

Table 1: Experimental Results of the Proposed Scheme
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The bar chart in Figure-3 illustrates the PSNR variation across
different attacks for each host image. This visualization
emphasizes the minimal degradation introduced by watermark
embedding and the scheme’s resilience under adverse
conditions.

PSNR Values Under Various Conditions

50
m PSNR (No Attack)

. PSNR (JPEG 70%)
mm PSNR (Gaussian Noise)

40

PSNR (dB)

20

Lena Baboon Pepper Cameraman
Host Images

Figure-3: PSNR comparison chart under various
conditions (No Attack, JPEG compression, and Gaussian
Noise) for different host images.
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NC
PSNR PSNR PSNR
Iﬁ‘;j;e (No UPEG | (Gaussian g;:fet;
Attack) 70%) Noise) WM)
Lena 4545dB | 38.76dB | 37.52dB | 0.99
Baboon 44.03dB | 39.11dB | 36.70dB | 0.98
Pepper 48.06dB | 41.25dB | 40.88dB | 0.97
Cameraman | 46.10dB | 40.55dB | 39.90 dB 0.98

C. Graphical Illustration
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5. CONCLUSION

With the rapid growth of e-commerce platforms and online
services, concerns over unauthorized copying and distribution
of copyrighted content have intensified among service
providers. The widespread accessibility of the internet has
amplified the need for robust protection of digital images. In
this work, we have introduced a novel invisible and blind
digital watermarking technique aimed at safeguarding image
copyrights. The method employs a binary image as the
watermark, embedding each pixel into non-overlapping 2x2
blocks of the host image. The watermark is later extracted from
the watermarked image using the defined extraction process.
Experimental results confirm that the watermarked images
maintain high visual quality and yield favorable PSNR values,
validating the effectiveness of the proposed watermarking
approach.

Looking ahead, this work opens up several avenues for future
research. One potential direction is to enhance the robustness
of the proposed method against geometric attacks such as
rotation, scaling, and translation. The integration of transform
domain techniques (e.g., DWT or DCT) with the current spatial
domain approach could also be explored to strengthen
imperceptibility and resistance to compression. Additionally,
adaptive embedding strategies based on content sensitivity may
further improve performance. Extending the technique to color
images and video sequences would increase its applicability
across diverse multimedia platforms. Finally, incorporating
cryptographic elements and blockchain-based tracking
mechanisms could provide a comprehensive framework for
secure digital rights management.
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