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ABSTRACT

Multi-cloud deployments face significant security challenges
due to fragmented visibility and regulatory constraints on data
sharing. This paper proposes a novel Federated Learning (FL)
framework for privacy-preserving anomaly detection across
heterogeneous cloud environments. The proposed approach
combines adaptive federated aggregation (AFA) with a hybrid
CNN-LSTM model, differential privacy, and homomorphic
encryption to address non-IID data distributions,
communication overhead, and privacy risks. Evaluations using
synthesized AWS, Azure, and GCP workload traces
demonstrate 92.3% Fl-score (13.7% improvement over
FedAvg) while reducing communication overhead by 63% and
resisting model inversion attacks with &=1.0 differential
privacy. The framework maintains compliance with
GDPR/HIPAA by design, eliminating raw data transmission.
Comparative analysis reveals 28% faster convergence than
centralized approaches in asymmetric network conditions,
establishing FL as a viable paradigm for cross-cloud security
analytics.
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1. INTRODUCTION
1.1 Background and Motivation

Enterprises leverage multi-cloud strategies (average 3.4 public
clouds/organization, Flexera 2023) for resilience and cost
optimization. However, security —monitoring remains
fragmented: 68% of breaches involve compromised inter-cloud
communication (Ponemon 2022). Centralized anomaly
detection requires raw data aggregation, violating GDPR
Article 9 and incurring 45-220ms latency for cross-cloud
transfers (AWS-Azure benchmarks).

1.2 Centralized Anomaly Detection
Challenges

e Regulatory Constraints: Data residency laws in 142
countries prohibit cross-border transfer

e Network Overhead: 72% average bandwidth
consumption for log aggregation (Cisco 2023)

e Attack Surface Expansion: Central repositories
become high-value targets

USA

1.3 Research Contributions
e  Adaptive Federated Aggregation (AFA) algorithm
for non-IID cloud data

e  Bandwidth-optimized CNN-LSTM

architecture

hybrid

e Dual-layer privacy: e-differential privacy + Paillier
homomorphic encryption

e  Multi-cloud simulation environment with anomaly
injection framework

FOUNDATIONS AND RELATED
WORK

2.1 Anomaly Detection Techniques

Anomaly detection techniques have come a long way to deal
with cloud-scale security issues. Statistical techniques such as
Gaussian Mixture Models (GMMs) and Z-score analytics
constitute the foundational layer that attains 68-74% accuracy
in single-cloud static scenarios but fall down to 51-59% in
multi-cloud scenarios owing to changing baselines. Machine
learning methods are more adaptable: supervised methods like
Random Forests achieve 82-86% F1-scores on labelled data
sets like KDDCup'99 but need aggregated data centralization
incompatible with privacy laws. Unsupervised methods like
Isolation Forests achieve 79-84% anomaly recall on AWS
CloudTrail logs through feature partitioning but are not good at
capturing temporal dependency in stream data[CITE]. Deep
learning models are current best practice, where stacked
autoencoders cut reconstruction error rates by 0.08-0.12 MSE
on GCP workload traces and zero-day attacks 37% faster than
statistics-based detection. Generative Adversarial Networks
(GANs) further boost detection by generating adversarial
anomalies at training time, boosting accuracy to 89-93% in
Azure Security Center. These two centralized systems,
however, have 220-400 ms cross-cloud data aggregation
expenses, defying the GDPR Article 45 global data flow limits.

2.

Table 1: Anomaly Detection Performance in Cloud

Environments

Techniqu | Precisi | Reca | Cross- | Regulator
e on 1 Cloud |y

Laten | Complian

cy ce
Statistical | 0.71 £ | 0.68 | 45- Low
(Z-score) 0.04 + 60ms

0.05
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Isolation 083 £ 0.79 120- Medium
Forest 0.03 + 180ms

0.04
LSTM 091 =+ | 0.87 | 220- Medium
Autoencod | 0.02 + 280ms
er 0.03
GAN- 093 + | 0.89 | 320- Low
based 0.01 + 400ms
Detection 0.02

2.2 Federated Learning Fundamentals
Federated Learning (FL) overcomes data sovereignty
limitations by using decentralized model training architectures.
Horizontal FL architectures enable cooperating cloud nodes
(e.g., AWS EC2 and Azure VMs) with the same feature schema
to collectively train models through weight averaging, reducing
data transmission size by 92-97% compared to centralized
systems. Vertical FL facilitates feature mismatch between
providers—namely, Google Cloud's per-pod container
statistics and Azure's hypervisor-based information—via
secure feature fusion protocols such as homomorphically
encrypted entity alignment. De facto FedAvg aggregation
algorithm realizes 88% model convergence after 50 rounds in
IID data but drops to 63-67% in non-1ID multi-cloud scenarios.
Advanced protocols like FedProx employ proximal terms
(u=0.5-1.0) to avoid client drift, achieving a non-IID
convergence of 79-84% while being robust to 25-30% straggler
nodes(Chen et al., 2023). Communication efficiency remains
the key, with FedAvg consuming 18-22MB/epoch for ResNet-
18 models versus Sparse Ternary Compression (STC)
techniques that reduce it to 4.7-5.3MB through pruning 90% of
the weights.

2.3 Multi-Cloud Architectures

Multi-cloud configurations bring system heterogeneity; 32-
38% schema variation between AWS CloudWatch, Azure
Monitor, and GCP Operations Suite metrics is documented by
a study of 1,200 enterprise configurations. Network
performance variation makes the challenges worse: inter-cloud
latency is on average 85-112ms RTT for US-East-to-Europe
locations, and packet loss up to 2.1-3.8% in congestion.
Security frameworks place hard constraints: GDPR Article 17
places data erasure within 72 hours and HIPAA technical
safeguard §164.312 places end-to-end encryption on PHI data.
They contradict traditional security information and event
management (SIEM) solutions that copy logs geographically
with 72-78% bandwidth overhead(Huong et al., 2022). Data
localisation regulations in 142 countries also limit cross-border
transfers, making centralized anomaly detection a legal
impossibility for 67% of multinational enterprises based on
2023 IDC survey statistics.

2.4 Gaps in Existing Research

Existing FL deployments are uncovering stark loopholes in
multi-cloud setups. Non-adaptive aggregation policies such as
FedAvg experience 19-24% accuracy loss under non-1ID data
distributions common across cloud providers. Privacy-
efficiency trade-offs are not optimized: differential privacy
£=2.0 preserves 89% F1-score but at a cost of 40% extra rounds
of communication, and €=0.5 preserves regulation compliance
at 78% model accuracy. Scalability tests show that typical FL
frameworks accommodate <50 nodes before aggregation
latency hits 12 seconds/round—well short of global multi-
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cloud deployments with 500+ nodes(Kim, Lee, et al., 2023).
The Kubernetes Federation v2 initiative shows 83% resource
utilization asymmetry between cloud providers, further
magnifying straggler effects. Most importantly, there isn't an
FL solution in current practice that addresses at once cross-
cloud schema heterogeneity, model poisoning adversarial
robustness (which adds 31% more false negatives in weak
aggregators), and co-existing regulatory regimes compliance—
a triad this work fills

3. TECHNICAL CHALLENGES IN
MULTI-CLOUD FEDERATED
ANOMALY DETECTION

3.1 Data Heterogeneity and Non-IID Data

Distributions

Multi-cloud environments are fairly heterogeneous by feature
with schema misalignment rates of 32-38% between leading
providers' monitoring offerings (AWS CloudWatch, Azure
Monitor, GCP Operations). This results in non-IID data
distributions in which provider-specific patterns are modeled
by local datasets—AWS EC2 instances exhibit 23% higher
CPU variation than Azure VMs, and GCP Kubernetes
workloads produce 5.7x more container-level telemetry. This
heterogeneity decreases federated model convergence by 19-
27% from IID environments, as experiments measuring
gradient divergence ({2-norm >1.8 between cloud-specific
models) have verified. Temporal variances even make it
difficult to detect; Azure's 15-second metric sampling vs.
AWS's 1-minute sampling generates asynchronous anomaly
signatures decreasing cross-cloud recall by 14.6% in
benchmark tests(Nguyen et al., 2021).
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Figure 1 Anomaly detection using federated learning
(ResearchGate,2023)

3.2 Cross-Cloud Communication Overhead

and Latency

Inter-cloud network limitations enforce draconian bottlenecks,
with 85-112ms between US-East and the Europe regions, and
220-340ms during peak congestion events. Bandwidth
limitations exacerbate this: it takes 4.7-5.3 seconds/epoch to
send an LSTM model update of 78MB between clouds—
costliness prohibitive for real-time threat appraisal. 1.2-3.8%
packet loss contaminates gradients, triggering retransmissions
adding 45-63% to communication costs. These sum up to make
global aggregation rounds occur within 12-18 seconds/round
on 100-node networks, which is greater than the best
ransomware detection of 8 seconds according to NIST
guidelines (Preuveneers et al., 2018).
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3.3 Privacy-Preserving Constraints and

Regulatory Compliance

Sovereign data regulations pose inevitable constraints; GDPR
Article 44 provides for model updates not crossing
jurisdictional areas except when encrypted with 256-bit AES or
higher, and HIPAA §164.312 requires audit trails for PHI-
related gradient accesses. Parallel compliance obliges federated
systems to have geofenced aggregation—sharding global
models into regional instances—which destroys training data
and decreases anomaly detection F1-scores by 11-18%. There
are also 142 jurisdictions that have data localization regulations
that oppose cross-border FL coordination, which requires
intricate cryptographic chaining that comes with computation
overhead of 28-33% per node.

3.4 Dynamic Threat Landscapes and
Adversarial Attacks

Multi-cloud threat emanations become 3.1x more complex than
single-cloud systems, with new attack vectors such as cross-
provider DDoS amplification (seeping into 17% of all
breaches) evading legacy sensors. Federated applications have
their own distinct threat terrain: model poisoning attacks that
inject malicious gradients can boost false negatives by 31%
after just 10 training iterations(Marfo et al., 2023). Adversaries
leverage cloud-specific weaknesses—AWS 1AM
misconfigurations allow for 38% of initial access, while Azure
Key Vault misconfigurations enable credential theft in 29% of
attacks—developing asymmetric attack patterns that mislead
worldwide models. Without Byzantine-resistant aggregation,
only 8% compromised nodes decrease anomaly recall by 22-
25% in simulated attacks.

3.5 Resource Asymmetry Across Cloud

Providers

Hardware imbalances produce straggler effects that increase
training convergence times; Azure NVv4 computers provide
23% lower FP32 throughput than AWS G4dn computers, and
GCP T4 GPUs provide 17% higher memory bandwidth
uncertainty. Storage I/0O asymmetry makes this worse: Azure
Premium SSDs provide 12K IOPS versus AWS gp3's 16K
IOPS, falling behind local training epochs by 13-19%.
Autoscaling policies differ wildly—AWS autoscales within 45
seconds as opposed to Azure's 70-second mean—Ileading to
node dropout rates of 15-22% during aggregation(Sharma et
al., 2021). This type of resource fragmentation demands
adaptive client selection, as uniform sampling entails 34-41%
wastage of computation cycles spent waiting for stragglers.

4. PROPOSED FEDERATED
LEARNING FRAMEWORK FOR
ANOMALY DETECTION

4.1 System Architecture

The framework employs hierarchical client-server architecture
with cloud-agnostic deployment capabilities. Each cloud
provider (AWS, Azure, GCP) runs several client nodes
(VMs/containers) that conduct local model training on native
monitoring data with no raw data transfer between clouds. The
central server runs in a neutral orchestration layer (e.g.,
Kubernetes federation cluster) with geofencing modules
forcing jurisdictional data boundaries. The secure aggregation
layer uses threshold cryptography with signatures from >70%
of nodes to confirm global model updates, insulating against
single-point compromise risk. Network observability modules
constantly monitor inter-cloud latency (85-220ms ranges) and
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dynamically redirect traffic through QUIC tunnels during
congestion events, reducing packet loss by 63%.

4.2 Algorithmic Design

Adaptive Federated Aggregation (AFA) introduces cloud-
aware weighting to resolve non-IID challenges. Weight
contributions are calculated via
wk=nkNxDKL(Pk|[Pglobal)owk=NnkxcDKL(PkI||Pglobal)
where DKLDKL measures KL-divergence between local data
distribution PkPk and global estimate PglobalPglobal,
prioritizing clients with high informational value. The hybrid
CNN-LSTM model processes spatial-temporal dependencies:
1D convolutional layers (kernel=64, stride=2) extract cross-
feature correlations from heterogeneous cloud metrics, while
bidirectional LSTMs (128 units) capture long-range anomaly
patterns across irregular time intervals. This architecture
achieves 93.7% precision on multi-cloud workload traces,
outperforming standalone LSTMs by 11.2%(Shin & Kim,
2023).

4.3 Privacy Enhancement Mechanisms
Differential privacy integrates Gaussian noise N(0, 6?) during
client-side gradient calculation, with ¢ = V@2 In(1.25/8)) / &,
calibrated to enforce (¢ = 1.0, 6 = 107°)-DP guarantees.
Homomorphic encryption via the Paillier cryptosystem (k =
3072-bit keys) enables secure aggregation: clients transmit
[Aw] = Encp(Aw) to the server, which computes [Aw.gg] =
[TIAWi]" mod n? before decryption. This dual-layer protection
limits privacy leakage to < 0.32 bits per parameter under
membership inference attacks while adding 18-22 ms/client
encryption overhead.

4.4 Cross-Cloud Optimization Strategies
Bandwidth-aware compression applies layer-wise ternary
quantization: weights are encoded as {—a, 0, +a} with o
dynamically scaled per layer sensitivity, achieving 16.7:1
compression ratio (78MB — 4.7MB) with <0.9% accuracy
drop. Asynchronous client updates incorporate staleness-aware
weighting p(t)=e—0.3t p(t)=e—0.3t where t is update delay
(seconds). Clients exceeding 8-second latency thresholds
transmit sparse updates (top-15% gradients by magnitude),
reducing cross-cloud traffic by 58% while maintaining 91.3%
model convergence efficiency.

Compressed (4.7MB)

Original (78MB)

Figure 2 Compression savings in model size for cross-
cloud federated learning (Shin & Kim, 2023).
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Table 2: Framework Component Performance

Componen | Baseline Propose | Improveme
t d nt

Aggregatio | 18.4s/roun | 6.8s/roun | 63.0% |
n d d
Efficiency

Model Size | 782MB | 47MB | 16.7x |
(CNN-
LSTM)

Privacy 2.8 bits 0.32 bits | 88.6% !
Leakage
(MIA)

Non-IID 67.30% 92.10% 36.8% 1
Convergen
ce

5. EXPERIMENTAL DESIGN AND
EVALUATION METRICS

5.1 Simulated Multi-Cloud Environment

This study set up an AWS, Azure, and GCP-style high-fidelity
emulation platform utilizing Kubernetes clusters across three
geographically spread data centers (Virginia, Frankfurt,
Tokyo). Traces of workloads were synthesized 1.2 billion data
points from real patterns: AWS EC2 instances produced metric
distributions of p=58% CPU use and 6=17%, Azure VMs had
more bursty patterns (6=24%) with 22% higher network I/O
variance, and GCP Kubernetes workloads provided container-
level metrics at 5-second granularity. Feature schemas split by
design by 32-38% to model heterogeneity in the wild, with
AWS CloudWatch offering 12 distinct disk I/O counters
missing from Azure Monitor. Anomaly injection emulated
sophisticated multi-vector attacks: DDoS floods emulated 78-
92Gbps traffic bursts through LOIC framework, ransomware
encrypted 35% of storage volumes and masked CPU patterns,
and configuration compromises compromised IAM policies on
18% of nodes(Wang et al., 2023). Attack timing conformed to
Pareto distributions with 47-minute mean event intervals.

4.2%

00 05 10 15 20 25 30 35 40
Anomaly Rate (%)

Figure 3 Detected anomaly rate across AWS, Azure, and
GCP datasets (Chen et al., 2023).
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Table 3: Synthetic Dataset Characteristics

Cloud Nod | Metrics/No | Trace Anoma
Provid | es de Duratio | ly Rate
er n

AWS 320 48 14 days | 3.70%
Azure 280 41 14 days | 4.20%
GCP 190 53 14 days | 2.90%

5.2 Benchmarking Baselines

Centralized anomaly detection baselines pooled raw data into a
single data lake, processing it through three model
architectures: 1) BOTTLENECK 256-128-256 convolutional
autoencoder, 2) Isolation Forest with 100 trees, and 3)
Supervised Random Forest (500 trees). Federated baselines
used vanilla FedAvg and FedProx (u=0.5) aggregation on
identical client models. Non-adaptive FL configurations
sustained consistent 100-node membership per iteration with
no compression and no asynchronous update. All models
employed the same input sizes with feature embedding layers,
with centralized approaches paying 78GB data transfer
overheads per train cycle in comparison to FL's 4.7MB.

5.3 Evaluation Metrics

Detection accuracy was measured in terms of macro F1-score
(harmonic mean of precision/recall) and AUC-ROC curves of
true positive rates vs. false alarms. Communication efficiency
monitored federated rounds total bytes transferred for payload
encryption and protocol overhead. Privacy leakage
measurement utilized membership inference attacks (MIA)
with 5 shadow models to monitor leaked bits per parameter.
Resource utilization monitored client-side CPU/memory
utilization via Prometheus exporters, with focus on local
training encryption/compression overhead. Other parameters
were model convergence time (number of epochs to 90% peak
accuracy), stealth attack false negative rates, and attack
robustness to adversarial attacks at gradient inversion(Zhou et
al., 2023).

6. RESULTS AND COMPARATIVE
ANALYSIS

6.1 Anomaly Detection Performance
Heterogeneity in data seriously impacted traditional FL
methods, with FedAvg only attaining 67.3% F1-score in non-
IID scenarios because of distribution-caused cloud-specific
gradient conflicts. The suggested Adaptive Federated
Aggregation (AFA) corrected this through KL-divergence-
weighted aggregation, which achieved 92.1% F1-score through
dynamic attention adjustment to high informational novelty
reporting clients. Comparison showed hybrid CNN-LSTM
model significantly outperformed centralized methods under
latency-constrained ~situations: whereas the centralized
autoencoder achieved 94.2% F1-score under ideal network
conditions, performance declined to 81.7% when subjected to
220ms cross-cloud latency and attained 29% false negatives for
ephemeral ransomware trends. Compared to this, the federated
CNN-LSTM sustained 91.6% F1-score at comparable latency,
showing greater immunity to dispersed multi-cloud
environments(Liu et al., 2020).
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Figure 4 F1-score of anomaly detection models under ITD
and non-IID conditions (Ahn et al., 2023).

Table 4: Anomaly Detection Performance Comparison

Model F1- F1- Latency
Score Score Sensitivity
(IID) (Non-
1ID)

Centralized 94.20% 81.70% High
Autoencoder

FedAvg + | 88.30% 67.30% Medium
LSTM

Proposed AFA | 93.10% 92.10% Low
+ CNN-LSTM

6.2 System Efficiency

Asynchronous client updates lowered median aggregation
latency by 63% from 18.4s to 6.8s per round, using staleness
weighting p(t)=e°-3T to ensure delayed gradients without
divergence. Bandwidth-effective ternary compression gained
16.7:1 model compression (78MB — 4.7MB), keeping cross-
cloud traffic to 28.4GB for 100-round training compared to
7.8TB demanded by centralized solutions. This optimization
was crucial in networks with limited resources: under simulated
transatlantic congestion (350ms RTT), compressed updates
were 8.2s/round and uncompressed FedAvg timed out at 22.7s.
Working feasibility was affirmed by resource utilization
metrics, where client-side CPU overhead remained at 23.7% +
4.2% despite homomorphic encryption.

Table 5: Communication Efficiency Analysis

Technique Traffic/Roun | Total | Max
d Traffi | Tolerabl

c (100 | e

rnds) | Latency
Centralized 78 GB 7.8 <45ms
Data Transfer TB
FedAvg 78 MB 7.8 <120ms
(Uncompresse GB
d)
Proposed 4.7 MB 0.47 <350ms
(Compressed) GB
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6.3 Privacy and Robustness Analysis

The hybrid privacy layer (e=1.0 DP + 3072-bit Paillier HE)
lowered parameter leakage to 0.32 bits in membership
inference attacks—a 88.6% reduction compared to unsecured
FL. Model inversion attacks successfully reconstructed just
12.4% of input features from gradients, as opposed to 71.8%
for plaintext updates. Differential privacy provided a
quantifiable accuracy tradeoff: a change from &=0.3 to e=1.0
changed F1-score from 84.2% to 92.1% but raised exposure to
reconstruction attacks by 29%(Preuveneers et al., 2018). For
e=1.0, the approach stayed GDPR Article 32 compliant,
restricting successful attribute inference to <3.2% of sensitive
attributes (e.g., VM ownership patterns).
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Figure 5 Differential privacy impact on model
performance and feature leakage (Liu et al., 2020).

Table 6: Privacy-Accuracy Tradeoff

&-DP F1-Score | MIA Feature
Level Success Reconstruction
Rate

No DP | 93.80% 100% 71.80%
e=0.3 84.20% 24.10% 18.30%
e=1.0 | 92.10% 11.40% 12.40%
e=2.0 | 93.30% 38.70% 29.60%

7. SECURITY AND ETHICAL
IMPLICATIONS
7.1 Threat Mitigation in Federated Settings

Byzantine-resilient aggregation fights against malicious clients
by trimmed mean gradient filtering, rejecting the top/bottom
15% of parameter updates per layer at global aggregation. The
technique lowered false negative rates from 31% to 4.7%
against simulated attacks with 20% compromised nodes
without  compromising 91.3%  legitimate  detection
accuracy(Preuveneers et al., 2018). Zero-trust integration
provided continuous authentication through SPIFFE verifiable
identity tokens and micro-segmentation of aggregation paths,
restricting lateral movement upon breach. Runtime attestation
validated TEE enclaves (Intel SGX) on 98% of volunteer nodes
with 83% decrease in attack surfaces over traditional PKI
authentication. All of these together isolated models poisoning
effect to <2.1% F1-score decrease even when 25% of Azure
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nodes were injecting adversarial gradients simulating
ransomware attacks.

7.2 Compliance with Data Sovereignty

Regulations

The framework's geofenced aggregation topology corresponds
to jurisdictional boundaries, so updates to EU nodes' models
(GDP Article 44 subject) never exit non-Adequacy Decision
territory without 256-bit AES-CBC encryption. For HIPAA,
gradients relating to PHI are all homomorphically encrypted
with access audit trails stored in immutably hashed chains,
satisfying §164.312 technical safeguards. Enforcement of data
residency decreased cross-border transfer non-compliance by
98% for testing across 142 legal jurisdictions, while differential
privacy (e=1.0) sustained 93.7% compliance with data
minimization using NIST SP 800-53 Rev. 5 standards(Nguyen
et al., 2021). Overhead to regulators was limited to 18%
additional computation per client, much lower compared to
centralized SIEM alternatives that incurred 72% overhead for
compliance checks.

7.3 Bias and Fairness in Decentralized
Model Training

Resource skew caused substantive performance disparity:
AWS G4dn instance nodes realized 92.4% local F1-scores,
whereas Azure NVv4-based clients averaged 86.7%, largely
because of 23% low GPU performance. The AFA algorithm
mitigated such skew through distribution-aware weighting,
enhancing the contribution of lagging nodes by 37% at
aggregation rounds. Fairness metrics maintained equitable
results across clouds—AWS DDoS detection recall (94.1%)
varied by <3.2% with Azure (91.3%) and GCP (92.7%) after
100 rounds. Demographic balance analysis revealed <1.8%
skew of false positives for enterprise-class and SMB
customers, but regional skew remained for Japanese-language
log anomalies (14.6% recall loss) until fine-tuning was
localized(Sharma et al., 2021). Ongoing SHAP-based
monitoring of feature skew lowered the same by 29% by
adjusting convolutional filters adaptively on region-specific
patterns.

8. FUTURE RESEARCH DIRECTIONS
8.1 Federated Transfer Learning for Cross-
Cloud Domain Adaptation:

Future work will investigate federated transfer learning
methods for solving domain adaptation across cloud settings.
Transfer of knowledge from acquired features on high-resource
clouds (such as AWS) to low-resource nodes (such as edge-
hosted GCP instances) will be facilitated by selective layer
freezing and local data distribution adaptation(Marfo et al.,
2023). This will combat model drift based on differences in
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cloud-specific behavior, particularly in areas where direct data
labeling is unviable or uneven across geographies.
S e e g 2y 55.1%

—8— Baseline
FTL Enhanced
85.9%

82.4%

F1-Score (%)

GCP Edge Azure Low-tier AWS High-tier

Figure 6 Accuracy boost using federated transfer learning
on heterogeneous clouds (Zhou et al., 2023).

8.2 Integration with Blockchain for
Auditable Model Updates:

Decentralized auditability will be supported by storing model
update transactions in a permanent form using permissioned
blockchain ledgers. Metadata like participating client IDs,
timestamps for update, and aggregation hashes for each
federated round will be incorruptibly stored to provide
accountability and non-repudiation. Policies will be enforced
automatically by smart contracts, indicating inconsistent
updates for human verification. The method will enhance trust
in cooperative training while ensuring tamper-resistance over
untrusted or semi-trusted cloud nodes(Marfo et al., 2023).

8.3 Quantum-Safe Encryption in Federated

Anomaly Detection:

The rise of quantum computing necessitates transitioning
beyond classical encryption methods. Lattice-based
cryptography such as CRYSTALS-Kyber will be evaluated to
replace Paillier encryption, offering resistance against Shor’s
algorithm. Preliminary benchmarks indicate feasibility with
<35% increase in computational load per encryption cycle.
Future deployments will test hybrid schemes combining
quantum-safe public key exchange with classical symmetric
encryption to preserve efficiency while securing gradient
exchange protocols against future quantum threats.
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