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ABSTRACT 

Cryptographic agility, the capacity to swiftly update 

cryptographic algorithms, keys, protocols, and certificates, is a 

cornerstone of modern cybersecurity resilience amid rapidly 

evolving threats like quantum computing, certificate authority 

(CA) breaches, and shortened TLS certificate lifespans. This 

whitepaper delivers a comprehensive analysis of cryptographic 

agility, synthesizing historical transitions (e.g., DES to AES, 

SHA-1 deprecation) with contemporary challenges, including 

quantum vulnerabilities to RSA and ECC, as well as PKI trust 

incidents (e.g., DigiNotar 2011). We define cryptographic 

agility across technical, operational, and governance 

dimensions, introducing the Crypto-Agility Maturity Model 

(CAMM) to benchmark organizational maturity from Initial to 

Sophisticated. A novel Cryptographic Agility Maturity Survey, 

comprising 10 questions (multiple-choice, Likert-scale, open-

ended), is presented, revealing critical gaps - 68% of 

organizations lack comprehensive cryptographic inventories - 

while offering actionable recommendations. The study 

employs a mixed-methods approach, integrating qualitative 

synthesis of frameworks (CAMM, FS-ISAC, NIST), technical 

analysis of post-quantum cryptography (PQC) metrics (e.g., 

Kyber’s 1,568-byte key), and case studies (e.g., Microsoft 2023 

outage, Estonia 2017 success). Sector-specific insights for 

financial services underscore regulatory pressures (e.g., 

DORA, PCI DSS) and long-term data risks. Best practices 

emphasize governance, automation, and hybrid cryptography, 

addressing challenges like legacy systems and skills gaps. 

Strategic recommendations and a future outlook, aligned with 

NIST’s 2035 PQC roadmap, provide an actionable path 

forward. This paper offers cybersecurity leaders a rigorous and 

practical framework to future-proof cryptographic 

infrastructures, making a timely contribution to the field. 
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1. EXECUTIVE SUMMARY 
Cryptographic agility - the ability to efficiently update 

cryptographic algorithms, keys, protocols, and certificates - has 

emerged as a critical priority for modern enterprises. Given the 

accelerating pace of technological advancements, such as 

quantum computing, and real-world incidents like certificate 

authority (CA) breaches and shortened TLS certificate 

lifespans, organizations must be prepared to swiftly adapt their 

cryptographic defenses. Failure to do so exposes organizations 

to operational risks, data breaches, and regulatory non-

compliance [1]. This whitepaper provides an in-depth analysis 

of cryptographic agility, particularly focusing on its importance 

for cybersecurity leaders. It begins with a review of historical 

cryptographic transitions to show that change is a constant in 

the field. We then define the dimensions of cryptographic 

agility - technical, operational, and governance - and examine 

why achieving agility is more critical than ever in response to 

emerging threats. We also explore frameworks such as the 

Crypto-Agility Maturity Model (CAMM) [2] and provide 

practical insights on overcoming obstacles like legacy systems, 

hardcoded algorithms, and skill gaps. Best practices, including 

the importance of governance, automation in key and 

certificate management, and hybrid cryptographic approaches, 

are also discussed. 

Next, the whitepaper introduces a Cryptographic Agility 

Maturity Survey, a practical tool for organizations to assess 

their cryptographic agility maturity, focusing on inventory 

completeness, agility processes, post-quantum cryptography 

(PQC) readiness, and organizational preparedness. Based on 

the Crypto-Agility Maturity Model (CAMM) [2], the survey 

helps organizations map their cryptographic maturity to one of 

five levels, providing actionable insights for improvement. The 

findings highlight significant gaps, with 68% of organizations 

lacking comprehensive cryptographic inventories, emphasizing 

the urgent need for enhanced preparedness. 

Finally, the whitepaper examines sector-specific challenges, 

particularly in financial services, where regulatory pressures 

and long-term data confidentiality requirements create a 

compelling need for crypto agility. Case studies such as 

DigiNotar (2011) [30], Microsoft’s certificate expiration 

(2023) [6], and Estonia’s national ID card vulnerability (2017) 

[77] illustrate the consequences of inadequate agility and the 

benefits of proactive cryptographic management. Strategic 

recommendations are offered to help organizations future-

proof their cryptographic infrastructures. 

2. INTRODUCTION: 

CRYPTOGRAPHIC PRINCIPLES & 

HISTORY OF TRANSITION 
Cryptography is a fundamental pillar of modern cybersecurity, 

securing data, communications, and transactions through 

encryption, hashing, and digital signatures. However, the tools 

used for cryptography today will not remain secure forever. 

Over the decades, cryptographic algorithms once considered 

secure have become vulnerable to advances in computational 

power and cryptanalysis, prompting their replacement. For 

example, the Data Encryption Standard (DES) was cracked and 

replaced by the Advanced Encryption Standard (AES) [3], and 

the MD5 hash function was replaced due to its susceptibility to 

collision attacks [4]. 
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The challenge of maintaining secure cryptographic 

infrastructures is compounded by the slow and complex 

process of transitioning from outdated algorithms. Replacing 

an algorithm requires not only updating software applications, 

libraries, and hardware devices (e.g., smart cards and hardware 

security modules) but also coordinating changes with partners 

and customers. The phased-out deprecation of algorithms such 

as SHA-1 demonstrates the difficulties organizations face when 

transitioning from legacy cryptography [5]. Systems not 

designed with flexibility to accommodate such transitions must 

scramble to replace every instance of a compromised 

algorithm, often under urgent deadlines and with temporary 

fixes that can introduce security gaps. 

The lesson is clear: cryptographic agility must be integrated 

into system architectures from the outset. Just as agile software 

development frameworks allow organizations to respond to 

evolving requirements, cryptographic architectures must be 

capable of adapting to new threats without significant 

disruption. In this whitepaper, we define cryptographic agility, 

explore its importance, and highlight the critical need for a 

flexible approach to cryptographic management.

 

Fig. 1: Historical Cryptographic Transitions from 1970 to 2030

3. LITERATURE REVIEW 
The concept of cryptographic agility has garnered increasing 

attention as organizations face the need to update cryptographic 

tools in response to emerging threats. NIST defines 

cryptographic agility as the ability to seamlessly update 

cryptographic components [9], while frameworks like the 

Crypto-Agility Maturity Model (CAMM) [2] outline levels of 

maturity in organizations’ ability to manage cryptographic 

transitions. CAMM categorizes organizations based on their 

level of agility, from "Initial" (no agility) to "Sophisticated" 

(fully automated). 

In addition to CAMM, the Financial Services Information 

Sharing and Analysis Centre (FS-ISAC) has identified nine 

critical elements of a successful crypto-agility program, 

including the alignment of crypto initiatives with business 

goals, maintaining an up-to-date cryptographic inventory, and 

implementing strong governance policies [49]. Historical 

examples such as the transition from DES to AES [3] and the 

deprecation of SHA-1 [5] provide context for the urgency of 

maintaining crypto agility. 

The rise of quantum computing presents a major challenge to 

traditional cryptographic methods, particularly RSA and ECC 

algorithms, which are vulnerable to Shor’s algorithm [21]. 

NIST’s post-quantum cryptography (PQC) standards aim to 

address these risks by standardizing quantum-resistant 

algorithms, with full implementation expected by 2035 [22]. 

Vulnerabilities in PKI, exemplified by the DigiNotar and 

Symantec CA breaches [30][32], highlight the fragility of trust 

in public key infrastructures and emphasize the need for agile, 

responsive cryptographic frameworks. Regulatory 

requirements like the Digital Operational Resilience Act 

(DORA) [76] and PCI DSS [75] further stress the importance 

of crypto agility, mandating adaptability to new cryptographic 

standards and compliance with security best practices. 

4. METHODOLOGY 
This whitepaper employs a mixed-methods approach, 

including: 

▪ Qualitative Synthesis: We integrate frameworks 

such as CAMM, FS-ISAC, and NIST to analyze the 

applicability of cryptographic agility in financial 

services. Key case studies - such as the DigiNotar 

breach (2011) [30], the Microsoft certificate 

expiration (2023) [6], and Estonia’s rapid response to 

ID card vulnerabilities (2017) [77] - are included to 

illustrate the importance of agility in real-world 

scenarios. 
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▪ Cryptographic Agility Maturity Survey: The 

Cryptographic Agility Maturity Survey was 

developed to help organizations assess their 

cryptographic agility by evaluating inventory 

completeness, readiness for post-quantum 

cryptography (PQC), and the maturity of 

cryptographic processes. The survey, based on the 

Crypto-Agility Maturity Model (CAMM) [2], 

consists of 10 questions, including multiple-choice, 

Likert-scale, and open-ended formats. The survey 

allows organizations to score their current 

cryptographic state, determine their maturity level, 

and receive tailored recommendations to advance 

their crypto-agility capabilities. 

▪ Technical Analysis: The whitepaper includes a 

technical analysis of post-quantum cryptography 

(PQC), including metrics such as Kyber’s 1,568-byte 

key, to evaluate the potential impacts of adopting 

quantum-safe cryptographic algorithms. 

Additionally, the study estimates the ROI from 

automating cryptographic updates, with potential 

savings ranging from $500,000 to $2 million per 

year. 

5. DEFINITION AND DIMENSIONS OF 

CRYPTO AGILITY 
At its core, cryptographic agility (crypto-agility) is the ability 

of a system or organization to rapidly swap out or modify 

cryptographic components with minimal disruption. A crypto-

agile system can easily change which algorithms, key lengths, 

or cryptographic libraries it uses, and can update those elements 

across its infrastructure efficiently and safely [7]. In practical 

terms, cryptographic agility means that if a vulnerability is 

discovered in an encryption algorithm or if new security 

requirements arise, the organization can quickly transition to a 

secure alternative without significant downtime or costly 

redesign. 

Several definitions from experts and standards bodies highlight 

the key aspects of crypto agility: 

• Flexibility without infrastructure changes: The 

U.S. Department of Homeland Security defines 

crypto agility as a design feature enabling updates to 

cryptographic algorithms and standards “without the 

need to modify or replace the surrounding 

infrastructure” [8]. In other words, your applications 

and devices should be like interchangeable parts - 

you can change the cryptographic engine under the 

hood, while the overall system keeps running 

smoothly. 

• Ability to adopt new algorithms on the fly: NIST 

researchers describe crypto-agility as “the feasibility 

of replacing and adapting cryptographic schemes in 

software, hardware, and infrastructures… without 

interrupting the flow of a running system” [9]. It 

implies being able to integrate new cryptographic 

algorithms (for example, a post-quantum encryption 

method) with no significant code rewrite and no 

downtime for users [10]. It also means being able to 

apply repeated cryptographic migrations over time as 

needed, all while maintaining interoperability with 

other systems [11]. 

• Rapid, efficient algorithm replacement: A crypto-

agile organization can replace an individual 

algorithm with another “easily”, ideally through 

configuration changes or module updates rather than 

deep code changes [12]. One industry whitepaper put 

it succinctly: “The foundation of crypto agility is the 

ability to replace an individual algorithm with 

another easily” [13]. This includes switching 

algorithms for encryption, digital signatures, 

hashing, or key exchange as needed. 

• Minimal performance and compatibility impact: 

True agility means that updating cryptography does 

not break your applications or drastically degrade 

performance. For example, if you switch to a newer 

algorithm that has larger keys or outputs, the 

system’s design (APIs, data structures, protocols) 

should accommodate it. Agility encompasses “the 

stability [of a system] towards other systems, even 

after adapting its cryptographic measures” [14]. In 

practice, this might involve protocol negotiation 

mechanisms or versioning that allow old and new 

algorithms to coexist during a transition period. 

From these perspectives, we can identify multiple dimensions 

of crypto agility: 

•  Algorithmic Agility: The ability to change 

cryptographic algorithms and primitives. This is the 

most fundamental level - e.g., switching out RSA for 

an elliptic-curve algorithm, or replacing a hash 

function like SHA-1 with SHA-256. Algorithmic 

agility often relies on using abstraction layers in 

software (polymorphism, factories, or provider 

interfaces) so that the specific algorithm can be 

selected at runtime or easily updated. Many modern 

cryptographic libraries and frameworks support this 

by design. For instance, the Java and .NET platforms 

have cryptographic provider architectures where 

code can call a generic interface (e.g., 

“HashAlgorithm”) and be configured to use SHA-

256 or SHA-512 or any new algorithm without code 

changes [15]. Such design patterns were intentionally 

created to facilitate agility in anticipation of 

algorithm evolution. 

• Protocol Agility: The ability of communication 

protocols to negotiate or support multiple 

cryptographic options. A common example is TLS 

(Transport Layer Security), which is designed to be 

cryptographically agile - during a TLS handshake, 

the client and server negotiate which cipher suite (a 

combination of key exchange algorithm, cipher, 

MAC, etc.) to use. This means TLS can be upgraded 

to support new algorithms, and insecure algorithms 

can be phased out of the negotiation over time [16]. 

Other protocols like SSH, IPsec (IKE), and wireless 

security protocols similarly allow algorithm 

negotiation. Protocol agility ensures that two systems 

can find a mutually supported secure algorithm 

among many, which is crucial during transition 

periods. For instance, a protocol might temporarily 

allow both a legacy algorithm and a new algorithm, 

so that systems that have been updated can use the 

new one, while legacy systems can still communicate 

using the old one until they’re upgraded. Standards 

such as RFC 7696 - Guidelines for Cryptographic 

Algorithm Agility guide protocol designers to enable 

this kind of migration from one mandatory algorithm 

to another over time [17]. 
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• Key Management Agility: This dimension involves 

the flexibility to change key sizes, key types, and key 

life cycles. An agile system can increase key lengths 

(say, moving from a 2048-bit RSA key to a 4096-bit 

key) or switch key exchange mechanisms (e.g., from 

Diffie-Hellman to ECDH) with minimal fuss. It also 

implies having processes to rapidly replace keys if 

they are found weak or compromised. For example, 

after the Debian Linux predictable RNG fiasco in 

2008 (which produced weak keys), organizations that 

had automated key rotation and inventory were able 

to replace affected keys quickly. Key management 

agility also intersects with certificate management - 

being able to reissue or replace digital certificates 

quickly (perhaps moving to a new CA or a new 

signature algorithm in the certificate) is a part of 

crypto agility. 

• Infrastructure Agility: This refers to the 

adaptability of the systems and hardware that 

implement cryptography. It’s one thing for your 

software to support a new algorithm, but what if a 

hardware security module (HSM) or a smart card 

does not? Infrastructure agility means using 

hardware that can be upgraded or is extensible. For 

instance, some HSMs allow firmware updates to add 

support for new algorithms, or they support a generic 

interface that can work with externally defined 

algorithms. It also means planning for hardware 

replacement cycles in advance: if a critical piece of 

cryptographic hardware can’t be upgraded to, say, a 

post-quantum algorithm, an agile organization will 

have a plan (and budget) to replace that hardware in 

time. Hardware agility is an often-overlooked aspect 

- e.g., many Internets of Things (IoT) devices have 

cryptography built into their chips and cannot be 

updated, placing them at “agility level 0” (i.e., not 

agile at all) [18]. The more your infrastructure relies 

on fixed, unchangeable cryptographic 

implementations, the less agile you are. 

• Contextual and Policy Agility: This broader 

dimension goes beyond technology to how 

cryptography is managed organizationally. Crypto 

agility must be supported by policy agility - the 

ability to update cryptographic policies, standards, 

and configurations across the enterprise. An agile 

organization will have policies that define acceptable 

algorithms and key lengths and will update those 

policies as standards evolve (for example, raising the 

minimum RSA key length or disallowing outdated 

protocols). Role-based access control and 

governance processes need to be in place so that 

when a change is needed (like replacing a CA or 

switching a protocol), it can be executed quickly with 

the proper approvals and without bureaucratic 

delays. One concept proposed in research is “context 

agility,” meaning cryptographic controls that 

automatically adapt based on context (e.g., choosing 

algorithms based on system attributes or threat level) 

[19] - this is a futuristic notion that aligns with 

policy-driven agility. 

• Operational Agility: This refers to the human and 

process element, having the workforce and 

procedures prepared for rapid cryptographic change. 

A system might be technically capable of swapping 

algorithms, but if the operations team is not aware or 

not trained, changes can be slow or error-prone. 

Crypto agility implies that teams regularly practice 

updates (perhaps through drills or simulations), 

maintain runbooks for emergency crypto 

replacements, and include cryptographic components 

in their change management processes. It also means 

having an up-to-date cryptographic inventory - you 

can’t change what you don’t know you have. If an 

organization doesn’t know all the places an algorithm 

is used, it cannot confidently replace that algorithm 

on short notice. Thus, maintaining a thorough 

inventory of cryptographic assets (keys, certificates, 

algorithms in use, dependencies on third-party 

crypto, etc.) is foundational to agility [20]. 

 

Fig. 2: Six Dimensions of Cryptographic Agility 

In summary, a cryptographically agile organization treats 

cryptography as a dynamic, changeable component of its IT 

systems rather than a static fixture. Such an organization 

designs systems to be modular (so new cryptographic modules 

can plug in), uses standards and protocols that support multiple 

algorithms, keeps detailed knowledge of its cryptographic 

landscape, and has governance structures to rapidly approve 

and deploy changes. Crypto agility is not a binary property but 

a spectrum - one can be more agile or less agile. Frameworks 

now exist to measure crypto-agility maturity, which we will 

discuss later in this paper. The next section explores why 

achieving a high level of crypto agility has become an urgent 

mandate given the evolving threat landscape. 

6. THREAT LANDSCAPE DRIVING 

THE NEED FOR AGILITY 
Why must organizations invest in crypto agility now? Several 

converging threats and industry developments are dramatically 

shortening the lifespan of cryptographic algorithms and 

certificates. In the past, a company might use the same 

encryption scheme for decades without issue - that era is over. 

Today’s threat landscape is defined by rapid advances (like 

quantum computing) and shifting trust assumptions (like 

unexpected CA breaches or policy changes) that can invalidate 

your cryptography practically overnight. Below, we examine 

the key drivers making crypto agility a necessity: 
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Fig. 3: Threat Landscape Driving Crypto Agility 

6.1 The Quantum Computing Threat 
Quantum computing is often cited as the number one reason to 

pursue crypto agility, and for good reason. Quantum computers 

- if they reach sufficient scale and stability - will be capable of 

breaking most of today’s public-key cryptography. 

Specifically, Shor’s algorithm (discovered in 1994) shows that 

a quantum computer can factor large numbers and compute 

discrete logarithms exponentially faster than classical 

computers [21]. This means algorithms like RSA and the 

elliptic-curve cryptography (ECC) that underpin our secure 

websites, VPNs, and digital signatures could be completely 

defeated. While symmetric cryptography (AES, etc.) is less 

vulnerable (Grover’s algorithm gives a quadratic speedup, 

which can be countered by doubling key lengths), the impact 

on public-key algorithms is existential. 

How imminent is this threat? It’s difficult to predict the exact 

timeline for a quantum computer powerful enough (often called 

“cryptographically relevant quantum computer” or CRQC) to 

break RSA-2048 or similar. Estimates vary, but many experts 

suggest a time horizon on the order of a decade or less, meaning 

such capabilities could plausibly emerge by the 2030s. Even if 

the timeline is uncertain, the prudent approach is to prepare 

now, because the lead time for transitioning cryptography at 

scale is extremely long. The U.K. National Cyber Security 

Centre (NCSC) recently emphasized that quantum-safe 

migration is a “multi-year effort” and released guidance 

breaking the migration into phases stretching from now until 

2035 [22]. In NCSC’s roadmap, by 2028 organizations should 

have assessed systems and built migration plans, by 2031 

executed priority migrations, and by 2035 completed the 

transition to post-quantum cryptography (PQC) [23]. The U.S. 

government similarly has set 2035 as a target date for federal 

systems to be fully transitioned, according to National Security 

Memorandum 10 [24]. 

However, there’s an even more urgent angle: Harvest-Now, 

Decrypt-Later attacks. Adversaries do not need a quantum 

computer in hand today to jeopardize your data. They can 

intercept and store sensitive encrypted data now, with the 

expectation of decrypting it in the future when quantum 

capability is available. This tactic is especially concerning for 

data with long confidentiality needs (think medical records, 

trade secrets, state secrets). Indeed, intelligence agencies and 

cyber-criminal groups may already be stockpiling encrypted 

traffic. The UK NCSC warns that “the threat of ‘harvest-now, 

decrypt-later’ attacks is already here” [25]. Any organization 

dealing in data that must remain secret for a decade or more 

(e.g., financial transactions, personal data, government 

communications) has to assume that data could be 

compromised retroactively if not protected by quantum-

resistant methods shortly. 

The response to the quantum threat has been the rise of Post-

Quantum Cryptography (PQC) - new cryptographic 

algorithms believed to be resistant to quantum attacks (because 

they rely on mathematical problems not efficiently solvable by 

known quantum algorithms). After a multi-year global 

competition, NIST in 2022 announced the first batch of 

standard PQC algorithms. In 2024, NIST finalized standards 

FIPS 203, 204, and 205 - corresponding to CRYSTALS-Kyber 

(a lattice-based key encapsulation mechanism for 

encryption/key exchange), CRYSTALS-Dilithium (a lattice-

based digital signature), and SPHINCS+ (a stateless hash-based 

digital signature) [26]. Another signature scheme (FALCON) 

is expected to follow as an additional standard [27]. With these 

standards emerging, the global cryptographic community is at 

the start of perhaps its largest transition ever: migrating all 

public-key infrastructure to quantum-safe algorithms. 

This transition is technically challenging and will take many 

years, precisely because of the need for crypto agility. 

Organizations must be agile to even begin piloting the new 

algorithms - for example, implementing hybrid cryptographic 

solutions that combine classical and PQC algorithms. In TLS, 

this can mean performing two key exchanges (one ECDH and 

one Kyber) and using both results to derive keys (ensuring 

security even if one algorithm breaks). The good news is that 

protocol agility allows such hybrids; for instance, TLS 1.3 can 

be extended to support post-quantum key exchange without 

overhauling the entire protocol. NIST has stated that hybrid 

solutions (combining quantum-vulnerable and quantum-

resistant algorithms) are a useful interim strategy during 

migration, albeit with added complexity [28]. Ultimately, 

though, the goal is to fully replace the old algorithms with 

PQC-only implementations once confidence is established. 

In summary, the looming quantum computing era imposes a 

hard deadline by which all our cryptography must be updated. 

Crypto agility is the bridge to get there. Without it, an 

organization will find itself unable to respond in time, either 

scrambling at the last minute or suffering a security breach 

when quantum attacks materialize. Being agile means, you can 

start introducing PQC gradually (e.g., issuing PQC-based 

certificates in parallel with classic ones [29], or testing PQC 

algorithms on non-critical systems) and be ready to switch over 

completely when needed. The quantum threat makes crypto 

agility not just a best practice but a survival requirement for 

cybersecurity in the coming decade. 

6.2 CA Breaches and PKI Trust Incidents 
Even before quantum computers become a reality, the trust 

foundations of our cryptography can be suddenly shaken by 

events in the Public Key Infrastructure (PKI) ecosystem. 

Specifically, compromises or misbehaviour of Certificate 

Authorities (CAs) have repeatedly forced organizations into 

urgent cryptographic transitions. A web of trust underpins 

things like website certificates, software code signing, and 

secure email - if a major certificate authority is compromised 

or distrusted, every certificate they issued may need 

replacement on very short notice. This is a scenario where 

crypto agility (in the sense of quickly switching to new 

certificates or a new CA) is stress-tested. 

There have been several high-profile CA breaches or incidents 
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in the past decade: 

• In 2011, DigiNotar, a Dutch CA, was hacked and 

used to issue fraudulent certificates (including for 

domains like Google). The incident was catastrophic: 

browsers swiftly revoked trust in DigiNotar, 

effectively invalidating all certificates they had 

issued [30]. Organizations that had DigiNotar 

certificates (including government websites) had to 

replace them immediately or their sites would be 

untrusted. DigiNotar, a small company, went 

bankrupt within weeks of the disclosure [31]. This 

incident is often cited as a wake-up call that the trust 

model can fail - companies had to be agile if they 

relied on DigiNotar’s services, migrating to 

alternative CAs almost overnight. 

• In 2017, Google and Mozilla decided to distrust 

Symantec’s CA infrastructure (including its 

subsidiaries Thawte, GeoTrust, etc.) after 

discovering widespread issues in Symantec’s 

certificate issuance practices. Symantec’s certificates 

were ubiquitous (around 30% of the web at one 

point), so this decision had a massive impact [32]. 

Website owners were given a deadline (gradually via 

browser version timelines) to replace Symantec-

issued certs with new ones from different CAs. Those 

who failed to reissue would find that users’ browsers 

would start rejecting their sites. This case wasn’t a 

malicious breach but rather a policy and compliance 

failure - yet it had the same effect as a breach by 

necessitating rapid certificate transitions on a large 

scale. 

• Other incidents include StartCom/WoSign (CAs 

distrusted in 2016 for mis-

issuance), CNNIC (Chinese CA partially distrusted 

in 2015 after an intermediate cert 

issue), Comodo and DigiCert Malaysia (incidents 

in 2011), and most recently, Entrust in 2022–2023. 

In 2024, reports emerged of certain Entrust CA 

certificates being distrusted due to compliance issues 

with their audit/response process [33]. Each of these 

forced organizations to have a contingency for 

quickly switching to a backup CA or otherwise 

replacing large numbers of certificates. 

These examples highlight how fragile the PKI trust chain can 

be, and how agility is required to maintain secure operations 

when trust shifts. An agile organization should be prepared for 

“CA failover.” This means: have relationships with multiple 

CAs or the ability to quickly obtain certificates from an 

alternate source, automate the installation of new certificates, 

and possibly utilize mechanisms like cross-signatures to 

smooth transitions. The ability to rapidly switch certificate 

providers is explicitly cited as a “core requirement of crypto 

agility” [34]. If your entire environment relies on a single CA 

and that CA has an issue, you face an outage - unless you can 

pivot fast. 

In practice, when a CA compromise occurs, there may be only 

days or hours to respond before browsers or operating systems 

enforce a distrust. For example, when DigiNotar was 

compromised, an update to revoke trust was pushed out within 

a week in many cases. Organizations had to acquire and deploy 

replacement certificates within that narrow window. Those 

with manual processes or poor visibility were at high risk of 

missing something, and indeed, some websites and services did 

go down because they hadn’t replaced a now-untrusted 

certificate in time. 

Beyond outright compromises, there are also incident response 

exercises - for instance, a CA might discover a flaw and 

proactively reissue all customer certificates, or industry groups 

might mandate moving from one hash algorithm to another for 

signatures (as happened when transitioning from SHA-1 to 

SHA-256 in certificate signatures around 2016–2017). Each of 

these scenarios drives home the need for crypto agility in the 

context of PKI: the organization must track all its certificates, 

know which applications depend on them, and be able to swap 

them out (potentially changing issuing CA or cryptographic 

algorithms) in an organized, rapid fashion. 

To summarize, the trust we place in third-party authorities is a 

potential single point of failure. Crypto-agile organizations 

plan for CA disruptions just as they plan for system outages. 

This includes having certificate lifecycle management (CLM) 

tools that can pull an inventory of all certs and automate 

renewals and replacements. It means building redundancy in 

trust, such as being ready to use alternate trust chains. And it 

means testing those plans (e.g., simulating a sudden cert 

revocation) to see if the organization can handle it. Those that 

cannot may find themselves in the headlines during the next 

DigiNotar- or Symantec-style event. 

6.3 TLS Certificate Lifespan Changes and 

Ecosystem Shifts 
Not all drivers for crypto agility come from negative threats; 

some come from deliberate policy changes to improve security. 

One recent development is the move toward shorter TLS 

certificate lifetimes for public web certificates. To make the 

web PKI more secure and nimble, browser vendors (led by 

Google Chrome) have been systematically reducing the 

maximum validity period for SSL/TLS certificates. A few 

years ago, one could get a certificate valid for 3 years. That was 

reduced to 825 days (approximately 27 months), then to 398 

days (roughly 13 months) by 2020 as a de facto standard. Now, 

Google has proposed an industry move to 90-day 

certificates for TLS, meaning certificates would need to be 

renewed every 3 months [35]. 

This push for shorter-lived certs is directly tied to agility: 

shorter lifespans reduce the window of risk if a certificate or its 

keys are compromised, and they force organizations to 

automate certificate management (because manual processes at 

that frequency would be impractical). However, for companies 

not yet prepared, such a change is a significant operational 

challenge. Many enterprises still struggle with annual renewals 

- some inevitably miss renewal deadlines, causing outages 

when certificates expire. Moving to a quarterly renewal 

cadence without automation could quadruple the burden and 

almost guarantee failures. As Google noted in its proposal, 

automation is essential if 90-day certs become the norm [36]. 

Even before 90-day certs are mandated, the trend of shortening 

validity is clear. Some CAs (like Let’s Encrypt) already issue 

certificates with 90-day lifespans and have proven that 

automated renewal can work at large scale (Let’s Encrypt uses 

automation protocols so that millions of websites renew 

certificates every two months without human intervention). 

The industry at large is heading in that direction. Apple, for 

instance, already requires that any TLS certificates trusted by 

its devices be 398 days or less. We may soon see browsers or 

CA/Browser Forum rules enforce the 90-day limit. 

Thus, organizations must be agile in certificate management. 

Crypto agility in this context means the ability to frequently and 

reliably update crypto credentials (certificates and keys) in all 
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systems. If an organization has thousands of certificates (which 

is common in medium-to-large enterprises, when you count not 

just public website certs but internal services, API endpoints, 

etc.), doing this manually is unsustainable. A study by 

Keyfactor found that the average enterprise uses nine different 

PKI or CA solutions and has to manage hundreds of thousands 

of certificates, contributing to operational burden and frequent 

certificate-related outages [37]. Without agility, expired 

certificates can and do lead to incidents - even major tech 

companies have been hit by downtime because a forgotten 

certificate expired. 

Case in Point: Certificate Expiration Outages. In July 2023, 

an expired certificate in Microsoft’s cloud infrastructure caused 

a brief outage that affected Microsoft Teams, Outlook, and 

other Office 365 services [38]. Although Microsoft identified 

and fixed the issue within minutes, the ripple effect meant users 

experienced disruptions for hours. Similarly, in April 2021, an 

expired TLS certificate caused a global outage of Google Voice 

for several hours [39]. These incidents show that even industry 

leaders sometimes lack full visibility or automation around 

certificates. Such outages are essentially a lack of crypto agility 

- the inability to seamlessly replace a cryptographic credential 

in time. 

By embracing automation and agile practices, these incidents 

can be prevented. Auto-renewal systems, using protocols like 

ACME or integrated certificate management tools, can ensure 

certificates are renewed and deployed without human error. 

Agile organizations also monitor certificate expirations and 

have alerting in place, effectively treating certificates with the 

same diligence as software patching. The push to 90-day 

certificates is a forcing function for stragglers to adopt these 

practices. As one commentary noted, certificates expiring isn’t 

a bug in the system, it’s a feature - but failing to renew is the 

bug [40]. Agile operations treat that as a solvable engineering 

problem. 

Beyond certificate lifespan, other ecosystem shifts require 

crypto updates. For example, the deprecation of older TLS 

protocol versions (TLS 1.0 and 1.1) required enabling newer 

versions and cipher suites. Upcoming standards like TLS 1.3+ 

with post-quantum key exchanges will again require updates. 

Browser security teams might decide to deprecate certain 

algorithms (like they did with RC4 cipher or with SHA-1 in 

certificates) on relatively short notice once an issue is known. 

In 2020, the TLS working group deprecated the use of the RSA 

key exchange (in Favor of Diffie-Hellman-based exchanges) 

due to security concerns - a change that impacts configurations. 

All these require agility to implement quickly. 

In regulated industries, agility is also needed to comply 

with evolving crypto mandates. For instance, the 

U.S. Payment Card Industry Data Security Standard (PCI 

DSS) set deadlines to eliminate early TLS versions and weak 

cipher suites (requiring TLS 1.2+). The European 

Union’s Digital Operational Resilience Act (DORA) calls 

out the need to protect cryptographic keys and data (Art. 9.4), 

implicitly expecting firms to manage crypto agility as part of 

resilience. National encryption policies can change, too (some 

countries mandate specific algorithms or modules). An agile 

organization can respond to these changes in stride, whereas a 

static one will scramble. 

In summary, the threat landscape demands crypto agility on 

multiple fronts. Quantum computing is a ticking time bomb for 

current cryptography, CA breaches undermine the trust of PKI 

overnight, and industry policies around certificates and 

protocols are continuously raising the bar for security. In all 

cases, organizations face potentially disruptive cryptographic 

transitions, either planned or unplanned. Those transitions can 

either be painful and dangerous or smooth and resilient, 

depending on the preparation and agility of the organization. 

The remainder of this whitepaper will focus on how to assess 

where your organization stands in terms of crypto-agility and 

the strategies to enhance it, so that you can navigate this 

landscape confidently. 

7. FRAMEWORKS AND MATURITY 

MODELS FOR ACCESSING CRYPTO 

AGILITY 
Recognizing that cryptographic agility is multi-faceted and 

challenging to achieve, researchers and industry groups have 

begun developing frameworks and maturity models to assess 

an organization’s crypto-agility. These models provide 

structured criteria and levels of attainment, helping 

organizations identify gaps and prioritize improvements. In this 

section, we outline some of the prominent frameworks and how 

they can be applied. 

Crypto-Agility Maturity Model (CAMM) 

One comprehensive framework from academia is the Crypto-

Agility Maturity Model (CAMM), proposed by researchers at 

Hochschule Darmstadt in Germany. CAMM defines a staged 

maturity model for crypto agility with five levels, numbered 0 

through 4 [41]. Each level has specific requirements that must 

be met, building up an organization’s agility in steps. Table 1 

summarizes these maturity levels and their key characteristics 

[42]: 

In the CAMM model, each level builds on the previous, so to 

reach Level 3, you must have fulfilled the requirements of 

Level 1 and 2, and so on [43]. Level 0 is the “default” baseline 

(many organizations, unfortunately, have some pockets of level 

0, such as an IoT device they deployed that can’t be updated). 

The goal for critical systems should be Level 4 (Sophisticated), 

especially for vendors who produce cryptographic libraries or 

components intended for others to use [44]. CAMM provides a 

granular way to evaluate crypto agility. An organization can 

use it by surveying their systems and asking, for each system, 

what level are we at? Perhaps their public-facing web 

infrastructure is at Level 3 (practiced - they have done regular 

certificate rotations and even trailed a post-quantum cipher), 

but their industrial control systems are at Level 1 (possible - 

they are built on modern platforms but haven’t been tested for 

algorithm updates). This model then guides where to invest 

effort. The model’s creators also stress the need for systematic 

measurement, assessing crypto-agility like one would assess 

other IT capabilities [45]. 
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Table 1: Crypto-Agility Maturity Model (CAMM) Levels

Level Name Description 

0 Initial 
No crypto agility. Systems use fixed, often outdated cryptography with no ability to update without significant 

effort or replacement. Common in legacy or IoT systems. 

1 Possible 
Basic recognition of crypto agility needs. Systems are modern enough to support updates, but no formal processes 

or testing exist. Updates are ad hoc and reactive. 

2 Prepared 
Formal policies and inventory exist. Systems are designed for updatability, with some automation. Limited testing 

of crypto changes has occurred. 

3 Practiced 
Regular crypto updates are performed and tested. Automation and governance are robust. The organization has 

experience with crypto migrations (e.g., trailing PQC). 

4 Sophisticated 
Crypto agility is a core capability. Fully automated, highly responsive processes support seamless crypto changes 

across systems. Interoperability and vendor alignment are strong. 

 

 

Fig. 4: Crypto-Agility Maturity Model (CAMM)

8. CRYPTOGRAPHIC AGILITY 

MATURITY SURVEY 
Objective: This survey assesses your organization’s 

cryptographic agility maturity, focusing on inventory 

completeness, agility processes, post-quantum cryptography 

(PQC) readiness, and organizational preparedness. It aligns 

with the Crypto-Agility Maturity Model (CAMM) to map your 

organization to one of five maturity levels: Initial, Possible, 

Prepared, Practiced, or Sophisticated. Complete the 10 

questions (6 multiple-choice, 3 Likert-scale, 1 open-ended) in 

10–15 minutes to identify your maturity and receive actionable 

recommendations. 

Instructions: 

1. Answer all questions honestly based on your 

organization’s current state. 

2. For multiple-choice questions, select one option. For 

Likert-scale questions, rate from 1 (Strongly 

Disagree) to 5 (Strongly Agree). 

3. The open-ended question provides qualitative 

insights but is not scored. 

4. Sum your scores (Questions 1–9, max 90 points) and 

refer to the scoring table to determine your CAMM 

level. 

5. Use the recommendations to plan next steps. 
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Survey Questions: 

Inventory and Visibility 
1. How comprehensive is your organization’s 

inventory of cryptographic assets (e.g., keys, 

certificates, algorithms)? 

o a) No inventory exists (0 points) 

o b) Partial inventory, incomplete or 

outdated (2 points) 

o c) Comprehensive inventory, regularly 

updated (4 points) 

o d) Comprehensive, automated, and real-

time inventory (5 points) 

2. To what extent do you have visibility into the data 

protected by your cryptographic assets (e.g., 

classification, lifecycle)? 

o a) No visibility (0 points) 

o b) Limited visibility, high-value data only 

(2 points) 

o c) Moderate visibility, most data classified 

(4 points) 

o d) Full visibility, all data mapped (5 points) 

3. Our organization has identified all systems and 

applications reliant on vulnerable cryptographic 

algorithms (e.g., RSA, ECC). 

o 1: Strongly Disagree (1 point) 

o 2: Disagree (2 points) 

o 3: Neutral (3 points) 

o 4: Agree (4 points) 

o 5: Strongly Agree (5 points) 

 

Crypto-Agility Processes 
4. How mature are your organization’s processes for 

updating cryptographic algorithms or certificates 

(crypto-agility)? 

o a) No defined processes, fully manual (0 

points) 

o b) Basic processes, mostly manual (2 

points) 

o c) Defined processes, partially automated 

(4 points) 

o d) Mature, fully automated processes (5 

points) 

5. Our organization conducts regular exercises (e.g., 

crypto fire drills) to test cryptographic migration 

capabilities. 

o 1: Strongly Disagree (1 point) 

o 2: Disagree (2 points) 

o 3: Neutral (3 points) 

o 4: Agree (4 points) 

o 5: Strongly Agree (5 points) 

6. What is the primary barrier to improving your 

organization’s crypto-agility? (Open-ended, not 

scored) 

o Example responses: Legacy systems, lack 

of expertise, budget constraints, vendor 

dependencies. 

 

Post-Quantum Cryptography (PQC) 

Preparedness 
7. What stage is your organization at in preparing 

for post-quantum cryptography (PQC) to 

mitigate quantum computing threats? 

o a) Not considered or unaware (0 points) 

o b) Aware, on risk register but no action (2 

points) 

o c) Planning or testing PQC algorithms (4 

points) 

o d) Actively migrating to PQC (5 points) 

8. Our organization has assessed the compatibility of 

our IT infrastructure (e.g., servers, IoT devices) 

with PQC’s larger key sizes and computational 

requirements. 

o 1: Strongly Disagree (1 point) 

o 2: Disagree (2 points) 

o 3: Neutral (3 points) 

o 4: Agree (4 points) 

o 5: Strongly Agree (5 points) 

9. Does your organization have sensitive data 

requiring confidentiality for 10+ years (at risk 

from quantum-based “store-now, decrypt-later” 

attacks)? 

o a) No (0 points) 

o b) Unsure (2 points) 

o c) Yes, but no PQC protection yet (4 

points) 

o d) Yes, with PQC protection planned or 

implemented (5 points) 

 

Organizational Readiness 

10. Which team is responsible for coordinating your 

organization’s cryptographic agility and PQC 

migration efforts? 

o a) Not defined (0 points) 

o b) Individual business units, uncoordinated 

(2 points) 

o c) Corporate IT or cybersecurity team, 

partially coordinated (4 points) 

o d) Centralized cybersecurity team with 

enterprise-wide strategy (5 points) 

Scoring System 
1. Calculate Total Score: Sum points from Questions 

1–9 (max 90 points). Question 6 is qualitative and not 

scored. 

2. Determine CAMM Level: Use the table below to 

map your score to a maturity level. 

3. Review Recommendations: Implement the 

suggested actions to advance your maturity. 

How to Use This Survey 
• For CISOs: Complete the survey with your 

cybersecurity team to benchmark maturity and 

prioritize investments. 

• For Organizations: Distribute to IT and security 

leads to assess enterprise-wide readiness. 

• For Vendors: Use results to align PQC solutions 

with client needs. 

• Next Steps: Compare your CAMM level to the 

Crypto Agility Roadmap in the whitepaper below for 

tailored guidance and best practices that can be 

implemented. 
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Fig. 5: Cryptographic Agility Maturity Survey 
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Table 2: CAMM Maturity Levels and Recommendations 

Score Range CAMM Level Description Recommendations 

0–20 Initial No agility, manual processes, no inventory Build inventory, define governance, assess risks. 

21–40 Possible Basic inventory, manual updates, high risks Automate discovery, plan PQC pilots, train staff. 

41–60 Prepared Partial automation, inventory complete Deploy CLM tools, test hybrid TLS, align with DORA. 

61–80 Practiced Full automation, PQC pilots, compliant Scale PQC migration, upgrade IoT, refine KPIs. 

81–100 Sophisticated Dynamic agility, PQC-ready, zero-downtime Optimize processes, lead industry standards. 

 

Example: A 50 (Prepared) score indicates partial automation and inventory completeness. Recommendations include deploying CLM 

tools and testing hybrid TLS. 

 
Fig. 6: CAMM Maturity Journey – From Initial to Sophisticated 

Qualitative Insights: Review Question 6 responses to identify specific barriers (e.g., legacy systems) and tailor solutions (e.g., 

modernization budgets). 

 

 
Fig. 7: Crypto Agility Implementation Spectrum from Planning to Execution 
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9. OTHER FRAMEWORKS AND 

ELEMENTS FOR CRYPTO-AGILITY 
Level. Beyond maturity models, frameworks focus on specific 

aspects of implementation. The FS-ISAC whitepaper (2024) 

outlines “Nine Core Elements of a Successful Crypto Agility 

Transition” [49]. These elements serve as a checklist for 

planning a comprehensive agility program: 

1. Align – Align the crypto agility initiative with 

broader organizational goals and digital strategy. For 

example, tie it in with cloud migration or zero-trust 

architecture projects so it’s not in a silo. Leadership 

buy-in is essential. 

2. Assess – Assess the technological infrastructure. 

Take inventory of all cryptographic usage (protocols, 

libraries, devices) across the enterprise [50]. Identify 

what needs to be upgraded or can’t be upgraded (this 

links to the Level 0 concerns). 

3. Create – Create governance structures. Establish 

clear ownership for cryptographic assets (perhaps a 

crypto centre of excellence or a dedicated team), and 

define processes/policies for cryptography changes. 

4. Teach – Teach and train staff in crypto agility skills. 

Build internal expertise by educating developers and 

engineers on new algorithms, secure coding for 

crypto, and the organization’s policies [51]. Also, 

cultivate “crypto champions” in different teams. 

5. Collaborate – Collaborate with vendors and 

partners. Your crypto agility is only as strong as your 

weakest third-party dependency. Work with 

suppliers to ensure they have crypto-agile roadmaps, 

and include cryptography expectations in 

procurement (e.g., requiring support for PQC 

algorithms or offering APIs that allow algorithm 

selection). 

6. Evaluate – Evaluate and select algorithms and tools. 

Stay updated on emerging standards (NIST PQC, 

etc.) and evaluate which to adopt. Also, evaluate your 

cryptographic libraries - do they support agility (e.g., 

can you plug in a new algorithm easily)? This might 

involve choosing new libraries or tools that are 

designed for agility. 

7. Monitor – Monitor measures and metrics. Track 

things like how many certificates are nearing 

expiration, how long it takes to perform a crypto 

update, the number of legacy algorithms used 

remaining, etc. Monitoring ensures you catch issues 

(like an out-of-compliance algorithm use) early. 

Some organizations are now including crypto-related 

KPIs in their security dashboards (e.g., “% of 

systems that are quantum-ready”). 

8. Inform – Inform stakeholders. Keep internal 

stakeholders (and even external, such as customers in 

regulated environments) informed about 

cryptographic changes and the benefits. For example, 

a bank informing its customers that it’s upgrading to 

quantum-resistant encryption to protect their data can 

build trust. 

9. Communicate – Communicate with callers (this 

term in FS-ISAC meant customers/end-users). 

Essentially, ensure that the transition does not catch 

end-users by surprise. If there’s any user impact (for 

instance, an old app might not be able to connect after 

a certain change), communicate well in advance and 

provide support for them to update. In many cases, if 

done right, crypto changes should be invisible to end-

users (e.g., a customer shouldn’t notice if your 

website’s under-the-hood encryption algorithm 

changed, as long as their browser supports it). But 

communication is key for transparency. 

While these nine elements are geared towards planning a post-

quantum migration, they are generally applicable to any major 

cryptographic change. They underscore that crypto agility isn’t 

just a technical problem - it’s also about management, people, 

and process. Indeed, element #1 (Align) is about ensuring 

organizational buy-in, which is often the hardest part. Without 

executive support and budgeting, crypto upgrades might 

languish on the back burner until it’s too late. 

Another framework angle is what Gartner calls the Five 

Rs (originally used for cloud migration strategies - Rehost, 

Refactor, Revise, Rebuild, Replace). FS-ISAC recommends 

considering the “5 Rs” when dealing with systems that cannot 

easily support new cryptography [52]. For example, for a 

legacy system that can’t be upgraded to support PQC, your 

options might be: Rehost (move it to an environment where 

you can add a crypto layer around it), Refactor (change some 

components of it to allow agility), Rebuild (rewrite the system 

in a more agile way), or Replace (if it’s truly unsalvageable, 

plan to retire it). This kind of thinking is borrowed from 

application modernization but applies well to crypto - some 

legacy tech simply won’t become agile without a fundamental 

change, so you need a plan for it. 

The U.S. Department of Health & Human Services (HHS) 

Office (CMS) identified Three Key Elements of Crypto-

Agility in a 2024 guidance: (1) Use modern cryptography, (2) 

Maintain an accurate cryptographic inventory, (3) Engineer 

systems for rapid change [53]. This nicely encapsulates the 

priorities: 

• Modern crypto means don’t run on outdated, 

vulnerable algorithms - if you’re still using SHA-1 or 

3DES internally, that’s a problem. Adopting strong 

algorithms proactively (and phasing out old ones) 

reduces urgent pressures. 

• Inventory we’ve already emphasized - you can’t 

change what you don’t know exists. A full inventory 

includes not just a list of certificates, but knowledge 

of which applications use which crypto libraries, 

where hardcoded creds might be, etc. Tools are 

emerging that scan code and systems to identify 

cryptographic usage to aid this. 

• Engineer for change ties to design principles: use 

abstractions, configurable algorithms, externalize 

cryptographic parameters (so they can be updated via 

config, not code), and so on. 

Lastly, we should mention NIST guidance. NIST has published 

documents on cryptographic transitions (e.g., SP 800-131A, 

which provides guidelines on transitioning algorithms and key 

lengths). More recently, NIST released Interagency Report (IR) 

i8547 (late 2023), which outlines a roadmap for post-quantum 

cryptography transition [54]. In it, NIST suggests timelines 

similar to NSM-10 (deprecate <=112-bit security by 2030, fully 

transition by 2035) [55]. It emphasizes flexibility due to 

different sectors having different risk appetites [56]. NIST also 

encourages agencies to test PQC early and even consider 
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“cryptographic agility services” (like centralized services that 

applications can call to perform crypto operations - so if the 

service is updated, all apps benefit without code changes). We 

are likely to see more formal frameworks from standards bodies 

shortly, including possibly a NIST maturity model or 

guidelines specifically for implementing crypto agility as a 

capability. 

In summary, organizations seeking to assess and improve 

crypto agility have resources to draw on: the CAMM maturity 

model can diagnose current state and target state; industry-

specific blueprints (like FS-ISAC’s) can guide planning; and 

principles from government guidance (like inventory and 

engineered flexibility) provide a clear direction. After assessing 

via these frameworks, the next step is to tackle the technical 

and operational challenges that might be preventing progress, 

which we will discuss next. 

 

Fig. 8: Three Key Foundations of Crypto-Agility 

10. TECHNICAL AND OPERATIONAL 

CHALLENGES TO IMPLEMENTATION 
Achieving crypto agility is easier said than done. Many 

organizations understand the importance conceptually, but 

when they attempt to implement it, they encounter a range of 

technical hurdles, operational bottlenecks, and cultural 

obstacles. In this section, we discuss common challenges that 

can impede crypto agility, as identified in industry reports and 

real-world experience [57]. Recognizing these challenges is the 

first step to overcoming them. 

• Cryptography entrenched in the software 

lifecycle (or lack thereof): One fundamental issue is 

that cryptographic code is often deeply embedded in 

applications and not treated separately. In legacy or 

even some modern software, cryptographic 

algorithms may be hardcoded - for example, a 

program might specifically call an OpenSSL function 

for RSA with SHA-1, assuming it will always be 

available [58]. Key lengths and algorithm parameters 

might be scattered throughout the code as constants. 

This tight coupling means that changing the 

algorithm requires digging into the source code, 

modifying it, rebuilding, and retesting the entire 

application. If cryptography is not part of normal 

software update cycles (and often it isn’t, because 

people use a “if it ain’t broke, don’t fix it” mentality), 

then updates can be disruptive [59]. As one industry 

report noted, some applications would need to be 

entirely refactored and tested to change their crypto, 

which could take months [59]. This is the opposite of 

agility. The mitigation is to design software with 

crypto abstraction from the start, but for existing 

codebases, organizations may face a long and painful 

refactoring process. 

• Legacy systems and devices: Many organizations 

rely on older systems or devices that were not 

designed with agility in mind. For instance, industrial 

control systems, IoT devices, or even older enterprise 

applications might use outdated cryptographic 

libraries or hardwired algorithms that cannot be 

updated without replacing the entire system [60]. In 

some cases, hardware like old HSMs or smart cards 

only supports specific algorithms (e.g., RSA but not 

ECC or PQC). FS-ISAC cites “systems that cannot 

be easily updated” as a major barrier [60]. This is 

particularly acute in sectors like manufacturing or 

utilities, where equipment lifespans can be decades. 

Even in IT, legacy applications running on 

unsupported OS versions pose problems - nobody 

wants to touch a critical mainframe app that “just 

works” until it’s unavoidable. The challenge is that 

these systems anchor an organization at a low agility 

level (CAMM Level 0), dragging down the overall 

posture. Solutions often involve expensive 

replacements or interim workarounds (like wrapping 

the system in a modern encryption layer), but these 

take time and budget. 

• Poor visibility into cryptographic assets: Another 

pervasive issue is the lack of a comprehensive 

cryptographic inventory. Many organizations don’t 

have a full picture of where and how cryptography is 

used - certificates, keys, algorithms, libraries, etc. 

Without this visibility, you cannot execute a change 

confidently or quickly [61]. For example, if a new 

vulnerability is found in an algorithm, how do you 

know which of your systems use it? Are there hidden 

instances in some obscure application or third-party 

integration? FS-ISAC noted that “not knowing where 

crypto is deployed” is a common problem [61]. 

Building that inventory is non-trivial - it requires 

scanning networks, codebases, configurations, and 

talking to teams, and even then, third-party software 

or cloud services might hide their crypto details. The 

absence of inventory directly undermines agility, 

because you’re essentially flying blind. 

• Skills gaps and training needs: Cryptography is a 

specialized field, and most IT staff or developers are 

not experts in it. FS-ISAC points out that “developers 

lack specialized skills” and many organizations don’t 

have dedicated cryptographers [62]. This means 

when it’s time to implement a new algorithm or 

troubleshoot a crypto issue during a transition, teams 

might struggle. For example, understanding the 

nuances of post-quantum algorithms (which use 

different math, like lattices) requires specific 

knowledge that even seasoned security engineers 

might not have. Training staff takes time and 

resources, and there’s a global shortage of crypto 

talent. Additionally, because crypto updates are often 

seen as rare, teams may not prioritize learning about 

them until forced, by which point it’s a scramble. 

This skills gap slows down any agility effort and 

increases the risk of errors during migrations. 
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• Third-party dependencies and supply chain 

issues: No organization is an island - your crypto 

agility is constrained by your vendors, partners, and 

supply chain. If you rely on a third-party application, 

cloud service, or hardware that doesn’t support the 

latest algorithms, you’re stuck until they update (or 

you replace them) [63]. FS-ISAC’s report highlights 

that “third-party software may not support new 

crypto” and that vendor coordination is a major 

challenge [63]. For instance, if your VPN appliance 

doesn’t yet support a post-quantum algorithm, you 

can’t use it even if your servers are ready. Similarly, 

in B2B integrations, if your partner’s API insists on 

an old protocol, you might have to maintain 

compatibility with it, reducing your agility. Even 

open-source libraries can be a bottleneck - some are 

slow to add new algorithms due to community 

priorities. Mitigating this requires vendor 

management (e.g., contract clauses mandating crypto 

agility) and proactive engagement with suppliers, but 

that adds complexity and cost. 

• Lack of internal cryptographic standards and 

consistency: In many companies, different teams 

might use different libraries or have varying 

configurations for cryptography. One app might use 

the Bouncy Castle library, another uses OpenSSL, 

and another relies on the underlying OS crypto 

provider - all possibly configured differently. This 

“inconsistency makes transitioning to crypto agility 

more complex” [57]. If one team has to move to a 

new algorithm, they might do it differently than 

another, leading to fragmentation. Without internal 

standards (like “use this approved crypto module and 

these approved algorithms”), you end up with a zoo 

of cryptographic implementations, which is a 

nightmare to manage. A big part of governance (as 

highlighted in best practices) is establishing a 

cryptography policy: specifying which algorithms 

are allowed, which libraries should be used, and 

ideally providing a common toolkit or service that all 

teams consume. Organizations like cloud providers 

are quite good at this - e.g., AWS has a central 

cryptographic module (s2n library for TLS, AWS 

Crypto SDK for other uses) which is used across 

many services, making it easier to update centrally. 

The challenge for a diverse enterprise is wrangling 

all the different uses into some unified structure. 

Adopting a state-of-the-art cryptographic library 

enterprise-wide or using a platform’s built-in crypto 

(with regular updates) can mitigate the inconsistency. 

Also, creating a reference architecture for 

cryptography ensures new projects don’t introduce 

yet another approach. 

• Low overall business agility or resistance to 

change: Crypto agility can be hampered by an 

organization’s culture and processes. If the company 

in general struggles with agile change (perhaps it has 

long release cycles, heavy bureaucracy, or a culture 

of avoiding upgrades), then naturally, cryptographic 

changes will also be slow. FS-ISAC pointed out that 

firms not using agile principles have a “slower route 

to crypto agility” [57]. This is a more diffuse 

challenge - essentially, agility in cryptography may 

require broader digital agility. Getting buy-in for 

something that doesn’t have an immediate ROI (to a 

non-technical executive, updating an algorithm 

might seem low priority compared to delivering a 

new feature) is tough. So, instilling the importance of 

proactive security changes is part of the task. This 

may involve educating leadership on the risks, as 

well as streamlining change management processes 

for security updates (perhaps treating them similarly 

to urgent patch management, which many 

organizations expedite). Another cultural issue is risk 

aversion among developers and engineers - if they 

fear touching the crypto parts because it could break 

things or cause incompatibility, they may postpone 

needed changes [57]. This is understandable: 

updating a crypto library might cause an application 

to drop support for an older client, for example. But 

keeping weak crypto out of fear is worse. 

Overcoming this requires strong management signals 

that security updates are not optional, and providing 

the support (tools, testing environments) to 

implement them safely. Encouraging a “security-

first” mindset and rewarding teams for eliminating 

legacy crypto can help. 

• Manual processes, especially in key and certificate 

management: A very tangible operational challenge 

is the heavy reliance on manual processes for 

managing cryptographic assets. If issuing a new 

certificate requires multiple teams coordinating by 

email, filling out forms, manually configuring 

servers, etc., then agility is severely throttled. The 

FS-ISAC report highlights that “managing 

cryptographic keys manually is inefficient and 

introduces errors”, and that automation is a clear way 

to enhance security and efficiency [64]. Many 

organizations have dozens of intermediate steps to 

get a key or cert in place, often for historical or 

compliance reasons. However, during an agile 

response (like replacing all certificates in a few days 

due to a CA compromise), manual processes simply 

cannot scale. Automation tools - for certificate 

lifecycle (like ACME protocol, or commercial CLM 

solutions) and for key management (like centralized 

key management systems or HSMs with automation 

APIs) - are crucial. The challenge is convincing 

stakeholders to invest in these tools and to integrate 

them with existing workflows. It’s not just about 

installing a tool; processes might need re-

engineering. Some sectors have been slow to 

automate (due to trust or control concerns), but the 

cost of outages has started to outweigh those issues. 

For example, a study found enterprises experience an 

average of three certificate-related outages in a year, 

and each outage can cost significant downtime and 

reputation damage [65]. This has pushed more 

organizations to adopt automated certificate 

management, often via cloud or on-premise solutions 

that can handle large volumes of renewals 

unattended. 
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Fig. 9: Key Challenges to Cryptographic Agility 

In conclusion, implementing crypto agility faces a range of 

challenges: from code-level issues and legacy tech to human 

factors and process inertia. Each challenge has corresponding 

mitigation strategies-typically involving planning, investment, 

and cross-team collaboration. Organizations should perform a 

gap analysis to identify which of these challenges are most 

acute for them. For instance, some may find that technology-

wise they are fine (all modern systems), but organizationally 

they lack clear ownership (governance gap). Others might have 

strong policies but find that one critical vendor product is the 

weak link. By surfacing these issues early (ideally through the 

assessment frameworks from the previous section), an 

organization can tackle them systematically. The next section 

will build on this by outlining best practices—essentially, the 

solutions and approaches that have proven effective in 

overcoming these challenges and achieving crypto agility in 

practice. 

11. BEST PRACTICES FOR 

ACHIEVING CRYPTO-AGILITY 
Implementing crypto agility is a multi-disciplinary effort. It 

requires changes in technology, process, and mindset. Based on 

industry experience, standards guidance, and successful case 

studies, we can identify a set of best practices that significantly 

enhance an organization’s crypto agility. Adopting these 

practices will help address the challenges discussed earlier and 

ensure that when a cryptographic change is needed, it can be 

executed quickly, safely, and with minimal disruption. 
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Fig. 10: Best Practices for Cryptographic Agility 

11.1 Establish Strong Governance and 

Ownership 
Governance is the foundation of crypto agility. Without clear 

ownership and policies, cryptographic decisions can be ad hoc 

and inconsistent. Best governance practices include: 

• Define a Cryptography Policy: Develop an internal 

policy or standard that specifies approved algorithms 

(and their minimum strengths), protocols, and key 

management practices. For example, the policy 

might state that all new systems must use AES-

256/GCM for encryption, RSA-2048 or ECDSA P-

256 for signatures (until PQC is ready), that SHA-1 

is disallowed, etc. It should also mandate agility 

features - e.g., “systems should be designed to allow 

cryptographic module updates without major 

recoding.” This policy provides a clear target and 

simplifies decision-making when updates are needed 

[66]. 

• Create a Crypto Steering Committee or Team: 

Many organizations benefit from having a dedicated 

group focused on cryptography. This could be a 

committee with representatives from security, IT 

architecture, application teams, and risk 

management. Their role is to oversee the 

cryptography portfolio - tracking emerging threats, 

approving changes, and coordinating responses. 

Some organizations have a Chief Cryptographer or 

similar role who sets the direction. In the absence of 

that, the CISO’s office typically should convene such 

efforts. This body ensures someone is “at the helm” 

for crypto agility [66]. 

• Role-Based Access and Control: Manage who can 

make changes to cryptographic systems. For 

instance, use role-based access control (RBAC) for 

certificate management portals or HSMs, so that 

authorized personnel can act swiftly when needed, 

but accidental or malicious changes by others are 

prevented [29]. Self-service capabilities can be 

granted to application teams for routine tasks (like 

requesting a new certificate), within the bounds of 

policy. This combination of central oversight and 

delegated ability can speed up execution. 

• Incident Response Integration: Include 

cryptographic failure scenarios in your incident 

response plans. E.g., what if tomorrow an algorithm 

is broken - who decides what to do first? By planning 

that in governance (with playbooks for “algorithm 

compromise” or “CA compromise”), you won’t 

waste time figuring out roles and communications 

during the crisis. Essentially, governance extends to 

crypto crisis management protocols [66]. 

 

Fig. 11: Establish Strong Governance and Ownership  

A mature governance setup ensures that when a vulnerability 

or required change is identified, there is a clear path for 

approving and executing the update. It prevents situations 

where everyone is aware of a problem (say, a deprecated 

algorithm still in use) but no one takes ownership to fix it. 

11.2 Maintain a Comprehensive 

Cryptographic Inventory 
As repeatedly emphasized, you cannot be agile with what you 

don’t know you have. Therefore, a best practice that is often the 

first step in any crypto-agility program is to gain full visibility 

of all cryptographic assets and usage. This inventory should 

include: 

• Digital Certificates: An up-to-date list of all 

certificates in use (server certificates, client 

certificates, code signing certs, etc.), including 

details like issuer (CA), expiration date, algorithm 

(RSA/ECC and key size), and where they are 

deployed. This helps pre-empt expirations and 

identify any that use soon-to-be-disallowed 

algorithms (like an old SHA-1 cert) [67]. 

• Cryptographic Libraries and Modules: What 

libraries, frameworks, or hardware modules are used 

by your applications? E.g., OpenSSL 1.1.1 on web 

servers, Bouncy Castle in a Java app, a specific 

model of HSM in the data centre, etc. Knowing this 

allows targeted patching/upgrades when 

vulnerabilities appear (e.g., OpenSSL updates for a 

bug) [67]. 

• Algorithms and Key Lengths in Use: Identify the 

algorithms being used in different contexts. For 

instance, what encryption algorithms protect data at 

rest in databases? What algorithms are accepted on 

your public-facing TLS endpoints? Are there any 

usages of RSA-1024 or 3DES, or other legacy 
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choices? Many organizations have been surprised to 

find, for example, an old service still requiring 

TLS_RSA_WITH_3DES_EDE_CBC (a very legacy 

cipher) for compatibility. Documenting these allows 

you to plan the elimination of weak spots [67]. 

• Key Stores and Key Management Systems: 

Inventory where and how keys are stored. This 

includes hardware (HSMs, smart cards, TPMs in 

endpoints) and software key stores (key vaults, 

keystores in applications). Knowing this helps ensure 

those stores are modern and can handle new key 

types when needed. It also ensures you know who has 

access to keys, critical for control [67]. 

• Dependencies and Integrations: Note which third-

party services or protocols are integrated. For 

example, if you connect to a partner’s API, what 

cryptographic protocols does that entail (maybe you 

use an encrypted VPN or a specific TLS setup)? If 

you use a cloud service, what crypto does it allow or 

not allow? Third-party risk questionnaires can aid in 

collecting some of this [67]. 

 

Fig. 12: Maintain a Comprehensive Cryptographic 

Inventory 

Modern tooling can assist in building this inventory. There are 

discovery tools that scan networks for certificates and 

cryptographic protocols (for example, finding all TLS 

endpoints and checking their supported cipher suites). Code 

analysis tools can search code repositories for usage of 

particular algorithms or libraries (like searching for “SHA1” or 

looking at Java Security provider configurations). Even without 

specialized tools, a concerted effort by the IT and security team 

can gather a significant amount of data, often starting with 

known inventories (asset management, CMDB entries, etc.) 

and enriching them with crypto details via scanning. 

The payoff of a robust inventory is huge: when a change is 

needed, you have a clear list of targets. For example, if 

tomorrow a weakness is announced in RSA-2048, you can 

query your inventory: which systems use RSA-2048 

certificates or keys? Then those become your focus for 

switching to RSA-3072 or a post-quantum algorithm. Without 

inventory, it’s guesswork, and inevitably, things get missed. 

11.3 Embrace Automation – Especially for 

Certificate and Key Lifecycle 
Automation is the linchpin of operational crypto agility. Many 

of the horror stories of outages and frantic updates trace back 

to manual processes. By automating repetitive and error-prone 

tasks, you both reduce risk and gain speed. Key areas to 

automate: 

• Certificate Lifecycle Management (CLM): 

Automate the request, issuance, renewal, and 

deployment of certificates. This is often done with 

CLM platforms or services. They can integrate with 

your CAs (public and private) to automatically 

request new certs, and then push those certs to the 

appropriate endpoints (web servers, load balancers, 

containers, etc.). For example, if you have a web 

server farm, an automation tool could generate a key 

pair, submit a CSR to the CA, get the cert, and install 

it on all servers, without human intervention. 

Importantly, automation means certificates can be 

renewed far in advance of expiration with no lapses. 

This directly prevents outages due to expiry. In one 

case study, a large enterprise managing ~5,000 

certificates calculated that manual renewal processes 

consumed 300–500 person-months of effort and still 

risked human error outages [29]. That kind of 

enormous effort can be nearly eliminated with 

automation, freeing up teams and improving 

reliability [68]. 

• Key Management and Rotation: Use automated 

workflows or key management systems that can 

rotate keys on schedule or on demand. For instance, 

have your database encryption keys set to auto-rotate 

every 90 days (some cloud KMS services offer this 

feature). Or use orchestration scripts to periodically 

generate new SSH host keys or application API keys 

as needed and distribute them. Automated rotation 

ensures that if a key compromise happens, the 

potential window of exposure is limited. It also 

means that when an algorithm upgrade happens, you 

can script key generation with the new algorithm in 

one go [68]. 

• Configuration Deployment: When cryptographic 

settings need to be changed (like disabling an old 

cipher suite or enabling a new protocol version), 

having an automation framework (such as 

infrastructure-as-code with tools like Ansible, Chef, 

or Terraform) can roll out those changes consistently. 

For example, updating all web server configs to 

remove TLS 1.0 can be done via a script that iterates 

through hosts, rather than manually editing dozens of 

files. This reduces errors (like someone forgetting 

one server) [68]. 

One emerging practice is leveraging the ACME (Automated 

Certificate Management Environment) protocol (used by 

Let’s Encrypt) within enterprises. ACME can automate 

certificate issuance for internal services just as it does for public 

websites. Several commercial and open-source solutions 

support ACME or similar APIs for internal PKI, making self-

service and automation easier. 

The bottom line is that automation turns a potentially frantic, 

all-hands fire drill (like replacing a thousand certificates in a 

weekend) into a routine, perhaps even unnoticed operation. A 

telling metric: some forward-looking companies have aimed to 

get to a point where expirations never cause outages and crypto 

changes are done with zero downtime. Automation is how you 

get there.  
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Fig. 13: Embrace Automation in Certification Lifecycle 

Management 

It’s worth noting that as certificate validity periods shrink (90-

day or less), manual processes simply won’t scale, so 

automation isn’t just a nice-to-have; it will be a requirement or 

compliance shortly [35]. 

11.4 Design for Agility: Abstraction and 

Modularity 
Agile cryptography should be baked into system design from 

the outset. Several design best practices contribute to this: 

• Abstraction Layers: Use abstraction for 

cryptographic operations. For example, instead of 

calling a specific algorithm implementation directly 

in code, call a wrapper or interface. This could be a 

custom interface like Encrypt (data, key, 

algorithm) where algorithm is a parameter or 

configured value, or using polymorphism (as .NET 

and Java do, where you request an instance of a 

general HashAlgorithm and pass in “SHA-256” as a 

string). This way, to change algorithms, you ideally 

do not change business logic code - you change a 

configuration or switch out a module. Bryan 

Sullivan’s Black Hat paper from 2010 illustrated this 

with a UML diagram of NET’s crypto classes, 

where HashAlgorithm is the base and specific 

classes 

like SHA1CryptoServiceProvider and SHA512Man

aged derive from it [69]. The factory 

method HashAlgorithm.Create(name) can 

instantiate whichever algorithm is requested [69]. 

This kind of design in your software provides similar 

flexibility. It’s a proven approach: even 20+ years 

after .NET launched, that model is what allows .NET 

apps to seamlessly start using SHA-256 over SHA-1 

by just changing a config value or .NET version. 

• Configurability: All cryptographic parameters 

(algorithm choices, key lengths, etc.) should be 

configurable outside of code. Whether via config 

files, environment variables, or policy definitions, 

this allows changes without code deployment. For 

instance, if tomorrow you needed to require 4096-bit 

DH parameters for TLS, an agile system could have 

that in a config that gets pushed, rather than needing 

to recompile the application. Ensure that your 

software reads such settings at startup (or even better, 

dynamically) so that changes can propagate quickly 

[69]. 

• Modular Cryptographic Services: Consider using 

modular services such as a Cryptographic Service 

Gateway or a central crypto service. Some 

organizations route all cryptographic operations 

through a service (could be an internal API or a 

hardware appliance) that can be centrally updated. 

For example, instead of each app handling its 

encryption, they call a microservice that 

encrypts/decrypts data. If algorithms need to change, 

you update the microservice, and all apps benefit 

immediately [69]. This might not suit all scenarios 

(latency and throughput considerations apply), but 

for many internal workflows, it’s viable. It’s 

analogous to how cloud KMS services work for 

cloud apps - you don’t implement crypto, you call the 

KMS. 

• Support Multiple Algorithms in Transition: 

Design systems to support more than one algorithm 

at a time, when possible, to enable smooth 

migrations. For instance, a security protocol might 

accept both old and new algorithms for a period. An 

application that verifies digital signatures could be 

built to handle either RSA or ECDSA signatures, 

making it easier to swap out one for the other. This 

concurrent support avoids big bang cutovers. One 

example is in certificate validation: many certificate 

authorities started signing with SHA-256 certificates 

but continued to cross-sign with SHA-1 for older 

clients until those were phased out. Applications that 

were built to handle either hash algorithm in 

signatures didn’t break during the transition. Flexible 

parsing and supporting of data structures (like 

certificates or protocol messages) that contain 

different algorithm identifiers is a very useful agility 

feature [69]. 

• Comprehensive Testing Harness: Ensure you have 

a robust automated testing environment specifically 

for cryptographic changes. This means having test 

cases that can be easily re-run when you swap 

algorithms to validate that everything still works (and 

is secure). For example, have test vectors (known 

input-output pairs) for encryption and hashing to 

verify new implementations match expected results. 

Also include performance and load testing, because a 

new algorithm might be slower - you want to detect 

if performance falls below acceptable levels. An 

agile organization often will test new cryptographic 

solutions in a controlled environment early on [69]. 

Doing so allows for measuring any impacts and 

discovering issues before production. For instance, if 

you plan to move to a lattice-based post-quantum 

algorithm for TLS, you’d introduce it in a test 

environment and run extensive interoperability and 

performance tests. A controlled pilot or shadow 

deployment (running new crypto in parallel to old) 

can be very informative. 
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Fig. 14: Agile Cryptographic Design Process 

By designing for agility upfront, future changes become 

configuration tweaks or isolated module updates, rather than 

all-hands retrofit projects. It’s akin to how good software 

design for maintainability pays off when adding features; here, 

good crypto design pays off when making security upgrades. 

As a forward-looking approach, some architects 

advocate crypto-agility by design as a principle, meaning any 

new system design document must address how it will 

accommodate cryptographic changes. 

11.5 Implement Hybrid and Layered 

Cryptography for Transitions 
During periods of transition, such as moving from classical to 

post-quantum algorithms, it can be risky to trust a brand-new 

algorithm outright or to drop a widely trusted one 

abruptly. Hybrid cryptography is a best practice to mitigate 

that risk. Hybrid means using two algorithms concurrently so 

that even if one breaks, the other still secures the system [70]. 

Key applications of this approach: 

• Hybrid Key Exchange: In network protocols (TLS, 

IPsec), perform two key exchange processes - one 

with a traditional algorithm (like ECDH) and one 

with a PQC algorithm (like Kyber). Combine the two 

secrets (usually by concatenating or XOR-ing them) 

to derive the session key. Both sides of 

communication do this. The session is then secure 

unless both algorithms are broken. This approach is 

being standardized; for example, IETF has drafts for 

hybrid key exchange in TLS 1.3. Early adopters like 

Cloudflare and Google have already experimented 

with such hybrids in real-world traffic. This allows 

testing PQC algorithms in the field while retaining 

the safety net of classical crypto [70]. 

• Dual Signatures: When issuing certificates or code 

signatures, some organizations are beginning to use 

dual signatures - one by a classical algorithm 

(RSA/ECDSA) and one by a PQC algorithm 

(Dilithium, etc.). The certificate or binary carries 

both signatures. Receivers that understand PQC can 

verify both; those that don’t can at least verify the 

classical one. This ensures that if either signature 

type is eventually found weak, the other still vouches 

for the integrity. The concept of composite 

certificates (containing multiple public keys and 

signatures) is being explored for X.509 to facilitate 

this [70]. 

• Layered Encryption: Another form of hybrid is 

encrypting data multiple times with independent 

algorithms/keys. For example, you might encrypt a 

file with AES-256 and then encrypt the result with a 

PQC encryption algorithm. This ensures that both 

algorithms would need to be broken to access the 

data. This is less common due to performance 

overhead, but can be used for highly sensitive data 

with long-term confidentiality needs [70]. 

 

Fig. 15: Implement Hybrid and Layered Cryptography 

Hybrid approaches are particularly valuable during the post-

quantum transition, where PQC algorithms are still gaining 

real-world validation. They allow organizations to start 

adopting new crypto without betting the farm on it. NIST 

explicitly recommends hybrid solutions as a pragmatic way to 

manage risk during migration [28]. However, hybrids come 

with trade-offs - larger data sizes (e.g., bigger certificates or 

key exchange messages) and increased computational cost. An 

agile organization will design systems to handle these 

overheads (e.g., ensuring protocols can accommodate larger 

payloads) and test hybrid implementations early to understand 

their impact. 

11.6 Collaborate with Vendors and 

Industry 
Crypto agility doesn’t happen in isolation - your ability to be 

agile depends on your ecosystem. Best practices include 

proactive collaboration: 

• Vendor Engagement: Work with your hardware, 

software, and service vendors to ensure they support 

crypto agility. This might mean asking for roadmaps 

(e.g., “When will your HSM support NIST’s PQC 

algorithms?”) or requiring agility in RFPs (e.g., “All 

products must support algorithm negotiation and be 

upgradable to new crypto standards”). FS-ISAC 

emphasizes that collaboration with vendors is 

critical, as third-party limitations can bottleneck your 

agility [71]. For example, if your firewall vendor 

doesn’t yet support a new TLS cipher suite, you’re 

constrained until they do. Build relationships and 

influence vendor priorities where possible. 

• Industry Participation: Join industry groups like 

FS-ISAC, the Cloud Security Alliance, or standards 

bodies (IETF, NIST workshops) to stay informed and 

contribute to crypto agility efforts. These groups 

often provide early warnings about emerging threats 

(like new cryptanalytic attacks) and share best 

practices. For instance, FS-ISAC’s PQC working 

group has been instrumental in shaping financial 
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sector strategies [71]. Participation also ensures 

you’re aligned with standards, reducing 

interoperability issues down the line. 

• Supply Chain Risk Management: Include crypto 

agility in your third-party risk assessments. When 

onboarding a vendor, ask about their crypto practices 

- do they use modern algorithms? Can they update 

crypto quickly if needed? Some organizations now 

include specific crypto-related questions in vendor 

questionnaires (e.g., “Do you have a plan for post-

quantum migration?”). This ensures your supply 

chain doesn’t become a weak link [71]. 

 

Fig. 16: Cryptographic Agility Collaboration Process 

Collaboration extends to customers and partners, too. If you’re 

a B2B company, coordinate with partners to ensure 

cryptographic transitions (like moving to a new protocol 

version) don’t break integrations. Clear communication and 

joint planning can prevent disruptions. 

11.7 Modernize Legacy Systems 

Strategically 
Legacy systems are often the biggest barrier to crypto agility. 

While replacing them entirely is ideal, that’s not always 

feasible in the short term. Best practices for handling legacy 

include: 

• Apply the 5 Rs: As FS-ISAC suggests, use the “5 

Rs” framework (Rehost, Refactor, Revise, Rebuild, 

Replace) to address legacy systems [72]. For 

example, Rehost might mean moving an old app to a 

container with a modern crypto layer (like a reverse 

proxy doing TLS 1.3). Refactor could involve 

updating just the crypto parts of an app to use a newer 

library. Replace means planning to retire the system 

entirely. Assess each legacy system to decide which 

R applies, balancing cost and risk [72]. 

• Use Wrappers and Gateways: For systems that 

can’t be updated, add an external layer that handles 

modern crypto. For instance, a legacy app using 

outdated SSL can be put behind a load balancer that 

terminates TLS with modern ciphers. This buys time 

but isn’t a long-term fix - ensure there’s a plan to 

eventually replace the system [72]. 

• Prioritize Critical Systems: Not all legacy systems 

are equal. Focus on those handling sensitive data or 

critical functions first. For example, a core banking 

system with RSA-1024 needs urgent attention over 

an internal tool with minimal exposure. Use your 

cryptographic inventory to guide prioritization [72]. 

 

Fig. 17: Modernizing Legacy Systems Strategically 

Modernization is a balancing act - you want to minimize risk 

now while planning for a future where all systems are agile. 

Budgeting for legacy replacement as part of your crypto agility 

program is critical, as is getting executive buy-in to treat it as a 

security imperative, not just a nice-to-have. 

11.8 Train and Educate Staff 
The human element can’t be overlooked - crypto agility 

requires a workforce that understands what’s at stake and how 

to execute. Best practices include: 

• Crypto Training Programs: Offer training on 

modern cryptography, crypto agility principles, and 

emerging standards (like PQC). This doesn’t mean 

turning every developer into a cryptographer, but 

ensuring they know enough to implement crypto 

correctly and understand why agility matters. For 

example, teach developers how to use abstraction 

layers or why hardcoding SHA-256 is a bad idea 

[73]. 

• Simulations and Drills: Run exercises simulating a 

crypto emergency, like an algorithm being broken or 

a CA compromise. This tests your processes and 

trains teams to act under pressure. FS-ISAC 

recommends periodic “crypto fire drills” to build 

muscle memory [73]. 

• Cultivate Champions: Identify and empower 

“crypto champions” in different teams - people who 

take an interest in cryptography and can advocate for 

agility practices locally. They can help bridge the gap 

between security teams and app developers, ensuring 

policies are followed [73]. 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.20, June 2025 

28 

 

Fig. 18: Implement Cryptographic Agility Training 

Training should be ongoing, not a one-time event. As new 

algorithms and threats emerge, keep staff updated. Consider 

certifications or external courses for key personnel to deepen 

expertise. 

11.9 Monitor and Measure Progress 
Crypto agility is not a one-time project but an ongoing 

capability that requires continuous oversight to maintain and 

improve. Monitoring and measuring progress ensure that an 

organization remains prepared for cryptographic changes and 

can identify areas needing attention. Best practices for 

monitoring include: 

• Define Crypto-Specific KPIs: Establish key 

performance indicators (KPIs) to track crypto agility. 

Examples include: 

o Percentage of systems using deprecated 

algorithms (e.g., SHA-1, RSA-1024). 

o Average time to rotate a certificate or key 

across the enterprise. 

o Number of systems certified as post-

quantum cryptography (PQC)-ready. 

o Frequency of certificate-related outages or 

incidents. These metrics provide visibility 

into the organization’s cryptographic 

posture and highlight gaps. For instance, if 

20% of systems still use SHA-1, that’s a 

clear priority for remediation. Dashboards 

integrating these KPIs can be part of 

broader security monitoring [74]. 

• Conduct Regular Audits: Perform periodic audits 

of cryptographic assets to ensure compliance with 

internal policies and industry standards. Use 

automated tools to scan for outdated algorithms, 

expiring certificates, or misconfigured protocols 

(e.g., TLS endpoints allowing weak ciphers). Audits 

should also verify the accuracy of the cryptographic 

inventory, catching any drift (e.g., a team deploying 

an unapproved library). Regular audits reduce the 

risk of surprises, like discovering a critical system 

using a vulnerable algorithm during an incident [74]. 

• Monitor Cryptographic Threats: Stay informed 

about advances in cryptanalysis, new vulnerabilities, 

and emerging standards. Subscribe to updates from 

NIST, follow academic conferences (e.g., CRYPTO, 

Eurocrypt), or leverage threat intelligence feeds that 

include crypto-related risks. For example, if a new 

attack on an algorithm is published, the organization 

should immediately assess its exposure using the 

cryptographic inventory. Proactive monitoring 

allows for early planning rather than reactive 

scrambling [74]. 

• Establish Feedback Loops: After any cryptographic 

change (e.g., certificate rotation, algorithm 

migration), conduct a post-mortem to review what 

went well and what didn’t. Document lessons learned 

and update processes accordingly. For instance, if a 

migration was delayed due to an undocumented 

dependency, improve the inventory process to 

prevent recurrence. Feedback loops drive continuous 

improvement, ensuring each change makes the 

organization more agile for the next [74]. 

 

Fig. 19: Monitoring and Measuring Cryptographic Agility 

Effective monitoring creates accountability and builds 

confidence - internally, for leadership and teams, and 

externally, for auditors, regulators, or partners. It also ensures 

that crypto agility remains a living practice, adapting to new 

threats and requirements over time. 

12. SECTOR-SPECIFIC 

IMPLEMENTATION INSIGHTS: 

FINANCIAL SERVICES 
Financial services organizations - banks, insurers, payment 

processors, and fintech - face unique pressures that make crypto 

agility a critical capability. The sector’s stringent security, 

compliance, and operational continuity requirements amplify 

the need for agile cryptographic practices. Key drivers include: 

• Long-Term Data Confidentiality: Financial 

institutions handle sensitive data (e.g., transaction 

records, customer financial information) that must 

remain confidential for decades. The quantum 

computing threat, particularly harvest-now, decrypt-

later attacks, is a significant concern. Adversaries 

could collect encrypted data today and decrypt it later 

with quantum computers, compromising long-term 

confidentiality. The U.K.’s National Cyber Security 

Centre (NCSC) notes that regulated sectors like 

banking are likely to “lead the way in quantum-safe 

adoption” due to this risk [25]. Crypto agility enables 

financial firms to adopt post-quantum cryptography 

(PQC) early, protecting data against future threats. 

• Regulatory Compliance: The financial sector 

operates under strict regulations, such as the Payment 

Card Industry Data Security Standard (PCI DSS), the 

EU’s General Data Protection Regulation (GDPR), 

and the Digital Operational Resilience Act (DORA). 
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These frameworks mandate strong cryptography and 

key management. For example, PCI DSS requires 

phasing out weak protocols (e.g., TLS 1.0) and using 

approved algorithms [75]. DORA’s Article 9.4 

emphasizes protecting cryptographic keys to ensure 

operational resilience [76]. Crypto agility allows 

firms to swiftly adapt to new mandates, such as 

adopting shorter certificate lifespans or updated 

algorithms, avoiding compliance violations and 

penalties. 

• High-Value Transactions: Financial institutions 

process high-stakes transactions daily, often in real-

time. A cryptographic failure, such as an expired 

certificate causing an outage or a compromised key 

enabling fraud, can result in immediate financial 

losses and reputational damage. Crypto agility 

mitigates these risks through automated certificate 

renewals, rapid key rotation, and the ability to switch 

algorithms if vulnerabilities are discovered. 

 

Fig. 20: Cryptographic Agility for Financial Services 

• Complex Ecosystems: The financial sector relies on 

intricate networks of partners, vendors, and third-

party services (e.g., payment gateways, 

clearinghouses, fintech APIs). These integrations 

often involve cryptographic protocols, and a lack of 

agility in one part of the ecosystem can create 

vulnerabilities or disruptions. For example, if a 

partner’s API uses an outdated cipher, the bank may 

need to maintain compatibility, weakening its 

posture. Crypto agility ensures financial firms can 

negotiate modern protocols and influence partners to 

align with best practices. 

Implementation Strategies for Financial Services: 

 

Fig. 21: Strategies for Financial Crypto Agility 

• Leverage FS-ISAC Guidance: The Financial 

Services Information Sharing and Analysis Centre 

(FS-ISAC) provides sector-specific crypto agility 

resources, including its 2024 whitepaper on post-

quantum transitions [49]. To build a comprehensive 

agility program, financial firms should align with FS-

ISAC’s nine core elements (Align, Assess, Create, 

Teach, Collaborate, Evaluate, Monitor, Inform, 

Communicate). For example, collaborating with 

vendors ensures that payment terminals or ATMs 

support PQC algorithms. 

• Automate Certificate Management: Given the 

volume of certificates (e.g., for online banking, 

ATMs, internal APIs), automation is critical. 

Financial firms should deploy certificate lifecycle 

management (CLM) tools to automate issuance, 

renewal, and deployment. This is especially 

important as certificate lifespans shrink to 90 days, a 

trend driven by Google and the CA/Browser Forum 

[35]. Automation prevents outages, as seen in cases 

like Microsoft’s 2023 certificate expiration incident 

[38]. 

• Pilot PQC Early: Financial institutions should 

participate in PQC pilots, such as testing NIST’s 

standardized algorithms (CRYSTALS-Kyber, 

CRYSTALS-Dilithium, SPHINCS+) in non-critical 

systems. For example, a bank might trial hybrid TLS 

key exchanges (combining ECDH and Kyber) on 

internal APIs. Early adoption builds expertise and 

ensures readiness for full migration by 2035, per 

NIST and NSM-10 timelines [24, 54]. 

• Strengthen Governance: Establish a crypto steering 

committee with representatives from security, 

compliance, and business units. This group should 

oversee the cryptographic inventory, enforce policies 

(e.g., banning SHA-1), and coordinate with 

regulators. Governance is critical for aligning crypto 

agility with regulatory expectations and business 

goals. 

• Address Legacy Systems: Many financial firms rely 

on legacy systems (e.g., mainframes for core 

banking) that lack agility. Apply the “5 Rs” 

framework (Rehost, Refactor, Revise, Rebuild, 
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Replace) to modernize these systems strategically 

[72]. For instance, rehosting a legacy app behind a 

modern TLS proxy can provide interim agility while 

planning for replacement. 

By prioritizing crypto agility, financial services organizations 

can protect sensitive data, ensure compliance, and maintain 

operational resilience in a rapidly evolving threat landscape. 

The sector’s leadership in adopting quantum-safe practices can 

set a standard for others to follow. 

13. CASE STUDIES: LESSONS FROM 

SUCCESSES AND FAILURES 
Real-world examples illustrate the consequences of poor crypto 

agility and the benefits of proactive preparation. Below are 

three case studies highlighting both failures and successes: 

 

Fig. 22: Real World Examples in Crypto Agility and 

Security 

• DigiNotar CA Compromise (2011) – Failure: 

DigiNotar, a Dutch certificate authority, was hacked 

in 2011, allowing attackers to issue fraudulent 

certificates for domains like Google. Browsers 

quickly revoked trust in DigiNotar, invalidating all 

its certificates [30]. Organizations using DigiNotar 

certificates (e.g., Dutch government websites) faced 

immediate outages unless they could replace 

certificates rapidly. Many struggled due to manual 

processes and a lack of visibility into certificate 

usage, leading to downtime and public 

embarrassment. DigiNotar went bankrupt within 

weeks [31]. Lesson: Without crypto agility (e.g., 

automated certificate replacement, relationships with 

alternate CAs), a CA compromise can be 

catastrophic. Organizations must prepare for sudden 

trust shifts in PKI. 

• Microsoft Certificate Expiration Outage (2023) – 

Failure: In July 2023, an expired TLS certificate in 

Microsoft’s cloud infrastructure caused a brief 

outage affecting Teams, Outlook, and other Office 

365 services [38]. Although resolved quickly, the 

incident disrupted millions of users, highlighting the 

risks of manual certificate management. Microsoft’s 

scale (thousands of certificates) underscores the need 

for automation to track and renew certificates 

proactively. Lesson: Even tech giants can falter 

without robust crypto agility. Automated CLM tools 

and comprehensive inventories are essential to 

prevent expiration-related outages. 

• Estonia’s ID Card Vulnerability Response (2017) 

– Success: In 2017, Estonia discovered a 

vulnerability in the cryptographic chips used in its 

national ID cards, affecting 760,000 cards. The flaw 

allowed potential key recovery, threatening the 

security of digital signatures and authentication [77]. 

Estonia’s response was swift: within weeks, the 

government remotely updated vulnerable 

certificates, issued patches, and communicated 

transparently with citizens. The country’s advanced 

digital infrastructure, centralized PKI, and automated 

certificate management enabled this rapid response, 

minimizing disruption [78]. Lesson: Strong 

governance, automation, and a comprehensive 

inventory enable agile responses to cryptographic 

vulnerabilities, preserving trust and continuity. 

These cases highlight the stakes: poor agility leads to outages, 

financial losses, and reputational damage, while strong agility 

enables resilience. Organizations should study such examples 

to justify investments in crypto agility and to design robust 

response plans. 

14. FUTURE OUTLOOK: EMERGING 

STANDARDS AND ROADMAPS 
The cryptographic landscape is evolving rapidly, driven by 

quantum computing, new standards, and ecosystem shifts. 

Organizations must stay ahead of these changes to maintain 

agility. Key trends and roadmaps include: 

• NIST Post-Quantum Cryptography Standards: In 

2024, NIST finalized its first PQC standards: FIPS 

203 (CRYSTALS-Kyber for key encapsulation), 

FIPS 204 (CRYSTALS-Dilithium for signatures), 

and FIPS 205 (SPHINCS+ for signatures), with 

FALCON expected soon [26, 27]. These standards 

mark the beginning of a global transition to quantum-

resistant cryptography. NIST recommends starting 

pilots now, using hybrid approaches (e.g., combining 

Kyber with ECDH in TLS) to gain experience. Full 

migration is targeted for 2035, per NSM-10 [24]. 

Organizations should integrate these algorithms into 

their roadmaps, testing them in controlled 

environments and updating protocols to support 

larger key sizes and signatures. 

• Hybrid Cryptography Protocols: Hybrid 

cryptography (using classical and PQC algorithms 

together) is gaining traction as a transitional strategy. 

The IETF is developing standards for hybrid key 

exchange in TLS 1.3, and early adopters like 

Cloudflare have tested these in production [70]. 

Hybrid approaches reduce risk during the PQC 

transition, as they remain secure unless both 

algorithms are broken. Organizations should design 

systems to accommodate hybrid protocols, ensuring 

flexibility for future updates. 

• Shorter Certificate Lifespans: The move to 90-day 

TLS certificate lifespans, proposed by Google and 

supported by the CA/Browser Forum, will likely 

become standard within the next few years [35]. This 

requires full automation of certificate management, 
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as manual processes cannot scale to quarterly 

renewals. Organizations should adopt ACME-based 

tools or commercial CLM solutions to prepare for 

this shift. 

• Automated Cryptographic Services: Emerging 

concepts like “cryptographic agility services” 

(centralized APIs for crypto operations) are being 

explored by NIST and industry [54]. These services 

allow applications to offload crypto to a single, 

updatable platform, simplifying migrations. For 

example, an app could call a crypto service for 

encryption, and the service could switch from AES 

to a PQC algorithm transparently. Organizations 

should evaluate such architectures for scalability and 

agility. 

• Quantum-Safe Roadmaps: The U.K. NCSC and 

U.S. NSM-10 provide phased roadmaps for 

quantum-safe migration: assessment and planning by 

2028, priority migrations by 2031, and full transition 

by 2035 [22, 24]. Organizations should align with 

these timelines, prioritizing critical systems (e.g., 

those handling long-term sensitive data) for early 

PQC adoption. Regular updates to cryptographic 

policies will ensure alignment with evolving 

standards. 

 

Fig. 23: Post Quantum Cryptographic Transition from 

2025 to 2035 

The future demands a mindset of continuous adaptation. Crypto 

agility is not just about responding to today’s threats but 

building systems and processes that can evolve with 

tomorrow’s challenges. By investing in flexible architectures, 

automation, and proactive planning, organizations can stay 

ahead of the curve. 

15. STRATEGIC RECOMMENDATIONS 

AND CONCLUSION 
The Crypto agility is a strategic imperative for cybersecurity 

resilience. The convergence of quantum computing, CA 

vulnerabilities, and ecosystem shifts like shorter certificate 

lifespans makes agility non-negotiable. Based on the analysis 

in this whitepaper, we offer the following recommendations for 

cybersecurity leaders: 

 

Fig. 24: Enhancing Cybersecurity Resilience 

1. Treat Crypto Agility as a Core Capability: Embed 

crypto agility into your security strategy and digital 

transformation initiatives. Secure executive buy-in 

by highlighting the risks of inaction (outages, 

breaches, compliance failures) and the benefits of 

resilience. Allocate budget and resources for a multi-

year agility program, treating it as critical as software 

updates or vulnerability management. 

2. Assess and Improve Maturity: Use frameworks 

like the Crypto-Agility Maturity Model (CAMM) to 

benchmark your organization’s agility [41]. Conduct 

a gap analysis to identify weaknesses (e.g., legacy 

systems, manual processes) and prioritize 

improvements. Aim for Level 3 (Practiced) or higher, 

with robust automation and governance. 

3. Build a Comprehensive Inventory: Invest in tools 

and processes to maintain a real-time cryptographic 

inventory. This is the foundation for agility, enabling 

rapid identification of assets needing updates. Use 

network scanners, code analysis tools, and asset 

management integrations to ensure completeness. 

4. Automate Everything Possible: Deploy automated 

solutions for certificate lifecycle management, key 

rotation, and configuration updates. Automation is 

critical for scaling to 90-day certificate lifespans and 

responding to urgent threats. Leverage ACME, CLM 

platforms, and infrastructure-as-code to eliminate 

manual errors. 

5. Design for Flexibility: Adopt architectural 

principles like abstraction, modularity, and 

configurability in software and systems. Ensure new 

projects support multiple algorithms and can 

accommodate larger key sizes for PQC. Retire or 

wrap legacy systems that cannot be made agile. 

6. Pilot PQC Now: Begin testing NIST’s PQC 

algorithms in non-critical systems, using hybrid 

approaches to gain experience. Participate in industry 
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pilots (e.g., via FS-ISAC or IETF) to stay aligned 

with standards. Early adoption reduces the risk of a 

rushed transition as 2035 approaches. 

7. Strengthen Ecosystem Collaboration: Engage 

vendors, partners, and industry groups to ensure 

alignment on crypto agility. Include agility 

requirements in procurement contracts and third-

party risk assessments. Collaborate with peers to 

share best practices and influence standards. 

8. Invest in People: Train staff on crypto agility 

principles and emerging standards. Conduct regular 

drills to test response capabilities. Cultivate crypto 

champions across teams to drive adoption and 

awareness. 

9. Monitor and Adapt: Establish KPIs, conduct audits, 

and monitor cryptographic threats to maintain agility. 

Use feedback from migrations to refine processes. 

Stay informed about standards like NIST’s PQC and 

TLS evolution to anticipate changes. 

Conclusion: Crypto agility is not a luxury but a necessity in 

today’s dynamic threat landscape. Quantum computing, CA 

breaches, and policy changes are shortening the lifespan of 

cryptographic tools, demanding systems that can adapt swiftly 

and securely. By treating crypto agility as a cultural mindset 

and operational priority, organizations can future-proof their 

security, ensuring resilience against both known and unknown 

threats. The case studies of DigiNotar’s collapse and Estonia’s 

success underscore the stakes: Agility can mean the difference 

between disruption and continuity. As NIST’s PQC standards 

roll out and quantum risks loom, now is the time to act. Invest 

in governance, automation, and flexible architectures today to 

build a cryptographic foundation that will serve your 

organization for decades to come. 
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