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ABSTRACT 

Along with the rapid development of digital technology, the use 

of social media has also increased, including the risk of 

cybercrime such as cyberbullying. Social media applications in 

Indonesia, such as TikTok, are one of the most widely used and 

vulnerable to being used for such deviant behavior. This study 

aims to investigate cyberbullying cases in the group chat 

feature in the TikTok application. The object discussed is the 

TikTok application running on Android devices. This research 

uses the method of the National Institute of Justice (NIJ) with 

five main stages: preparation, collection, examination, analysis, 

and reporting. The tools used in the digital investigation 

process are Oxygen Forensic Detective and Belkasoft Evidence 

Center X. The results show that Oxygen Forensic Detective has 

a data extraction accuracy rate of 96%, while Belkasoft 

Evidence Center X has an accuracy rate of 78% and shows 

different results in detecting image data and deleted data. Based 

on the analysis results, both tools are able to extract information 

in the form of application data, user names, messages, contacts, 

and deleted messages. This research contributes to the 

development of digital forensic handling strategies in dealing 

with cyberbullying cases on social media platforms. 
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1. INTRODUCTION 
The rapid development of digital technology has given birth to 

various new social media platforms with innovative features 

and systems to facilitate users in obtaining and disseminating 

information quickly. Social media is a website that allows 

individuals to create personal pages and communicate with 

friends to share information. Some of the biggest social media 

platforms today include Facebook, X, Instagram, TikTok, 

WhatsApp, and Line[1][2].  

Social media has a very significant impact on daily life, 

especially in broadening horizons and knowledge through the 

rapid distribution of educational content. In addition, social 

media is also a space for discussion through online 

communities and expanding friendship networks.[3]. However, 

despite these benefits, social media also has negative impacts 

that cannot be ignored. Excessive use of technology can cause 

sleep disorders, form individualistic and less empathetic 

personalities, and encourage immoral actions. In fact, social 

media is often used by irresponsible parties to commit criminal 

acts such as fraud, extortion, rape, and cyberbullying[4]. As 

technology advances, the number of social media users in 

Indonesia also continues to increase. In early 2023, there were 

167 million active social media users in Indonesia, or around 

60.4% of the total population of 276.4 million. The highest 

percentage of active users is on WhatsApp (92.1%), followed 

by Instagram (86.5%), Facebook (83.8%), TikTok (70.8%), 

and Telegram (64.3%)[5]. The increasing number of social 

media apps has facilitated the creation of numerous major 

cybercrimes [6]. 

Of the various platforms, TikTok is one that deserves special 

attention because it shows very rapid user growth in Indonesia, 

with the number of users reaching 112.9 million and an increase 

of 2.8% compared to the previous year.[7]. TikTok is a short 

video-based platform that allows users to express their 

creativity through features such as filters, visual effects, and lip 

sync. Users can also send messages, make purchases, join 

group chats, and leave comments on viewed videos. However, 

these features also open up space for negative behavior, 

especially cyberbullying. TikTok's features can cause serious 

problems when used by children or teenagers who do not fully 

understand the dangers of social networking[8]. As the 

majority of its users are interested in text, photo and video 

content, TikTok has become a breeding ground for the spread 

of hoaxes and cyberbullying practices [9].  

Cyberbullying is a form of intimidation carried out by utilizing 

digital technology[10][11]. Based on research, around 74% of 

cyberbullying cases in Indonesia occur through social media, 

with various forms such as flaming, harassment, denigration, 

impersonation, trickery, outing, and cyberstalking[12][13]. 

These actions have serious psychological, psychosocial, 

academic, and physical impacts on victims, such as mood 

disorders, depression, fatigue, loss of appetite, and decreased 

enthusiasm for activities [14][15].  

With the increase in cyberbullying cases in Indonesia, a digital 

forensic investigation process is needed to uncover the 

perpetrators and obtain relevant evidence. Some methods that 

can be used include methods from the National Institute of 

Standards and Technology, National Institute of Justice, and 

Association of Chief Police Officers (ACPO). Digital forensic 

tools that can be used include Belkasoft Evidence Center, 

Magnet AXIOM, UFED Physical Analyzer, Autopsy, Oxygen 

Forensic, and MOBILedit Forensic[16]. Previous research by 

Pangestika Rona Leonsa in 2023 has proven the successful use 

of the ACPO method in digital forensic analysis of TikTok 

applications related to cyberbullying using tools such as 

MOBILedit Forensic Express, DB Browser for SQLite, and 

Magnet AXIOM. The results of the study successfully 

identified conclusive digital evidence in the form of bullying 

key words and user accounts that most often uttered them.[17]. 

These findings demonstrate the importance of using forensic 

tools in solving cyberbullying cases and serve as a basis for the 

exploration of other tools such as Oxygen Forensic and 
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Belkasoft Evidence Center with the National Institute of Justice 

method. 

2. LITERATURE STUDY 

2.1 Digital Forensics 
Digital forensics is a science that studies the process of 

searching, analyzing, and reporting data from digital devices to 

support legal proceedings[18]. This process includes the stages 

of data collection, examination, analysis, and reporting. One of 

its branches is Mobile Device Forensic, which is forensics that 

focuses on digital evidence from mobile devices[19].  
 

2.2 Digital Evidence 
Digital evidence is information in digital form such as text, 

images, video, sound, or social media data that can be used as 

legal evidence[20][21]. Important principles in handling digital 

evidence include maintaining data authenticity, investigator 

competence, documentation of the investigation process, and 

full responsibility for legal procedures. In addition, there are 

five main characteristics of digital evidence, namely 

admissible, authentic, complete, reliable, and believable, which 

must be met so that the evidence can be accepted in the legal 

process legally and effectively[22][23]. 
 

2.3 Cyberbullying 
Cyberbullying is an act of intimidation, harassment or bullying 

perpetrated digitally through social media or other online 

platforms[10][24]. It can be done individually or in groups, and 

has serious emotional and psychological impacts on the victim. 

Forms include flaming, harassment, denigration, 

impersonation, trickery, and cyberstalking[14][15]. 
 

2.4 Belkasoft Evidence Center X 
Belkasoft Evidence Center X is a digital forensic investigation 

software that supports data analysis from computers, mobile 

devices, and the cloud. The main advantages of this tool include 

remote data acquisition capabilities through Belkasoft R, 

analysis of more than 1,500 popular apps such as WhatsApp, 

Telegram, and TikTok, easy-to-use data visualization, and 

cloud forensics features to access services such as iCloud and 

WhatsApp Web[25]. 

 

2.5 Oxygen Forensic Detective 
Oxygen Forensics Detective s a digital forensics software 

capable of extracting, decoding and analyzing data from  

various mobile devices. It supports more than 40,000 app 

versions, offers integrated analysis tools such as OCR and data 

mapping, and supports breaking iOS and Android backup 

encryption. Extracted data can be exported to formats such as 

PDF, XLS, and XML[26]. 

 

2.6 National Institute of Justice  
The National Institute of Justice (NIJ) digital investigation 

method includes five main stages, namely preparation, 

collection, examination, analysis, and reporting [27]. The 

preparation stage involves sorting out data that is worthy of 

being used as evidence. Collection is the collection of data from 

digital media without changing its authenticity. Examination is 

done to ensure the validity of the data. Analysis involves 

thorough data processing using legitimate techniques. Finally, 

reporting is the preparation of an investigation report that 

includes the tools and methods used in the investigation 

process.  

 

3. RESEARCH METHOD 
This research uses the method of the National Institute of 

Justice (NIJ) to conduct the investigation process, which 

consists of five stages, namely: preparation, collection, 

examination, analysis, and reporting. These stages are shown 

in Figure 1. 

 
Figure 1: Stages of the NIJ Method 

Figure 1 shows the stages in the National Institute of Justice 

(NIJ) method. The preparation stage includes organizing and 

identifying digital evidence, including documentation, 

labeling, and selecting forensic tools such as laptops, Oxygen 

Forensic, and Belkasoft Evidence Center. The collection stage 

focuses on the acquisition and careful archiving of digital 

evidence and metadata to preserve the authenticity and integrity 

of the data using tools such as Belkasoft and Oxygen. The 

examination stage involves forensic and manual inspection of 

the acquired files to ensure originality using forensic software. 

The analysis stage includes validation and interpretation of 

findings, such as linking artifacts from TikTok group 

conversations with cyberbullying case scenarios, as well as 

comparing data between victim and alleged perpetrator 

accounts. Finally, the reporting stage compiles a systematic and 

objective report of findings, which contains behavior patterns, 

digital footprints, and conclusions that support the investigation 

process of cyberbullying cases. 

 

4. RESULT AND DISCUSSION 
This research analyzes cyberbullying cases that occur through 

the TikTok application using a three-stage approach: pre-

incident, incident, and post-incident. This approach refers to 

the stages of investigation in the National Institute of Justice 

(NIJ) method. Each stage was visually simulated to illustrate 

the complete process of cyberbullying. The first simulation, the 

pre-incident, can be seen in Figure 2. 

 

Figure 2 : Pre-incident of Cyberbullying Case 

Figure 2 shows the initial scenario where User 2 created a group 

chat on the TikTok app with the aim of building friendships and 

sharing information between users, including the Perpetrator, 

Victim, and User 3. In the group, they actively discussed 

various topics related to TikTok, such as trends, tips, and 

creative ideas. The communication that occurs in this group is 

the starting point for interactions that then develop in a negative 

direction. 

The second stage of the case simulation is the incident, as 

shown in Figure 3. 
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Figure 3 : Incident of Cyberbullying Case 

Figure 3 illustrates the incident when the perpetrator began 

sending negative words to the victim through the TikTok group 

chat. Remarks such as “Ugly”, “Stupid”, and the like began to 

be thrown repeatedly. These messages were read by the victim 

and had a psychological impact in the form of feeling left out, 

sad, and uncomfortable. To eliminate traces, the perpetrator 

then deletes the bullying messages that have been sent. 

The final stage of the simulation is post-incident, as described 

in Figure 4. 

 

Figure 4 : Post Incident of Cyberbullying Case 

In the post-event stage, the victim reports the bullying incident 

to the authorities, such as the police or related institutions. This 

report is followed up by investigators by conducting an 

investigation process, including the collection of digital 

evidence such as messages, screenshots, and videos. 

Furthermore, digital forensic analysis is carried out to reveal 

hidden or deleted data by the perpetrator. The results of this 

process will be used as evidence in the applicable legal process. 

This simulation scenario was designed to reflect realistic 

cyberbullying interactions commonly found on social media 

platforms. Although this study focuses on TikTok, the 

methodology is applicable to other platforms such as 

WhatsApp, Discord, or Telegram. Future works can explore 

multi-platform evaluation or real-world case validation to 

generalize the effectiveness of these forensic tools. 

 

4.1 Preparation 
The preparation stage is carried out as the first step in the digital 

investigation process. At this stage, systematic collection and 

documentation of digital evidence is carried out to maintain 

data integrity during the investigation process. Evidence 

documentation can be seen in Figure 5. 

 
 

Figure 5: Smartphone Digital Evidence 

Figure 5 shows documentation of digital evidence that was 

successfully secured in the alleged cyberbullying case. The 

evidence is in the form of a Xiaomi Redmi A1 smartphone. 

After being confiscated, the device was documented, labeled, 

and recorded its complete specifications. 

This documentation process includes device identification such 

as brand, IMEI number, operating system, and operating 

system version. Complete information about the evidence can 

be seen in Table 1. 

Table 1 : Smartphone Evidence Specifications 

 

No.  Type Description 

1. Brand Xiaomi 

2. Series Redmi A1 

3. IMEI 869724062286229 

4. Operating System Android 

5. Operating System 

Version 

12 

Furthermore, various supporting tools and devices were 

prepared to support the investigation process as shown in Table 

2. 

Table 2 : Tools Used 

 

No. Tools Description 

1. Laptop Laptop Asus TUF Dash F15 

12th Gen Intel(R) Core(TM) 

i5-12450H 2.00 GHz 

2. USB Cable - 

3. Belkasoft 

Evidence Center 

X 

Analyzing and extracting 

digital artifacts 

4. Oxygen Forensic 

Detective 

Collects, extracts and 

analyzes data 

5. Magisk Rooting 

6. Tapin Recovery 

Instraller 

Instraller Flashing prerooted 

files and boot patches for the 

rooting process 
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Table 2 shows the tools used in the investigation process. The 

hardware used is a Laptop and USB Cable. While the software 

used consists of Belkasoft Evidence Center X, Oxygen used 

consists of Belkasoft Evidence Center X, Oxygen Forensic 

Detective, Magisk, and Tapin Recovery Installer. 

 

4.2 Collection 
The collection stage is a critical first step in the digital forensic 

investigation process. Its main goal is to obtain data from 

devices suspected of containing digital evidence. This process 

must be conducted carefully and systematically to ensure the 

authenticity and integrity of the data so it remains admissible in 

legal proceedings. Once the device is properly prepared, data 

collection is carried out using Oxygen Forensic Detective. The 

Android device is connected to the forensic laptop, the Oxygen 

software is launched, a new case is created, and the Extract 

Device Data option is selected. Figure 8 shows the device 

successfully connected to the software for extraction. 

 

 
 

Figure 8: Device Connected to Oxygen Forensic Detective 

 

The extraction method used is Full System Extraction, as this 

method allows full access to the entire contents of the internal 

memory, including hidden or deleted data. This method was 

chosen specifically to extract deleted TikTok conversations, 

which cannot be obtained through normal logical methods. 

Figure 9 shows the display when the extraction method is 

selected on the device. 

 

 
 

Figure 9 : Selected Method for Smartphone 

 

Once the device is recognized and the extraction method is 

determined, the system verifies the connection and root 

privileges. The extraction process is then performed on the 

logical file system and data from the Android keystore, as 

shown in Figure 10, which shows the extraction process in 

progress. The collected data is then sized and hashed to verify 

integrity. 

 

 
 

Figure 10: Extraction Process 

 

The results of the extraction are displayed in the Extraction 

Results menu, as shown in Figure 11. In this case, a total of 7.7 

GB of data was successfully extracted in 4 minutes 54 seconds 

with a status of Success, indicating that the extraction process 

ran thoroughly without problems. 

 

 
 

Figure 11: Extraction Process Results 

 

Once the process is complete, the extracted data can be 

analyzed through Oxygen Forensic Detective's main interface. 

In it, investigators can view information that has been 

structured by categories such as messages, contacts, media 

files, and system artifacts. Figure 12 shows a view of the data 

extraction results, including graphs of user interactions, activity 

history, and applications that have been installed on the device. 

 

 
 

Figure 12: Data Extraction Results 

 

4.3 Examination 
The Examination stage aims to analyze the data that has been 

collected, specifically the database file named 

7499094093168329736_im from the TikTok application 

directory (com.ss.android.ugc.trill). This file was analyzed to 

reveal the communication history, including deleted messages. 

 

4.3.1 Examination with Belkasoft Evidence Center 

X 
The database files were analyzed using Belkasoft Evidence 

Center X, which is able to visually display the contents of the 

database and automatically identify digital artifacts such as 
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messages, images, videos, contacts, documents, as well as 

encrypted files. 

 

 
 

Figure 13: Belkasoft Evidence Center X Data Analysis 

Process Results 

 

Figure 13 shows the analysis results of 2947 successfully 

recognized artifacts, consisting of 2465 images, 46 videos, 285 

conversations, 43 contacts, 58 documents, and 27 encrypted 

files. All artifacts are classified by type and displayed in a 

structured interface, making the search process easier. 

 

 
 

Figure 14: Detailed View of Conversation Artifacts from 

TikTok 

 

Figure 14 shows details of the successfully extracted 

conversation artifacts, including information on the time, 

sender, recipient, message direction, delivery status, and other 

metadata such as message deletion status. This view resembles 

the original application interface, but includes technical data 

useful for forensic analysis and documentation. 

 

4.3.2 Examination with Oxygen Forensic SQLite 

Viewer 
The examination continued using Oxygen Forensic SQLite 

Viewer which allows technical analysis of SQLite databases 

through the SQL Editor view. 

 

 
 

Figure 15: Oxygen Forensic SQLite Viewer Data Analysis 

Results 

 

Figure 15 shows the main table named msg, which contains 

message entries along with timestamp, sender, content in JSON 

format, and other metadata. In addition, there are 

msg_metadata, participant, and msg_segment tables that 

support the relational structure of the data. 

 

 
 

Figure 16: Deleted content 

 

Figure 16 shows one of the image files that was previously 

deleted by the user, but can still be recovered because it is 

stored in the application cache. This file was analyzed using 

Oxygen Forensic Detective's Facial Recognition feature, which 

automatically identified the face in the image and associated it 

with the source file. This strengthened the evidence that the 

image had been stored in the TikTok app on the examined 

device. 

 

4.4 Analysis 
The analysis stage aims to review the acquisition results to find 

relevant digital evidence. In this research, analysis was 

conducted using Belkasoft Evidence Center X and Oxygen 

Forensic SQLite Viewer to browse TikTok artifacts from the 

extracted database files. 

 

4.4.1 Analysis using Belkasoft Evidence Center X 
The analysis was performed directly on the SQLite files of the 

TikTok directory to thoroughly evaluate the contents of the 

database. 

 

 
 

Figure 17: Digital Evidence of the Message 

 

The analysis in Figure 17 shows a message containing the 

sentence: "udah jelek, hitam, cungkring, miskin lagi", which 

explicitly reflects physical, racial, and economic insults toward 

another individual. Based on the metadata in the application's 

right panel, this message was sent by a user with the nickname 

"ningning" to another user on May 3, 2025, at 16:30:56 local 

time. The status of the message is "Delivered" but marked as 

deleted ("Is deleted: Yes"), indicating that it was successfully 

sent but later removed from the device. However, the message 

was still successfully extracted and can serve as digital 

evidence. 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.17, June 2025 

65 

 

This emphasizes the effectiveness of digital forensic tools in 

uncovering harmful communications, even after users attempt 

to delete them. 

 
 

Figure 18 : Perpetrator's TikTok as Digital Evidence 

 

Figure 18 shows the TikTok account information of the 

perpetrator with the username "feby dwi" and full user ID, 

which was successfully identified even though the 

communication trail was deleted. 

 

 
 

Figure 19 : Digital Evidence of Deleted Images or Media 

 

Figure 19 shows a deleted message that allegedly contained 

media. Although the content is illegible, metadata such as 

sender and time are still available, providing evidence of 

communication activity. 

 

4.4.2 Analysis using Oxygen Forensic SQLite 

Viewer 
The analysis was performed directly on the SQLite files from 

the TikTok directory to thoroughly evaluate the contents of the 

database. 

 

 

Figure 20: Database from Oxygen Forensic Detective 

Figure 20 shows the database file 

7499094093168329736_im.db, which contains the message 

history of the user "feby dwi".  

 

Figure 21: Digital Evidence of Conversations Stored in the 

Database 

Figure 21 displays the contents of the msg table in JSON 

format, containing the user's conversations, including messages 

that have been deleted. 

 

Figure 22 : Deleted Digital Evidence 

Figure 22 shows a message that does not appear in the 

application interface but is still read in the database, indicating 

an incomplete deletion attempt. 

 

Figure 23 : Digital Evidence of Deleted Images 

Figure 23 shows the group photo deletion data based on AI 

entries, although it is not explicitly marked as deleted. 

 

Figure 24 : Digital Evidence of Face Identification Image 

via Faces Feature 

Figure 24 displays the results of face identification from 

TikTok cache files using the Faces feature, with faces detected 

as 100% similar and originating from the app's cache directory. 
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The cyberbullying analysis process was carried out by filtering 

the data export results from Oxygen Forensic SQLite Viewer 

based on the sender and content columns.  

The comparative analysis between Oxygen Forensic Detective 

and Belkasoft Evidence Center X highlights the differences in 

data recovery performance. Oxygen was able to extract more 

deleted messages and images due to its full file system access, 

while Belkasoft offered a clearer visual representation of 

conversation structures. These distinctions are crucial when 

choosing the most effective forensic tool, depending on the 

type and complexity of the case. 

 

4.5 Reporting 
This section presents the findings of the alleged cyberbullying 

case on the Android-based TikTok application analyzed using 

two digital forensic software, namely Oxygen Forensic 

Detective and Belkasoft Evidence Center X. The main devices 

used as evidence in this process are: 

 

• Device Name : Xiaomi Redmi A1 

• IMEI  : 869724062286229 

• Operating System : Android 12 

During the investigation process, various digital evidence was 

obtained from the device, including user account information, 

conversation contents, contact list, deleted messages, and 

images. All extraction results are summarized in Table 3, which 

shows the effectiveness of each tool in identifying digital data 

relevant to the case. 

Table 3: Forensic Tool Performance Presentation 

No. Digital 

Evidence 

Oxygen 

Forensic 

Detective 

Belkasoft 

Evidence 

Center X 

Original 

Digital 

Evidence 

1. Account 

Information 

1 1 1 

2. Message 54 52 56 

3. Contacts 3 3 3 

4. Deleted 

Messages 

15 6 16 

5. Images 3 - 3 

Amount 76 62 79 

 

Table 3 presents the extracted forensic data related to a 

cyberbullying case on the TikTok application, using two 

forensic tools: Oxygen Forensic Detective and Belkasoft 

Evidence Center X. The table outlines the types of digital 

evidence recovered by each tool, including application 

metadata, user information, messages, contacts, deleted 

content, and multimedia files. Oxygen Forensic Detective was 

able to retrieve a broader range of data, including deleted 

messages and images. Belkasoft Evidence Center X also 

extracted core data such as user profiles, chat records, and some 

deleted content. 

 

The level of success of the forensic process in this analysis is 

by comparing the amount of data found with the initial amount 

of data from the simulation. The best success of the Oxygen 

Forensic Detective and Belkasoft Evidence Center X tools can 

be determined through percentage calculation using formula 1. 

𝑃𝑎𝑟 =
Σᵪ𝑂

Σᵪ𝑇
 ×  100%                             (1

      

Description :  

𝑃𝑎𝑟 : The accuracy value of forensic applications 
Σᵪ𝑂 : The number of variables detected 
Σᵪ𝑇 : The number of variables used 

Based on equation (1), the accuracy of the Oxygen Forensic 

Detective and Belkasoft Evidence Center X tool in the 

performance of obtaining digital data is as follows : 

 

• Oxygen Forensic Detective 

𝑃𝑎𝑟 =
76

79
 ×  100% =  96% 

• Belkasoft Evidence Center X 

𝑃𝑎𝑟 =
62

79
 ×  100% =  78% 

These results demonstrate that both forensic tools are capable 

of extracting digital evidence relevant to cyberbullying cases, 

with Oxygen Forensic Detective showing a higher level of 

accuracy. The comparative analysis highlights the importance 

of selecting effective digital forensic tools to ensure 

comprehensive data recovery during investigations involving 

social media platforms. The results of this report not only 

reflect the effectiveness of Oxygen Forensic Detective in 

recovering deleted data, but also emphasize the importance of 

using full system extraction methods in cyberbullying cases, 

where perpetrators often attempt to remove digital traces. 

5. CONCLUSIONS 
Based on the digital forensic analysis conducted on a suspected 

cyberbullying case involving the TikTok application, and 

guided by the National Institute of Justice (NIJ) methodology, 

it can be concluded that both Oxygen Forensic Detective and 

Belkasoft Evidence Center X demonstrate strong capabilities in 

extracting and analyzing digital evidence. Oxygen Forensic 

Detective achieved the highest extraction accuracy at 95%, 

effectively recovering both visible and deleted data such as user 

account information, chat contents, deleted messages, contacts, 

and multimedia files. Belkasoft Evidence Center X achieved an 

86% success rate, successfully retrieving core data including 

user identities and conversations, though it showed limitations 

in accessing certain deleted multimedia content. Despite these 

limitations, both tools fulfill essential forensic principles, such 

as reliability, authenticity, and admissibility. This comparative 

assessment highlights the importance of selecting appropriate 

forensic tools based on investigative goals and the nature of the 

digital evidence. Future research may consider applying the 

NIJ method using other forensic tools to handle similar 

cyberbullying cases on TikTok or other social media platforms. 

Evaluating the effectiveness of different tools in various cyb 

different tools in various cybercrime scenarios could further 

enhance best practices in digital investigations. 
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