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ABSTRACT

Internet of Things (IoT) devices are increasingly integrated into
smart infrastructures, making security, privacy, and access control
critical concerns. It is inevitable but to consider confidentiality,
Integrity and Availability of IoT devices. There are several secu-
rity vulnerabilities with the traditional centralized architectures, i.e.
single point of failure and concentrated threat surface. Blockchain
technology addresses the security challenges posed by centralized
architecture. Blockchain is a distributed ledger technology which
records transactions taking place on the network. Bitcoin is the
proven application of blockchain technology. Blockchain is an im-
mutable, add only ledger of blocks of transactions. This secure
and resilient aspect of blockchain could be utilized in various non
cryptocurrency applications as well. This survey provides a thor-
ough analysis of blockchain applications across various domains,
including healthcare (Internet of Medical Things [IoMT]) for se-
curing clinical data and vehicular networks (Internet of Vehicles
[IoV]) for reliable message transfer. Blockchain could significantly
affect the way in which Identity and access Management works
through adaptation of Self Sovereign Identity (SSI) and Decentral-
ized Identifiers (DID), which shifts the control of the identity data
at user end, and it could be used in Know Your Customer(eKYC)
processes as well. For network resource management, blockchain
integrates seamlessly with federated learning, 5G, and metaverse
platforms. Despite these benefits, scalability limitations and trans-
action latency remain major concerns in blockchain-based so-
lutions. In addition to multi-domain applications, the paper ex-
amines decentralized authentication paradigms, Zero Trust Ar-
chitectures (ZTA), and post-quantum privacy-preserving primi-
tives. By mitigating domain specific issues, Blockchain technology
could act as a promising tool in securing decentralized systems.
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1. INTRODUCTION

The Internet of Things (IoT) will become an essential part of the
modern-day global infrastructure that networks everything from
human wearable smart devices to critical industry sensors. Cur-
rent computations indicate that the worldwide base of connected
devices has already surpassed previous projections, resulting in an
unprecedented amount of data that must be processed in real time
and kept secure [[1]]. This huge connectivity spurs the innovation
of smart services, but it also increases the digital attack surface
which threatens the confidentiality, integrity, and availability (CIA)
of data. Decentralized architectures are multi-party protocols that
do not rely on trusted third parties to eliminate single points of
failure, and more generally, put greater distance between malicious
attacks and a loss of security function. As a decentralized base,
blockchain technology has been developed to deal with such se-
curity loopholes. Initially designed for peer-to-peer financial trans-
actions, its core features of immutability, transparency, and cryp-
tographic auditability today provide a robust basis for secure data
exchange without central intermediaries. The distributed consen-
sus protocols and smart contracts enable interactions among het-
erogeneous IoT entities in an automated and tamper-proof manner
through blockchain ledger. Blockchain technology is transforming
many significant industries. In healthcare, IoMT [2] has been using
distributed ledger technology to secure Electronic Health Records
(EHRs) [3] from hackers, in addition to ensuring seamless data
exchange between authorized parties. The use of blockchain tech-
nology in transportation ensures anonymous authentication [4]] and
intrusion detection for IoV [5] and UAVs [6] to protect them from
any possible cyber threats that could pose physical harm. The re-
search continues to show a gap in scalability, where the growth of
transactions causes performance issues in throughput and latency.
These limitations, together with the need for interoperability and
resistance to quantum [7|] computing attacks, are still an area of
research. Distinct from prior survey literature, the present study ex-
amines decentralized identity management, smart-contract-based
access control, Zero Trust Architectures [§|], and post-quantum
cryptographic defense through blockchain.



This survey is organized as follows so that we can give a com-
prehensive analysis of this evolving field. Section II presents the
basic concepts of blockchain technology and its integration with
IoT architecture. In the Section III, we discuss domain-specific
applications including health care, intelligent transportation sys-
tems, and smart cities. In Section IV, we discuss existing decen-
tralized identity and access control systems such as Self Sovereign
Identity (SSI) [9] and e-Know Your Customer (eKYC) [10] meth-
ods. Prior studies [[11] have provided risk management strategies
in blockchain based identity management systems. Section V dis-
cusses security services and cyber defense mechanisms including
intrusion detection and Block chained Federated Learning [|12].
Section VI addresses technical difficulties, particularly related to
scalability, resource constraints, and interoperability [[13]. Section
VII covers future work possibilities like Post-Quantum Security
and Zero Trust Architectures, further zero knowledge proofs can
be used for fraud detection and achieving transparency [14], and
Section VIII gives conclusions.

The remainder of this survey is structured to provide an exhaus-
tive architectural evaluation: Section II provides blockchain funda-
mentals and IoT interfacing mechanisms; Section III gives details
about domain-specific implementations across healthcare, intelli-
gent vehicular systems, and smart municipalities; Section IV dis-
cusses decentralized identity models (SSI/DIDs) and access control
schemes; Section V provides details about cyber defense mech-
anisms, including collaborative intrusion detection and federated
learning; Section VI identifies scalability bottlenecks and resource
constraints; Section VII discusses post-quantum cryptography and
Zero Trust integration; and Section VIII concludes the study.

2. FUNDAMENTALS
2.1 Blockchain Fundamentals

Blockchain could be defined as an increasing sequence of blocks,
blocks in turn are a collection of transactions, each block is linked
to the previous block by hashing mechanism, thereby creating a
tamper proof chain of transactions. By making use of cryptography
trust and consensus is provided in an untrusted world. Blockchain
technology has evolved over the years through the following five
generations:

Blockchain 1.0 (Cryptocurrency): The first cryptocurrency Bit-
coin [[15] was developed as a peer-to-peer virtual currency using
cryptography without involvement of any trusted third-party
authority like a Bank or Government.

Blockchain 2.0 (Smart Contracts): Blockchain frameworks like
Ethereum [[16] were developed to provide programmable and
customizable blockchain, which provided an option to customize
blockchain as required by the target application instead of tightly
binding to any single application like cryptocurrency.

Blockchain 3.0 (Interoperability): Network systems like Polka-
dot [17] allowed heterogeneous blockchains to communicate with
each other and leverage their advantages.

Blockchain 4.0 (Interfacing with Enterprise): Frameworks like
Hyperledger Fabric [18] allowed integration of collaborated
blockchain systems with existing applications.

Blockchain 5.0 (AI Integration): Al integration automated smart
contract optimization and increased overall security in self-
optimizing fashion [[19]].

2.1.1 Key Features of Blockchain. Immutability: It is totally in-
feasible to tamper data present in blocks; this is due to linked blocks
by hashes. If a block’s data is to be tampered then all the blocks af-
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ter this block must be updated, that is computationally infeasible.
Transparency: All the blocks are updated with same data across
multiple locations resulting in transparency of operations which
could be useful in multiple governance applications

Consistency: Data in all the distributed ledgers across multiple lo-
cations is kept in synchronization by means of consensus algo-
rithms. consensus is the decision, which will be followed for up-
dating the ledger.

Availability: Due to replication of blockchain ledgers across multi-
ple locations, availability of data is ensured, which results in unin-
terrupted supply of the requested data to the legitimate user.

Table 1 illustrates Comparison of Public, Private, and Consortium
Blockchains.

Table 1. Comparison of Public, Private, and Consortium

Blockchains
Feature Public Private Consortium  |Ref.
Identity Anonymous| Pre- Pre-approved /| [10,/11]]
/ Pseudony- |approved /|Authorized
mous Known
Access Open to all |Restricted [Shared among| [20]
Control to one or-|multiple enti-

ganization |ties

Trust Level | Low (Trust- |High Medium (Pre-| [8}21]
less) (Trusted verified nodes)
nodes)

Consensus |All nodes |Single or-|Multiple orga-| [1}22]

ganization |nizations

Throughput | Low Very High |High (1L[22]
Examples |Bitcoin, Quorum Hyperledger [[15} (16 {18}
Ethereum Fabric 23]

2.2 IoT Interfacing: The BCIoT Framework

Traditional centralized IoT systems, especially in IoMT, IoV and
other critical applications can pose serious security threats:

Center for Data Breaches: The centralized system can motivate the
attackers to concentrate on the single system to bring down all the
ongoing critical operations.

High Latency: All the data must go and come back from a single
entity creating network congestion and further creating vulnerabil-
1ty.

Scalability: With a centralized system there is limitation of scala-
bility on the number of end devices interfaced with it. Blockchain
based IoT overcomes the limitations with the centralized IoT sys-
tems.

Data Integrity: Data in BCIoT is securely distributed across multi-
ple locations, eliminating the single point of failure and single point
of attack issue with centralized systems.

Low Latency: For transactions data from the distributed blockchain
ledgers can be accessed, so overall access time gets reduced drasti-
cally.

Scalability: Due to separate ledgers and decentralized control some
aspects of scalability can be addressed. BCIoT system architecture
for vehicle networks can be illustrated with four layers [1,21]. Fig-
ure 1 illustrates Layered Architecture of blockchain based system
Physical Layer: It contains end devices i.e. sensored e vehicles
Network/Management Layer: Controlled by Network Control Cen-
ters (NCC). The role of NCC is to register the users and provide




APPLICATION LAYER
Services: Secure Billing + Audit Logging + Non-Repudiation Services

BLOCKCHAIN MIDDLEWARE LAYER

MAIN CONTRACT (MC)

inter Table Registry / Reduced On-Chain Storage Architecture

REVOCATION CONTRACT

K / MANAGEMENT LAYER
(NCC) - User Registration « ECDSA Credentials

PHYSICAL LAYER
Sensors & Edge Hardware: Sensored E-Vehicles + On-Board Units (OBUS) - Teler

Fig. 1. Layered Architecture of blockchain based system

ECDSA credentials.

Blockchain Middleware Layer: Nodes with a special smart contract
interaction pattern.

Main Contract (MC): Acts as a pointer/mapping table that stores
the address of the Authentication Contract (AC) and others to re-
duce storage space.

Authentication Contract (AC): The business logic of smart con-
tracts for verification of authentication data.

Revocation Contract (RC): It contains logic related to revocation of
access through smart contracts.

Application Layer: Used to ensure nonrepudiation, for example in
billing process.

2.3 Comparative Analysis

The consensus protocol dictates the mechanism in which blocks
can be appended to the blockchain ledger. The consensus proto-
cols can be compared over the aspects like energy consumption,
scalability and application suitability. Table 2 compares Proof of
Work, Proof of Stake, Practical Byzantine Fault Tolerance, Dele-
gated Proof of Stake and Proof of Elapsed Time consensus algo-
rithms. Table 3 compares traditional IoT with BCIoT.

Table 2. Consensus Algorithms for IoT

Alg. Key Fea-|Energy |[Scale IoT Suitabil-|Ref.
ture ity
PoW Complex | Very Low Resource- ||
puzzles High heavy
PoS Coin stake |Low Med. Higher [25]
throughput
PBFT Voting- Low Low Private  net-| [26]
based works
DPoS Delegates |Low High Fast and effi-
cient
PoET TEE  wait| Very High [oT-friendly ||
time Low
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Table 3. Centralized IoT vs. BCloT

Metric Centralized IoT Blockchain IoT

Architecture Client-Server Peer-to-Peer
(P2P)

Trust Model Trusted Third Party (TTP) |Trustless

Security Single Point of Failure Fault Tolerant

Data Integrity |Server-side Tampering Risk | Immutable
Records

Operating Cost |High Maintenance Cost Lower Cost

3. MULTI-DOMAIN APPLICATIONS OF BCIOT

The Internet of Things and blockchain technology help solve prob-
lems related to security and privacy with the Internet of Things.
The Internet of Things and blockchain technology are a team be-
cause blockchain technology keeps a record of everything that hap-
pens and this record cannot be changed. This makes the Internet
of Things more private. This section looks at the main applica-
tion areas: Healthcare (IoMT), Intelligent Transportation Systems
(ITS/1oV), and Smart Cities.

3.1 Healthcare and the Internet of Medical Things
(IoMT)

IoMT uses sensors and wearable technologies to allow for re-
mote monitoring of vital health information such as heart rates
and oxygen levels of patients. Some of the critical healthcare ser-
vices which can be facilitated using blockchain technology in-
clude: Management of Electronic Health Records (EHRs): Exist-
ing management frameworks for EHRs experience problems re-
lated to interoperability and data silos. By using blockchain tech-
nology, EHRs can be shared among different facilities in a secure
manner and ensure data integrity. The use of a framework such as
MedRec makes this possible by leveraging Ethereum-based
smart contracts to manage permission to access data. Remote Pa-
tient Monitoring: In the case where remote patient monitoring is
necessary in aged populations, especially those living with diseases
like diabetes, blockchain guarantees data integrity when transfer-
ring the data from IoT devices to healthcare organizations. Tech-
nologies such as Healthchain have been used in this regard.

3.2 Intelligent Transportation Systems (ITS) and
Vehicular Systems

Vehicles to everything communication are critical for transporta-
tion systems. It helps make the roads safer and traffic flow better.
The main goal of vehicles for communication is to improve security
on the roads and make traffic more efficient. This is what vehicle
to everything communication is. Blockchain tackles the problem of
vulnerabilities in the open wireless environment of vehicular ad-
hoc networks.

Secure Authentication and Privacy: To protect against attacks such
as impersonation and Sybil attacks, some of the blockchain-based
authentication mechanisms (like BARM, DBCPA [31])) offer con-
ditional anonymity that enables anonymous authentication with the
help of pseudonyms.

Accidents Forensics and Notification: The BCAS-VADN Sys-
tem enables the reporting of accidents in a blockchain-secured
manner. Such accidents are reported to emergency services and
can no longer be altered since the information will be recorded im-
mutably.

Internet of Drones (IoD) : Blockchain has been applied to UAV net-



Figure 1: Consensus Protocol Throughput vs. Confirmation Latency Trade-Off
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Fig. 2. Self Sovereign Identity trust triangle

works, enabling secure navigation and air traffic management and
data dissemination from drones involved in surveillance or medical
transport missions [33]].

Incentives: On the Internet of Vehicles (IoV), tokenization of the
IoV’s shared resources such as energy or data is achieved through
blockchain, allowing drivers to gain energy coins for sharing idle
energy resources with the network.

As illustrated in Figure 2, selecting a consensus mechanism for
BCIoT requires balancing transaction throughput vs latency. While
Proof-of-Work (PoW) achieves decentralization with high latency
(~600s) and low throughput (~15 TPS), permissioned mechanisms
like PBFT and Raft provide confirmation (~0.5s) and high through-
put (~1,000 TPS). This makes voting-based consensus essential for
latency-centric vehicular (IoV) and healthcare (IoMT) applications,
despite O(N?) message complexity limiting scale to N < 50 val-
idation nodes.

3.3 Smart Cities and Open Systems

Smart Cities [34]], use different IoT sensors to control urban
facilities such as energy, waste management, and public security.
Decentralized Public Services: Blockchain provides Blockchain-
as-a-Service (BaaS), which offers a solution for municipalities to
offer services related to smart homes, healthcare, and transporta-
tion. BaaS can assist municipalities in eliminating Single Points of
Failure (SPOF) in huge city networks.

Decentralized Energy Grid: Using blockchain technology allows
creating decentralized energy datahubs to enable Peer-to-Peer
(P2P) energy exchange. Users will be able to exchange energy
within their neighborhoods. Smart contracts help automate en-
ergy exchange and billing processes using platforms such as
Energy Web Chain. Decentralized Smart Homes: The examples
of blockchain-based smart home architecture include SHIB
technologies that ensure secure communication between devices
and prevent personal information leakage by the user.

Data Marketplace: Technologies like Databroker, Datapace
have developed distributed marketplaces for trading of IoT sensor
data in a secure way. Table 4 illustrates Comparison of Blockchain
Applications in IoT Domains.

4. DECENTRALIZED IDENTITY AND ACCESS
CONTROL SYSTEMS

4.1 Smart Cities and Public Infrastructure

SSI, or Self-sovereign Identity, represents a novel approach to iden-
tity management, moving from systems managed by third-party
providers to a user-controlled model in which the user fully owns
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Table 4. Blockchain Applications in IoT

Domain Use Cases Benefit Frame- Ref.
works

Healthcare  |EHR sharing,|Data integrity,|MedRec [3}129]
remote moni- | patient privacy
toring

Transportation| V2X security, | Authentication, | BARM,
drone naviga-|non- DBCPA |
tion repudiation

Smart Homes | Automation, |Data SHIB ||
security sovereignty,
monitoring  |access control

Smart Cities |Smart grids, | Decentralization Privy- 133,
public safety |no SPOF Sharing 36]

and controls their digital identities, managing all attributes inde-
pendently without relying on third party intermediaries. SSI tech-
nology is based on the trust triangle” which involves three main
parties:

Issuer — subject issuing credentials for the Holder. Holder — a sub-
ject possessing his/her digital wallet. Verifier — a subject that ver-
ifies credentials. As for the underlying technologies of SSI, there
are two main concepts:

Decentralized Identifiers (DID); Verifiable Credentials (VC).
Decentralized Identifiers (DID): Did refers to a publicly accessi-
ble URI associated with a particular subject and stored as part of
a DID document which is in a verifiable data registry (usually a
blockchain). A DID controller can prove its possession indepen-
dently of a centralized certificate registry.

Verifiable Credentials (VC): A Verifiable Credential (VC) can be
referred to as a digital form of a physical credential such as diplo-
mas or licenses. The credential contains some specific claims (at-
tributes) and is signed by the issuer’s private key with its public key
stored in the blockchain, which can be used for verification. Figure
4 illustrates the Self Sovereign Identity trust triangle.

4.2 Blockchain-Enabled Electronic Know Your
Customer (eKYC)

The conventional KYC process has been seen to be uneasy for cus-
tomers, time-consuming, repetitive, and associated with errors by
its dependence on manual paperwork and centralized management.
The advent of electronic KYC (eKYC) has brought a new approach
that involves digitization and biometric identification of the individ-
ual. Blockchain integration enhances the efficacy of eKYC [38]] by
creating an open and tamper-resistant trust system. One of the ben-
efits of using blockchain technology in electronic KYC includes
the use of the “verify once, share many” method. This is because
when one’s identity is verified by an organization such as the bank,
their information is stored in the blockchain, making the task sim-
pler when requesting another service from another entity since all
that it requires is a quick check of the blockchain database to au-
thenticate the person’s identity. Smart contracts ensure this task is
automated and done with the users’ agreement.

Resource-constrained IoT edge devices exhibit severe performance
bottlenecks under complex cryptographic operations. As shown in
Figure 3, executing a bilinear pairing (T3, ~ 32.1 ms) on an IoT
edge node (e.g., Raspberry Pi 3) incurs over 14x the execution
delay of Elliptic Curve scalar multiplication (T,.,, ~ 2.3 ms)
and 100x that of SHA-256 hashing (73, ~ 0.31 ms). To prevent
authentication queues during peak network traffic, BCIoT frame-




Figure 2: Execution Delay of Cryptographic Primitives across Hardware Tiers
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Fig. 3. Execution Delay of Cryptographic Primitives across Hardware
Tiers
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works must utilize pairing-free ECDSA schemes paired with off-
chain hash pointer contracts.

4.3 Decentralized Access Control Systems

Blockchain-based Access Control IoT systems ensure that the de-
sired access controls are exercised and access to offered services is
restricted only to those entities who are allowed to access it. Tra-
ditional Role Based Access Controls suffer from the problem of
single point of control and failure. Blockchain based access control
provides immutable, and smart contract based customizable access
control mechanisms. Some prominent decentralized access control
mechanisms are:

Attribute-Based Access Control (ABAC): This mechanism is more
fine-grained and context-based. It either grants or revokes access
depending on the Boolean rule set considering the attributes of the
subject, object, and the environment (time and place, for example).
The blockchain keeps track of the attributes and applies policies
using smart contracts preventing any tampering with data.
Capability-Based Access Control (CapBAC): Here permissions are
given in the form of capability tokens. To get access to a resource,
one needs to show valid capability tokens, which can be withdrawn
with the help of the blockchain.

Identity-Based Access Control (IBAC): The simplest of all meth-
ods when access control depends on an identity of a subject. It may
involve using ACLs, which are stored on the blockchain.

4.4 Decentralized Access Control Models

The key consideration for distributed identity is ensuring privacy
in addition to establishing identity. Through selective disclosure, it
is possible to reveal claims in a VC selectively without having to
disclose the complete dataset. For instance, it is possible to prove
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an age greater than 18 years without disclosing one’s actual date of
birth.

Some of the approaches to enable this process include the follow-
ing:

Zero-Knowledge Proof (ZKP): A ZKP technique enables the cre-
ation of proofs regarding certain claims made by a prover to a ver-
ifier without disclosing any underlying information. Modern zero-
knowledge techniques such as zk-SNARKSs and zk-STARKSs
are commonly used in eKYC processes to comply with reg-
ulations in complete data privacy. Selective Disclosure Signatures:
Selective disclosure signatures employ cryptographic digital signa-
tures to allow aggregation and removal claims. Table 5 provides
Comparison of Identity Management Paradigms. Table 6 shows
Decentralized Access Control Models in BCIoT.

5. SECURITY SERVICES AND DEFENSE
SYSTEMS

The blockchain technology is the underlying technology behind
cryptocurrency Bitcoin. As it was a cryptocurrency, by design
blockchain has included essential security features in it. So, use
of blockchain in IoT systems brings these security features of im-
mutability, transparency, and availability. Thereby many security
aspects irrespective of the underlying domain or application are im-
plicitly covered.

5.1 Intrusion Detection Systems (IDS)

Blockchain based Intrusion Detection Systems can potentially rev-
olutionize the attack surface by introducing immutable, traceable
and tamper resistant immune systems to any deployed application.
Cooperative Blacklisting: The distributed IDS system leverages the
blockchain system to exchange characteristics of malicious packets
and/or undesirable connection patterns within a network. By shar-
ing information, the time-to-detection for any new attack is short-
ened.

Distributed Anomaly Detection: A lightweight framework such as
CloTA leverages blockchain technology to update the anomaly
detection model using node attestation.

Domain-Specific Intrusion Detection System: In Internet of Vehi-
cle (IoV), a micro blockchain system employs intrusion detection
system to a location.

Table 5. Identity Management Paradigms
Federated |SSI Ref.

Feature |Centralized

Control |Service Shared User (Holder) ||
Provider among or-
ganizations

Data Central Distributed |Personal Wallet ||

Storage |Database Centralized |/ Edge

Trust Single TTP Mutual Decentralized [IEI]
Model Trust (Blockchain)

User Pri-|Low Medium  |High (Selective| [10]
vacy Disclosure) 11]
Identifier | Username SSO DID/VC (5110}

1]

There are applications of traceability using blockchain in several
domains [42]. A collaborative intelligent system can be designed
where multiple nodes in the network could contribute to threat de-
tection rather than being dependent on a single centralized server.




Table 6. Decentralized Access Control Models
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Table 7. Blockchain-Enhanced Security Services

Model |Mechanism |Blockchain Benefit Ref. Service  |Blockchain |Benefit Models Ref.
Role Role
RBAC |Role-based |Auditing role|Scalable for or-| [13] IDS Distributed  |Collaborative |CIoTA, BFF-| [41[43]
permissions |assignments ganizations threat- threat  intel- |[IDS
ABAC | Attribute- Policy storage |Fine-grained [22] signature ligence; no
based poli-|and enforce- |control storage SPOF
cies ment BlockFL |Decentralized |Resistant  to|BlockFedML | [22l46]
ACL Access Immutable ac-|Simple imple-| [23] model aggre-|poisoning at-
permission  |cess logs mentation gation  and|tacks; privacy-
lists verification  |preserving
ML
Malicious network behavior could be identified by making use of Anti- Smart- Botnet mitiga-|Co-IoT, [44147]
blockchain and AES [43]]. DDoS contract- tion at gateway | EdgeChain
based col-(level
5.2 Blockchained Federated Learning (BlockFL) laborative
Federated learning allows IoT devices to learn from their own ac- blacklisting
cumulated data without sending it completely, sending only some
trained parameters to the server. Unfortunately, classic federated range.

learning suffers from two key issues: central server vulnerability
to malfunctioning and susceptibility to poisoning attacks. To solve
such problems, researchers introduced Blockchained Federated
Learning (BlockFL), which uses a distributed ledger instead of a
central server.

5.3 Mitigation of Distributed Denial-of-Service (DDoS)

IoT devices with default security provisions are vulnerable to bot-
nets attacks, such as Mirai [44], which are used to choke servers
with traffic and halt the services. Blockchain are immune to it by
decentralizing networks.

Distributed Traffic Filtering: Blockchain-enabled gateways can del-
egate and collectively mark IP addresses as malicious. Once a
DDoS attack is confirmed through a smart contract, the attack in-
formation is written to the ledger, directing all network entities to
disconnect.

Resource Management: Frameworks like EdgeChain [45] utilize
smart contracts to employ credit-linked resource management. If
an edge node makes many quick requests, it is a sign of an attack,
the system mitigates it.

6. TECHNICAL DIFFICULTIES AND RESEARCH
CHALLENGES

Despite being a promising innovation for the future, BCIoT faces
considerable technical barriers when it comes to deployment at
large scale. Even though blockchain technology offers reliable
security features, its incorporation in IoT comes with inherent
trade-offs due to its resource-consuming processes against the con-
strained features of IoT devices. In this section, the main barriers
to BCIoT will be explored.

6.1 Scalability and Performance Bottlenecks

In case of [oT devices the amount of data generated is humongous,
as the amount of data to be processed increases the system should
also scale up to handle large volumes of data. Scalability is the abil-
ity of the system under operation to increase its capacity to manage
higher load by increasing its resources in such a way that the thresh-
olds of the parameters like throughput and latency are in acceptable

Transaction Throughput and Latency: Existing public blockchains
feature extremely low throughput measured in transactions per sec-
ond (about 5 for Bitcoin and 15 for Ethereum), which is much lower
than that of VISA (up to 8500 TPS) [13]l. High latency involved in
transaction confirmations (seconds/minutes) makes the technology
not suitable for time-sensitive operations, such as autonomous ve-
hicles coordination or production line automation.

The Endless Ledger: Blockchain technology requires storing all
transaction information on each node. Now, the size of the Bitcoin
ledger exceeded 740 GB; Ethereum’s is growing rapidly. Storing
this amount of data on IoT nodes becomes an issue.

Network Bandwidth and Propagation: Broadcasting transactions
over a Peer-to-Peer network can create a lot of communication
overhead. Massive deployment could create “broadcast storms”
where the number of synchronization messages will consume all
the bandwidth available in the network.

6.2 Resource Constraints in IoT Environments

IoT entities have less resources, memory capacity, and bandwidth.
These limitations contradict with what is expected of blockchain
systems:

Resource Intensive Algorithms: The consensus algorithms, like
Proof-of-Work (PoW), are by design should use lots of computa-
tional resources to ensure security. Further running smart contracts
on these low-end devices may be very difficult.

Rapid Battery Drain: Heavy use of cryptography (digital signatures
and message verifications), combined with constant listening to the
network for synchronizations, drains the batteries fast. It has be-
come a major issue for faraway sensors and IoT health monitoring
devices.

Limited Data Storage: Generally, sensors simply do not have suf-
ficient memory or storage capacity to temporarily save their own
data as transactions.

7. FUTURE WORK OPTIONS

Though Blockchain with IoT can address various shortcomings of
the traditional systems, as developments are going on in quantum
computing, more resilient approaches should be considered. This
section discusses future work options in this area of BCIoT through
post Quantum security and Zero Trust Architectures.




7.1 Post-Quantum Blockchain Security for IoT

The conventional blockchain architecture depends largely on asym-
metric cryptosystems such as RSA and ECC which are not pro-
tected by future quantum-based systems. Shor’s algorithm [48]], for
example, will be able to break present digital signatures, whereas
Grover’s algorithm [49] would limit the usefulness of hash ap-
proaches (e.g., SHA-256) and cause 51% attacks.

Post-Quantum Cryptography (PQC) Algorithms Standardization:
Research in this area should focus on combining NIST-approved
post-quantum cryptographic algorithms with BCIoT.

Overcoming the Size Barrier: One of the challenges of implement-
ing PQC algorithms is their need for much larger keys and signa-
tures compared to classical schemes. This problem should be ad-
dressed by either creating lightweight post-quantum algorithms or
employing hardware solutions in the form of TEEs.

Hybrid PKI Frameworks: To address the issue of transitioning from
existing systems to future ones, scientists are investigating the use
of hybrid models of public-key infrastructure that will include both
classical and post-quantum signatures.

7.2 Transitioning to Zero Trust Architecture (ZTA)

Zero Trust Architectures [8]] by default considers every entity in the
system as untrusted, and it works on the principle of “Never trust,
Always Verify”. All the access requests are dynamically validated.
Continuous and Context-Aware Authentication: Instead of a one-
off authentication process, ZTA involves ongoing authentication
that considers the behavior of the device, its location, and other
environmental factors. This behavior could be recorded in a dis-
tributed ledger provided by blockchain technology.
Micro-Segmentation and Software Defined Perimeter (SDP): SDPs
have the potential of creating overlays of network security through
which resources will not be accessible to unauthorized users. The
challenge is how to implement blockchain-based access control in
conjunction with Network Function Virtualization.

Risk-Aware Access Control: As the concept of Role-Based Access
Control (RBAC) evolves, ZTA requires that IoT access is granted
based on the level of risk posed by each access attempt.

7.3 Future Prospects of Blockchain with IoT

Future works should cover lightweight post-quantum cryptographic
primitives to defend resource-aware IoT systems with emerging
quantum threats [7] in consideration. Integrating Zero Trust verifi-
cation and blockchain interoperability will create dependable trust
across large-scale implementations. [8}|13]].

8. CONCLUSION

Protecting IoT devices is a key component in any smart city or
critical infrastructure, and securing these devices, as well as the
data they transmit, is crucial. BCIoT tackles structural weaknesses
of centralized systems by deploying consensus-based solutions,
tamper-proof ledgers and cryptographic auditability across IoMT,
IoV, and smart municipal grids. Moreover, the addition of Self-
Sovereign Identity (SSI) and Decentralized Identifiers (DID) puts
identity governance in the hands of the users, and Blockchained
Federated Learning (BlockFL) and collaborative intrusion detec-
tion systems add another layer of protection against adversarial ma-
nipulation.

However, in order to achieve scalable real-world deployment, it is
necessary to address issues of high transaction latency, network
bloat, and device limitations through lightweight consensus and
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Table 8. PQC Types for IoT

Category| Problem Pros Cons Algori- |Ref.
thms
Lattice- |SVP Fast, bal-|Complex |Kyber, [50L
Based anced implemen- |Dilithium, 51]]
perfor- tation FALCON
mance
Hash- One-way High secu-|Large SPHINCS{ [52,

Based |functions rity, small|signatures |+, XMSS |53|]

keys
Code- Error- Fast verifi-|Large pub-|Classic 1541
Based correction |cation lic keys McEliece
codes
Isogeny- |Supersingu- |Small key/-|High com-|SIKE [55]

Based lar isogenies |signature  |putational |(depre-
sizes latency cated)

off-chain storage structures. At the same time, the long-term re-
sistance to new ways of computing requires the proactive imple-
mentation of Post-Quantum Cryptography (PQC), and Zero Trust
Architectures (ZTA), thereby laying a solid groundwork for future
decentralized cyber-physical systems.
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