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ABSTRACT

Generative models have significantly increased the realism of
synthetic images, which makes reliable fake image detection
a challenging problem. Deep learning detectors achieve high
accuracy, but they are difficult to interpret and often generalize
poorly to unseen generators. This paper presents a set of
handcrafted, interpretable features that capture intrinsic differences
between real and synthetic images from three complementary
perspectives: texture complexity, frequency-domain repetition,
and geometric consistency. Texture richness is quantified
by Local Binary Pattern (LBP) entropy and local density,
repetitive upsampling artifacts are measured through Fourier
spectrum analysis, and structural consistency is measured through
edge-based line statistics and structure-tensor coherence. Each
feature is defined formally and analyzed in terms of computational
cost, expected behavior, and known confounding factors, and an
evaluation protocol covering image, video, cross-generator, and
post-processing scenarios is specified. The features are deployed in
a detection platform, where they provide feature-level explanations
for the prediction of an image classifier, and a video pipeline
aggregates frame-level decisions into a video-level verdict. The
descriptors are computationally efficient, model-agnostic, and
suitable for classical machine learning as well as hybrid detection
frameworks.

General Terms: Image Forensics, Pattern Recognition.

Keywords: Fake Image Detection, Deepfake Detection,
Explainable Detection, Texture Analysis, Frequency Artifacts,
Local Binary Patterns (LBP), Structure Tensor

1Introduction

Recent advances in deep generative models, including Generative
Adversarial Networks (GANs) and diffusion-based models [[12l13]],
have enabled the synthesis of highly realistic images. These models
offer significant benefits in applications such as data augmentation,
content creation, and design, but they also introduce serious risks
related to misinformation, identity fraud, and malicious image
manipulation [28].
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Most existing fake image detection methods rely on supervised
deep learning models trained on specific datasets, or on large
language models that identify visual anomalies. Although these
approaches achieve high accuracy under controlled settings, they
often generalize poorly to unseen generative techniques [22}29]
and lack interpretability because of their black-box nature.

In contrast, handcrafted features derived from image statistics
and physical imaging properties are transparent, require fewer
computational resources. Such features capture intrinsic artifacts
introduced during image generation and are less dependent on the
architecture or training data of a specific generative model.

This paper focuses on extracting low-level and mid-level features
that reveal subtle inconsistencies in synthetic images. Three
characteristics are targeted:

(1) texture homogeneity caused by over-smoothing;

(2) periodic artifacts introduced by convolutional upsampling
operations;

(3) geometric irregularities resulting from imperfect structural
modeling.

By integrating spatial, frequency-domain, and geometric analyses,
an interpretable feature representation for fake image detection is
constructed. Section[6]describes how the same features are applied
to the detection of fake videos.

The main contributions of this work are:

—a set of interpretable features that view an image from texture,
frequency, and geometric perspectives, each formally defined;
—an adaptation of structure-tensor density and coherence analysis

to image authenticity;

—an analysis of each feature covering parameter settings,
computational complexity, expected behavior, and confounding
factors;

—an evaluation protocol spanning several datasets and scenarios,
supported by a reproducible evaluation script;

—a deployment of the features in a platform that returns
feature-level explanations for images and videos.

The remainder of the paper is organized as follows. Section 2
reviews related work, Section 3 defines the proposed features,
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Section 4 analyzes them, Section 5 specifies the evaluation
protocol, Section 6 presents the deployment and qualitative results,
and Section 7 concludes the paper.

2Related Work

Deep learning approaches have dominated fake image detection in
recent years. Convolutional Neural Networks (CNNs) trained on
paired real-fake datasets have shown impressive performance [[29].
XceptionNet [3] and EfficientNet architectures have been widely
adopted for deepfake detection [27]. However, these methods often
struggle to generalize to unseen generative models or to training
data from different distributions [4]].

Recent work has explored Vision Transformers (ViTs) and
CLIP-based models for synthetic image detection [5}[22]], which
achieve better cross-generator generalization. Despite their success,
these approaches remain largely black-box systems, which makes
it difficult to understand which visual cues drive their decisions.
Post-hoc explanation methods such as Grad-CAM [26] and
LIME [24] show where a network looked, but not which image
property is unusual.

Early image forensics research focused on detecting compression
artifacts, resampling traces [23], and inconsistencies in sensor
noise patterns [[10]]. Texture-based descriptors such as Local Binary
Patterns (LBP) have been widely adopted for face spoofing
detection [19] and image tampering detection because of their
robustness to illumination variations and their computational
efficiency.

Frequency-domain methods have been effective in identifying
periodic artifacts introduced by upsampling and convolution
operations in GAN-based architectures [7,|9,|30]. The origin of
such artifacts in transposed convolutions is documented in [20],
and several studies report that synthetic images exhibit anomalous
peaks in the Fourier spectrum that are typically absent in real
images [8].

Geometric consistency analysis, including edge continuity, line
coherence, and structural alignment, has also been explored for
detecting image manipulation. Synthetic images often fail to
preserve long-range structural dependencies, which results in
fragmented or inconsistent edges. Orientation coherence derived
from the structure tensor [1]] offers a compact, well-established
measure of such structure.

Unlike data-intensive deep learning approaches, the proposed
method does not rely on large-scale training datasets, which makes
it suitable for practical and interpretable fake image detection.
Benchmarks such as FaceForensics++ [25], Celeb-DF [18]], and
Genlmage [31] provide the data on which such features can be
evaluated, as outlined in Section 5.

3Proposed Methodology

Given an RGB image I € R?*W>3 3 set of handcrafted features
is extracted to capture texture characteristics, frequency-domain
regularities, and structural consistency. Grayscale conversion is
applied where necessary, and all features are computed at
the native resolution of the input image. Most algorithms are
implemented with the OpenCV library [14]. Fig. [I] shows the
overall feature-extraction pipeline.

3.1Texture Complexity

Motivation Real images generally exhibit complex and diverse
texture patterns because of natural variations in illumination,
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material properties, and sensor noise. Fake images are hypothesized
to display smoother textures and reduced randomness.

Method The grayscale image is processed with the uniform Local
Binary Pattern (LBP) [21]] operator with radius r =1 and P = 8
sampling points, which yields ten distinct codes. A normalized
histogram 4 of LBP codes is computed over the entire image, and
texture richness is summarized as the Shannon entropy (natural
logarithm) of the histogram:

10
Jp = — ) hilog(h;). )]
i=1

Expected behavior Higher entropy indicates greater texture
diversity. Over-smoothed synthetic regions are expected to shift
the entropy, and the direction of the shift on a given data set is
determined empirically (Section 5).

3.2Repeating Pattern Detection

Motivation Generative models often introduce subtle periodic
artifacts through convolutional filters and upsampling layers [20].
Such artifacts are difficult to detect in the spatial domain but
become prominent in the frequency domain.

Method The grayscale image is transformed with the 2D Fast
Fourier Transform (FFT). The magnitude spectrum is converted
to a logarithmic scale, M = 20log|F| (natural logarithm), and
centered. To suppress low-frequency components, a circular mask
of radius 10 pixels is applied around the spectrum center. The scalar
feature is the 85th percentile of the positive values of the masked
spectrum:

ﬂrep = Percentilegs (Mmasked ) - @

Expected behavior Higher values indicate stronger periodic
frequency peaks, which are associated with images generated by
deep models.

3.3Structural Line Consistency

Motivation Natural images tend to preserve coherent geometric
structures such as edges and lines. Fake images often exhibit broken
or inconsistent line formations because of limited global structural
understanding.

Method Canny edge detection [2|] is applied to the grayscale
image, followed by the Probabilistic Hough Transform [6] for
line detection. The Canny hysteresis thresholds are 100 and 150.
The Hough transform uses a distance resolution of 1 pixel, an
angular resolution of one degree, an accumulator threshold of 50, a
minimum line length of 30 pixels, and a maximum gap of 5 pixels.
The length ¢; of each of the N detected segments is computed, and
two features are extracted. The average line length is

3
gavg =% ‘6[7 3
N i=1
and the ratio of short to long lines is
Hli < Zave}|
Latio = T——— . 4
ratio |{€i>=§/ﬂavg}| ( )

When no segment is detected, or no segment is longer than the
average, the corresponding values are treated as undefined.
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Fig. 1. Overview of the proposed pipeline. The handcrafted features drive the explanation, while an EfficientNetV2-S classifier
produces the authenticity prediction.

Expected behavior Fake images are expected to produce shorter,
fragmented line segments, which results in higher short-to-long
ratios.

3.4Structure-Tensor Texture and Coherence Analysis

Many fake images appear visually realistic but fail to preserve
the long-range structural consistency and directional coherence
of real-world images. Natural images exhibit locally consistent
orientations and coherent edge structures because of physical scene
constraints, whereas synthetic images frequently show fragmented
orientations, irregular coherence, and abnormal local density
patterns. To capture these discrepancies, a structure-tensor-based
analysis [[1] that quantifies local density and directional coherence
is employed. The implementation is adapted from the open-source
PyTextureAnalysis framework [17] and repurposed for image
authenticity analysis.

3.4.1Preprocessing and normalization The input image is

converted to an 8-bit grayscale image G € [0,255/7W. To
reduce high-frequency noise while preserving structure, Gaussian
filtering [11] is applied:

Gy =% (G), ®)
where o controls the scale of local smoothing.
3.4.2Local density estimation

Motivation Fake images often exhibit unnatural intensity
distributions, such as excessive uniformity or irregular clustering
in textured regions. Measuring local density helps to identify such
deviations.

Method Local density is computed from the original grayscale
image by convolution with a normalized square kernel of size k:

1
Dlxy) =13 Y, G+iy+)). (6)
(i,) €

The density map is normalized to [0, 1], and a pixel is counted as
high-density if D(x,y) > 1,. The percentage of high-density pixels
is

g = M2 D 25y .

Expected behavior Abnormally low or high density percentages
indicate synthetic texture anomalies. Real images typically show
moderate, spatially varying density, whereas fake images may
display excessive smoothness or irregular clustering.

3.4.3Coherence analysis

Motivation Coherence measures how strongly a local region
exhibits a dominant orientation. Real images preserve coherent
structure because of physical scene constraints, whereas fake
images may show disrupted or inconsistent local orientations.

Method First, image gradients are computed with Sobel operators,
Gy =0dGy/dx and G, = dG/dy. Second, the 2D structure tensor
is formed as

(Po (G:Gyo
(G:Gyo (o |’

where (-); denotes Gaussian smoothing with standard deviation
o. Since J is real, symmetric, and positive semi-definite, its
eigenvalues are real and non-negative, ordered as A; < A,.
Coherence at each pixel is

J= ®)

A=A

C(x,y) = 7—F—, 9
&) =T T hre ©)
where € is a small constant for numerical stability. Pixels below
an intensity threshold are excluded to suppress noise-dominated
regions. The valid coherence values are aggregated into a
normalized two-bin histogram, and the percentage of pixels in the

low- and high-coherence regimes is

B 100
Glows Chigh = ~ Y 1(€(x,y) € Briownign) - (10
(x.y)

where N is the number of valid pixels and 1(-) is the indicator
function.

Expected behavior High coherence corresponds to well-defined
edges or linear structures, which are common in real images.
Low coherence reflects isotropic or disordered regions, which are
expected to be more frequent in fake images.

3.5Feature Summary

Table [Tl summarizes the extracted features.
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Table 1. . Summary of the extracted features

Category | Feature Symbol Description

Texture LBP entropy BP Measures texture diversity

Frequency | FFT repetition score Frep Captures periodic upsampling artifacts
Geometry | Average line length and short-to-long ratio | Zuve, Zraio | Measures continuity of edges and lines
Texture Density percentage Do, Captures abnormal intensity clustering
Texture Coherence histogram Blow Ghigh Measures consistency of local orientation

Table 2. . Fixed settings of the feature extractors and the platform

Component Setting

LBP Uniform, r =1, P = 8 (10 codes)

FFT score Mask radius 10 px, 85th percentile of
positive values

Canny Hysteresis thresholds 100 and 150

Hough 1 px, 1°, accumulator 50, min. length 30
pX, max. gap 5 px

Classifier EfficientNetV2-S, 224 x 224 input,
threshold 0.5

Video sampling | Every 10th frame (24 FPS — 2.4 FPS)

4Analysis of the Proposed Features

This section documents the configuration of the feature extractors,
their computational cost, and the factors that are expected to
influence each feature, so that the behavior of the descriptors can
be understood independently of any single data set.

4.1Configuration

Table [2] lists the fixed settings used by the implementation. The
kernel size k, the density threshold 7,, the smoothing scale o,
and the stability constant € of the structure-tensor module are
configuration parameters of that module.

4.2Computational Complexity

For an image with H X W pixels, the LBP histogram requires
O(HW P) operations, which is O(HW) for the fixed P = 8. The
FFT requires O(HW log(HW)) operations and dominates the cost
of the pipeline. Canny edge detection, the Sobel gradients, and the
Gaussian smoothing of the structure tensor are O(HW) for fixed
kernel sizes, and the box filter used for local density is O(HW) as
well. The probabilistic Hough transform depends on the number of
edge pixels, which is at most O(HW ), and on the number of angular
bins. The memory requirement is O(HW). None of the extractors
needs a GPU or a training stage, which supports deployment in
resource-constrained environments.

4.3Expected Behavior and Confounding Factors

Because the features are computed from low-level image statistics,
they respond to any process that alters those statistics, not only to
image generation. Table E] summarizes, for each feature, the cue
that is exploited and the factors that can confound it. In particular,
JPEG compression introduces an 8 x 8 block grid that produces
periodic spectral peaks, and resizing or resampling introduces
correlations of the kind exploited in resampling forensics [23].

These effects can mimic, mask, or amplify the upsampling traces
of a generator. Features that rely on absolute pixel thresholds, such
as the minimum Hough line length, also depend on the image
resolution. For this reason, the evaluation protocol in Section 5
includes post-processing and resolution scenarios.

4.4Comparison with Learned Detectors

Table [4] contrasts the proposed descriptors with learned detectors
along the criteria that motivate this work. The generalization entry
for the handcrafted features is a design expectation rather than a
result, and it is the subject of the protocol in Section 5.

5Evaluation Protocol and Scenarios

A single dataset cannot show whether handcrafted features
generalize, so the evaluation is organized around several datasets
and scenarios, summarized in Table [5] Real and fake face images
and videos from FaceForensics++ [25] and Celeb-DF [18]] cover
face manipulation, and Genlmage [31] supplies images from
several GAN and diffusion generators for the cross-generator
scenario.

5.1Metrics

For each feature, the mean and standard deviation are
reported separately for real and fake images, together with
the single-feature area under the ROC curve (AUC), computed
with the Mann—Whitney statistic with ties counted as 0.5. The
AUC is defined as the probability that the feature value of a fake
image exceeds that of a real image. An AUC above 0.5 therefore
indicates that fake images tend to have higher values, and an AUC
below 0.5 indicates lower values, so the direction of each feature
is established empirically rather than assumed. For the rule-based
reasoning module, the share of images that trigger each rule is
reported for real and fake images, and, when the rules are used as
a detector, accuracy, fake recall, and real specificity are reported.
In S3, the video-level accuracy of each aggregation strategy is
reported.

5.2Reproducibility

The evaluation is implemented as a script that applies the same
feature functions as the platform to labeled folders of real and fake
images and writes the per-image feature table, a summary, and
ready-to-use LaTeX tables. The script is available from the authors
upon request.

6Deployment and Qualitative Results

The proposed framework is deployed in the Valiance Deepfake
Detection Platform. The platform allows users to upload images
or videos and returns an automated authenticity assessment

14



International Journal of Computer Applications (0975 - 8887)
Volume 187 - No.147, October 2026

Table 3. . Exploited cue and known confounding factors of each feature

Feature Exploited cue Known confounding factors

BP Loss of fine texture diversity in over-smoothed regions Blur, denoising, beauty filters, and shallow depth of field
in real photographs; sensor noise level; compression

Frep Periodic peaks from upsampling layers JPEG block grid, resampling, screen capture patterns,
watermarks, and image size

,Zavg, Zatio | Fragmented or broken edges and lines Scene content (portraits versus architecture), absolute
length thresholds, defocus blur, and image resolution

Da, Abnormal intensity clustering Exposure, lighting conditions, and background brightness

Glows Ghigh Disrupted local orientation Hair and fabric patterns, noise, cropping, and the intensity
threshold used to exclude pixels

Table 4. . Handcrafted features versus learned detectors

Criterion Proposed Learned
features detectors
Explanation Explicit feature Post-hoc saliency

values maps

Not needed to
compute features

Training data Large labeled sets

Unseen generators | Expected to rely Often

on generic degraded [4,29]]
artifacts; to be
validated

Hardware CPU, Typically GPU
FFT-dominated

Post-processing Sensitive (Table Varies by model

accompanied by feature-level explanations that highlight potential
indicators of synthetic generation. For images, the authenticity
prediction is produced by an EfficientNetV2-S classifier (input
resized to 224 x 224, sigmoid output thresholded at 0.5), and the
handcrafted features generate the explanation that accompanies
it. Fig. [2] shows the user interface, which supports image and
video inputs. Upon submission, the content is processed by the
feature-extraction pipeline, and the analysis is summarized in a
structured report.

6.1Image-Level Analysis

Fig. 3| presents representative outputs generated by the platform
for Al-generated images. In addition to the final authenticity
prediction, the platform reports interpretable cues derived from
texture entropy, frequency-domain irregularities, and structural
inconsistencies. These explanations indicate the visual artifacts
that contributed to the decision, such as reduced texture diversity,
abnormal frequency peaks, and fragmented geometric structures.
In Fig. [B(a), the image exhibits excessive smoothness, and
unnatural skin and hair texture is reported as the dominant indicator
of synthetic generation.

Although the image in Fig. 3[b) appears visually realistic, the
platform reports broken and incoherent lines as the reason for
its classification as fake. These two examples are illustrative;
they show the form of the explanation rather than measuring
detection performance, which is the purpose of the protocol in
Section 5. They also show that the handcrafted features can
provide transparent, human-interpretable explanations alongside

the prediction, in contrast to purely deep learning-based detectors,
which typically offer limited insight into the causes of a fake
classification.

6.2Video Processing Pipeline

To extend the framework to temporal data, the video processing
pipeline in Fig.[]is used. To balance computational efficiency with
detection reliability, video inputs are temporally downsampled by
extracting every tenth frame. For a source rate of 24 frames per
second (FPS), this yields an effective processing rate of 2.4 FPS.
Each sampled frame undergoes facial localization and tracking
based on the architectures described in [[15[] and [[16], respectively.
The identified regions of interest (ROIs) are cropped and processed
by the feature-extraction module. Finally, frame-level predictions
are aggregated by majority voting or weighted averaging to
determine a video-level verdict, which ensures that transient errors
in isolated frames do not compromise the overall assessment.

This frame-wise strategy is designed to detect manipulated
facial content while remaining scalable for resource-constrained
deployments, and its modular design allows the interpretable
features to be integrated into larger forensic and monitoring
systems.

7Conclusion

This paper presented an interpretable, handcrafted feature-based
framework for diagnosing images and identifying plausible
causes of synthetic manipulation. By jointly examining texture
complexity, frequency-domain regularities, and geometric
consistency, the proposed features capture complementary aspects
of image realism. Texture entropy targets over-smoothing,
frequency-domain analysis targets periodic artifacts introduced by
generative pipelines, and geometric and structure-tensor features
target structural inconsistencies. The paper also analyzed the
computational cost, configuration, and confounding factors of each
feature, and defined an evaluation protocol over several datasets
and scenarios.

Unlike other deep learning-based approaches that primarily provide
binary predictions, the proposed method computes explicit feature
values that offer insight into the visual artifacts behind a fake
classification. The framework is model-agnostic, computationally
efficient, and transparent in its explanations, which makes
it suitable for resource-constrained environments and forensic
scenarios where explainability is critical. The extracted features
can also be integrated with classical or hybrid machine learning
classifiers. The code is available from the authors upon reasonable
request at info@valiancesolutions.com.
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Table 5. . Evaluation scenarios

ID | Scenario Data

Purpose

S1 | In-distribution faces

Face frames from FaceForensics++ and Celeb-DF

Separability of each feature on face regions of
interest

S2 | Cross-generator images
diffusion families

Genlmage subsets, one per generator, GAN and

Per-generator behavior and consistency of the
direction of each feature

S3 | Video level

Videos from S1 sampled every 10th frame

Effect of majority voting versus weighted

averaging
S4 | Post-processing S1 and S2 images after JPEG compression, Robustness of each feature to the confounders in
resizing, blur, and noise TableE]

S5 | Resolution control
extraction

S1 and S2 images resized to a fixed size before

Dependence on native image resolution

<& VALIANCE

DEEPFAKE

Upload an Image, Video or Audio file to detect if it's
Real or Al-Generated

Choose an Image, Video or Audio file to analyze for Al-generated content detection

Click to upload or drag and drop

Fig. 2. User interface of the deepfake detection platform.

7.1Future Directions

Future work will execute the evaluation protocol at scale across
emerging generative architectures and real-world datasets, and
will extend the feature set to higher-level physical inconsistencies
such as unrealistic lighting, shadow inconsistencies, reflection
and refraction anomalies, and violations of fine-scale physical
details. Furthermore, the framework will be extended to enable
the spatial localization of these inconsistencies within images.
Adaptive feature fusion strategies will also be explored to improve
robustness, interpretability, and generalization.
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