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ABSTRACT

Data authentication faces severe difficulties in the layered architec-
ture of the e-healthcare system (EHS), with risks to integrity, se-
curity, and authenticity occurring at every layer. Conventional au-
thentication techniques often fall short in ensuring comprehensive
mes- sage integrity and authenticity. In this context, introducing
a robust data authentication code (RDAC) offers a strategic solu-
tion for securing healthcare information as it traverses IoT devices.
RDAC works in two phases: encapsulation and decapsulation. In
the en- capsulation phase, encapsulation authentication code macl
is generated which is again validated to decapsulation authentica-
tion code mac?2 in the decapsulation phase. The implementation of
RDAC at the internetwork layer promises significant enhancements
in security and integrity, ensuring trustworthiness and immutability
of data across IoT devices. RDAC exhibits significant gains in per-
formance parameters when compared to current solutions, such as
low compilation time, small output size, economical memory us-
age, efficient resource use, and remarkable operational speed.
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1. INTRODUCTION

Advancements in information technologies have transformed the
conventional healthcare system into smart healthcare system, inte-
grating the Internet of Thing (IoT), cloud computing, and artificial
intelligence [1]],[2],[3],[4]. E-healthcare system (EHS) have gained
popularity due to their cost-effectiveness, rapid responsiveness, and
efficient data storage and sharing mechanisms [5]. Utilizing IoT de-
vices, sensitive healthcare information of users is securely stored
in the cloud server, facilitating seamless sharing among health-
care professionals and users [31], 4,161, [70,[81,[90,[10]]. The telecare
e-medical service model offer treatment advice based on health-
care monitoring systems [11]. The IoT-based monitoring systems
capture patients’ physiological parameters through implanted body
sensors, transferring the data to the cloud server via an [oT gateway
for subsequent sharing with the smart community [2],[3]. IoT de-
vices generate encapsulation and decapsulation key using cryptog-
raphy to maintain security against different attacks [12],[13],[14].
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Analysis and hardware implementation of simplest cryptography
algorithm is RC4 stream cipher that emphasize keystream biases
[L5],[16]. Lightweight stream ciphers for IoT devices compared in
[[L7], focusing on design, performance, and security. However, the
analysis is limited to specific lightweight stream ciphers and their
suitability for constrained IoT devices. In [18]],[19], RC4 vulnera-
bilities are examined through tracking attacks and keystream dis-
tinguishability. It highlighted full-size RC4 which remains secure
against practical attacks but requires further improvement for re-
duced keyspaces. In [20], RC4+ vulnerabilities are demonstrated
through distinguishing and differential fault attacks, which may
not cover all malicious activities . In [21]], a hardware accelerator
for RC4+ is presented and proposes pipeline structure. Moreover,
it focuses on the trade-off between security and performance. In
[22], RC4+ vulnerabilities is analyzed using distinguishing attacks.
It suggest that security can be improved by modifying the pad pa-
rameter. In [23[], Knuth-Morris-Pratt (KMP) algorithm is modeled,
focusing on its simplicity and adaptability across pattern matching
algorithms. KMP algorithm is implemented and analyzed for string
searching, highlighting its linear running time O(n), but limited by
the condition m < n [24].

The risk of compromising data confidentiality arises during trans-
mission. It creates challenges of integrity, authenticity, immutabil-
ity, security, and trustworthiness to prevent any compromise of sen-
sitive information [7]. In addition, the complexity of data poses
challenges for seamless data sharing and communication, leading
to additional issues such as speed during communication, mem-
ory consumption, and resource utilization [25]]. Robust authentica-
tion measures are essential for accessing sensitive patient data [26].
There are various authentication frameworks available in the liter-
ature [27],[281,[29],[30]. Most of these authentication frameworks
encounter a high false rejection rate, resulting in delays during data
authentication. In this context, IoT with a message authentication
code has the capability to address the situation. However, the exist-
ing solutions [}, [31,[7,[200,[29] are not adaptable to handle both
cases while simultaneously maintaining integrity, authenticity, im-
mutability, security, and trustworthiness.

Addressing these issues involves the adoption of blockchain tech-
nology, which effectively reduces network communication latency
and provides rapid response times [3],[31]],[32]. In this context, a
layered architecture for EHS is designed to enhance security and
privacy of patient data [33]). It comprises four layers namely cloud



layer, blockchain layer, internetwork layer, and system layer. To
address robust authentication requirements, the present work in-
troduces robust data authentication code (RDAC) within the sub-
layers of internetwork layer. It allow the processing of healthcare
data in two distinct phases. Initially, data is collected from the
blockchain layer and undergoes an encapsulation process to gener-
ate framed data. Subsequently, in the second phase, extensive data
collected from the communication channel is subjected to a decap-
sulation process and forwarded to the system layer. The proposed
RDAC effectively tackle challenges by efficiently managing large
output, enabling faster computing, and ensuring the nominal time
required with full utilization of resources.

1.1 Motivation

With the advent of the COVID-19 outbreak, hospitals have in-
creasingly adopted Internet of Medical Thing (IoMT) based re-
mote monitoring frameworks. The purpose of IoMT is to trans-
form traditional medical services into telemedicine, ensuring the
safe execution of their responsibilities. The patient data captured
and transferred to the health IoT devices for treatment purposes
is under the vigilant monitoring of medical practitioners. Further-
more, these data are accessible to entities such as research organiza-
tions, pharmaceutical companies, and insurance companies. Secur-
ing access to patient data is paramount to prevent vulnerabilities to
cyber attacks, which may result in eavesdropping, data breaches,
and Denial of Service. Cyber criminals are motivated to secure
data, including patient medical records, family health records, bank
records, and insurance records. The leakage of such sensitive data
poses a substantial threat to patient data safety, privacy, and the
confidentiality of information within medical institutions.

In mitigating these risks, it is imperative for IoT sensor nodes to
undergo multiple sub-layers network, followed by authentication
of their validity to the EHS before transferring patient file. The
challenges arise from resource constraints and the vulnerability of
physically capturing sensor nodes deployed in EHS environments,
making the implementation of a robust authentication protocol par-
ticularly challenging, especially in IoT networks. These challenges
serve as the driving force behind the motivation to develop a robust
authentication scheme for IoT-based EHS.

1.2 Objective

In the present research endeavor, the primary focus is twofold: first,
the integration of a data authentication code to validate the autho-
rization of IoT devices; and second, the deployment of a secure
hashing algorithm to safeguard the privacy of sensitive patient files
(pf) when shared among IoT nodes within an EHS.

To achieve these objectives, a comprehensive framework is de-
signed, encompassing a secure EHS featuring the integration of
encapsulation, decapsulation, simple stream cipher and pattern
matching algorithm that creates robust data authentication scheme.
This framework is strategically engineered to address challenges
related to data authentication and security of patient file.

1.3 Contributions

The noteworthy contributions of this research work are pointed out
below as:

—To organize IoT devices into distinct sub-layers in internetwork
layer and employing robust data authentication code (RDAC) in
EHS.

—To employ hashes in RDAC to mitigate the risk of unauthorized
access, thereby enhancing the overall robustness of the security
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measures in EHS. Additionally, a new metric is proposed for ro-
bustness using ().

—To ensure the effectiveness and resilience of the proposed
scheme, a security analysis is systematically introduced, meticu-
lously addressing and satisfying all the design measures.

—Furthermore, a comprehensive performance comparison be-
tween the proposed scheme and existing alternatives is con-
ducted, evaluating their security features as well as assessing
speed, execution time, size of output, memory requirements, and
utilization of resources for a thorough understanding of their rel-
ative efficiencies.

The rest of the paper is organized as follows: Section 2] discusses
the background for the development of the proposed scheme. Sec-
tion 3] discusses the proposed RDAC scheme employed in the lay-
ered architecture of internetwork layer. Moreover, in- detail dis-
cussion on security analysis is done in Section 4] Section [3] illus-
trates the implementation results of the proposed scheme. Finally,
the conclusive remarks are given in Section |[6]

2. BACKGROUND

This section encapsulates the layered architecture of EHS, explor-
ing potential vulnerabilities and discussing security threats, along
with an examination of related work in the relevant field.

2.1 RDAC based E-healthcare system (EHS)

EHS plays a pivotal role in medical imaging, clinical administra-
tion, and medical intelligence devices. The general architecture of
EHS is structured into four layers: system layer, internetwork layer,
blockchain layer, and cloud layer, respectively, as sequenced in
lower to upper order (as depicted in Figure [T). The lowest layer
is predominantly occupied by the healthcare community, includ-
ing doctors, hospitals, and lab assistants. The second, internetwork
layer, employs network devices such as healthcare and wellness
apps, loT enabled medical equipment, connected medical implants,
and wearable fitness trackers for encapsulation and decapsulation.
It serves as an intermediary between the system layer and the third
layer namely, blockchain layer. The uppermost, cloud layer estab-
lishes by the cloud service provider. It acts as the interface where
data is securely stored. The articles [33]], [34], and [35], respec-
tively, addressed the security issue of medical records in the system
layer, blockchain layer, and cloud layer. Thus, the current study ad-
dresses the internetwork layer security issue.

In internetwork layer, the data processing begins with the capture
and collection of data from patients using physical devices, form-
ing a small data collection network to gather health-related fitness
statistics. Subsequently, the captured data is converted into digi-
tal format and securely stored in the cloud, making it accessible
to stakeholders such as doctors, nurses, emergency services, and
clinics based on their specific needs. As shown in Figure[] the in-
ternetwork layer is organized into four sub-layers: (i) Application
layer (AL), (ii) Data transport layer (DT'L), (iii) Communication
network layer (C N L), and (iv) Hardware interface layer (HIL).
IoT devices exist in all sub-layers of the internetwork layer. The
information fetched at IoT devices is collected by the correspond-
ing sub-layers of the internetwork layer and appends header during
the encapsulation phase. Each header is removed by corresponding
sub-layers during decapsulation phases. These two phases are used
to provide RDAC to verify the authenticity of IoT devices situated
at the internetwork layer for transferring patient file (pf) informa-
tion from the blockchain layer to the system layer.
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2.2 Related work

Numerous studies have been conducted in various domains to iden-
tify the aims, tools used, and limitations behind the proposals of
the present work, as shown in Table E} Wang et al. implemented
a blockchain-based data storage model for securely storing health-
care data on cloud storage in encrypted form. The metadata of the
data is then recorded on a blockchain to ensure and maintain the
integrity of the stored information [6].

EHS is featured in various smart projects, with a primary focus
on aspects such as IoT integration, forecasting efficiency, network
implementation design, security and privacy considerations [27].
The author has concentrated on addressing security and privacy
concerns within the fog computing environment by introducing au-
thentication scheme and key management scheme, utilizing a cryp-
tographic hash function and bitwise exclusive-OR operation. Fur-
ther contributions by Wazid et al. in [30], a lightweight authentica-
tion mechanism employing cryptographic hash functions and bit-
wise exclusive-OR enhanced the security of information collected
and transmitted by IoT sensors in surveillance, guarding against
potential leaks. The paper published by Shreya et al. in [2] includes
a lightweight authentication technique with a privacy-preserving
schema utilizing fully homomorphic encryption. This innovative
approach not only ensures secure access to patient data online
but also allows encrypted data sharing for the intended purposes
of stakeholders . In [28]], Sun et al. introduced a device-to-server
authentication mechanism within the Internet of Medical Thing
(IoMT) environment for security and privacy. They presented a hy-
brid scheme incorporating medium access control and enhanced
on-demand vector-enabled routing schemes. While the authentica-
tion mechanism was based on two-factor authentication, there is
room for improvement.

The paper by Hooshmand et al. [12]], deployment in diverse envi-
ronments introduces a key encapsulation mechanism based on po-
lar codes with secure and efficient key generation, encapsulation,
and decapsulation algorithms that reduce the ephemeral secret de-
capsulation key size and maintain security against various attacks,
but it has limited analysis on scalability. The paper by Yang et
al. [1] surveys IoT security and privacy challenges, emphasizing
rapid technological changes, practical implementation constraints,
incomplete data, and evolving threats. This survey consists of four
segments including most relevant limitations of IoT devices and
their solutions, classification of IoT attacks, mechanisms and ar-
chitectures for authentication and access control, and analyze the
security issues in different layers. Similarly, Jurcut et al. [8] sur-
vey loT security, addressing broad issues but facing limitations like
rapid changes, data gaps, practical constraints, and potential bias.
Khan et al. [3] look into IoT security problems in general but lacks
in detail analysis. Son et al. [10] tried to improve the security of
[oT identification, but scalability could be a problem.

The aim of Badhib et al.’s paper [26] is to develop a fast and se-
cure device-to-device continuous authentication protocol for the
0T, addressing impersonation and DoS attacks using devices’ fea-
tures and mitigating threats with shadow IDs and emergency keys,
but the limitation lies in scalability, diverse IoT environments,
real-world deployment, and computational constraints. The aim of
Farzam et al.’s paper [14] is to develop a high-speed supersingular
isogeny Diffie-Hellman and key encapsulation, focusing on opti-
mizing large-degree isogeny computations and field arithmetic op-
erations to significantly enhance performance.

In [5], Wei et al.’s developed an efficient, secure, and privacy-
preserving message authentication scheme for IoT, addressing data
security and privacy concerns, while the limitation may involve
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challenges in scalability and real-world deployment due to diverse
IoT device constraints and computational requirements. In [36],
created a secure hyperledger fabric-based blockchain architecture
for managing electronic health records while ensuring privacy. The
necessity for specialized blockchain infrastructure and expertise
leads to high deployment and maintenance complexity. In Lee et
al.’s paper [13]], GPU-accelerated techniques was proposed to en-
hance Kyber, a post-quantum Key Encapsulation Mechanism, en-
abling high throughput performance crucial for securing IoT sensor
data. However, frequent key generation and secure transmission to
gateway devices and cloud servers remain time-consuming chal-
lenges. In [37]], Gayathri et al. created a blockchain-based secure
EHS that uses incremental Provable Data Possession, Zero Expo-
nential Mikhail’s Hash Knowledge Proof, Transport Layer Secu-
rity, Homomorphic Encryption, Thompson’s Extended Transition
Construction Algorithm for secure electronic health record sharing,
full node authentication, and data integrity. However, the method
has higher computational complexity and authentication latency
because it uses several cryptographic mechanisms.

In [38] improved construction safety compliance by utilizing
blockchain,IoT sensors, and smart contracts for decentralized and
tamper-proof workforce management. However, the approach wss
constrained by the oracle problem, consensus protocol scalability
issues, and the lack of legal recognition and interoperability with
BIM standards. The aim of Bera et al.’s paper [16] is to investigate
and improve the cardiology department’s operational system flexi-
bility using simulation models, though this requires extensive data,
high computational resources, and complex model validation.

The above discussion has identified a research gap in the existing
literature.

—Despite the myriad advantages of EHS, a notable challenge per-
sists in the form of insufficient integrity, security, immutability,
authenticity and trustworthiness for patient data transmit in the
public cloud.

—The absence of a robust authentication mechanism poses a chal-
lenge in effectively authenticating IoT devices responsible for
handling patient file.

—Frequently, authentication-based schemes encounter challenges
such as complex cryptographic technique, high speed, less uti-
lization of resources, and huge storage, leading to potential short-
comings.

3. PROPOSED FRAMEWORK

The proposed robust data authentication code (RDAC) is used to
authenticate Internet of Things (IoT) devices by encapsulating and
decapsulating data using a straightforward and effective crypto-
graphic technique that requires less speed, full utilization of IoT
devices, and less storage. This section provides a detailed descrip-
tion of the implementation of RDAC in the internetwork layer of
layered EHS.

The implementation of the proposed RDAC based data authentica-
tion technique makes use of certain assumptions discussed below
as:

—All stakeholders of EHS must register at the system layer, un-
dergo verification at the blockchain layer via the internetwork
layer, and finally be deployed under the cloud layer.

—RDAC is implemented mainly in three layers: the blockchain
layer, the internetwork layer, and the system layer of EHS.

—The patient file information (pf) is accessible to the hardware
interface layer (HIL).
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Table 1. A literature survey on authentication schemes in EHS.

Paper Year Domain  Aim Tool limitation
L] 2017 IoT Systematic examination of the security Survey consists of four segments Incomplete data, evolving threats.
and privacy issues
131 2018 IoT Survey on IoT security issues. Threat categorization, protocol analy- Lead to superficial treatment of specific
sis, blockchain discussion, solution map- 10T security issues.
ping.
1391 2018 IoMT Detect real or fake medical images Enhancing security beyond unimodal Security analysis missing
biometric system
[29] 2019 IoT Lightweight construction and lower net- Identity management and user authenti- Comparision analysis missing
work latency cation on a permissioned blockchain
[40] 2019 IoMT Security and privacy of IoMT ToMT using Secure Assessment Frame- Complex mechanism
work
181 2020 IoT Survey on IoT security threats Security threats, identify weaknesses, Broad scope, rapid changes, data gaps,
present solutions, mitigate risks potential bias.
151 2020 IoT Efficient, secure, and privacy-preserving Cryptographic offline or online compu- Challenges in scalability and deployment
message authentication scheme. tation of IoT security scheme.
114] 2020 EHS Implementation of supersingular isogeny Montgomery Ladder Technique. High computational cost.
Diffie-Hellman and key encapsulation
9] 2020 EHS, IoT Innovative three-factor lightweight au- Symmetric encryption Result analysis missing
thentication scheme
[41] 2020 IoMT Security of information exchanged Mutual authentication and secret key es- Lacks value in adverse situation
among sensor nodes tablishment
126] 2021 IoT Fast and secure device-to-device authen- Informal and formal test analysis. Real-world deployment, and computa-
tication. tional constraints.
110] 2021 IoT Secure and efficient IoT authentication Informal analysis and formal analysis. Scalability issues and real-world deploy-
scheme addressing existing vulnerabili- ment challenges.
ties.
[L13] 2021 IoT GPU-accelerated Kyber enhancements Rejection sampling, central binomial High computational and knowledge re-
for high throughput IoT sensor data se- distribution, and fine-grain AES-256. quirements.
curity.
131] 2021 EHS Adaptation of Attribute-based Search- Addressing the significant computational Data about correctness, robustness miss-
able Encryption (ABSE) costs of the ABSE scheme ing
112] 2022 EHS Secure, efficient key generation, encap- Polar coding. Limited analysis on scalability and prac-
sulation, decapsulation for efficient cryp- tical deployment.
tographic operations.
2] 2022 IoMT Lightweight authentication privacy- Homomorphic encryption Complicated mechanism
preserving scheme
116] 2023 EHS Cardiology department’s operational Simulation models. complex model validation.
system to improve flexibility EHS
136] 2024 IoT Hyperledger Fabric blockchain architec- Hyperledger Fabric. High deployment and maintenance com-
ture for EHR management. plexity.
138] 2025 EHS To enhance construction safety compli- decentralized and tamper-proof work- limited by the oracle problem.
ance force management
137] 2026 EHS Develop a blockchain-based secure Elec- Homomorphic encryption High computational overhead and in-

tronic Healthcare System

creased authentication latency.

—The internetwork layer allows for the smooth flow of verified
patient file (pf) information between the blockchain layer and
the system layer within EHS.

—IoT devices are appropriately placed in sub-layers of the inter-
network layer to collect medical data.

The symbols and abbreviations employed in the present work are
enlisted in Table

3.1 Internetwork layer architecture

The layered architecture of the internetwork layer is shown in Fig-
ure 2] Each sub-layer contains IoT devices with distinct roles and
capabilities. Figure [3| illustrates the operational functionalities of
the proposed RDAC in EHS, described in detail below as:

—The first stage involves the internetwork layer retrieving verified
healthcare stakeholder information from the blockchain layer.
—The application layer (AL), the topmost sub-layer of the inter-
network layer, is used to program healthcare and wellness apps
(hwa) using this information.

—The data transport layer (DT'L) receives the information hosted
on the health and wellness apps (hwa).

—The data transport layer (D7'L) appends additional information
that is available on IoT enabled medical equipment (eme).

—The data is gathered by the communication network layer
(CNL) and processed by RDAC to provide the hardware inter-
face layer (H I L) relevant information about connected medical
implants (cmzi).

—The hardware interface layer (H I L) generates encapsulation au-
thentication code (macl) once it has collected all the necessary
attribute data, including that from connected medical implants
(cma), patient file information (p f), and wearable fitness tracker
(wft).

—Once the encapsulation procedure is complete, the communica-
tion channel is loaded with encapsulation authentication code
(macl) and patient file information (pf).

—In the initial stages of decapsulation, the communication channel
is utilized by the wearable fitness tracker (w ft) to gather encap-
sulation authentication code (macl) and patient file information
@)

—Any wearable fitness tracker (w ft) can be accessed using the
hardware interface layer (HIL).

—The communication network layer (C'N L) generates connected
medical implants (cmz).



Table 2. Nomenclature of codes.

Code Acronyms

hwa health and wellness app

eme ToT enabled medical equipment
cmi connected medical implants
wft wearable fitness tracker

pf patient file

AL application layer

DTL data transport layer

CNL communication network layer
HIL hardware interface layer

1L inter-network layer

macl encapsulation authentication code
mac2 decapsulation authentication code
< left shift

> right shift

2] XOR operation

+ binary addition

& and

I array index

% reminder operator

/I concatenation

< less than equal

#* not equal

—The data transport layer (DT'L) computes decapsulation au-
thentication code (mac2) with IoT enabled medical equipment
(eme).

—Comparing encapsulation authentication code (macl) to decap-
sulation authentication code (mac2) the application layer (AL)
stores final result on health and wellness apps (hwa).

—If all of the above is correct, the message is considered authentic,
and the patient file (pf) is sent to the system layer; if it isn’t, it
means there’s a problem with their originality.

3.2 Robust data authentication code (RDAC)

In the encapsulation phase, IoT device generate hash1 h1() and call
Algorithm[I] to get encapsulation authentication code macl using
Algorithm 2| During the decapsulation phase, IoT devices imple-
ments Fluhrer Mantin and Shamir (FMS) cryptanalysis technique
[42] using Algorithm[3] and compute decapsulation authentication
code mac2. As a result, Algorithm [4] is used to match encapsu-
lation authentication code macl and decapsulation authentication
code mac2 using Knuth Moriss Pratt (KMP) pattern matching al-
gorithm [43]. Following the completion of the encapsulation and
decapsulation processes, RDAC authenticates medical information
among internetwork nodes using Algorithm 5]

3.2.1 Data encapsulation process. The algorithm [I] generates
hash1 h1(), which is used in Algorithm [2] (line 3). Algorithm
describes the entire message flow for the first phase (data encap-
sulation) of the authentication procedure.

—In the first step, the internetwork layer receives verified patient
file (pf) information from the blockchain layer.

—The final added information is assigned to the application layer
(AL), which contains the data available through health and well-
ness apps (hwa) and the verified patient file (pf).
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Algorithm 1: Hash1 h1() used in Encapsulation

Input: AL

Output: DTL

Data: pf,hwa

=0

J=0

AL=pf +hwa

l=AL.length

let s[] be new array

/* KSA (Key Scheduling Algorithm) */

for i=0ton — 1do

| slil=i

for i=0ton — 1do
j=j +sli] +AL[i]
slil=s[i] + AL[i]
AL[4=s[i]- AL[4]
s[i] =s[¢] - AL[7]

/% RCAPRGA1 */
for i=0ton — 1 do
i=(i+1)%n
J=(j+sli]) %n
for i=0ton — 1do
slil=s[i] + AL[i]
ALli]=s[i]- AL[1]
s[i] =s[i] - AL[%]
| DTL1=(s[ s[i] + s[5]]) % n

/* RC4++PRGA2 */
for i=0ton — 1do
=i +w)%n
a=s|1]
7= +a+w) % n
b=s[j]
s[il=b
| slil=a

for i=0ton — 1do
slil=s[i] + AL[7]
ALl[i]=s[t] - AL[%]
s[i] =s[i] - AL[i]
c=((s[i <5 +7>3)%2]+ (s[j K 5+i>3)%2]) + 00X AA)%2
DT L2=(s[ s[a+b] + s[c]] + s[j+b])%2
w=w +2

/* RC4+*PRGA3 */
for i=0ton — 1 do
=i +w)%n
a=s[i])
7= +a+w) % n
for i=0ton — 1do
slil=s[i] + AL[7]
ALl[i)=s[i]- AL[%]
sli] =s[i] - AL[3]
c=(((s[t <B5+7> 3)%2] + (s[j <5 +1> 3)%2]) + 0X AA)%2
DT L3=(s[ s[a+b] + s[c]] + s[j + b])%2
w=w +2

/* RDAC_PRGA */
DTL=DTL1+DTL2+DTL3

Algorithm 2: Phase 1: Data Encapsulation

Input: p f

Output: macl
Data: hwa, eme, cmi, wft
IL=pf

AL=pf || hwa
eme=h1(AL)

DT L=eme
CNL=cmi® DTL
HIL=wft| CNL
macl=CNL
return HIL
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Fig. 3. Encapsulation and decapsulation phases of RDAC based authentication scheme.

—When IoT enabled medical equipment (eme) processes the ap-
plication layer (AL), then Algorithm []is used for hashing.

cipher [13], RC4++ cipher [44], and RC4+* cipher [44] respec-
tively.

—1In this algorithm, RDAC_PRGA is constructed utilizing the fi-
nalize result of DT L1, DT L2, and DT L3, which store the RC4

—The information processed by IoT enabled medical equipment
(eme) is now available at the data transport layer (DT'L).
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—The communication network layer (C N L) combines all infor-
mation from the data transport layer (D7'L) and performs an
XOR operation on data collected by connected medical implants
(emi).

—The final added information, which includes data from both the
communication network layer (CN L) and the wearable fitness
tracker (w ft), is assigned to the hardware interface layer (H1L).

—Encapsulation authentication code (macl) is used to hold data
from the communication network layer (C N L).

—The communication link is where the content of the hardware
interface layer (H I L) is located.

3.2.2  Data decapsulation process. During this phase, Hash2 h2()
is computed based on cryptanalysis employed in [42] as seen in Al-
gorithm 3] The calculated result is compared to the achieved result
using KMP [43] as shown in Algorithm[4] Algorithm 5] provides a
thorough overview of message flow during the authentication pro-
cess’s decapsulation phase.

Algorithm 3: Hash2 h2() used in Decapsulation

Input: HIL

Output: cm?

Data: w ft

HIL=wft

7=0

I=HIL.length

let s[] be new array

if s/i] <[ then
L goto step 8

elseif (s/i] + s[s[i]]) = I then
L goto step 10

else if s~ 'cmifi — 1] # 1 then
| eotostep 12

else if s~ 'cmifi — 1] # s[1] then
| gotostep 16

else
| gotostep 21

for i=01tol do
G=(i+sli]) % 1
cemilll= s Yemili] - j - s[l]
Repeat step 5 to 15

return cms¢

—The initial step assigns the content of the communication link to
the wearable fitness tracker (w ft).

—Consequently, the wearable fitness tracker (w ft) is assigned to
the hardware interface layer (H1L).

—The communication network layer (C'N L) stores data gathered
by connected medical implants (cms) using the XOR operation
on data produced by the Algorithm 4 on the hardware interface
layer (HIL).

—Data from the communication network layer (C N L) is available
to IoT enabled medical equipment (eme).

—As a result, the data transport layer (DT'L) accesses data from
IoT enabled medical equipment (eme).

—The data transport layer (D7'L) retrieves information and se-
curely stores it as a decapsulation authentication code (mac2).
—The health and wellness apps (hwa) are hashed with Algorithm

[] as stated in line 7 of Algorithm[3]

—The application layer (AL) contains the results of health and

wellness apps (hwa).
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Algorithm 4: Hash3 h3() used in Decapsulation

Input: macl, mac2
Output: g
Data: z, vy, 2z

1 Function CPF (mac2):

2 y=mac2.length

3 let z[] be new array

4 k=0

5 while k& > 0 & mac2[k+1] # macl [q] do
6 | k=zlk]

7 if mac2(k + 1] = macl/k] then

8 | k=k+1

9 zlql=k

10 for g=2to y do

1 | step4dto8

13 Def KMP (macl, mac2):

14 x=macl.length

15 y=mac2.length

16 2=CPF(mac2)

17 q=0

18 while ¢ > 0 & mac2[q + 1] # macl [i] do
19 | g=2lql

20 if mac2[q + 1] = macl [i] then
21 | g=g+1

22 if g= vy then

23 | Pattern occur with shift ¢ — y
4 q=zlql

25 for i=1 to x do

26 | step161to023

—Successful authentication is obtained at the application level
(AL) if the encapsulation authentication code (macl) and de-
capsulation authentication code (mac2) show a similar pattern.

Algorithm 5: Phase 2: Data Decapsulation

Input: pf, macl
Output: AL

Data: hwa, eme, cmi, w ft
wft=pf || CNL
HIL=wft

CNL=cmi @ h2(HIL)
eme=CNL

DT L=eme
mac2=DTL
hwa=h3(macl, mac2)
AL=hwa

return AL

[ I T Y T

e

4. SECURITY ANALYSIS

In this section, the security features of RDAC is discussed in de-
tail. RDAC guarantees authenticity, integrity, immutability, secu-
rity, and trustworthiness by implementing an integration of encap-
sulation, decapsulation, and hash operations. Combining these with
blockchain security systems will improve the trustworthiness and
robustness of the system even further.

LEMMA 1. The proposed concept of recognizing integrity
makes sure that the loT devices at the communication network layer
(CN L) are not changed while they are being sent or stored.



PROOF. Algorithms and[5]alter data using s[] array manip-
ulation and numerous rounds of PRGA, ensuring that any unautho-
rized modification results in inaccurate outputs (see Algorithm [I]
lines 20, 33, 44, and 46). The encapsulation phase (see Algorithm
[ line 3) employs hashing h1() to generate a unique IoT enabled
medical equipment (eme), which functions as a fingerprint for the
input data, allowing for detection of any changes.

Hash function for integrity

eme = h1(AL)

Verification

DTL1 = (s[s[i] + s[j]]) %on

DTL2 = (s[s[a + b] + s[c]] + s[j + b]) %2
DTL3 = (s[s[a + b] + s[c]] + s[j + b]) %2
DTL=DTL1+ DTL2+ DTL3

Integrity validation

CNL=cmi® DTL
CNLyew =cmi®h2(HIL)
Check ; CNL = CN L,,eq
The consistent validation of the data transport layer (D7T'L) and

the employment of Algorithm[4]for pattern matching reinforces the
data integrity. [

LEMMA 2. The proposed approach conceals authentication
while ensuring that the data and IoT devices involved are genuine.

PROOF. Algorithm [T]is used to generate a sequence based on
input keys and data, guaranteeing that only authentic keys produce
the desired sequence. The employment of h1(), h2(), and h3() hash
functions in the encapsulation and decapsulation procedures of Al-
gorithms|[T] [B] and [ ensure that only authenticated data can gener-
ate valid results. The encapsulation phase comprises methods that
combine and hash numerous inputs to confirm that the data is from
a genuine source.

Key scheduling algorithm (KSA) initialization
sli) =14 for (0 <i<mn)
3= (G + sl + AL[i]) 7on

PRGA for key stream generation
i=(i+1)%n
J =+ s[i))%n
Encapsulation
AL =pf || hwa

eme = h1(AL)
DTL1 = (s[s[i] + s[j]])%n

Authenticity validation
macl = CNL =cmi @ DTL
HIL=wft||CNL

Decapsulation
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CNL =cmi® h2(HIL)
hwa = h3(macl, mac2)
AL = hwa

The usage of hash functions h1(), h2(), and h3() ensures the au-
thenticity of data through robust cryptographic techniques. O

LEMMA 3. The proposed method conceals immutability, en-
suring that once data is written, it cannot be altered.

PROOF. While algorithms can not guarantee immutability, a
combination of hashing and key scheduling can be used to accom-
plish it. Storing hashes of data representations may assist in ensur-
ing that data has not been altered, hence indirectly enabling im-
mutability.

Blockchain based immutability (if integrated)

Block; = h(Block;_1, Data;)
Blockchain = {Blocky, Blocka, . .., Block,, }

Hash and key scheduling contributions

W(AL) = h(pf || hwa)

Immutable record

Immutable record = h(previous record, new data)

When blockchain technologies are combined, they create a tamper-
proof record of data transactions, increasing immutability. [

LEMMA 4. The suggested method assures data security and in-
cludes every safety measure to prevent cyber attacks and unautho-
rized access.

PROOF. The usage of KSA and PRGA algorithms for key gener-
ation and data transformation provides an additional layer of secu-
rity against unwanted access. The encapsulation and decapsulation
steps include checks and validations to ensure that only genuine,
authenticated data is processed.

Key scheduling

sli] =14 for (0<i<n)
j=(j+ s[i] + AL[])%n
PRGA operations

i=(i+1)%n
§ =G+ sli)%n
XOR operation for obfuscation

CNL=cmi® DTL
HIL=wft||CNL
Encryption and decryption

DTL=DTL1+ DTL2+ DTL3
AL =pf || hwa

Hash function usage



eme = h1(AL)
CNLyew = cmi @ h2(HIL)
The combined application of KSA, PRGA, and XOR operations

results in a secure environment for data encapsulation and decap-
sulation process. [J

LEMMA 5. The proposed scheme ensures data trustworthiness,
which relates to the system’s robustness and trustworthiness.

PROOF. The organized method to data encapsulation and decap-
sulation, which includes numerous verification phases, improves
the system’s trustworthiness. The use of common cryptographic
procedures, such as hashing and key scheduling, improves the sys-
tem robustness.

Consistent use of cryptographic techniques

eme = h1(AL)
CNL=cmi® DTL

hwa = h3(macl, mac2)

Multiple verification steps

DTL = DTL1 + DTL2 + DTL3
HIL =wft | CNL

Validation of outputs

AL = hwa
mac2 = DTL

Pattern match

q = KMP(macl, mac2)
Trustworthiness metrics
No. of successful validations

Robustness = Total no. of checks @

By guaranteeing the successful validation of the majority of
data transactions, robustness quantifies the system’s trustworthi-
ness. [

5. RESULT ANALYSIS

This section assesses the performance of the proposed RDAC
authentication scheme by examining its CPU usage, processing
speed, memory consumption, compilation time, and output size.
The RDAC system was developed on a 64-bit operating system
with an x64 processor, featuring a CPU speed of 1.60 GHz and
8GB of RAM.

First, the proposed RDAC implementation involves sending the
verified patient file pf for the packaging process, as shown in Al-
gorithm 2] The packaging process uses RDAC to create encapsula-
tion authentication code macl (see Algorithm[T). Then, patient file
pf and encapsulation authentication code macl are saved on the
communication link for the decapsulation process, as described in
Algorithm[3] with the assistance of FMS and KMP (see Algorithms
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[Bland[d). Using the C++ programming language, the suggested au-
thentication scheme RDAC is run step by step along with the RC4,
RC4++, and RC4+* stream ciphers.

The RC4, RC4++, RC4+*, and RDAC stream ciphers is evaluated
to observe which ones use the CPU the most at a normal speed, as
shown in Figure ] and Table 3]

A comparative analysis is done based on speed, CPU usage, and
memory storage, as shown in Figure 5] Moreover, Table[d and Fig-
ure @ show a comparison of how well RC4, RC4++, RC4+%*, and
RDAC provide robustness using (I)) during the process of encapsu-
lation and decapsulation.

To figure out robustness, the changeable size of the S[] array and
the fixed size of the patient file (pf) are both taken into considera-
tions. The 8-bit value of encapsulation authentication code macl is
mapped to the 8-bit value decapsulation authentication code mac?2.
In this case, 8-bit macl = 00000000 needs 320 successful vali-
dations, with checks for RC4 (95), RC4++ (140), RC4+* (39), and
RDAC (13). This means that the system is robust when using RC4
(3.37), RC4++ (2.29), RC4+* (8.21), and RDAC (24.62) because
RDAC is superior robustness value in compare to RC4, RC4++,
and RC4+* (see Table[).

6. CONCLUSION AND FUTURE WORK

Ensuring secure authentication in layered architecture of EHS is
imperative, especially when verified patient file details is pass-
ing through blockchain layer to system layer through internetwork
layer. Data authentication in sophisticated EHS is difficult due to
integrity, security, and authenticity risks across layers. Traditional
authentication methods rarely guarantee communication integrity
and authenticity. Implementation of robust data authentication code
(RDAC) at the internetwork layer improves security and integrity,
making data across networks trustworthy and immutable. RDAC
outperforms earlier methods in compilation time (0.24 sec), out-
put size (137.333 KiB), memory usage (47%), resource utilization
(80%), and operational speed (3.29 GHz) (see Table. As aresult,
RDAC makes full use of IoT devices at a lower speed, requires very
little memory, and uses straightforward cryptographic techniques
like RC4, RC4+, and RC4++.

Future research will investigate the performance of the RDAC in
large-scale IoT environments with diverse device configurations. It
will also assess its effectiveness and reliability in real-world health-
care settings, its ability to defend against emerging and advanced
security threats, its compatibility with existing loT-based EHS plat-
forms, and its potential applications.
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Table 3. Comparative analysis of the proposed method with existing method.

Paper Hash1() CT (sec) output (KiB) utilization (%) speed (GHz) memory (%)
[19] RC4 0.22 134.150390625 25 3.39 48
44 RC4++ 0.22 134.203125 33 337 49
a4 RC4+* 0.22 134.703125 33 3.39 49
Proposed RDAC 0.24 137.3330078125 80 3.29 51
Table 4. Robustness with various s[| array.
macl validation Check Robustness
(8 bit) (count) RC4 Rcd++ RC4+* RDAC RC4 Red++ RC4+* RDAC
s[]=4 byte
00000000 320 95 140 39 13 3.37 2.29 8.21 24.62
00000001 320 19 13 11 9 16.84 24.62 29.09 35.56
00000000 320 95 140 39 13 3.37 2.29 8.21 24.62
00000001 320 19 13 11 9 16.84 24.62 29.09 35.56
00000010 320 19 12 9 7 16.84 26.67 35.56 45.71
00000011 320 9 2 4 1 35.56 160.00 80.00 320.00
s[]=8 byte
00000100 320 16 10 10 9 20.00 32.00 32.00 35.56
00000101 320 5 3 2 2 64.00 106.67 160.00 160.00
00000110 320 14 6 4 2 12.86 53.34 80.00 160.00
00000111 320 2 1 2 1 160.00 320.00 160.00 320.00
s[]=16 byte
00001000 320 9 10 7 4 35.56 32.00 45.71 80.00
00001100 320 5 13 7 1 64.00 24.62 45.71 320
00001010 320 7 2 1 1 45.71 160.00 320.00 320.00
00001011 320 5 1 5 3 64.00 320.00 64.00 106.67
Temporary Memory Size =2 byte
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Fig. 5. Performance graph of proposed protocol with existing protocol. Fig. 6. Robustness of RDAC having s[]=4 byte.
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