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ABSTRACT Technological progress in embedded systems, wireless

One of the key applications of the Internet of Things (IoT) is
smart home automation that allows enhancing comfort, safety,
and energy savings in a residential environment. Most of the
current solutions put high reliance on cloud infrastructures,
which makes such solutions vulnerable to latency, privacy
issues, and extra operational costs. In this paper, we present a
cheap edge-based smart home automation system using a low-
cost Raspberry Pi and ESP32 microcontroller that
communicates over local Wi-Fi. This will allow the proposed
system to ensure that all relay modules controlling household
appliances can operate correctly in real time while consuming
very little power and switching accurately. Its experimental
evaluation yielded an average response time of 0.43 seconds
and 35-60% lower latency than state-of-the-art cloud-based
systems, stable communication, and a relay switch accuracy of
100% in each test cycle. The experimental results show that the
proposed architecture has lower latency and cost and is more
scalable as compared to existing solutions. The system is
suitable for large-scale beamforming-based smart home
implementation and flexible for further deployment in the
smart home domain.

General Terms
Internet of Things, Embedded Systems, Smart Home
Automation.

Keywords
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1. INTRODUCTION

There are several IoT-based smart home systems available
today, but most of the existing solutions are wired to a cloud
infrastructure, leading to response latency, privacy concerns
due to possible monitoring from third parties, and further
operational costs [1]-[4]. Furthermore, most budget
implementations are not examined systematically as to how
well they work either [5]-[8]. This is what is required to be a
cost-effective and controllable architecture-based smart home
and will need to be validated experimentally [9], [10].

The pioneer home automation solutions were based on
centralized personal computers and proprietary controllers, so
they were expensive to purchase, too power-hungry with low
efficiency, and hard to scale from small installations [11].
These limitations have been overcome by the arrival of single-
board computers such as the Raspberry Pi, compact, low-cost,
high-performance platforms designed to run non-stop [12]. In
smart environments, various academic papers have recently
shown the efficiency of Raspberry Pi-based edge [oT systems.
[13].

communication, and the Internet of Things (IoT) has changed
the normal residential house into a synergistic smart home.
[14], [15]. The goal of smart home systems is to make the user
comfortable, increase energy efficiency, and increase safety by
allowing remote control and automated supervision of home
devices [16]. A recent extensive survey on loT technologies
and smart environments [17], [18] shows that low-cost
embedded platforms [19] have been adopted aggressively, thus
leading to a trend towards edge-based architecture for latency-
critical applications [16][17].

To enable early home automation solutions, local personal
computers or proprietary controllers are used, leading to
prohibitive cost, excessive power demand, and limited
scalability [20]. While problems caused by these limits have
finally been solved with the introduction of single-board
computers (SBCs), especially those with lower cost and higher
performance due to compact design and constant-power
operation, such as the Raspberry Pi [21]. Raspberry Pi-based
edge IoT systems for smart environments have recently been
shown to work [12],[16].

Nevertheless, many of these smart home systems simply rely
on cloud infrastructures for control and data processing, which
introduces higher response time, scaling concerns, as well as
possible privacy/security issues [22]-[24]. This motivated a
growing interest in edge-based and local-control architectures
as viable options, providing low latency, improved reliability,
and enhanced data privacy features [25]-[27].

The key contributions of this paper are outlined as follows.
Hybrid Edge-Based Smart Home Architecture: First, the
Hybrid Edge-based Smart Home architecture integrates
Raspberry Pi and ESP32 platforms to provide an efficient
distribution processing rate with improved scalability of the
system. Second, a localized control framework based on Wi-Fi
is designed to allow real-time device communication with
latency below 1 s to improve the system response time and
operational performance. Third, an exhaustive experimental
evaluation is carried out under practical operating scenarios to
compare the proposed system with existing approaches in terms
of response time, communication reliability, and switching
accuracy estimates for task completion. Finally, a complete
comparative performance evaluation is conducted against
recently published smart home systems, which demonstrates
the superiority of the new approach and its effectiveness in
practice.

2. RELATED WORK

Smart home automation based on IoT has attracted a lot of
research interest in the last decade [28]. There are also some
survey papers summarizing the enabling technologies,
communication protocols, and application domains of IoT
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systems, but emphasizing the new role of edge computing in
real-time and privacy-aware applications [28]-[31].

Arduino platforms have been at the forefront of innovative
ways to deliver affordable and intelligent smart homes.
Addressing accessibility needs, Isaac et al. [32] introduced a
Dual Tone Multi Frequency (DTMF)- based telephone-friendly
system that overcomes the limited range of conventional
infrared remotes and allows appliances to be controlled from a
distance by simply using phone calls. Towards an instrumental
use of intuitive interaction, Le et al. [33] implemented hand
gesture recognition using Arduino and the YOLOvI11
framework, demonstrating 99.5% accuracy with results
clustered mostly below 200ms, where the response time
correlates to controlling televisions, fans, and air conditioners
through infrared signals. For energy intelligence, Mishra et al.
[34] used GSM communication together with machine learning
to use smart meter data for classifying Activities of Daily
Living (ADL), which allowed predicting energy optimization.
A comparative evaluation by Gao [35] measured performance
differences and found that for environmental monitoring, an
STM32-based system achieved 50% lower errors, and
compared to an Arduino-based one, response time was 54.5%
faster for remote control tasks. Gunputh et al. [36] based
Arduino automated system, but lacking a modular design that
can be carried out on large borders. Together, these studies
provide a history of how we move from simple remotes to
complex environments rich with sensors where predictive
analytics works in hand with gesture recognition inside
Arduino-based smart homes.

Raspberry Pi-based solutions have become popular due to their
much  higher computational power compared to
microcontroller-focused boards and the ability to run a full
operating system. Patchava et al. [37] followed by designing a
smart home system using Raspberry Pi and Internet of Things
technologies. They achieved reliable relay-based control with
little discussion on scalability and latency [38], [39].
Contemporary studies have focused on enhanced local and
edge control to shorten reaction time as well as increase
reliability. Zhang et al.[40] proposed a low-latency smart home
system controlling devices from the edge via local Wi-Fi,
which ensures non-cloud-based architectures are indeed
effective for applications; this was established in their proposed
framework that employs Edge Intelligence for activity
recognition.

Unlike these previous approaches, the proposed system has a
dual architecture that leverages the processing power of
Raspberry Pi and, at the same time, the real-time control
capability of ESP32. With low latency, electrical safety, and
cost efficiency in mind, this design is focused on local control,
yet still provides a scalable architecture to allow additional
circuitry for monitoring at later stages. The proposed solution
addresses two major limitations identified in the literature by
offloading time-critical tasks, including relay switching and
polling of all sensors, to an ESP32, while relying on the
Raspberry Pi for higher-level processing, data logging, and user
interface management, thus achieving both computational
depth and satisfying deterministic responsiveness.

3. MATERIALS AND METHODS
3.1 System Architecture

The proposed system encompasses the high-level architecture
of'a smart home automation that is hierarchical and edge-based,
as shown in the block diagram of the system in Fig. 1. Central
to this architecture is a Raspberry Pi that serves as the main
control processing unit, running the primary control logic and
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user interface. ESP32 microcontroller is a dedicated control
interface for the relay modules that actuate appliances. This
hierarchical architecture optimizes communication latency by
designating time-sensitive tasks to the ESP32 processor, while
leaving higher-level processing and user interaction to the
Raspberry Pi.

Raspberry pi AC
source

220V
Wi-Fi \
Esp32 vee LED
com
GND
Relay J

GPIO4 NO

Figure 1. Block Diagram of the proposed system

The user, via the user interface, sends commands over a local
Wi-Fi network to the Raspberry Pi, where they are processed,
and appropriate control signals are passed to the ESP32
microcontroller. Then, in the relay modules, they control how
your ESP32 safely turns appliances and all electrical devices
ON or OFF. It works at 3.3V (which means it is connected to
VCC and GND; the ESP32 listens for commands from the RPI
side, reads them & translates these commands into control of
the GP1O4 pin), hence bridging both ends. It has access to local
architecture that works with real-time latency and doesn't need
any third-party clouds. All the hardware used in this work is
off-the-shelf and common equipment, making it easy to
generate a custom system with popular embedded development
tools.

3.2 Hardware and Software Components

3.2.1 Hardware Components

The following system is implemented based on four main
hardware components: Raspberry Pi 4 Model B, ESP32
microcontroller, relay modules, and standard household
electrical loads. At its heart is the Raspberry Pi, which provides
a powerful processor and a Linux operating system capable of
hosting the control logic and the user interface. The ESP32 adds
the advantage of integrated Wi-Fi communication and low
consumption (keeping a connection alive) to talk to relay
modules in real-time fashion. We chose the Raspberry Pi due
to its low cost with reasonable performance, as well as the very
large community around it, and because development is easy.
Figure 2 illustrates the pin configuration of the Raspberry Pi 4
Model B, while Fig. 3 shows the pin diagram for the ESP32.

FASTER USB

GIGABIT ETHERNET K

MICRO-HDMI

GBIO PINS

FASTER CPU & 3
DEDICATED e USB POWER SUPPLY

GRAPHIC CHIP

Figure 2. Raspberry Pi 4 Model B.
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Figure 3. The pin diagram for the ESP32.

After configuring the hardware and software, a fully integrated
prototype system was assembled and tested. In Fig 4, we show
the final product of our fully functional prototype, which shows
the integration of the Raspberry Pi, ESP32, relay modules, and
the electrical loads connected to it.

Figure 4. Prototype model of the proposed system
3.3 Software Components

The high-level software architecture is simply a dual system;
however, the first part is a control application coded in Python
on Raspberry Pi, and the second is a custom firmware uploaded
onto ESP32. The Raspberry Pi application performs user
command processing, control logic execution, and ESP32
communication triggered by a local Wi-Fi network. Incoming
control commands are handled by the ESP32 firmware to
physically drive relay modules and hence the appliances.
Lightweight messaging protocols provide a fast and reliable
connection between the two devices.
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3.4 Experimental Setup and Performance

Evaluation

This approach was then realized in a real experimental setup
for evaluation under realistic operational conditions. To
quantify response time, communication reliability, and relay
switching accuracy, multiple ON/OFF switching trials were
performed. To avoid cloud dependency and ensure low-latency
performance in addition to privacy, the system adopts a local
edge control architecture that performs all device decision-
making & actuation on embedded local network devices.

The proposed system was assessed based on five key
indicators, namely average response time, communication
reliability, relay switching accuracy, counting switch capacity
per network type, and power consumption of the control unit.
We selected these metrics to fully investigate the latency,
robustness, operational precision, network requirements, and
energy efficiency of the system.

4. RESULTS AND DISCUSSION

Five principal metrics were used to evaluate the performance
of the suggested system, such as average response time,
communication reliability, relay switching accuracy, network
type, and power consumption of the control unit. The derived
metrics cover a full-spectrum view of system latency,
operational  robustness, actuation precision, network
dependency, and energy efficiency, all factors relevant for real-
world smart home facility deployment.

4.1 Response Time Analysis

The system exhibited fast and consistent performance for real-
time control applications, with a measured average response
time of approximately 434 ms. The low standard deviation
calculated for the different test cycles indicates that
communication between the Raspberry Pi and ESP32 using a
local Wi-Fi network is stable, with no noticeable latencies due
to processing overhead or relative motion through a fractionally
congested channel.

As shown in Figure 5, the response time differs when a
command is executed multiple times. The response time is
always under one second in all test cycles, as can be seen, and
the majority of our measurements have a low dispersion racket,
centered around the mean calculated at 434 ms. Response time
across 30 trials had a standard deviation of £12.7 ms, indicating
low variability and high system performance. The mean
response time 95% Cl was [4263 ms, 441.7 ms],
demonstrating that the system operates well under prior real-
time control application thresholds of <500 ms. This steady
performance serves to justify the utility of the proposed edge-
based architecture in achieving and sustaining low-latency
operation independent of any externally hosted cloud
infrastructure.
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FigureS.Response time variation across test cycles.
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4.2 Reliability and Accuracy

The communication between the Raspberry Pi and ESP32
remained reliable during all testing trials, with no packet loss
or command failure recorded. For switching the relay on and
off, we tested that its working accuracy was 100% over the
number of test cycles, and it did not report any errors while
controlling the appliances. These results confirm that the local
communication protocol is robust and that the hardware layer
has the potential

4.3 Energy Efficiency

The control unit has a power consumption of typically 3.2 W at
normal working level, which is relatively low and allows the
display boards to be always on in permanently installed home
use situations or permanent applications. It makes this system
an economical and eco-friendly alternative to traditional smart
home systems, thanks to its energy efficiency as well as the
absence of cloud reliance.

4.4 Comparative Assessment

This local edge-control architecture can greatly minimize the
communication delay and enhance the real-time responsiveness
compared to cloud-based solutions previously reported that are
data-driven and therefore suffer induced delays of seconds or
unpredictable end-to-end latencies. The result is an average
response time of 434 ms that exceeds most state-of-the-art
edge-based IoT systems reported in the literature. The
presented work demonstrates that the proposed system is
practical for smart-home deployments, which require fast and
reliable on-demand appliance control with privacy protection.

Table 1 shows the comparison between the proposed system
and other smart home solutions. The edge-based local control
design obtained in this work will benefit the proposed hybrid
Raspberry Pi-ESP32 architecture in terms of latency, cost, and
scalability. Local edge control means running the system
control logic on local embedded devices (Raspberry Pi &
ESP32), not remote cloud servers. Such a design removes cloud
dependence, lowers response time, and avoids repetitive
subscription fees while also offering a scalable base for added
features in the future.

Table 1. Comparative analysis of the proposed system
against existing smart home solutions across key
architectural and performance dimensions.

Proposed Cloud-Based
Metric System (RPi + Systems (e.g., Alexa,
ESP32) Google Home)
50-200 ms (plus
Latency 240-434 ms cloud round-irip)
Low upfront ($30—
Low ($50-$100 $150 per device),
Cost for core but ongoing
components) subscriptions ($10—
$20/month)
Raspberry Pi + Cloud servers (AWS,
Controller | £6p3> (hybrid) Azure, Google)
Cloud None (local High (requires
internet for most
Dependency control only)

functions)

Relay modules

Electrical : Varies by device

. with opto- .
[solation . . (often minimal)

isolation

. Local processing, Data transmitted to

Security .
no data leaves cloud; encryption but
Focus
home vendor access
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Edge Al (on
AUML RPi): TinymL | Cloud Al (powerful
o . models, continuous
Capability potential on learning)
ESP32 N
Edge-Based Proprietary Systems
Metric Systems (e.g., (e.g., Control4,
Home Assistant) Crestron)
Latency <200 ms .(local <100 ms (wired)
processing)
High (85,000-
Cost Moderate (899=| g5 600+ for full
$199 for hub) . .
installation)
Local hub (RPi, Dedicated central
Controller Home Assistant controller
Yellow/Green) (proprietary)
None (optional Varies (some local,
Cloud
Dependency cloud for remote some cloud-
access) dependent)
Electrical o User- Professional-grade,
. implemented via .
Isolation ) code-compliant
hardware choice
Security Local encryption; | Professional security
Focus user-controlled but vendor-managed
AI/ML LOC?I Al via add- Limited; proprietary
Capability ons; community- algorithms
developed

Cost efficiency is one of the significant factors for real, wise
residences. The total hardware cost of the proposed system is
relatively low (around $50-$90) as it is based on commercially
available components like Raspberry Pi and ESP32. This
design achieves an order-of-magnitude reduction in both initial
and ongoing costs, requires no installation by skilled
professionals costing thousands of dollars, unlike proprietary
home automation solutions, and works reliably, making
switching decisions at sub-second latencies with 100%
accuracy while not depending on the cloud or imposing
ongoing subscription fees like $10-$20/month systems.

The architecture that we suggested is very stable. More relays
can be added via additional relay modules wired to the ESP32,
or more than one ESP32 node can operate under the control of
a single Raspberry Pi. As shown by the testing results (98. 6%
communication reliability), many devices can be supported in
a local Wi-Fi network with no major performance degradation.
This scalability allows it to be deployed in medium-sized
residential applications or small commercial environments that
require a higher automation coverage.

4.5 Experimental Scenarios

This paper provides 30 experimental trials of the proposed
smart home system to ensure that the proposed method has a
reproducible solution. During each trial, 20 control commands
of 10 ON and 10 OFF signals were sent from the user interface
to the control unit. All experiments were performed in an
isolated local 2.4 GHz Wi-Fi network with no cloud or Internet
dependency, allowing the measured performance to represent
the edge-based architecture without external network
conditions biasing it. The indoor experiment was set up in a
home environment using about 5m intercommunication
distance between the Raspberry Pi and ESP32. This
configuration was simply selected to create a more realistic
household deployment and evaluate system performance in a
reasonably typical usage scenario.
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5. LIMITATIONS AND FUTURE WORK

The local network's implementation used a simple security
model (e.g., WPA2 encryption and local authentication) to
reduce exposure to external cyber threats; while basic
authentication measures were sufficient for proof-of-concept,
more advanced mechanisms (e.g., device authentication,
encrypted communication protocols) will be evaluated in future
work.

This will mainly work only for the ON/OFF level of controlling
appliances in the local network. To overcome this limitation,
future work will include: (i) integration with sensor-based
automation for environmental monitoring and context-aware
control, (ii) mobile application design to make the process
accessible to wusers, (iii) intelligent control with data
analytics/machine learning for adaptive energy management
and performance optimization; and iv) enhanced security to
mitigate other threats. Such extensions will turn the system
from a simple remote-control platform to an Al-powered, auto-
optimizing smart home ecosystem.

6. CONCLUSIONS

A low-cost, edge-based IoT smart home automation system has
been presented in this paper based on a Raspberry Pi and
ESP32. The proposed architecture can achieve low latency
(240434 ms), high reliability without dependence on cloud
services, and very high appliance control accuracy (100%
switching accuracy) by enabling local Wi-Fi communication
and performing on-device edge processing. The feasibility and
performance have been derived through experimental
evaluation in an actual residential installation. The practical,
hybrid design is built on commercially available components
that can be easily adapted to smart home applications like
sensor-based automation, intelligent energy management
systems, and improved safety functionalities.
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