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ABSTRACT
E-Healthcare Systems (EHS) are transforming medical service de-
livery by enabling real-time data sharing, remote diagnostics, and
integrated care via IoT and cloud infrastructures. However, the in-
creasing volume of sensitive medical data being transmitted over
distributed systems creates serious privacy and security concerns.
This article reviews several papers on the EHS Data Privacy Frame-
work, addressing critical issues such as illegal data access, identity
exposure, and data integrity breaches. This review examines the
existing data privacy frameworks used in EHS, focusing on four
domains: traditional EHS, cloud-based EHS, IoT-based EHS and
blockchain-based EHS with an emphasis on author, year, objective,
and limitation. This framework provides a scalable and interopera-
ble approach to protecting privacy for future healthcare systems.
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1. INTRODUCTION
Nowadays, the E-Healthcare System (EHS) is rapidly expanding in
order to provide effective and rapid processing of medical services
and patient information while keeping cost and time constraints
[1]. Patient data is the foundation of EHS, enabling critical func-
tions like patient monitoring, diagnosis, treatment, and healthcare
management. Accurate and real-time data acquired from Internet of
Things (IoT) devices, electronic health records, and wearable tech-
nology allows healthcare providers to provide individualized care
and make informed decisions.
Data facilitates early detection of diseases, remote patient monitor-
ing, and predictive analytics, leading to better patient outcomes and
reduced healthcare costs. Furthermore, aggregated health data sup-
ports medical research, helps identify public health trends, and in-
forms policy decisions. Ensuring the integrity, confidentiality, and
availability of this data is crucial for maintaining trust in EHS and
ensuring patient privacy and regulatory compliance. Data enables
early disease identification, remote patient monitoring, and predic-
tive analytics, resulting in improved patient outcomes and lower
healthcare expenditures. Furthermore, aggregated health data facil-
itates medical research, identifies public health trends, and informs

policy decisions. Ensuring the accuracy, security, and availability
of these data is critical to maintaining trust in EHS while also pro-
tecting patient privacy and regulatory compliance. However, the
current EHS infrastructure faces significant challenges, such as se-
curity vulnerabilities, privacy breaches, data inconsistencies, and
overly accessible health records. These issues highlight the urgent
need for significant restructuring in data management and patient
data security. To address the above-mentioned issues, the current
paper reviews a data privacy framework for EHS.
The basic history of data privacy frameworks in EHS, including
its taxonomy, is covered in this article. The EHS privacy issue
was resolved in a number of ways. This study provides an in-
depth overview of the state-of-the-art mechanisms for data privacy
frameworks by looking at different methods and frameworks to
safely handle sensitive healthcare stakeholder data. A wide range
of privacy-preserving techniques have been thoroughly investigated
and described in the literature [1]. Some notable works are de-
scribed in [2]. These privacy-preserving techniques focus on data
collection, publication, data mining output, and distribution.
In an EHS, patient care in a collaborative environment improves
quality of care, reduces inaccuracies in medication and misdiag-
noses, and ultimately improves patient satisfaction. For example, a
diabetic patient’s treatment plan can involve input from a dietitian,
medication prescribed by a doctor, and lifestyle recommendations
from a lifestyle manager. Similarly, a patient experiencing multiple
organ failures, such as kidney and heart failure, may require the in-
tervention of specialists in multiple departments. In such scenarios,
sensitive data are shared among various stakeholders, increasing
the risk of data manipulation, spoofing, and other threats. This can
result in clinical data breaches and falsification, with significant fi-
nancial and legal implications. To address these challenges, an EHS
framework is crucial for maintaining data privacy and security, mo-
tivating the development of a revised data privacy framework.
In addition, anonymous authentication plays a vital role in safe-
guarding sensitive patient information. It allows valid users to hide
their identities, enabling authentication through pseudonymous cre-
dentials. This approach is particularly beneficial for sensitive cases,
such as victims of sexual harassment or patients suffering from ter-
minal diseases like cancer or AIDS, as identity leaks could lead
to social stigma. Group authentication further supports seamless
collaboration, allowing a single patient to consult multiple doc-
tors or allowing multiple patients to receive treatment simultane-
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ously through securely recorded data accessible on Internet servers.
Based on the motivation above, a review paper on the data privacy
framework for EHS is further classified, as illustrated in Figure 1.
The authors, year, goals, and limits of each technique are examined
in relation to how they affect security and privacy within EHS. This
study significantly advances the creation of an EHS data privacy
framework. In FIGURE 1, this data privacy architecture is divided
into four domains: traditional EHS, cloud-based EHS, IoT-based
EHS, and blockchain-based EHS. Thus, Table 1 to 24 conducts a
thorough literature review with an emphasis on author, year, objec-
tive, and limitation.
The present paper is organized into six sections to provide a clear
and structured presentation of the research work. The current sec-
tion 1 introduces the work, highlighting its objectives within the
context of data privacy frameworks for EHS. Furthermore, Section
2 describes significant research findings of traditional EHS. Sec-
tion 3 discusses important research findings on cloud-based EHS.
Section 4 highlights key study findings on IoT-based EHS. Section
5 summarizes major research findings on blockchain-based EHS.
Section 6 brings the work to an end.

2. TRADITIONAL EHS
Traditional EHS is characterized by various privacy mechanisms,
including additive noise based privacy, multiplicative noise based
privacy, k-anonymity based privacy, l-diversity based privacy, t-
closeness based privacy, and personalized privacy.

2.1 Additive noise based privacy
An in-depth literature review of the existing privacy frameworks for
traditional EHS utilizing additive noise is presented in the Table 1.

Table 1. Additive noise.
Author Year Objective Limitation
Kalaivani et
al. [3]

2014 Using multilevel trust and addi-
tive perturbation to ensure pri-
vacy preserving data mining.

In particular scenarios, corre-
lated noise can reduce accuracy
or utility.

Abdelhameed
et al. [4]

2017 Improve the utility of pri-
vacy preserving data publishing
mechanism.

Accuracy of data may be com-
promised in particular analyti-
cal applications.

Farokhi et al.
[5]

2019 Link Fisher information and
utility to optimize noise for pri-
vacy.

Restricted query range and
noise, utility concessions, com-
putational cost.

Denham et al.
[6]

2020 Improve privacy preserving
stream mining with robust
tampering techniques.

Cumulative noise may nega-
tively impact utility of data.

Murguia et al.
[7]

2020 Improve data privacy by the uti-
lization of synchronized unpre-
dictable cycles.

Achieving synchronization
across random oscillators is
challenging and prone to errors.

Techniques for protecting privacy are thoroughly investigated in or-
der to protect sensitive information while retaining its analytical
utility. For instance, Kalaivani et al. in [3] suggested an additive
noise based model that incorporates random Gaussian noise and
multilevel trust to safeguard against diversity attacks and ensure
the secure publishing of data. In a similar way, Farokhi et al. [5] ad-
dressed database privacy by optimizing noise distributions for both
static and dynamic scenarios, connecting privacy measures to the
Fisher information matrix and Cramer Rao bound, and employing
restricted additive noise for query replies. Additionally, for stream
mining, Denham et al. [6] integrated random projection, transla-
tion, and additive noise; in this case, the cumulative noise strategy
works well to prevent off recovery attempts. Furthermore, Murguia
et al. [7] optimized data privacy by using random vectors produced

by synchronized chaotic oscillators. This allows for secure recov-
ery while distorting queries to minimize mutual information with
private entries. In order to balance data utility and robust privacy,
Abdelhameed et al. [4] improved additive noise for privacy pre-
serving tabular data publishing, concentrating on single sensitive
attributes. This makes it appropriate for cross organizational data
sharing without sacrificing individual privacy. The implementation
of these strategies addresses multiple challenges associated with
safe data transmit and analysis, thereby progressing the area of pri-
vacy preserving data management.

2.2 Multiplicative noise based privacy
A detailed literature review of the existing privacy frameworks for
traditional EHS utilizing multiplicative noise is provided in the Ta-
ble 2.

Table 2. Multiplicative noise
Author Year Objective Limitation
Klein et al.
[8]

2014 Secure and informative
data communication.

Influenced by the type of
data and the distribution of
noise.

Kumar et
al. [9]

2014 Balancing utility with data
privacy.

Balancing utility and pri-
vacy remains challenging.

Brackenbury
et al. [10]

2019 Improve smart meter data
privacy using sensible
masking techniques.

Effectiveness is dependent
on specific conditions.

Ma et al.
[11]

2020 Assess and restrict disclo-
sure risks.

Vulnerability to correlation
attacks.

Nicholson
et al. [12]

2020 Provide a Bayesian frame-
work to effectively address
multiplicative noise.

Required high computa-
tional complexity for large
problems.

Khwaja et
al. [13]

2022 Improve the efficacy and
privacy of data masking in
smart meters.

Applicability to real-world
scenarios is uncertain.

In [11], Ma et al. defined a correlation attack estimate, wherein data
intruders leverage correlations between noise multiplied and orig-
inal data to re-identify critical features. The article compares the
correlation attack estimate with conventional noise multiplied val-
ues and provides a metric for disclosure risk. This measure assists
data providers in selecting factors for noise production, therefore
enhancing the efficacy of data masking. Khwaja et al. [13] assessed
lightweight techniques for confused smart meter data, contrasting
additive and multiplicative algorithms across Gaussian, Rayleigh,
generalized Gaussian, and chi-square distributions. Additionally,
in [10], Brackenbury et al. investigated privacy vulnerabilities in
smart meter electricity data by comparing two data masking tech-
niques: the established DREAM method, which employs additive
noise and encryption, and the suggested Twin Uniform multiplica-
tive noise method, which provides a more straightforward imple-
mentation. A comparative examination with empirical data demon-
strates that both strategies reach similar levels of privacy and accu-
racy.
Klein et al. [8] examined the application of noise multiplication as a
disclosure control technique for sensitive upper tail data, including
income. In contrast to top coding, noise multiplication preserves
greater information and enables adjustable accuracy and protec-
tion through the modulation of the noise distribution. Kumar et al.
[9] examined privacy preserving data via multiplicative perturba-
tion, highlighting the equilibrium between utility and privacy. This
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Fig. 1. Taxonomy of data privacy framework.

method aims to obscure private information while maintaining es-
sential patterns and trends for data mining, addressing the diffi-
culty of optimizing transformations for utility and privacy. Finally,
Nicholson et al. [12] focused on mitigating the challenges posed by
multiplicative noise, including positivity constraints and substantial

computational expenses in complex inverse problems. This method
effectively exclude noise effects by incorporating multiplicative
noise statistics into an additive error term inside a Bayesian frame-
work. The deciphering problem illustrates the incorporation of cor-
related noise and the provision of precise error estimates.
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2.3 k-anonymity based privacy
The existing privacy frameworks for traditional EHS utilizing k-
anonymity is reviewed attentively and presented in the Table 3.

Table 3. k-anonymity.
Author Year Objective Limitation
Basu et al.
[14]

2015 Measure the risk of re-
identification.

Attribute knowledge raises
re-identification risk.

Rahimi et
al. [15]

2015 Improve privacy of micro-
data.

Complexity of datasets.

Wei et al.
[16]

2018 Improve privacy in collab-
orative filtering by increas-
ing (p, l, α)-diversity.

High computational com-
plexity.

El et al.
[17]

2018 Develop a k-anonymity
algorithm for quasi-
identifiers.

Large datasets may struggle
with scalability.

Mahanan
et al. [18]

2021 Increase privacy efficiency
with data and heuristic al-
gorithms.

Restricted to the same gen-
eralization hierarchy.

Saxena et
al. [19]

2022 Create a framework to en-
sure the robust anonymiza-
tion of data.

Achieving semantic analy-
sis accuracy is computa-
tionally intensive for huge
datasets.

Karagiannis
et al. [20]

2024 Promote privacy aware-
ness.

limited applicability to
complex datasets.

Mahanan et al. presented a heuristic approach for data pri-
vacy preservation utilizing identical generalization hierarchy data,
wherein all quasi-identifiers possess the same data type [18]. The
approach significantly improves performance by disregarding pri-
vacy constraints and minimizing node visits, resulting in up to a
21% enhancement compared to current privacy preservation tech-
niques. Likewise, Basu et al. [14] investigated k-anonymity as a
privacy preserving method for sensitive datasets utilized in data
mining. K-anonymity mitigates re-identification risks by clustering
records with similar quasi-identifiers; however, the work highlights
its NP-hard optimization difficulties and assesses re-identification
risks contingent on the knowledge of the attacker. Furthermore,
it underscores weaknesses when attackers use non-quasi-identifier
properties.
Building upon the discourse on privacy methodologies, [15] evalu-
ated the compromises between data utility and privacy for statistical
entities. The research highlights considerable shortcomings in cur-
rent techniques such as p-sensitive k-anonymity, noting substantial
distortion and inadequate safeguards against attribute disclosure.
The authors suggest a technique to improve microdata preserva-
tion while reducing data distortion. Consistent with these improve-
ments, Karagiannis et al. [20] presented a k-anonymity method tai-
lored for educational applications. This method, supported by seven
validation tests, facilitates five learning scenarios, enhancing prac-
tical understanding of privacy preservation ideas for a wider audi-
ence.
Simultaneously, El et al. [17] addressed a prevalent problem in
current k-anonymity techniques by introducing an algorithm for
quasi-identifier features that removes the necessity for a predeter-
mined threshold. This technique, strictly outlined and empirically
assessed, provides a versatile method for protecting privacy in large
data environments. Saxena et al. [19] improved k anonymity by in-
corporating semantic k-anonymity with machine learning and nat-
ural language processing to conflict with sophisticated threats of

deanonymization. The approach preserves data utility while accom-
modating diverse criteria, establishing a basis for future research in
the growing difficulties of data protection.
In [16], Wei et al. introduced a diversity approach (p, l, α) to en-
hance privacy protection in collaborative filtering for recommended
systems. The strategy enhances k-anonymity by integrating user va-
riety and employing a Latent Factor Model to mitigate matrix spar-
sity. Moreover, an enhanced micro aggregation method guarantees
superior data quality, while t-closeness improves privacy. The ex-
perimental findings confirm the efficacy of this method, illustrating
its ability to reconcile utility and privacy in modern recommenda-
tion systems.

2.4 l-diversity based privacy
An in-depth literature review of the existing privacy frameworks
for traditional EHS utilizing l-diversity is presented in the Table 4.

Table 4. l-diversity.
Author Year Objective Limitation
Rajendran et al.
[21]

2017 k-anonymity, l-
diversity, and t-
closeness in healthcare
data.

Compromising data
utility.

Temuujin et al.
[22]

2019 l-diversity algorithm in
dynamically evolving
datasets.

Limited capacity for
highly complicated
datasets.

Mohamed et al.
[23]

2020 A distributed model
for k-anonymity and
l-diversity in data
streams.

Increased information
loss, computational
overhead.

Parameshwarappa
et al. [24]

2021 Multi-level clustering
approach for anonymiz-
ing IoT activity data.

Not suitable for com-
plex structures.

Gehrke et al. [25] 2022 Restrict the disclosure
of sensitive informa-
tion.

Vulnerable to attacks.

In [24], Parameshwarappa et al. presented innovative multi-level
clustering techniques for anonymizing activity data with a non-
metric weighted distance metric that upholds the l-diversity model.
These methods mitigate the shortcomings of traditional anonymiza-
tion strategies, enhancing efficiency and usefulness preservation,
especially for simple activity datasets characterized by high di-
mensionality and limited rows. In [25], Gehrke et al. introduced
l-diversity as a data privacy method to mitigate sensitive informa-
tion disclosure by guaranteeing that each equivalence class com-
prises a minimum of l different values for sensitive attributes. This
technique efficiently mitigates re-identification risks and restricts
sensitive information exposure; yet, it may remain vulnerable to
attacks utilizing background knowledge.
Expanding on this, Rajendran et al. [21] investigated privacy pre-
serving data publishing in the healthcare sector, highlighting the
significance of anonymization approaches for protecting sensitive
information in electronic health records. The paper examines three
significant methods: l-diversity, k-anonymity, and t-closeness em-
phasizing their individual advantages and drawbacks in safeguard-
ing medical data privacy. To address the dynamic character of
datasets, Temuujin et al. [22] proposed an efficiency l-diversity
method for safeguarding privacy in evolving datasets. This method
utilizes anatomical principles for privacy preservation and incorpo-
rates Cuckoo filters, effectively tackling the issues of updates and
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deletions, hence providing expedited execution times while uphold-
ing strong privacy protections.
Mohamed et al. [23] proposed a distributed privacy preserv-
ing model for streaming data that improves l-diversity and k-
anonymity, hence forwarding the applicability of privacy models.
This approach anonymizes data locally at spread sites, in contrast
to centralized models, which subsequently combine their results to
create a global clustering model. This decentralized approach min-
imizes information loss and communication expenses while safe-
guarding privacy, rendering it appropriate for challenging, real-time
applications.

2.5 t-closeness based privacy
The existing privacy frameworks for traditional EHS utilizing t-
closeness are discussed in detail in Table 5.

Table 5. t-closeness
Author Year Objective Limitation
Sei et al.
[26]

2017 Techniques for sensitive
quasi-identifiers.

Restricts flexibility.

Rajendran
et al. [21]

2017 l-diversity, k-anonymity,
and t-closeness for pro-
tecting patients’ electronic
health record privacy.

Anonymization include
data bias, computational
complexity, and vulnerabil-
ity.

Wang et al.
[27]

2018 Improve privacy by de-
veloping t-closeness algo-
rithms.

Complex datasets.

Li et al.
[28]

2021 Preserve privacy for numer-
ous sensitive attributes.

Complexity and informa-
tion loss.

Gowda et
al. [29]

2023 Anonymize data while
maintaining t-closeness
privacy concerns.

Difficult handling of at-
tributes.

Gowda et al. [29] introduced three distinct methods for anonymiz-
ing relational datasets, employing the t-closeness technique to en-
sure the preservation of individual privacy. The initial approach
guarantees nearly optimal equivalence classes to enhance privacy,
while the second method focuses on anonymizing data that con-
tains various sensitive attributes, permitting distinct privacy param-
eters. The third method enhances the management of privacy con-
cerning multiple sensitive attributes. In the same way, Sei et al.
[26] tackled the issue of privacy preserving data mining by pre-
senting sensitive quasi-identifiers, which integrate characteristics
of both sensitive attributes and quasi-identifiers. The authors intro-
duce two innovative privacy models, (l1, ..., lq) diversity and (t1,
..., tq) closeness, along with algorithms for anonymization and re-
construction that strike a balance between simplicity and effective-
ness, assessed through real world datasets. Rajendran et al. [21]
analyzed anonymization techniques aimed at preserving privacy
in electronic health records. Their focus includes k-anonymity, l-
diversity, and t-closeness, emphasizing the advantages these meth-
ods offer for maintaining data utility. They also address the lim-
itations associated with these techniques, such as susceptibility
to attacks, challenges in managing skewed data, and the compu-
tational complexities that arise when dealing with large datasets.
Wang et al. [27] introduced two algorithms aimed at enhancing t-
closeness for the management of multiple sensitive attributes. This
approach effectively addresses a prevalent gap in privacy models
by employing clustering and principal component analysis to parti-
tion records systematically. The evaluations indicate that one algo-
rithm provides enhanced privacy protection while minimizing in-

formation loss, even though it operates at a slower speed. Lastly,
Li et al. [28] connected t-closeness as a privacy concept that builds
upon l-diversity. This concept ensures that the distribution of sensi-
tive attributes within each equivalence class closely resembles their
overall distribution in the dataset. This approach effectively safe-
guards against privacy breaches while preserving statistical proper-
ties throughout the anonymization process.

2.6 Personalized privacy
The existing privacy frameworks for traditional EHS utilizing per-
sonalized privacy is explored in-depth and represented in the Table
6.

Table 6. Personalized privacy.
Author Year Objective Limitation
Aguirre et
al. [30]

2016 Examine the effects of per-
sonalized communications
on people involvement and
concerns regarding privacy.

Focuses only on a few
sources; may not apply to
other situations.

Karwatzki
et al. [31]

2017 Examine how privacy,
transparency, and personal-
ization influence people’s
desire to contribute infor-
mation.

Only works for certain
types of services; may not
show how people really act.

Meng et al.
[32]

2018 Social recommendation
framework using personal-
ized privacy configurations.

Not very scalable.

Sun et al.
[33]

2021 Federated learning system
with rewards to mitigate the
costs of privacy leaks.

Depends on accurate in-
puts.

Chang et
al. [34]

2023 Personalized privacy assis-
tant to easily manage IoT
identity information.

Limited to specific proper-
ties.

Through the provision of a safe environment for users to demon-
strate rankings and social interactions, while simultaneously as-
signing individualized noise to sensitive and non-sensitive rank-
ings, Meng et al. proposed PrivSR [32] a framework for privacy
preserving social recommendations that addresses privacy leakage
in untrusted system environment. Furthermore, both theoretical and
experimental analyses confirm its efficiency in reducing privacy is-
sues while preserving system performance. Likewise, Aguirre et
al. investigated elements impacting customer responses to tailored
messages by means of digital media channels including display,
search, social, and mobile [30]. Especially, their results show the
balance between privacy issues and personalization, demonstrating
that although personalizing increases participation, it also gener-
ates privacy problems across a variety of media. It consequently
provide understanding for handling the personalizing privacy prob-
lem. In addition, Karwatzki et al. examined the interplay of pri-
vacy valuation, transparency features, and service personalization
in data intensive digital services [31]. Interestingly, authors discov-
ered that while personalizing appealed mostly to privacy sensitive
users, transparency features did not encourage disclosure and pri-
vacy valuation discouraged information sharing. They thus propose
the requirement of privacy oriented service architectures. More-
over, Sun et al. presented Pain-FL [33], a contract based incentive
system for federated learning that guarantees model performance
while paying workers for any privacy leaks. Analytical and exper-
imental studies showing Pain-FL’s economic viability and model
convergence reveal that by adjusting privacy levels and payments
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Pain-FL efficiently addresses privacy issues. Chang et al. ultimately
created a customized privacy assistant that assists people in han-
dling identification data gathered by IoT devices [34]. The assis-
tant provides a strong answer for IoT related privacy concerns by
using empirical studies and statistical models to evaluate privacy
risks. Therefore, enabling users to control their data and agree with
privacy protection standards.

3. CLOUD BASED EHS
Cloud based EHS refers to the use of cloud computing technolo-
gies to store, manage, and process healthcare data and applications
over the internet. It is divided into several privacy preserving tech-
niques like association rule hiding privacy, downgrading classifier
effectiveness privacy, query auditing and inference control privacy,
1 out of 2 oblivious transfer privacy, secure sum based privacy, se-
cure set union based privacy, secure size of intersection based pri-
vacy, scalar product based privacy, set intersection based privacy,
homomorphic encryption privacy, and attribute based searchable
encryption privacy.

3.1 Association rule hiding privacy
The existing privacy framework for cloud based EHS using associ-
ation rule hiding is discussed in Table 7.

Table 7. Association rule hiding privacy.
Author Year Objective Limitation
Modak et
al. [35]

2016 Hiding sensitive informa-
tion in distributed systems.

Hiding sensitive rules may
reduce data utility.

Afzali et al.
[36]

2018 Association rule hiding
techniques for streaming
and large scale data.

Dynamic data, scalability,
and efficiency in large
datasets.

Zhang et
al. [37]

2019 Classify privacy preserv-
ing association rule mining
techniques, metrics, and fu-
ture problems.

Lacks real world applica-
tion and changing threat
analysis.

Silva et al.
[38]

2019 Review techniques for pro-
tecting sensitive data dur-
ing data mining.

Focuses on outdated in-
quiries, not real world ap-
plications .

Kumar et
al. [39]

2023 Fuzzy logic technique for
large datasets.

Problems with processing
dynamic data.

Zhang et al. [37] examined privacy preserving association rule min-
ing in the context of privacy preserving data mining. The authors
provide a taxonomy of algorithms for privacy preserving associa-
tion rule mining, survey relevant techniques, and assess metrics for
evaluating these algorithms. The study emphasizes current method-
ologies, outlines limitations, and proposes future research possibil-
ities to tackle emerging privacy challenges. Silva et al. [38] per-
formed a bibliometric review of privacy preserving data mining,
highlighting techniques for concealing sensitive information in as-
sociation rule mining. The authors point out the necessity of balanc-
ing data driven retrieval with individual privacy protection, pointing
out the importance of developing techniques that ensure the secu-
rity of sensitive information while preserving data utility for deci-
sion making. Afzali et al. [36] examined the optimization of associ-
ation rule hiding techniques for big data, specifically in the context
of streaming data, by implementing data anonymization and paral-
lelization techniques to improve scalability and processing speed.
Their approach considers the rapid growth of big data and inte-
grates participation certificates to safeguard sensitive association
rules efficiently. Kumar et al. [39] examined the issue of protecting

sensitive data in association rule mining through the application
of fuzzy logic and innovative methodologies. The study examines
techniques such as heuristic sensitive association rule hiding and
genetic based sensitive association rule hiding, which seek to re-
duce the effects on data integrity while maintaining scalability and
parallelism for big data management. Modak et al. [35] examined
secure association rule mining within distributed environments,
emphasizing horizontally and vertically distributed data. The au-
thors present an idea of hierarchy technique for hiding sensitive
association rules, facilitating the computation of global rules with-
out compromising privacy, thus maintaining confidentiality while
extracting valuable data patterns.

3.2 Downgrading classifier effectiveness privacy
The existing privacy framework for cloud based EHS using down-
grading classifier effectiveness is discussed in Table 8.

Table 8. Downgrading classifier effectiveness privacy.
Author Year Objective Limitation
Vaghashia
et al. [40]

2015 Examine existing strategies
and frameworks for privacy
preserving data mining.

No algorithm demonstrates
universal efficiency.

Mendes et
al. [41]

2017 Survey techniques for pri-
vacy preserving data min-
ing that balance utility and
privacy.

Struggles to balance pri-
vacy, scalability, utility, and
complexity.

Hariraman
et al. [42]

2020 Increasing collaborative
data mining efficiency by
protecting privacy.

Problems with establishing
a balance between data pri-
vacy and data utility.

Mohan et
al. [43]

2021 Association rule hiding
techniques to protect
sensitive data.

Affect the accuracy of non-
sensitive rules and data util-
ity.

Hirschprung
et al. [44]

2023 Privacy preserving data
mining reduces sensitive
data leakage.

Protecting privacy while
optimizing data and algo-
rithms.

Vaghashia et al. [40] examine the function of data mining in extract-
ing interesting patterns from large datasets, noting that it frequently
involves sensitive information, therefore prompting considerable
privacy concerns. They point out the significance of privacy pre-
serving data mining, which achieves data mining goals while pro-
tecting individual privacy. Nevertheless, they observe that despite
progress, privacy preserving data mining approaches remain in de-
velopment, lacking a single solution that excels in all parameters,
therefore providing performance and utility crucial considerations.
Likewise, Mendes et al. [41] examine privacy preserving data min-
ing techniques that facilitate knowledge extraction while safeguard-
ing privacy. Their paper examines essential techniques, evaluation
metrics, and applications across diverse domains, while also em-
phasizing ongoing obstacles and unresolved issues, hence demon-
strating the increasing significance of privacy preserving data min-
ing in mitigating privacy concerns during data analysis and trans-
mission.
Expanding upon these ideas, Hariraman et al. [42] investigated pri-
vacy preserving techniques in collaborative data mining, empha-
sizing asynchronous streaming data mining within remote envi-
ronments. Their research examines privacy issues resulting from
rapid technological progress and the enhanced utilization of per-
sonal data, underscoring the necessity for robust security protocols
to safeguard privacy in data analysis. Mohan et al. [43] emphasized
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the essential function of privacy preserving data mining in protect-
ing sensitive data during association rule mining. They present two
innovative techniques: a genetic algorithm based hiding method
and a dummy item creation approach, which effectively obscure
sensitive rules while preserving overall data integrity.
Hirschprung et al. [44] investigated the privacy risks linked to data
mining, saying that privacy has emerged as a critical concern in
this domain. They examine several privacy preserving data min-
ing techniques, including anonymization, randomization, cryptog-
raphy, and privatization, aimed at reducing information leakage.
Their research emphasizes the strategies and techniques employed
in privacy preserving data mining to combine data utility with pri-
vacy, effectively tackling the developing issues in privacy protec-
tion. Collectively, these works offer a thorough examination of the
progress, obstacles, and methodologies in the field of privacy pre-
serving data mining.

3.3 Query auditing and inference control privacy
A detailed literature review of the existing privacy framework for
cloud based EHS using query auditing and inference control is dis-
cussed in Table 9.

Table 9. Query auditing and inference control privacy.
Author Year Objective Limitation
Turkanovic
et al. [45]

2015 Enhance the confidentiality
and privacy of databases by
addressing inference issues.

Inference control hamper
the complete protection of
database privacy and confi-
dentiality.

Pasquier et
al. [46]

2018 Compliance with privacy
laws requires data flow au-
dits.

Insufficient enforcement,
representation of data
flow, and agreement with
regulations.

Zhou et al.
[47]

2023 Resolve address inference
challenges in databases to
improve security and pri-
vacy.

Restrict full protection of
database privacy and confi-
dentiality.

Ekaputra et
al. [48]

2024 Sensitive personal data
governance through pri-
vacy preserving techniques.

Insufficient integrated ar-
chitecture for privacy pre-
serving data analysis.

Landis et
al. [49]

2024 Improve privacy framework
to mitigate inference driven
risks to privacy.

Failure to address inference
driven risks harms handling
of personal information.

Turkanovic et al. [45] investigated inference issues in a variety of
database structures, with a special focus on the privacy risks that
result from indirect access to sensitive information. They claim
that access control mechanisms alone are insufficient to prevent
such threats, and they analyze inference control techniques while
examining the obstacles presented by emerging technologies such
as XML and semantic dimensions. Similarly, Pasquier et al. [46]
focused on the importance of auditing data flows to ensure that
systems handling personal data comply with regulatory and user
requirements. They point out the importance of auditing sensitive
data handling components to identify gaps in policy enforcement
and to ensure that privacy policies are in compliance with data pro-
tection regulations. They point out the importance of auditing sen-
sitive data handling components to identify gaps in policy enforce-
ment and to ensure that privacy policies are in compliance with data
protection regulations.
Building on this foundation, Zhou et al. [47] proposed a scheme
that ensures both security and auditability by utilizing an indis-

Table 10. 1 out of 2 oblivious transfer privacy.
Author Year Objective Limitation
Asharov et
al. [50]

2017 Improve cryptography’s
scalability, communication,
and processing.

High communication and
computing cost.

Jannati et
al. [51]

2017 Privacy on location based
services.

Not adequately protected
by the current protocol.

Wang et al.
[52]

2020 User privacy in Vehicular
Ad Hoc Networks.

Limited use in big Vehicu-
lar Ad Hoc Networks.

Yang et al.
[53]

2021 Secure encryption and ma-
licious user identification to
ensure the privacy of data
transmission.

Integration of blockchain
technology and encryption
may provide complexity
and limit scalability.

Yadav et al.
[54]

2022 Safety and effectiveness of
different types of oblivious
transfer protocols.

Expensive communication
and computation.

tinguishable privacy preserving model and applying an enhanced
invertible bloom filter for efficient data retrieval. This scheme de-
pends upon this foundation. Ekaputra et al. [48] introduced the
WellFort approach, a semantic enabled architecture that is specif-
ically designed for privacy preserving auditable data analysis,
thereby further advancing the field. This method not only guar-
antees secure data storage but also integrates user consent man-
agement, as proved by a medical domain prototype that functions
effectively.
Lastly, Landis et al. [49] addressed organization based privacy man-
agement, identifying significant gaps in addressing inference risks,
which are the potential for sensitive information to be derived from
apparently non-sensitive data. They evaluate prior incidents, iden-
tify deficiencies in existing frameworks, and suggest improved con-
trols to increase awareness, reduce inference risks, and more effec-
tively align technical implementations with privacy policies. Col-
lectively, these studies offer a comprehensive perspective on the
constantly changing obstacles and innovative solutions that are nec-
essary to guarantee privacy and security in the processing and anal-
ysis of data.

3.4 1 out of 2 oblivious transfer privacy
The existing privacy framework for cloud based EHS using 1 out
of 2 oblivious transfer is discussed in Table 10.
Asharov et al. [50] improved secure computation protocols by
increasing communication, computation, and scalability in semi-
honest and malicious adversarial scenarios. These studies show that
oblivious transfer protocols are adaptable and essential for privacy
and efficiency in various applications. Jannati et al. [51] criticised
existing 1-out-of-l oblivious transfer protocol for location based
services, claiming insufficient database security. They offer an en-
hanced protocol that preserves client location privacy and server
database security with low performance penalties. Based on these
ideas, Wang et al. [52] suggested oblivious transfer and private set
intersection techniques for user privacy in Virtual Area Networks.
Their method uses an effective k-out-of-n oblivious transmission
protocol for private set intersection with equality tests, assuring pri-
vacy during feature matching, decreasing computational costs, and
preventing quantum attacks.
Yang et al. [53] developed a privacy preserving data transfer tech-
nique for smart healthcare systems, combining secure ciphertext
conversion, malicious user identification, and blockchain technol-
ogy. Their method avoids tampering, identifies criminal users, and
provides two way privacy using a mathematical equation protocol
and a proxy re-encryption technique. Yadav et al. [54] described the
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Table 11. Secure sum privacy.
Author Year Objective Limitation
Fu et al.
[55]

2014 Protecting sensitive data
while maximizing query
utility.

Limited large sum query
protection.

Hartmannet
al. [56]

2019 Privacy preserving dis-
tributed data combining
without trust assumptions.

Subset sum difficulty.

Ranbaduge
et al. [57]

2020 Enable privacy preserving
computations across orga-
nizations.

Collusion and scalability is-
sues.

Ding et al.
[58]

2022 Distributed Kalman filter-
ing and consensus to main-
tain user privacy.

Risk of privacy leaks.

Kjamilji et
al. [59]

2024 Give quantum resistant IoT
applications secure, private
decision tree assessment.

Restrictions on available re-
sources and procedures.

oblivious transfer protocol as a crucial cryptographic technique for
safe multi party computation, private data retrieval, and privacy pre-
serving tecniques. The oblivious transfer extension protocol mini-
mizes communication and computing costs for large scale applica-
tions.

3.5 Secure sum based privacy
The existing privacy framework for cloud based EHS using secure
sum is discussed in Table 11.
In order to facilitate data analytics that preserve privacy across busi-
nesses, Ranbaduge et al. [57] investigated secure multi party com-
putation. To tackle issues of privacy and secrecy, this study presents
advanced secure summing techniques that utilize homomorphic en-
cryption. On top of that, they show that secure summation pro-
cedures are more efficient and provide better privacy than current
methods while also investigating the hazards of collusion. Expand-
ing on related concepts, Ding et al. [58] suggested a privacy protect-
ing method for distributed Kalman filtering in multi agent systems,
with an emphasis on protecting sensitive data while exchanging
state information. The technique evaluates privacy threats, espe-
cially in collusive settings, and proposes effective defense strategies
by including secure multihop communication and secure summing
to prevent data leaking.
The work of Hartmann et al. [56] made a contribution to this area
by removing the need for trustworthy servers or peer to peer con-
nections in distributed, privacy preserving data summing. This can
be applied to applications like demographic research and machine
learning. They secure data protection through computational pri-
vacy via zero sum noise and shuffling, which they achieve by uti-
lizing the multidimensional subset sum problem. At the same time,
the SPLU model, which counters particular inference attacks selec-
tively, is used by Fu et al. [55] to address privacy concerns related
to sharing information. Empirical results confirm the effectiveness
of the recommended sanitization algorithm, which finds a middle
ground between privacy and usefulness by safeguarding sensitive
information in small sum queries while preserving accuracy for
large sum queries.
Moreover, Kjamilji et al. [59] centered their attention on evaluat-
ing client server classification using secure, private decision trees
while meeting strict security and efficiency goals. They guarantee
privacy even while dealing with malicious clients by implementing
protocols that protect data during decision tree evaluations using
quantum resistant cryptographic primitives.

Table 12. Secure set union privacy.
Author Year Objective Limitation
Fenske et
al. [60]

2017 Securely and effectively
combine unique item
counts in distributed
systems.

Computational cost and
limited scalability in large
distributed networks.

Zhang et
al. [61]

2023 Provide Private Set Union
procedures with optimal
performance and linear
complexity.

Encryption techniques are
used in protocols, which af-
fects their ability to grow
and work well.

Wang et al.
[62]

2023 Federated submodel learn-
ing to protect user privacy.

Problems with managing
multiple databases & cre-
ation of random numbers.

Lin et
al.[63]

2024 Secure data aggregation
protects privacy across
several entities’ datasets.

Persistent issues with scala-
bility, complexity, and high
computational cost.

Dumas et
al. [64]

2024 Two party protocols for un-
balanced private set union.

Increase receiver computa-
tional cost.

3.6 Secure set union based privacy
The existing privacy framework for cloud based EHS using secure
set union is discussed in Table 12.
Fenske et al. [60] presented a cryptographic protocol for secur-
ing unique item counts across several data parties without disclos-
ing sensitive information. Their technique protects distributed net-
works like Tor from attacks and provides differential privacy. It is
efficient, scalable, and ideal for privacy preserving statistics. Based
on privacy preserving protocols, Zhang et al. [61] offered a private
set union framework using oblivious transfer and a new multi query
reverse private membership test. They achieve linear computation
and communication complexity, exceeding previous approaches in
efficiency and real world application.
Wang et al. [62] introduced a federated submodel learning ap-
proach, allowing clients to update a central model secretly utiliz-
ing private set union and multi message symmetric information
retrieval. This framework protects clients’ local data and updates
from the server, enabling safe and private collaborative learning.
Lin et al. [63] used Computational Diffie-Hellman problems to se-
cure dataset aggregation from multiple parties. For privacy preserv-
ing data sharing, their private set union protocol uses encryption
and randomization. It shows efficiency, security, and performance
in finance, IoT, and digital libraries.
Finally, Dumas et al. [64] introduced unbalanced private set union
protocols, optimizing sender computational cost and communica-
tion throughput based on set size. Their approaches balance re-
ceiver computational complexity and efficiency with homomorphic
encryption. Experimental results show that their privacy preserving
set operation method is cost effective and feasible. These research
improve safe data aggregation and private set operations by pro-
viding scalable, efficient, and privacy-centric solutions for various
applications.

3.7 Secure size of intersection based privacy
The existing privacy framework for cloud based EHS using secure
size of intersection is discussed in Table 13.
Yang et al. enhanced ciphertext policy attribute based encryption
by achieving full policy hiding through private set intersection ap-
proaches [65]. Both attribute names and values are hidden, allow-
ing large domains. The research utilizes a polynomial based private
set intersection and a recursive algorithm to determine authoriza-
tion and mapping relationships, therefore substantially decreasing
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Table 13. Secure size of intersection privacy.
Author Year Objective Limitation
Yang et
al. [65]

2022 Implement a ciphertext pol-
icy attribute based encryp-
tion scheme.

Computationally compli-
cated.

Zhou et
al. [66]

2022 Create location based, dis-
tributed, and secure Internet
of Vehicles services.

Complex cryptography
puts centralized systems at
danger of failure.

Niu et
al. [67]

2022 Secure multi party Compu-
tation computes private set
intersections securely for
privacy preserving statis-
tics.

Expensive processing, re-
stricted scalability, and dif-
ficulties with communica-
tion overhead.

Mohanty
et al.
[68]

2023 Create a ride sharing pro-
tocol that is both quantum
secure and privacy preserv-
ing.

Quantum cryptography im-
plementation complexity.

Cai et al.
[69]

2024 Private set intersection
mechanism for privacy
preserving authorization in
IoT devices.

Complex implementations.

user computation. Experimental findings indicate enhanced perfor-
mance while adequately protecting critical data characteristics. In
[66], Zhou et al. tackled privacy and security issues in location
based services for the Internet of Vehicles by presenting a dis-
tributed privacy protection framework that combines private set in-
tersection and blockchain technology. The approach implements
two protocols: dual authentication and service recommendation,
that guarantee secure communication, reliable session keys, and
robust location privacy protections against risks like man-in-the-
middle attacks and non-repudiation.
Niu et al. addressed privacy issues in distributed computing by uti-
lizing secure multi party computation to create protocols for sta-
tistical analyses on private set intersections [67]. The arithmetic
shared private membership test protocols effectively compute car-
dinality, total, average, and variance while preserving privacy. The
methodology depends on secret sharing, oblivious transfer, and
precomputation techniques to fulfill its objectives. Simultaneously,
Mohanty et al. [68] emphasized the security vulnerabilities faced
by IoT enabled ride sharing systems as a result of quantum al-
gorithms that may compromise conventional cryptographic tech-
niques. This work presents a quantum cryptography based thresh-
old private set intersection technique to provide quantum resistant
and long term secure ride sharing solutions.
Ultimately, in [69], Cai et al. introduced a privacy preserving autho-
rization method for IoT systems utilizing an improved private set
intersection protocol. This method reduces communication costs
while improving privacy via techniques like role based access con-
trol, reduced communication complexity, and size hiding for cloud
roles. The suggested approach enhances both privacy and efficiency
in IoT areas, providing an acceptable option for safe authorization.

3.8 Scalar product based privacy
The existing privacy framework for cloud based EHS using scalar
product is discussed in Table 14.
Zhu et al. presented a safe, efficient even dimension scalar prod-
uct technique in [70], increasing privacy in distributed compu-
tations. This approach ensures fairness and privacy in calcula-
tions by avoiding homomorphic encryption costs. Distance com-
parisons and k-nearest neighbors analysis are possible uses. In [71],
Domingo et al. solved cloud storage privacy concerns by permitting

Table 14. Scalar product privacy.
Author Year Objective Limitation
Zhu et al. [70] 2015 Propose a linearly efficient

mechanism for the scalar
product that ensures pri-
vacy preservation.

Sometimes partial disclo-
sure of information com-
promises privacy.

Domingo et al.
[71]

2018 Utilize untrusted clouds
to generate secure scalar
products on anonymized
data.

Limitations include the
possibility of cloud collu-
sion and the lack of data
encryption.

Bose et al. [72] 2019 Create privacy preserving
techniques for scalar prod-
uct calculations with mini-
mum overhead.

Limited to scalar product
operations; may not han-
dle complicated data.

Rahulamathavan
et al. [73]

2020 Design an efficient, pri-
vacy preserving scalar
product protocol based on
lattice structures, ensuring
security.

A lattice based approach
may suffer scalability
and implementation
difficulties.

Van et al. [74] 2023 Provide a multi party, scal-
able, privacy preserving
scalar product protocol.

There are still problems
with scalability and pri-
vacy in multi party sys-
tems.

sensitive data scalar and matrix product computations without en-
cryption. It examines using untrusted clouds for privacy protected
data while keeping statistical features. It assumes honest but curi-
ous clouds, compares performance to local computations, and ana-
lyzes cloud collusion security.
Bose et al. presented privacy preserving procedures for comput-
ing scalar products or their signs using random data perturbation
and algebraic methods in [72]. These protocols are suitable for pri-
vacy preserving database queries and distributed applications be-
cause they avoid encryption and decryption overheads. Two party
computation protocols with and without third parties are proposed.
In [73], Rahulamathavan et al. introduced a lattice based privacy
preserving scalar product method that improves computational ef-
ficiency and security. Compared to Paillier encryption and random-
ization based techniques, the scheme provides better quantum se-
curity, faster performance, and lower communication overhead for
128-bit and 256-bit security levels.
Van et al. [74] advanced privacy preserving scalar product protocols
for multi party machine learning, enabling secure handling of de-
centralized datasets beyond typical two party setups. This approach
allows secure dot product calculations for decision tree analysis
without revealing data. Scalability and privacy guarantees are ad-
dressed, with comparisons showing advantages over existing meth-
ods.

3.9 Set intersection based privacy
The existing privacy framework for cloud based EHS using set in-
tersection is discussed in Table 15.
Miyaji et al. [75] proposed privacy preserving authorization in IoT
systems using private set intersection protocols, optimizing com-
munication costs, enhancing privacy, and hiding cloud platform
role set size. The system delivers efficient, scalable, and secure
role based access control for IoT applications. Ruan et al. [76] up-
dated the private set intersection protocol to enhance efficiency and
secure storage of user datasets. They achieve great performance
and data security in cloud environments by predicting sets with
bit vectors and using additive homomorphic public key cryptosys-
tems like Paillier and ElGamal. Shi et al. [77] progressed the field
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Table 15. Set intersection privacy.
Author Year Objective Limitation
Miyaji
et al.
[75]

2017 Develop a private set inter-
section protocol that pro-
tects user privacy while im-
proving authentication for
IoT devices.

Limited by the cloud plat-
form’s role set size and sys-
tem scalability issues.

Ruan et
al. [76]

2019 Cloud computing private
set intersection protocols
should be efficient and se-
cure.

Users’ datasets are not
stored securely and ef-
ficiently in private set
intersection.

Shi et al.
[77]

2022 Propose a quantum proto-
col for private set intersec-
tion cardinality that guar-
antees privacy while main-
taining linear communica-
tion.

Intersection of a quantum
private set cardinality needs
quantum technology, which
makes it harder to scale and
use.

Morales
et al.
[78]

2023 Look at private set intersec-
tion solutions for apps and
put them into groups.

Current private set intersec-
tion protocols require im-
portant cryptographic as-
sumptions and unreliable
scenarios.

Wang et
al. [79]

2024 For reliable set updates, use
the forward private updat-
able private set intersection.

Only works in two party
scenarios; bigger datasets
make it more complicated.

by creating a quantum private set intersection cardinality protocol
using oblivious key distribution, safe summation, and counting al-
gorithms. This protocol, with O(n) communication complexity, de-
livers near perfect security and addresses the privacy preserving
condition query problem, as verified by IBM Qiskit simulations. In
[78], Morales et al. discussed secure multi party computation proto-
cols for private set intersection, focusing on methods for computing
private input set intersections while ensuring confidentiality. Their
research explores private set intersection techniques, performance
trade offs, and implementation issues. Finally, Wang et al. [79] pre-
sented forward private updatable private set intersection, a protocol
for dynamic environments that allows secure insertion and deletion
of elements while maintaining privacy against semi-honest adver-
saries. Their keyword based private information retrieval method-
ology reduces computational and transmission overhead, ensuring
efficiency and security.

3.10 Homomorphic encryption privacy
The existing privacy framework for cloud based EHS using homo-
morphic encryption is discussed in Table 16.
Aono et al. [80] developed a privacy preserving deep learning ap-
proach that allows participants to train neural networks without
sharing their local data with a central server. This method combines
asynchronous unsystematic slope descent and additively homomor-
phic encryption to successfully avoid data leakage while maintain-
ing model accuracy and security with a manageable computational
burden for real world applications. Similarly, Lu et al. [81] inves-
tigated the secure execution of distributed projected gradient based
algorithms, ensuring participants’ data privacy via homomorphic
encryption. Their research established safe multiparty computation
with perfect correctness, identified computable functions to ensure
security, and validated the algorithms’ correctness and efficiency
through power system case studies on demand response and opti-
mal power flow problems. Pulido et al. [82] investigated the use of
fully homomorphic encryption for privacy preserving neural net-
works, examining its core concepts, applications, and problems.

Table 16. Homomorphic encryption privacy.
Author Year Objective Limitation
Aono et
al. [80]

2017 Design deep learning that
is safe and protects pri-
vacy without sacrificing ac-
curacy of data.

Encryption overhead and
scalability difficulties affect
system efficiency and de-
ployment.

Lu et al.
[81]

2018 Improve secure and effi-
cient distributed optimiza-
tion through homomorphic
encryption and computa-
tion.

Limited function classes
and high processing over-
head limit its practical use-
fulness.

Pulido et
al. [82]

2021 Analyze fully homomor-
phic encryption for issues
in privacy preserving neural
networks.

Practical homomorphic en-
cryption suffers from high
computational complexity
and limited scalability.

Lee et
al. [83]

2022 Enhance privacy preserv-
ing machine learning with
fully homomorphic encryp-
tion for deep models that
are both accurate and effi-
cient.

Real world implementation
is hampered by high pro-
cessing costs and long in-
ference times.

Yang et
al. [84]

2023 Examine how to integrate
homomorphic encryption
with upcoming technolo-
gies for biometric security.

In biometrics, homomor-
phic encryption has dif-
ficulties with integration,
scalability, and efficiency.

While pointing out fully homomorphic encryption’s potential for
secure encrypted data processing, the study also acknowledged its
computational complexity and scalability constraints, as well as a
lack of detailed evaluations in neural networks.
Lee et al. [83] used fully homomorphic encryption and bootstrap-
ping to implement the ResNet-20 model for privacy preserving
machine learning, building on prior achievements. However, large
computing costs with an extended inference time restrict practical
implementation. Yang et al. [84] integrated homomorphic encryp-
tion with biometric security to solve privacy and data manipulation
concerns in applications including criminal justice, healthcare, and
finance. Their review focused on modern homomorphic encryption
approaches for securing various biometric attributes, as well as the
possibility for combining homomorphic encryption with upcoming
technologies like as machine learning and blockchain to improve
security and functionality.

3.11 Attribute based searchable encryption privacy
The existing privacy framework for cloud based EHS using at-
tribute based searchable encryption is discussed in Table 17.
Yin et al. [85] suggested a searchable attribute based encryption
method that uses ciphertext policy attribute based encryption to
make sure that only authorized users can do fine grained searches.
Unlike earlier plans, it limits data users’ search options based on
their characteristics, which makes it safer, faster, and easier to con-
trol who can see what. Extensive tests showed that it was better than
other similar methods. Following this, Han et al. [86] created a bet-
ter solution that includes smart contracts within a private Ethereum
network. This makes the solution more useful and faster while also
allowing fine grained access control and flexible searchable encryp-
tion. Attribute based Searchable Encryption with fine grained ac-
cess control was used by Zhang et al. [87] to made cloud data shar-
ing even safer. Traditional methods show access policies in plain-
text and depend upon cloud services that are easily hacked. Their
blockchain based Attribute based Searchable Encryption hides ac-
cess policies, prevents tampering, includes Inter Planetary File Sys-
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Table 17. Attribute based searchable encryption privacy.
Author Year Objective Limitation
Yin
et al.
[85]

2019 Enable fine grained search
authorization using an at-
tribute based searchable en-
cryption approach.

Existing methods ignore
data user search permis-
sions.

Han
et al.
[86]

2022 Improve blockchain
enabled searchable encryp-
tion efficiency, security,
and flexibility with access
control.

Actual blockchain enabled
searchable encryption is in-
efficient and expensive.

Zhang
et al.
[87]

2023 Blockchain based attribute
based searchable encryp-
tion makes data sharing se-
cure, private, and efficient.

Policies written in plain
text, relying on the cloud,
and findings that can’t be
trusted all lead to a single
failure.

Khan
et al.
[88]

2024 Use attribute based key-
word searching to make
cloud data search safer and
more efficient, and avoid
costly operations.

Using attribute based key-
word search is difficult due
to classical encryption and
computing costs.

Yan
et al.
[89]

2024 Improve attribute based
searchable encryption
security, efficiency, and
flexibility.

The efficiency and scal-
ability of attribute based
searchable encryption are
poor.

Liu
et al.
[90]

2025 Efficient, secure, and verifi-
able data sharing for cloud
based EHS.

Security vulnerabilities,
unverifiable retrieval,
integrity issues, and com-
putational overhead.

tem for distributed storage, and makes things safer and more effi-
cient. Yan et al. [89] looked at how Attribute based Searchable En-
cryption has changed over time and showed how it can fix problems
with the way protected data search works for large data sets. Data
sharing and cloud software can use Attribute based Searchable En-
cryption because it improves privacy, security, and flexibility. The
study also looked at trends, current plans, and problems that might
come up in the future in this area. Khan et al. [88] also come up
with an improved Attribute based Keyword Search method that
combines attribute based encryption with searchable encryption
to make cloud computing safer and more private. Their approach
eliminates costly bilinear pairing and Lagrange interpolation, im-
proving efficiency while supporting dynamic access control policy
updates without requiring re-encryption. Strong cryptographic se-
curity promises make sure that sharing data is safe, flexible, and
cost effective.
In [90], efficient multi-keyword searchable and verifiable data shar-
ing (EMKV-ABSE) enhances data integrity, security, and efficient
searches but introduces computational overhead and complexity in
implementation.

4. IOT BASED EHS
IoT based EHS integrate IoT devices into healthcare environments
to enhance patient care, operational efficiency, and decision mak-
ing. This section has covered a large amount of area in terms of the
literature review on location based privacy, context aware privacy,
differential privacy, and identity privacy.

4.1 Location based privacy
An extensive literature review of the existing privacy framework for
IoT based EHS using location based privacy is discussed in Table
18.

Table 18. Location based privacy.
Author Year Objective Limitation
Peng et
al. [91]

2014 Come up with a fake loca-
tion based system to make
Location based Services
more private.

Concerns about scalability,
potential parameter com-
promise, and dependence
on Function Generator.

Chen et
al. [92]

2017 Improve the security, pri-
vacy, and robustness of IoT
based locating systems.

Insufficient coverage,
emerging risks, policy
gaps, and limited real
world application.

Asuquo
et al.
[93]

2018 Analyze, compare, and im-
prove location privacy in
vehicular mobile networks.

Restricted scalability,
evolving threats, and defi-
ciencies in location privacy
solutions.

Jiang et
al. [94]

2021 Investigate and evaluate
privacy preserving method-
ologies in location based
services.

Absence of qualitative and
quantitative analysis of pri-
vacy preserving method-
ologies in Location based
Services.

Kim et
al. [95]

2021 Examine differential pri-
vacy strategies to improve
the privacy of location in
location based services.

Limited real world applica-
bility, scalability issues, re-
duced utility, and complex-
ity.

Peng et al. [91] introduced an improved privacy preserving frame-
work for location based services that removes dependence on com-
pletely trusted entities. The scheme utilizes a function generator to
distribute changes in space parameters, facilitating secure pseudo
location exchanges between users and service providers, thereby
ensuring precise service delivery and preserving user privacy. Ex-
perimental validation proved minimal computational and commu-
nication costs, illustrating its practicality. In addition, Chen et al.
[92] examined privacy and security challenges in IoT based posi-
tioning systems, pointing out threats and solutions for both Global
Navigation Satellite System and non-Global Navigation Satellite
System technologies. The study identified cryptographic methods,
legal structures, and policy regulations, offering significant recom-
mendations for the development of secure and privacy preserving
location based services in IoT environments.
Asuquo et al. [93] identified broader limitations, including re-
stricted scalability, evolving security threats, and deficiencies in
current privacy preserving mechanisms, especially within vehicular
and mobile networks. The necessity for advanced privacy enhanc-
ing technologies, robust cryptographic techniques, and innovative
frameworks to achieve scalable and secure location privacy solu-
tions was observed. Jiang et al. [94] conducted a comprehensive
review of privacy preserving techniques in location based services,
categorizing existing methods, analyzing recent advancements, and
identifying research opportunities. Their study provided knowl-
edge about vulnerabilities, principles, and challenges, establishing
a foundation for the design of effective safeguards.
Finally, Kim et al. [95] examined the relevance of differential pri-
vacy in location based services, focusing on the protection of sensi-
tive location information. The study analyzed three variants of dif-
ferential privacy: geo-indistinguishability, private spatial decompo-
sition, and local differential privacy, focusing on their application
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in data processing, collection, and publishing to improve location
privacy protection. These studies provide a thorough overview of
the progress, obstacles, and prospective routes in safeguarding pri-
vacy and security in location based services.

4.2 Context aware privacy
The existing privacy framework for IoT based EHS using context
aware privacy is discussed in Table 19.

Table 19. Context aware privacy.
Author Year Objective Limitation
Pallapa
et al.
[96]

2014 Develop privacy solu-
tions that are context
aware for dynamic and
resource limited pervasive
environments.

Limited adaptability and
scalability in highly dy-
namic, complex, and re-
source intensive environ-
ments.

Huang
et al.
[97]

2017 Create generative adversar-
ial privacy to achieve the
best possible balance be-
tween utility and privacy.

Dependence on the rep-
resentation of the dataset,
computational complexity,
and the stability of the gen-
erative adversarial network
training.

Gheisari
tet al.
[98]

2019 Formulate a dynamic, con-
text sensitive privacy pre-
serving approach for IoT
enabled smart cities.

Existing solutions are
static, not context aware,
and inefficient in data
handling.

Jiang et
al. [99]

2021 Study local information
utility privacy tradeoff in
data privacy.

Mechanism specific con-
straints, limited scalability,
and dependence on prior
knowledge.

Xu et al.
[100]

2022 Propose a framework for
maintaining context aware
privacy in task offloading.

Data privacy and context
aware processing are con-
straints that must be met at
every level.

Pallapa et al. [96] suggested two adaptive strategies to augment pri-
vacy while reducing user system interactions, computing require-
ments, and storage demands. These technologies enhance privacy
and user experience, especially in situations with limited resources.
Huang et al. [97] proposed a unique context aware privacy frame-
work, generative adversarial privacy, which use generative adver-
sarial networks to derive privacy measures directly from datasets.
The approach utilizes a minimax game between a privatizer and an
adversary to enhance the privacy utility tradeoff without depending
on dataset statistics, demonstrating its practical usefulness. Gheis-
ari et al. [98] addressed the shortcomings of static approaches,
the risks of data leakage, and the absence of context awareness
in current strategies for addressing privacy concerns in IoT based
smart cities. They suggested the integration of software defined net-
working with a dynamic privacy preserving technique to optimize
data flow management, thereby improving accuracy and minimiz-
ing overhead.
Jiang et al. [99] proposed local information privacy, a context sen-
sitive privacy concept that utilizes prior information to improve
usefulness while mitigating local differential privacy. Their anal-
ysis examined the characteristics and utility privacy limitations, il-
lustrating practical benefits via perturbation mechanisms such as
randomized response, random sampling, and additive noise. Xu
et al. [100] introduced C-fDRL, a context aware federated deep
reinforcement learning framework designed for job offloading in

artificial intelligence systems. By preserving privacy across the
CloudAI, EdgeAI, and DeviceAI phases, it differentiates high con-
text aware data for local computing from low context aware data
for edge processing, thereby enhancing privacy and optimizing task
scheduling efficiency. Collectively, these research illustrate signifi-
cant advancements in context aware privacy techniques, addressing
challenges in many situations.

4.3 Differential privacy
The existing privacy framework for IoT based EHS using differen-
tial privacy is discussed in Table 20.

Table 20. Differential privacy.
Author Year Objective Limitation
Hassan et al.
[101]

2019 Examining differential pri-
vacy techniques for safe-
guarding data in cyber
physical systems.

Challenges include the
evolution of cyber phys-
ical systems architecture
and attacks, requiring
modifications to existing
techniques.

Arachchige et
al. [102]

2019 Propose a local differential
privacy technique for se-
cure deep learning.

High processing power
requirements and insuf-
ficient privacy protection
with limited funds.

Zhu et al.
[103]

2020 Improving AI perfor-
mance with differential
privacy for fairness and
security.

Limited research on differ-
ential privacy solutions ad-
dressing AI specific prob-
lems.

Errounda et
al. [104]

2021 Provide local differential
privacy while allowing for
the sharing of robust ag-
gregate location statistics.

The trade offs between
utility and privacy are dif-
ficult for current algo-
rithms to balance.

Zhao et al.
[105]

2022 Summarizing differential
privacy methodologies for
safeguarding the privacy
of unstructured data.

Attacks aren’t very suc-
cessful, and there could be
problems with utility loss.

Dong et al.
[106]

2022 Proposes f-differential pri-
vacy to improve privacy
composition analysis.

Limited handling of com-
plicated, non-algorithmic
privacy issues and as-
sumptions.

Nanayakkara
et al. [107]

2023 Create effective strategies
for communicating differ-
ential privacy protections
for users.

There is a lack of general-
izability; it might not work
in all situations or groups
of user.

Yang et al.
[108]

2023 To examine various ap-
proaches, uses, and diffi-
culties associated with lo-
cal differential privacy.

There are problems with
implementation complex-
ity, limited scalability, and
trade offs between utility
and privacy.

Arachchige et al. [102] created LATENT, a local differentially pri-
vate algorithm made for IoT apps that need to protect privacy while
using deep learning. LATENT protects data privacy before it gets
to sites that can’t be trusted by adding a randomization layer to con-
volutional neural networks. Hassan et al. [101] did a thorough re-
view of different types of differential privacy methods for keeping
data safe in cyber physical systems in areas such as medical, en-
ergy, transportation, and industries. The study talks about ways to
protect privacy, how design problems are changing, and where fu-
ture research should go to improve privacy in CPS. In an expanded
study, Zhu et al. [103] looked into differential privacy uses in AI,
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trying to find solutions to problems with privacy, security, and fair-
ness. Their work shows how differential privacy can help make ma-
chine learning, distributed systems, deep learning, and multi agent
systems more stable, truthful, and able to merge different models.
Focusing on location data, Errounda et al. [104] looked into how to
release reliable location data while still protecting local difference
privacy. They used a sliding window method to find the best way
to spend the privacy budget across multiple timestamps. This gave
them high usefulness and formal privacy proof on both real time
and historical datasets. Comparative privacy methods were looked
at by Zhao et al. [105] to protect private and sensitive data in un-
structured data such as text, images, and audio. They looked at pri-
vacy models, techniques for hiding information, and problems with
privacy guarantees, utility losses, and AI attacks.
f-differential privacy was suggested by Dong et al. [106] as an ex-
tension of traditional differential privacy that gets around problems
with privacy composition and primitive analysis. This method pro-
vides guarantees that can be understood, allows algebraic reason-
ing, and makes privacy enhancement by sampling efficient. It can
be used in data analysis and machine learning. Increasing users’
understanding of differential privacy promises was the main goal
of Nanayakkara et al. [107]. They came up with three ways to com-
municate: two based on odds and one on real differential privacy.
This showed that odds based explanations help users understand
and are more likely to share data.
Finally, Yang et al. [108] looked into local differential privacy as
a way for users to change data without depending on third parties
they trust. They talked about its progress, its use in specific fields,
and its part in machine learning. They also talked about problems
like scalability and trade offs between utility and privacy, and sug-
gested directions for future study.
These studies overviews at the progress made in differential privacy
as a whole, including IoT, AI, location privacy, and user-centered
methods. They also find problems that still need to be fixed and
chances for future growth.

4.4 Identity privacy
The existing privacy framework for IoT based EHS using identity
privacy is discussed in Table 21.
In [113] Bouras et al. explored decentralized identity management
in EHS using blockchain technology. It discusses the advantages of
empowering patients with control over their identities and enhanc-
ing data security. The paper reviews existing decentralized identity
solutions, models, and current projects, highlighting challenges for
healthcare applications.
In [114] Saeed et al. reviewed privacy concerns in 5G networks,
focusing on user identity and location privacy. It explores issues re-
lated to the use of international mobiles subscribers identifiers, tem-
porary mobiles subscribers identifiers and cell radio networks tem-
porary identifiers in authentication, paging, and location updates.
The paper identifies challenges, discusses existing solutions, and
offers future recommendations for improving patient file privacy in
5G networks.
In [109] Yang et al. proposed a global auditing scheme for cloud
data sharing, ensuring both identity privacy and traceability for
group members. It introduces a framework with a group man-
ager generating authenticators and lists for identity traceability. The
scheme utilizes blind signatures for data privacy and demonstrates
security and performance through concrete implementations.
In [110] Ribaric et al. discussed the importance of privacy in the
digital age, focusing on de-identification techniques used to pro-
tect personal identifiers in multimedia content. It reviews privacy

Table 21. Identity privacy.
Author Year Objective Limitation
Yang et
al. [109]

2016 Propose a public auditing
solution preserving identity
privacy and traceability.

Limited scalability and po-
tential performance over-
head in real world imple-
mentations.

Ribaric
et al.
[110]

2016 Review privacy protection
methods in multimedia, fo-
cusing on de-identification
approaches.

De-identification may fail
to address all privacy risks
and challenges.

Zhang et
al. [111]

2019 Conditional identity pri-
vacy preserving public au-
diting mechanism ensuring
identity privacy and data
integrity in wireless body
area networks.

Limited scalability and po-
tential blockchain overhead
in large wireless body area
networks systems.

Bussone
et al.
[112]

2020 Investigate privacy, trust,
identity and security.

Limited exploration of pri-
vacy and security.

Bouras
et al.
[113]

2020 Decentralized iden-
tity management using
blockchain for EHS.

Challenges in scalability
and regulatory compliance
for healthcare applications.

Saeed et
al. [114]

2022 Privacy solutions for 5G
user identity and location
protection.

Specific privacy solutions
for international & tem-
porary mobiles subscribers
identifiers.

protection methods, classifies personal identifiers into categories
(non-biometric, biometric, and soft-biometric), and provides an
overview of de-identification possibilities for several identifiers in
multimedia.
In [111] Zhang et al. presented a conditional identity privacy pre-
serving public auditing mechanism for cloud based wireless body
area networks. It addresses security concerns by ensuring data in-
tegrity and conditional identity privacy for patients. By integrat-
ing Blockchain 2.0, it protects against malicious auditing behav-
iors, demonstrating practicality through security analysis and per-
formance evaluation.
In [112] Bussone et al. explored how patient living with HIV per-
ceive identity, privacy, trust, and security in peer data sharing plat-
forms. Interviews with 26 participants revealed a sophisticated un-
derstanding of these concerns, emphasizing the need for robust pri-
vacy measures to enable safe and responsible sharing of personal
health data.

5. BLOCKCHAIN BASED EHS
Blockchain based EHS leverage blockchain technology to enhance
data security, transparency, and efficiency in EHS. A comprehen-
sive literature survey is conducted on related domains, including
access control, authentication, reputation, and identity anonymiza-
tion as discussed in Table 4.

5.1 Privacy enhancing authentication system
The existing privacy frameworks for blockchain based EHS using
privacy enhancing authentication system are discussed in Table 22.

The insurance claim blockchain system was created by Panda et
al. [115]. It is a decentralized identification system for managing
health insurance that uses Blockchain 2.0. This method makes it
easy to share information safely and protects patient privacy. It also
meets the need for reliable data sharing between different health-
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Table 22. Privacy enhancing authentication system.
Author Year Objective Limitation
Panda et al.
[115]

2021 Develops a decentralized
authentication method for
safe health data transfer us-
ing blockchain technology.

Dependence on blockchain
consensus methods, diffi-
culties with integration, and
limited scalability.

Xiang et al.
[116]

2022 Design a blockchain proto-
col to provide secure shar-
ing and accessing of patient
file. .

Low terminal computer
power and storage limit
large scale medical data
protection.

Rajasekaran
et al. [117]

2022 Advocates for blockchain
based authentication to en-
sure secure and anonymous
transmission of patient data
and reauthentication.

Limited by potential
blockchain network vul-
nerabilities, latency issues,
and scalability.

Torre et al.
[118]

2023 Conduct a systematic sur-
vey of privacy preservation
techniques for IoT, with a
particular emphasis on se-
curity.

Limited attention is given
to the interoperability,
evolving technologies,
and newly developed IoT
threats.

Indhumathi
et al. [119]

2023 Presents a medical data
strategy that prioritizes
privacy in EHS, utilizing
blockchain technology.

Storage, processing, and
centralized data control ca-
pabilities of IoT devices are
limited.

Velmurugan
et al. [120]

2024 Proposes a hyperledger fab-
ric architecture that is facil-
itated by blockchain tech-
nology to ensure the se-
curity of electronic health
record systems.

The scalability of EHS is
restricted by the complex-
ity of the infrastructure
and the lengthy encryp-
tion/decryption processes.

Algarni et
al. [121]

2024 Creating a four party au-
thentication system to im-
prove the security of EHS.

Not widely used, hard to
apply in real life, expen-
sive, and complicated cryp-
tography.

Wang et al.
[122]

2025 Secure and efficient
blockchain-based identity
authentication scheme for
IoT devices.

High computational cost,
storage overhead, scalabil-
ity issues, latency, and en-
ergy consumption.

care organizations, meeting both performance and security stan-
dards. In the same way, Xiang et al. [116] suggested a decentral-
ized protocol for EHS that is built on blockchain. This would help
solve the problem of devices having limited storage and comput-
ing power. The protocol protects medical data privacy by using IoT
technology and a byzantine fault tolerant negotiation method. This
makes patient services more secure and reliable.
Rajasekaran et al. [117] looked at how a blockchain based authen-
tication method could be used to keep healthcare data transmission
secure. Their approach uses a transfer authentication protocol to
minimize the time and effort needed for reauthentication and pro-
tects both patient and doctor privacy and anonymity. Performance
tests showed that it was faster and needed less computing power
and communication. Security tests proved that it was secure from
attacks. To learn more about ways to protect privacy, Torre et al.
[118] looked at 260 studies that came out between 2017 and 2021.
Their study shows how cryptographic methods can be used to make
authentication better, deal with privacy risks, and stop interference
attacks. It also finds IoT privacy trends and research gaps.
It was suggested by Indhumathi et al. [119] that medical data could
be sent using blockchain technology in a way that would allow for
remote tracking of health data. This plan has three steps: clean-
ing the data, making the best keys using the Dragonfly Updated

Elephant Herding Optimization model, and restoring the data. All
of these steps improve security and speed. For EHS, Algarni et
al. [121] created a four party authentication algorithm that uses
cryptographic hash functions, concatenation, and XOR operations.
The protocol addresses worries about privacy and security which is
checked by BAN logic.
A study by Velmurugan et al. [120] used a blockchain enabled hy-
perledger fabric architecture to solve privacy and security prob-
lems in electronic health record systems. Their method is made up
of three steps: authentication, secure upload, and secure transfer.
Using modified key policy attribute based encryption makes the
system better at both encrypting and decrypting, making it work
better than other ways. An efficient blockchain-based identity au-
thentication scheme enhances security and data integrity through
blockchain integration but introduces computational overhead and
scalability challenges in [122].

5.2 Privacy enhancing reputation system
The existing privacy framework for blockchain based EHS using
privacy enhancing reputation system is discussed in Table 23.

Table 23. Privacy enhancing reputation system.
Author Year Objective Limitation
Bag et
al. [123]

2018 Keep trustworthy partic-
ipants’ trust scores and
names safe.

Problems with scalability
and high processing over-
head.

Ma et al.
[124]

2018 Protect sensitive informa-
tion & control malicious
users.

Effective management of
malicious users.

Ahmad
et al.
[125]

2018 Mobile cloud computing
trust and privacy preserva-
tion strategy.

Suspected encryption er-
rors, and high computing
costs.

Gurtler
et al.
[126]

2021 Tackle design conflicts and
deficiencies.

Absence of integrated de-
sign ideas.

Hasan et
al. [127]

2022 Blockchain based reputa-
tion systems that protect
anonymity.

Lack of safeguards, and im-
perfect blockchain use.

Gan et
al. [128]

2024 Secure and efficient med-
ical data-sharing using
blockchain with on/off-
chain methods.

Storage overhead, la-
tency issues, scalability
challenges, and data syn-
chronization complexity.

Gan et
al. [129]

2025 Secure and efficient medi-
cal blockchain data sharing
using asynchronous feder-
ated learning.

High computational cost,
communication overhead,
scalability challenges.

Wang et
al. [130]

2025 Blockchain-enabled feder-
ated learning framework
for accurate and secure ve-
hicle trajectory prediction.

High computational cost,
communication delays,
scalability, and energy
consumption.

The privacy preserving architecture for personalized reputation sys-
tems described by Bag et al. [123] allowed customers to assess
companies based on trust scores obtained from a trusted participant
set. The framework guarantees correctness, privacy, and security,
safeguarding participant identities and trust scores. The system’s
linear message complexity makes it suitable for practical imple-
mentation in real world decentralized applications. Ma et al. [124]
proposed two privacy preserving reputation management schemes
for mobile crowd sensing, utilizing edge computing to reconcile
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privacy preservation with the identification of malicious partici-
pants. The basic scheme updates reputations using variations in
encrypted data, whereas the advanced scheme utilizes ranked vari-
ations to ensure enhanced productivity and security.
Ahmad et al. [125] expanded privacy preserving concepts to mobile
cloud computing through the introduction of a reputation aware
trust and privacy preservation scheme. This method allows mo-
bile devices to distribute computational tasks to cloud providers,
while simultaneously addressing trust management and privacy is-
sues via advanced encryption and dynamic attribute selection for
secure data management. Gurtler et al. [126] performed a thorough
analysis of privacy preserving reputation systems over a 15 year pe-
riod, evaluating 42 systems to tackle issues related to user privacy,
standardized terminology, and design alternatives. This study orga-
nizes research, examines design possibilities, and points out under-
explored areas to enhance safeguards for privacy and promote trust
driven feedback mechanisms.
Hasan et al. [127] examined reputation systems that preserve pri-
vacy through blockchain technology, illustrating the principles of
trustlessness, transparency, and immutability. The study examines
existing frameworks, identifies their limitations, and proposes fu-
ture directions, all while prioritizing user privacy and addressing
concerns about punishment. Taking full advantage of blockchain’s
possibilities and addressing neglected security issues and attack op-
tions are important areas of research.
Medical blockchain data-sharing enhances security, transparency,
and traceability but faces challenges in storage efficiency, latency,
and privacy protection in [128].
Gan et al. enhances security, reliability, and strategic decision-
making in the sharing of medical data, but introduces high com-
putational complexity and potential scalability challenges in [129].
In [130] trajectory prediction accuracy and data integrity enhances
but incurs high computational costs and communication overhead.

5.3 Privacy enhancing authorization system
The existing privacy framework for blockchain based EHS using
privacy enhancing authorization system is discussed in Table 24.

Table 24. Privacy enhancing authorization system.
Author Year Objective Limitation
Samuel et
al. [131]

2015 Context aware framework
for composition & enforce-
ment of privacy policies.

Issues with policy composi-
tion accuracy, consistency,
and usability.

Gholami et
al. [132]

2016 Discuss cloud privacy and
security issues, solutions,
and innovation.

Limited scope, fluctuating
threats, complicated solu-
tions, lack consistency.

Fischer et
al. [133]

2017 Summarize privacy en-
hancing technologies and
their associated metrics.

Limited scalability, compli-
cated integration, and in-
creasing privacy issues.

Phillips et
al. [134]

2020 Provides a privacy preserv-
ing integrated authentica-
tion and authorization sys-
tem.

Possible privacy issues,
dependence on biometric
data, and limited scalabil-
ity.

Sable et al.
[135]

2023 Web3 allows for authenti-
cation solutions that priori-
tize user privacy and decen-
tralized apps.

Three challenges with
Web3 implementation:
scalability, regulations, and
complexity.

Nizam et
al. [136]

2025 Secure and efficient IoT
data management us-
ing Hyperledger Fabric
blockchain architecture.

High resource consump-
tion, scalability issues, la-
tency, complexity, and inte-
gration challenges in IoT.

Samuel et al. [131] addressed privacy and security issues in mul-
timedia big data sharing by offering a hybrid methodology for the
formulation and implementation of privacy rules within access con-
trol systems. This framework incorporates a verification procedure
to guarantee accuracy, security, and logical consistency while en-
abling users to design context-aware, conflict-free policies.
Gholami et al. [132] underlined issues in cloud security and privacy,
including increasing threats, complex infrastructures, and insuffi-
cient guidelines. The author emphasizes the necessity for adapt-
able, scalable, and standardized security solutions to successfully
mitigate these limitations.
Fischer et al. [133] examined privacy enhancing technologies,
which are intended to protect personal information against inno-
vations such as cloud services, big data, and mobile computing. It
explores privacy enhancing technologies categories, privacy prop-
erties, and legal foundations, presenting criteria to assess their ef-
fectiveness in safeguarding data and preserving user rights. Phillips
et al. [134] enhanced privacy preserving systems via cohesive au-
thentication and authorization framework that combines biometric
capsule based authentication with role based access control. This
method utilizes deep learning techniques to provide robust, effi-
cient, and safe access control.
Sable et al. [135] presented Web3, a framework utilizing
blockchain, cryptocurrencies, and non-fungible tokens for secure
and transparent applications within decentralized internet tech-
nologies. Web3 authentication solutions, such as chain authenti-
cation and authorization, address scalability and safety concerns
while improving user privacy and control. These studies collec-
tively emphasize the significance of adaptive, privacy focused solu-
tions across several technical domains, including multimedia data
sharing, cloud security, access management, and decentralized in-
ternet frameworks.
Hyperledger Fabric enhances IoT security and efficiency through
smart contracts and access control, but it faces challenges related to
high resource consumption, scalability, and integration complexity
in [136].

6. CONCLUSION AND FUTURE WORK
This paper overviews the existing research developments of a data
privacy framework for EHS by designing a taxonomy for category
of EHS including traditional EHS, cloud based EHS, IoT based
EHS, and blockchain based EHS. Data privacy is the principle that
people should have control over how their personal information is
gathered, utilized, shared, kept, and erased. It aims to ensure that
enterprises manage personal data ethically and transparently. Based
on the comprehensive literature discussed above, it can be affirmed
that there are immense possibilities to improve the data privacy
framework in relevant EHS domains in future. The future of data
privacy is predicted to be shaped by breakthroughs in artificial intel-
ligence, blockchain, quantum computing, and stricter privacy laws.
As the volume of digital data increases, organizations will need to
implement privacy-preserving solutions that protect personal infor-
mation while allowing for secure data sharing and analytics.
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