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ABSTRACT 

This study addresses the novel risks and governance challenges 

introduced by agentic AI systems in enterprise software 

environments.  Unlike traditional AI or deterministic software, 

agentic AI autonomously executes complex workflows, 

interacts with tools, and accesses sensitive data, creating 

security, reliability, and accountability risks that are 

inadequately managed by existing software engineering and AI 

governance approaches. To mitigate these issues, this study 

proposes a Risk-Aware Human-in-the-Loop (RA-HIL) 

Governance Framework, which integrates layered controls 

across governance policy, agent planning, tool authorization, 

runtime monitoring, and audit-feedback management. This 

framework enables risk-based, fine-grained autonomy 

decisions that balance automation and the necessary human 

oversight.  

 

A scenario-based evaluation using a defect triage workflow 

demonstrated significant improvements over baseline agentic 

AI operations in terms of security control, reliability, 

auditability, accountability, and operational efficiency. Key 

enhancements include restricted unauthorized tool use, 

evidence-based action recommendations, comprehensive audit 

trails, clear human approval for medium and high-risk actions, 

and preserved automation for low-risk tasks.  

 

The RA-HIL framework reconceptualizes agentic AI as a 

controlled software workflow rather than a standalone model, 

emphasizing action-level governance tailored to impact, 

sensitivity, and reversibility. The limitations include the 

qualitative nature of the evaluation and the need for domain-

specific adaptations. Future work involves middleware 

implementation, quantitative validation in production 

environments, and exploration of adversarial resilience, 

providing a practical governance model for the secure, reliable, 

and accountable deployment of agentic AI in enterprise 

systems. 
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1. INTRODUCTION 
Enterprises are under tremendous pressure to improve their 

customer care services, software development costs, 

turnaround incident responses, compliance reviews, process 

decision-making, and workflow automation. Hence, 

enterprises are integrating AI to improve their services. Modern 

Agentic AI systems are much better than traditional AI 

assistants, which can perform basic tasks such as predictions 

and natural language generation[1], [2], [3]. Agentic AI 

systems are better designed and controlled than non-agentic AI 

systems. Advanced AI systems have great capabilities to 

perform complex tasks, use various tools to achieve desired 

results, access enterprise data without compromising privacy 

and security, interact with APIs, and complete workflows 

without manual intervention[4]. 

Enterprise decisions to use agentic AI systems over traditional 

AI assistants can significantly improve their current processes 

of ticketing, documentation, code repositories, approval 

workflows, and so on. However, this will impact the occurrence 

of software-related risks. New risks of using agentic AI include 

the possibility of executing processes incorrectly, resulting in 

errors in updating servicing ticket resolutions, accessing 

restricted documents, responding to customer queries, code 

generation, recording compliance information, and making 

operational decisions[5], [6], [7]. 

Existing methodologies and techniques in software engineering 

and cybersecurity are sometimes inadequate for agentic 

artificial intelligence systems. In existing practice, software 

quality assurance is concerned with deterministic functionality, 

defect prevention, regression testing, test coverage, and release 

management. The approach to the governance of conventional 

AI systems includes concerns regarding model performance, 

fairness, explainability, documentation, and monitoring. 

However, agentic AI involves the use of models, tools, memory 

management, workflow execution, external data retrieval, and 

human intervention. The risk of security issues may lie not only 

in the model outcome but also in the interactions between 

various components[8], [9].  

AI risk management recommendations have highlighted 

principles such as governance, transparency, trustworthy 

behavior, and lifecycle-oriented control mechanisms. The 

NIST defines governing, analyzing, measuring, and managing 

AI risks, whereas the NIST Generative AI Profile applies this 

principle to generative AI systems. In application security, 

OWASP has identified some critical risks associated with LLM 

applications, such as prompt injection, improper handling of 

outputs, exposure of sensitive data, and granting excessive 

agency. However, these challenges can be exacerbated by the 

interconnections with other tools [10], [11]. 

The research gap covered by this study is the lack of an easy-

to-implement governance structure that can help software 

development groups utilize agentic AI. Firms have been trying 

AI in the areas of service management, software engineering, 

compliance, operations, and dealing with customers. However, 

most of them do not have a way to manage the autonomy, 

accountability, access, monitoring, record-keeping, and need 

for human intervention in AI.  

This paper presents the Risk-Aware Human-in-the-Loop 
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Governance Framework, a practical structure designed for 

agentic AI-enabled enterprise software systems. The 

framework delineates controls across five domains: governance 

policy, agent planning, tool authorization, runtime monitoring, 

and audit-feedback management. It facilitates organizations in 

determining which agentic actions should be observed, 

recommended, prepared for approval, executed, or blocked. 

The contributions of this study encompass a risk-centered 

approach to agentic software quality, a layered governance 

model, an action-level autonomy mechanism, and a scenario-

based evaluation supported by comparative control analysis. 

2. BACKGROUND AND RELATED 

WORK 

2.1 Agentic AI in Enterprise Software 

Systems 

Agent-based artificial intelligence involves AI systems that 

achieve objectives through reasoning, planning, instrument 

manipulation, perception, and action repetition. For example, 

agentic LLMs involve AI systems that can reason, act, and 

interact with users, instruments, and the environment. ReAct 

demonstrates that language models can integrate reasoning 

traces with relevant actions during interactions with other data 

sources.  

The enterprise setting offers a good context for agentic AI, as 

most processes require information gathering, workflows, 

decision-making, and interaction between various applications. 

AI agents could be helpful in defect prioritization, help desk 

services, log analysis, code review, preparation of regulatory 

documents, customer support, searching through knowledge 

bases and business reporting. In this regard, the operation of 

agents is determined not only by the model itself but also by 

the prompts, retrieved documents, memory, available tools, 

roles of users, policies, and permissions. It is logical to view 

the concept of agentic AI as a sociotechnical software 

system[12], [13].  

2.2 AI Governance and Risk Management 

AI governance involves a set of processes, techniques, and 

practices employed to ensure that an AI application is trusted, 

secured, reliable, and accountable. The NIST AI Risk 

Management Framework offers a framework for assessing and 

managing the risks of AI through the use of governance, 

mapping, measurement, and management functions. The NIST 

Generative AI Profile is designed to perform the same 

functions for generative AI [14], [15]. 

For enterprise software, governance should be implemented 

through control mechanisms such as ownership, approvals, 

roles and responsibilities, documentation, monitoring, logging, 

incidents, and reviews. With agentic AI systems, there must be 

a definition of the scope of activities that an agent can see, 

decide, advise, and act on.  

2.3 Security Risks in LLM and Agentic 

Applications 

Security threats in LLM applications are currently a significant 

issue affecting enterprise adoption. The OWASP recognizes 

prompt injection, security flaws regarding output, sensitive 

data exposure, supply chain security issues, and overagency as 

some of the most critical threats posed by LLMs. Such threats 

are heightened when agents use tools capable of taking action 

[16]. 

An example of prompt manipulation is an agent’s ability to 

ignore commands, share information, or misuse resources. 

Overprivileging allows the system to perform tasks outside its 

scope. Information leakage can occur via prompts, outputs, 

logs, memories, and/or tool data payloads. Another risk is 

insecure output usage due to the use of unverified generated 

code or messages.  

2.4 Human-in-the-Loop Control 
In human-in-the-loop control, which is a vital guiding principle 

for the design of risky AI systems, the human user remains 

engaged during the process of evaluation, approval, 

disapproval, or correction of actions aided by AI. In classic AI, 

supervision is typically geared towards the validation of output 

results. With agentic AI, supervision must go much further.  

A useful governance framework must differentiate between 

low-, medium-, and high-risk actions. Actions categorized as 

low risk may be performed automatically while logging them. 

Actions that fall under the medium risk category may require 

review before execution. Actions that are categorized as high 

risk should always require permission, higher authorization, or 

no access[17], [18].  

2.5  Software Quality and Auditability 

Software Quality encompasses correctness, reliability, 

maintainability, security, usability, and performance. With 

agentic AI, traceability, control, explainability, and auditing 

must be considered. For example, a trustworthy agentic 

software would have to provide proof of how the task has been 

interpreted, tools used, information that was accessed, actions 

that were suggested, and if a person authorized those 

actions[19].  

In the case of any actions performed by the software that impact 

customers, employees, accounting, manufacturing, or 

compliance, auditable logging is extremely essential. If proper 

logging is not performed, there could be no way for any entity 

to trace back why the software took any action or why a certain 

recommendation was made.  

2.6  Research Gap 

Previous research in the areas of AI governance, LLM security, 

secure software engineering, and human supervision serves as 

a good starting point; however, these topics are usually 

considered independently of each other. The agentic AI 

approach necessitates an integrated perspective because it 

involves the model inference process, use of tools, workflow 

orchestration, and supervision by humans. The void filled in 

This study addresses the development of a concise and risk-

aware governance structure that ties agent autonomy to 

software attributes[5], [20], [21].  

3.  PROBLEM STATEMENT 
Agentic AI constitutes an entirely novel category of enterprise 

software risk because it involves reasoning based on natural 

language and autonomous or partially autonomous actions. In 

conventional software applications, behavior tends to be 

dictated by deterministic rules, access control mechanisms, and 

workflows. For conventional AI systems, the focus of risk 

management is typically limited to issues such as predictive 

accuracy, fairness, transparency, or model drift. In the case of 

agentic AI, the risk stems from the convergence of all these 

elements[22], [23].  

The key issue is the lack of effective governance mechanisms 

that would allow control over agent behavior within business 

applications. In their absence, an agent could access unintended 

information, choose the wrong tool, perform a risky action, leak 

confidential information, or create information that will be used 

directly by another system[24], [25].  
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The first difficulty is that the agentive actions are dynamic. An 

identical agent might exhibit different behaviors based on 

prompts, phrasing, environment, document recall, tool 

permissions, memory conditions, user roles, and intermediate 

perceptions. This makes testing and monitoring more difficult. 

The second difficulty is the fuzzy line between 

recommendation and execution. While the AI system begins as 

an advisor, it is eventually integrated into a workflow with the 

capacity to perform actions such as creating tickets, updating 

information, sending messages, executing APIs, and initiating 

workflows [26].  

3.1  Unauthorized Tool Use 

The AI agent can call an inappropriate set of tools, plugins, 

scripts, or APIs for a specific task or user type. Without 

restricted access, the AI agent can perform operations outside 

the scope of its business function, thereby disrupting 

workflows or incorrectly updating systems.  

 

3.2 Sensitive Data Exposure 

Agent-based systems may require access to documentation, 

customer databases, tickets, logs, source code, or operational 

data. Any sensitive information can be disclosed using 

prompts, responses, agent memories, logs, retrieval 

mechanisms, or even by invoking external tools.  

 

3.3 Prompt Manipulation and Instruction 

Conflict 

Prompt injection and instruction conflict can cause the agent to 

disregard system policy, expose hidden instructions, misapply 

tools, or act according to harmful inputs. In business processes, 

manipulation can occur via user messages, documents, emails, 

tickets, web content, or code comments[27], [28].  

 

3.4 Hallucinated or Unsupported Execution 

The reasoning generated by LLM-driven agents could be 

erroneous but confident nonetheless. If erroneous reasoning is 

linked to any kind of tool execution, this could lead to faulty 

workflow execution, fake evidence of compliance, false 

classification of a defect, or erroneous operation 

recommendations [29], [30]. 
 

3.5 Weak Auditability 

However, for most AI systems, logging occurs only for the final 

results. In the case of agentic AI, the organization requires the 

goal of the task, the plan generated, the relevant context 

extracted, tools called, intermediate results, action approvals, 

actions not taken, and finally, the final result obtained.  

 

3.6 Unclear Human Accountability 

The agentic AI system raises issues regarding accountability 

because decisions can be made based on the intentions of the 

user, the logic employed by the machine itself, and the way it 

is programmed, designed, and used. When the limits of 

approval are unclear, identifying those responsible for making 

wrong decisions becomes problematic.  

Therefore, enterprise organizations require a governance 

framework to guide the authorization, monitoring, auditing, 

and control of agency-based artificial intelligence throughout 

their entire action cycle. This would help integrate software 

quality, software security, privacy protection, human 

supervision, and accountability into a framework [25], [31]. 

4. PROPOSED RISK-AWARE HUMAN-

IN-THE-LOOP GOVERNANCE 

FRAMEWORK 
The following section introduces the RA-HIL Governance 

Framework, which enables the secure and dependable adoption 

of agentic AI. This framework governs the actions throughout 

the entire life cycle, from task understanding to execution, 

monitoring, and auditing of results. The guiding principle of 

this framework is that the governance of an AI agent cannot be 

limited to the model itself. Rather, governance must cover all 

aspects, including policy, prompts, tools, data access, human 

intervention points, execution logging, and feedback[32], [33].  

The five layers of the architecture include the Governance 

Policy, agent planning, tool access and authorization, Runtime 

Monitoring, and Audit and Feedback layers. The layers 

represent the scope and limits of the actions that an agent can 

take from observation to execution.  

4.1 Framework Overview 

The proposed framework adopts the lifecycle of controlled 

actions. First, the organization establishes policies, risk, 

accountability, and approval thresholds. The agent then 

analyzes the user’s goal and makes an organized plan. Prior to 

execution, the framework will assess whether the use of certain 

tools and actions in conjunction with the data by a particular 

individual at that risk level is sanctioned. Runtime action 

monitoring occurs during planning and execution, while the 

logging component tracks decisions, approvals, calls to tools, 

results, and feedback.  

4.2 Governance Policy Layer 

Acceptable use policies, levels of autonomy, user roles, 

prohibited activities, approval processes, data handling 

procedures, and accountability are included in the Governance 

Policy Layer. Enterprise activities need to be categorized in 

terms of risk levels. Low-risk activities could involve 

summarizing publicly available documents or classifying non-

confidential issues. Medium-risk activities include preparing 

customer responses or coding for review. Activities categorized 

as high risk could involve accessing confidential information, 

updating production data, communicating externally, 

approving transactions, configuring systems, and running 

scripts[34], [35].  

4.3 Agent Planning Layer 

The Planning layer of the agent manages goal interpretation, 

task decomposition, and action selection. Planning is a key risk 

area because an improper plan will result in the misuse of tools 

and actions. A good plan would contain the objective of the 

task, data needed, suggested tools, desired output, risk level, 

and whether the action requires authorization. Medium-to high-

risk actions should have a plan that is reviewed by either a 

human user or the policy engine prior to action execution. 

Instruction hierarchy control would ensure that user commands 

and data do not supersede corporate policy and security 

restrictions[36].  

 

4.4 Tool Access and Authorization Layer 

The Tool Access and Authorization Layer controls interactions 

with third-party tools, APIs, databases, scripts, workflow 

engines, and enterprise applications. All tools need to be 

defined with metadata, including their purpose, permission 

required, data sensitivity involved, side effects, and risk 

category[37], [38]. The document search tool can be of lower 

risk, the ticketing update tool of medium risk, and the 
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production database modification tool of higher risk. This layer 

must ensure that role-based access control, least  privilege 

model, allowlisting of tools, and input and output validations 

are enforced.  

4.5 Runtime Monitoring Layer 

The Runtime Monitoring Layer monitors agent activity as it 

plans, selects tools, executes them, and generates responses. 

The monitoring process must be able to identify any unusual 

tool use, multiple failed attempts, attempts to access sensitive 

data, violations of policies, prompt injections, unsafe outputs, 

and divergence from the planned course. Unsafe activities can 

result in stopping the process, requesting human intervention, 

or ending the session altogether. Low-confidence suggestions, 

risky tool usage, and sensitive data access can trigger 

escalation[39].  

 

4.6 Audit and Feedback Layer 

The Audit and Feedback layer contains the evidence necessary 

for assessing, explaining, and improving the agent’s actions. 

The auditing trail must contain the request of the user, the goal 

inferred, the plan generated, the context retrieved, the tools 

chosen, the inputs to these tools, their outputs, policies 

followed, human decisions on these actions, actions rejected by 

the agent, response, and result. Audits provide evidence for 

accountability, incident investigations, regulatory compliance 

audits, machine learning model improvement, and system 

debugging.  

 

4.7 Risk-Based Autonomy Model 
In the context of this structure, the approach to granting 

autonomy is based on a risk-based autonomous structure that 

sets out different levels of autonomy that an agent can have for 

a particular task. Rather than providing the agent with total 

autonomy or none at all, this approach defines four distinct 

levels of autonomy. These include Level 0, no autonomy; Level 

1, recommendation only; Level 2, execution after authorization 

from a human operator; and Level 3, automatic execution with 

monitoring. 

 

4.8 Implementation Flow 

This process begins with the user assigning a task to the system. 

The next step is planning, wherein the agent creates a plan. The 

policy engine categorizes tasks and actions according to risk. 

The authorization engine determines whether there are any 

permissions for the software tools. Decisions are made 

regarding the execution of actions, requests for authorization, 

or denial of permission. Runtime monitoring tracks the actions. 

The evidence and output were collected. Finally, human 

feedback helps to enhance the controls.  

 

5. RISK-CONTROL MAPPING FOR 

ENTERPRISE AGENTIC AI 
Implementing this model will be much easier if the risks 

associated with agency in AI are matched with appropriate 

governance, software quality and security controls. The 

following is the matching table based on risk management in 

the AI lifecycle, security in generative AI, and secure software 

development guidelines. This model can help businesses 

understand what could happen, which controls can mitigate the 

risk, whether human intervention is necessary, what must be 

retained as evidence, and how to manage any unsafe 

behavior[40], [41], [42].  

 

Inappropriate use of tools and excessive agency can be avoided 

by the use of tool allow lists, role-based access, least privilege 

principles, approvals, and autonomous decisions for actions. 

The runtime system must prevent the unauthorized invocation 

of tools, detect the reoccurrence of mistakes, and report 

irrevocable actions and those that could affect production.  

Control related to data is required on a different control path. 

Exposure of sensitive data and improper use of memory must 

be managed by means of data classification, data masking, 

filtering for retrieving data, data retention restrictions, and data 

context. Runtime checks must be performed to identify 

sensitive information in prompts, responses, and tool data 

payloads. In the case of regulated data, the agent needs to stay 

in recommendation only or approval-required mode [43].  

Manipulation of prompts, execution without adequate 

evidence, and insecure handling of outputs can be addressed by 

implementing an instruction hierarchy, source validation, 

response-based responses, output schema checks, sandboxing, 

and confidence escalation. In the absence of evidence or in the 

case of contradictory instructions, the agent must pause 

execution for human review. The audit evidence should contain 

source information, conflict information, evidence, validation 

status, reviewer decision, and output.  

Finally, problems associated with weak auditability, vague 

accountability, and interrupted workflows can be addressed 

through the required logging of actions, ownership policies, 

idempotent actions, rollbacks, and exceptions. It becomes 

possible to track the rationale behind the decision made, the 

person who made the authorization, which systems were 

impacted, and how the company remedied or improved the 

issue. 

5.1 Risk-Based Control Selection 

However, not all activities require the same level of control as 

walking. For instance, summarizing a public document might 

simply involve logging and some degree of validation or 

verification. However, creating a response for a customer may 

require human approval. Any update on a manufacturing 

document or execution of a script should necessitate strong 

authorization, approval, and supporting audit evidence. The 

controls must be chosen based on the impact, sensitivity, and 

reversibility of the action[44].  

 

5.2 Integration with Software Quality 

Practices 

Risk control mapping can be incorporated into current quality 

and security efforts within software. In the requirements stage, 

organizations must identify autonomy thresholds and 

approvals. In the design phase, the use of tools, data flow, and 

the process for handling failures must be documented. In the 

testing phase, the injection attack resistance, tool authorization, 

safe outputs, logging capabilities, and approvals must be 

confirmed. During the deployment phase, actions must be 

monitored, feedback gathered, and incidents investigated[45].  

 

5.3 Analytical Assessment of the RA-HIL 

Framework 

The value of the RA-HIL framework lies in its ability to break 

agentic AI risk into action-level control decisions. Unlike AI 

governance, which focuses on the model, its outputs, or 

performance metrics, agentic AI systems spread risk across 

operational stages, such as user requests, generated plans, 

chosen tools, data accessed, execution contexts, and final 

actions. Therefore, this framework evaluates agentic AI as a 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.128, July 2026 

52 

software workflow, rather than as a single model-level entity.  

Risk is managed using five key control mechanisms. First, 

policy-based classification sets autonomy limits before 

execution to prevent an excessive agency. Second, planning 

reviews reduce unsupported actions by requiring the agent to 

clearly state its goals, data needs, tools, and expected actions. 

Third, tool authorization enforces the least privilege and 

allowlisting to prevent misuse. Fourth, runtime monitoring 

detects unauthorized tool calls, unsafe outputs, access to 

sensitive data, and deviations from the approved plan during 

execution. Finally, audit-feedback management improves 

traceability by maintaining evidence for decision-making and 

refining controls[46], [47].  

This framework balances automation and control. A fully 

manual review of agent actions hampers efficiency, whereas 

fully automating actions risks security, privacy, and reliability. 

RA-HIL addresses this by assigning autonomy levels: low-risk, 

reversible tasks can be automated with logging, medium-risk 

tasks require approval, and high-risk or irreversible actions are 

blocked or escalated. This distinction is critical; for example, 

an agent can summarize a ticket but should not independently 

change a production configuration.  

Beyond security, the framework improves reliability through 

evidence-based planning, increases accountability through 

approval points, enhances auditability through action 

documentation, and supports maintainability through 

feedback-updating policies, prompts, and tool permissions. 

Thus, RA-HIL is a governance and software quality 

mechanism, not merely a security control. 

6. SCENARIO-BASED EVALUATION 

AND RESULTS 
This section presents an evaluation of the proposed RA-HIL 

framework through a structured, scenario-based assessment of 

enterprise software defect triage and incident support 

workflows. The evaluation aims to determine whether the 

framework enhances control over agentic AI actions compared 

to an unguided workflow. As this study introduces a 

governance framework rather than a deployed production 

system, the assessment focuses on control aspects and scenario-

based analysis. The goal was not to demonstrate production-

scale performance improvements but to evaluate whether the 

framework delivers clearer benefits in terms of security, 

reliability, auditability, accountability, and operational 

control[5], [6], [48].  

 

The evaluation contrasts the two conditions. The first is a 

baseline agentic AI workflow, where an AI agent performs 

tasks such as reading defect tickets, retrieving logs, searching 

knowledge base articles, generating recommendations, and 

preparing workflow updates without explicit risk-based 

autonomy controls. The second is the RA-HIL-governed 

workflow, where agentic tasks are managed through policy 

classification, structured planning, tool authorization, runtime 

monitoring, approval gates, and audit logging.  

 

Five evaluation dimensions guided the analysis: security 

control, reliability, auditability, accountability, and operational 

efficiency. Security control assesses whether unauthorized 

tools, data, and actions are effectively restricted. Reliability 

examines whether the recommendations are evidence-based 

and subject to review when the risk is elevated. Auditability 

considers whether a system maintains sufficient evidence to 

reconstruct the agent’s behavior. Accountability evaluates the 

clarity of human approval and responsibility assignments. 

Operational efficiency measures whether low-risk tasks can be 

automated without imposing unnecessary manual review. 

 

6.1 Evaluation Design  
The evaluation examines the impact of the RA-HIL framework 

on control strength within an enterprise AI workflow, 

contrasting it with a baseline that lacks explicit governance. 

This assessment employs a software defect triage scenario that 

includes low-, medium-, and high-risk agentic actions. Five 

dimensions—security control, reliability, auditability, 

accountability, and operational efficiency— were evaluated 

using a five-point scale ranging from weak to very strong 

control. The RA-HIL framework incorporates governance 

policies, approval gates, and audit management, thereby 

enhancing control without impeding the automation of low-risk 

tasks. The scores, derived from qualitative assessments, 

illustrated anticipated improvements and provided a foundation 

for future empirical validation. 

 

6.2 Scenario Workflow and Framework 

Application 

The process consists of the following: the user enters the defect 

ticket; the agent identifies symptoms; searches for relevant 

logs, incidents, and knowledge base articles; generates an 

investigation plan; policy determines risk level of action; low-

risk summary permitted; medium-risk customer 

communication needs approval; high-risk actions require 

elevation or are blocked; runtime monitors tool invocation; and 

lastly, recommendations, tool invocation, approval, and output 

are logged.  

 

Governance policies are used through RA-HIL for the agent to 

review tickets provided, summarize logs, and propose severity 

classifications without being able to edit configurations or 

change production, close incident tickets, communicate with 

customers, or initiate rollback without approval. Planning 

involves creating an investigation plan that must be followed. 

In the tool phase, there was limited access to ticketing 
information, logging, and approved sources of evidence. 

Monitoring involves the detection of unauthorized logs, tools 

that cannot be used, inappropriate severity classification, and 

production changes that lack proof. 

 

Five key improvements were noted in this scenario-based 

assessment. First, there is an improvement in security controls 

because the agent will not be able to use external tools beyond 

what the user’s role, task assignment, or risk classification 

allows. Second, there is a reliability improvement because the 

agent must base its classification and remediation 

recommendation on past data from retrieved logs and other 

knowledge repositories. Third, there is an improvement in 

auditability because of traceability and record keeping. Fourth, 

there is an increase in accountability in the sense that medium- 

and high-risk decisions must be owned and sanctioned before 

they can be taken. Fifth, the efficiency of operations is 

maintained because low-risk decisions, such as ticket 

summarization and authorized searches in the knowledge base, 

may be automated despite being monitored.  

 

Within the defect triage flow, logging is appropriate for low-

risk activities, such as summarizing the ticket and querying the 

knowledge base repository. Medium-risk activities include 

retrieving production logs, assessing the incident severity level, 

writing a response to the client, and updating the service 
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management repository; these operations must have controls 

around access, verification, and possibly human intervention. 

High-risk actions include performing rollbacks or making any 

changes to the production environment [49], [50]. 

 

This further proves that the issue of autonomy should be 

delegated to actions and not agents. It is necessary for an agent 

to be capable of automating the processes of observation and 

summary formation while being prevented from carrying out 

actions that affect any form of production.  

 

6.3 Results and Analysis  
The RA-HIL workflow enhances control across five key 

evaluation dimensions, with the most notable improvement in 

auditability. Unlike the baseline system, which may only retain 

final outputs or partial interaction histories, RA-HIL’s audit 

layer of the RA-HIL comprehensively logs requests, inferred 

goals, plans, tool usage, evidence, policy checks, approvals, 

rejections, and outcomes. This detailed record significantly 

strengthens the incident investigation and compliance 

processes. 

 

Security control is also improved by restricting tool access 

based on user roles, task context, tool metadata, and risk. For 

instance, low-risk actions, such as knowledge base searches, 

are automatically permitted, whereas high-risk operations, such 

as production configuration changes, are blocked or escalated, 

thereby reducing unauthorized tool use. Reliability benefits 

from requiring agents to produce structured plans supported by 

relevant evidence; a lack of sufficient confidence or evidence 

triggers human review instead of direct execution.  

 

Accountability is clarified through explicit approval points for 

medium- and high-risk actions, ensuring that a designated 

human decision-maker oversees critical steps, making 

responsibility more manageable. Operational efficiency has 

improved moderately, maintaining automation for low-risk 

tasks while mandating human intervention for higher-risk 

activities. This balanced approach fosters governance that 

enhances control without sacrificing the necessary automation. 

 

6.4 Limitations of Evaluation 

This was a qualitative evaluation using scenarios. The 

evaluation showed the practicality of the framework; however, 

there was no assessment of its performance in an actual setting. 

This can be allowed for a preliminary framework for evaluating 

governance; however, it is recommended that future efforts be 

made to assess this framework using a real-life prototype 

platform based on indicators such as policy violation rate and 

others.  

 

7. DISCUSSION, LIMITATIONS, AND 

FUTURE WORK 
This suggested framework aims to address a pragmatic issue 

encountered by companies implementing agentic AI systems 

within their enterprise software environments. Agentic AI 

systems may engage with tools, fetch data, call APIs, update 

workflows, write code, and make business decisions. In terms 

of governance, it is far more complicated than traditional AI 

because of the nature of risk creation through all the aspects 

mentioned above [5], [25].  

The most significant advantage of using such an approach is 

the treatment of agentic AI as a software product, and not solely 

as a deployed model. All these characteristics still have to be 

considered and addressed, although their significance is limited 

if we consider the ability of AI to act via tools and affect the 

work of organizations.  

 

This framework may be valuable to software development 

teams, enterprise architects, security professionals, risk 

professionals, and business owners. For software engineers, the 

framework may help during both the requirements and design 

stages to define capabilities, tooling boundaries, approval 

gates, testing scenarios, and logging requirements. For security 

professionals, the framework can be used to determine prompt 

injection vulnerabilities, sensitive data handling practices, tool 

misuse, and unapproved execution [51], [52], [53].  

 

This study has some limitations. First, the assessment process 

was performed using a scenario approach, which is not 

reflective of the actual deployment of the system in production. 

Second, the framework itself is generic and will require 

adjustments depending on the type of system being evaluated 

(such as financial, healthcare, insurance, telecommunication, or 

governmental). Third, while this study covers aspects of 

governance, security, reliability, and auditability, there are no 

specific details on the implementation of policy engines or 

prompt injection testing.  
 

The framework can be implemented as governance middleware 

between the AI agent and enterprise tools in future research. 

Further analysis can focus on quantitative measures, including 

the number of tool calls that were prevented from being made 

because they violated an organization's policy, the ratio of 

violations, latency in the process of policy validation, 

completeness of the audit trail, and the time taken to complete 

a task. The framework must also undergo further 

experimentation with adversarial attacks that attempt to evade 

policies.  

 

8. CONCLUSION 
Agentic AI alters the risk landscape of enterprise software 

systems by transitioning from merely generating outputs to 

actively executing actions. This study introduces the RA-HIL 

Governance Framework to manage this shift through layered 

controls, including policy enforcement, planning, tool 

authorization, runtime monitoring, and audit-feedback 

management.  

 

Unlike traditional approaches that treat agentic AI as a 

deployed model, this framework views it as a controlled 

software workflow. The updated scenario-based evaluation 

demonstrates that RA-HIL enhances security control, 

reliability, auditability, accountability, and operational 

efficiency compared to unguided agentic workflows. The most 

significant advancement is auditability, as the framework 

mandates capturing evidence throughout the entire action 

lifecycle. Security is bolstered by limiting tool usage, reliability 

is strengthened through evidence-based planning, and 

accountability is maintained by establishing human-approval 

checkpoints for medium- and high-risk actions.  

 

The core contribution of this study is an action-level 

governance model tailored for enterprise agentic AI. Rather 

than assigning a single autonomy level to the entire agent, the 

RA-HIL assesses each proposed action individually, 

considering factors such as impact, data sensitivity, 

reversibility, user role, and policy constraints. This nuanced 

approach enables the automation of low-risk tasks while 

restricting or escalating the handling of higher-risk actions. 

Future efforts should focus on implementing this framework as 
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a governance middleware that operates between enterprise AI 

agents and software tools. Further validation should measure 

operational metrics, including policy violation rates, 

unauthorized tool-call prevention, approval latency, audit 

completeness, and task completion time. Expanding 

evaluations across diverse sectors, such as financial services, 

healthcare, cloud operations, customer service, and software 

engineering workflows, will help determine the broader 

applicability of the model [54] [55]. 

 

9.  FIGURES/CAPTIONS/TABLES 

 

Figure 1. Risk-Aware Human-in-the-Loop Governance 

Framework for Enterprise Agentic AI Intelligence 

 

Figure 2. Risk-based autonomy decision flow for agentic 

AI action 

 

 

 

 

 

 

 

Table 1. Evaluation criteria for RA-HIL scenario-based assessment 

Evaluation Dimension Measurement Basis Baseline Condition RA-HIL Condition 

Security control 
Ability to restrict unauthorized 

data, tools, and actions 
Tool use depends mainly on prompt 

and available integration 
Tool use is restricted by role, task, 

policy, and risk level 

Reliability 

Evidence support for 

classification and 

recommendation 
Agent may recommend action 

without explicit evidence check 
Agent must link recommendation 

to ticket, log, or knowledge source 

Auditability 
Ability to reconstruct agent 

behavior 
Final answer or partial interaction 

may be logged 
Request, plan, tool use, approval, 

evidence, and outcome are logged 

Accountability 
Clarity of human decision 

ownership 
Responsibility may remain unclear 

after AI-supported action 
Medium- and high-risk actions 

require defined approval ownership 

Operational efficiency 
Ability to automate low-risk 

work 
Either over-automation or excessive 

manual review may occur 
Low-risk tasks are automated; 

risky tasks are escalated 

 

Table 2. Comparative evaluation of baseline and RA-HIL-governed defect-triage workflow  

Evaluation Dimension Baseline Score RA-HIL Score Observed Improvement 

Security control 2 4 
Unauthorized tool and data access are reduced through role-based 

authorization and tool allowlisting 

Reliability 2 4 
Evidence-grounded planning improves the quality of severity 

classification and remediation recommendation 

Auditability 1 5 Complete action trail supports incident review and compliance evidence 
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Accountability 2 4 
Human approval points clarify responsibility for medium- and high-risk 

actions 

Operational efficiency 3 4 Low-risk tasks remain automated while high-risk actions are escalated 

Scoring scale: 1 = weak control, 2 = limited control, 3 = 

moderate control, 4 = strong control, and 5 = very strong 

control. 

The scores in Table 2 reflect an assessment using controlled 

scenarios rather than production telemetry. They compared the 

control efficacy of a baseline agentic workflow with the 

proposed RA-HIL-governed workflow in a defect-triage 

scenario. Future implementations may replace these qualitative 

scores with production metrics, including unauthorized tool-

call prevention, approval latency, audit completeness, policy 

violation rates, and incident resolution time. 

Figure 3 illustrates that the workflow governed by RA-HIL 

significantly enhances auditability. This improvement is 

attributed to the framework's explicit documentation of user 

requests, action plans, tool invocations, evidence, approval 

decisions, and final outcomes. Additionally, security control, 

reliability, and accountability are enhanced due to the agent's 

actions being restricted by risk classification, tool 

authorization, approval gates, and runtime monitoring. While 

operational efficiency experiences a moderate enhancement, 

this is because RA-HIL deliberately maintains human approval 

for medium and high-risk actions, permitting only low-risk 

activities to be automated. 

 

Figure 3. Comparative control-strength assessment of baseline and RA-HIL-governed defect triage workflows. 
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