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ABSTRACT

The cybersecurity situation in the world is becoming more
dangerous, and the number of data breaches grows and
grows. The paper is a secondary data analysis research of
publicly available breach archives, such as Privacy Rights
Clearinghouse, HavelBeenPwned, and Kaggle datasets. The
study was performed using a quantitative, descriptive
research design with the help of the R programming
language and tidyverse packages to perform data wrangling,
statistical analysis, and visualization. Results indicate that
breaches reported have doubled during this time, with 2023
showing the highest number of 59 million breached records
due to a mega-breach in the technology sector. The most
targeted sectors included healthcare and government sectors,
with 22.2% of the incidents each, as this data is valuable.
Hacking was the most common attack (44.4%), with
ransomware and phishing (22.2% each). This study
highlights the trends and patterns of global cybersecurity
activities between 2021 and 2024. In this paper, the
Healthcare and Government Services sectors are
overrepresented. It is typical of the high value of the data
that they comprise the sensitivity of their operations to
interference. The results prove the ongoing incomparability
of phishing as an initial access technique related to attack
vectors. Moreover, it founded the drastic and recent
escalation of ransomware as a major danger.
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1. INTRODUCTION

At a time when data has become one of the main assets of
organizations and a constituent element of personal identity,
unauthorized exposure or theft has become a universal
phenomenon in the world [1]. Cybercrime is now a very
structured and lucrative business and its expenses might be
USD 10.5 trillion annually by 2025 and this amount is
projected to go up to almost USD 24 trillion by 2027 [2]. It
is also worrying how often these evil practices occur. In
2021, global cyber-attacks increased by 125 percent per
year and the number of data breaches shot up by 200 percent
between 2021 and 2024, and indicate that the rate of risk
acceleration is not slowing down [3]. In 2024, the average
total data breach cost increased to USD 4.88 million, the
highest ever recorded between 2021 and 2024 since 2024 by
a 10 percent surge [4]. This number includes direct financial
losses related to ransomware and emergency IT services and
regulatory penalties that have reached a strong increase.
Nonetheless, indirect costs are more harmful and long-
lasting in many cases. Those will be critical disruption of
operation and system failure that will paralyze productivity
and cause revenue loss [5].

Motivation for the Study

Despite rapid growth in cybersecurity spending and global
awareness, cyber breaches continue to rise revealing a gap
between security investment and real protection outcomes.
Many studies discuss cybersecurity theoretically, but fewer
provide evidence-based insights using large-scale breach
datasets. Understanding which sectors are most targeted,
which attack vectors dominate, and how breach frequency
has evolved can help organizations strengthen prevention
strategies. This motivated the present study to analyze
global cyber breach records and uncover emerging patterns
and trends using secondary breach repositories.

1.1 Research Problem

It is astonishing that, despite the unprecedented expenditure
on cybersecurity protection, organizations of small and
medium size, regardless of industries, are still unable to stop
the unstoppable and complex flow of cyber-attacks. This
gap is further compounded by the absence of a concrete,
unified, and empirically based knowledge of the patterns of
breaches based on large scale, real-world incidence data.
Defensive postures can be built historically on the basis of
threats or compliance models but do not necessarily depict
the present day tactics, techniques and procedures (TTPs) of
contemporary foes. The threat actors keep up with the pace
of innovation, using emerging technologies such as artificial
intelligence (Al) to automate and improve their attacks and
exploit systemic vulnerabilities in the supply chains to
increase their magnitude. Another resource that would be
useful, though not perfect, in carrying out this large-scale
analysis would be publicly available data breach
repositories, which assemble notifications posted by
government agencies.

1.2 Research Questions
1. RQI1: How have the frequency, and scale
(number of records compromised) of

cybersecurity breaches evolved between 2021 and
20247

2. RQ2: Which industries are most frequently
targeted by cyber-attacks, and are there
discernible patterns in the types of attacks they
experience?

3. RQ3: What are the most prevalent types of cyber-
attacks (e.g., ransomware, phishing, insider
threats), and how has their prevalence changed
between 2021 and 2024?

4. RQ4: What is the geographic distribution of
reported data breaches, and which regions are
most significantly affected?
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1.3 Significance of the Study

The practical and strategic implications of the study
findings are immense to a wide range of stakeholders. This
study has the potential to present information based on data
that can be applied by executive management and security
officers to make decisions intended to control risks and
allocate resources more effectively. To ensure the
maximization of security investments, companies can align
the risk profile of their organization with the trends in the
sector, leaving the compliance-driven posture and adopting
the intelligence-driven one [6] [7]. In addition, the data
regarding the geographic location of violations and the
transnational nature of threat actors can be utilized to design
the policy of creating closer cooperation and information
sharing between states and combating the crimes in
cyberspace [8] [9].

2. LITERATURE REVIEW
2.1 A Taxonomy of Modern Cyber
Attacks

2.1.1 Ransomware: A dual-extortion strategy of
encrypting the data and exfiltration it has become a frequent
practice of threat actors who threaten to release the sensitive
data onto the Internet publicly unless the ransom is paid [10].
This introduces an element of blackmail which puts a lot of
pressure on victim organizations. Also being more mature
is the business model of Ransomware-as-a-Service (RaaS),
in which the developers of the malware sell it to affiliates
who then share a portion of the revenue with the author
without requiring high-skill levels [11]. The ransomware
effect is significant, and the case of the February 2024
Change Healthcare medical payment processor attack
shows that. The attack shook healthcare payments
throughout the United States over weeks, and it is an
example of the possible impact of ransomware crippling
critical infrastructure [12]. In 2023 and 2024, other large
organizations, including Starbucks, AT&T, and Amazon
Web Services (AWS) users, became the victims of the threat,
proving the widespread and nonselective character of this
threat [13] [14].

2.1.2 Phishing and Social Engineering: Phishing is
a form of social engineering that uses deceptive emails, text
messages, or websites to trick individuals into revealing
sensitive information, such as login credentials [15]. It
remains one of the most common and effective initial access
vectors for cybercriminals, responsible for a significant
portion of all data breaches [16]. Phishing attacks vary in
sophistication. Bulk phishing campaigns cast a wide net,
often impersonating well-known brands to lure a small
percentage of a large number of recipients [17]. More
targeted forms include spear phishing, which uses
personalized information about the target to make the lure
more convincing, and whaling, which specifically targets
high-level executives [18].

2.1.3 Hacking and Malware: An eminent case is the
massive exploitation of the zero-day vulnerability in the
MOVEit file transfer system that affected thousands of
businesses worldwide and was a major cause of the 180%
growth in the vulnerability exploitation observed in 2023
[19]. It consists of different types, including viruses which
are attached to legitimate software; worms which spread
themselves through networks; Trojans which simulate
harmless software but run dangerous background tasks; and
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spywares that are used to steal information on a computer
belonging to a user [20].

2.1.4 Insider Threats: Insider threats refer to security
threats of existing employees or former employees,
contractors or business partners who have authorized access
to the systems and data of an organization [21]. These
threats are classified into two major types. Inspirations
malicious insiders are intentional, and driven by revenge, or
corporate espionage [22]. A good illustration of ill intent is
the case of the 2022 incident in Yahoo where a senior
research scientist stole 570,000 pages of trade secrets after
arival company offered him a position [23]. The second and
more widespread type is the non-malicious insider. Such
events are related to human mistakes, carelessness, or the
deceit of a worker by some social engineering attack by an
outsider [24]. The percentage of non-malicious insiders is
an astounding 75 percent of all insider-related incidents,
which underscores the essence of understanding security
and the need to have strong internal controls [25]. The
magnitude of the issue is high as 83 percent of organizations
said that they had at least one insider attack in 2024 [26].

2.2 Synthesis of Major Industry and
Academic Research
2.2.1 Verizon Data Breach Investigations Report

(DBIR). The Verizon DBIR is among the oldest and most
exhaustive studies on real-life security breaches. An
analysis of more than 30,000 incidents and 10,000 proven
breaches conducted in 2024 found several of the most
important trends. One of them is the importance of the
human factor, which occurred in 68% of breaches, including
mistakes, social engineering, and credential misuse [27].
The number of used vulnerabilities as the first step to breach
almost tripled, with a 180% growth compared to the
previous year, and most of this is due to the weaponization
of zero-day vulnerabilities, such as the one that affected
MOVEit. Moreover, in the DBIR 2024, it was noted that the
risk of extortion is on the rise, and ransomware or other
extortion methods were used in an estimated one-third of all
breaches. The report further quantified the escalating risk of
interrelated digital ecosystems and indicated that attacks on
a third party or a supply chain element had risen by 68% to
become 15% of all attacks [28].

2.2.2 IBM Cost of a Data Breach Report: In the
2024 report, which is founded on the interview with
organizations who had a breach, the world average cost was
at a new high of USD 4.88 million [29]. The IBM reports
also give valuable insights on factors which would lessen
these costs. One of the most important facts is the direct
proportion between the time to respond the breach detection
and containment within less than 200 days saved
organizations more than a million dollars as compared to
longer breaches [30]. Likewise, mature security operations
were proven to save companies USD 1.9 million on average
in comparison to companies with no security Al and
automation, and this aspect is quite relevant to the high
utilization of these tools [31].

2.2.3 Previous Academic Studies: The findings of
these industry reports are supported with academic research
and then expanded. Research on the analysis of databases of
publicly reported breaches has reported a steady rise in the
rate of breaches of data between 2021 and 2024 with
hacking being the most prevalent contributor [32]. Studies
have also identified as the most significant motive,
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especially when the business-related organizations are
attacked as compared to non-profits. This coincides with the
industry reports that demonstrate that the overwhelming
numbers of attacks are effectively driven. It has also been
confirmed in academic analyses that the healthcare industry
is among the most targeted industries, and it can be found in
numerous pieces of data [33]. One of the common motifs of
the academic literature is that it may not always be an easy
task to conduct such type of research because of the
difficulty of gathering full and objective data because
organizations are often unwilling to reveal all details of
security incidents as they are afraid of reputational and
financial losses [34]. The ongoing focus on the human
aspect of the report such as the DBIR indicates the
effectiveness and scalability of social engineering attacks
that appeal to the employees. Meanwhile, the dramatic
increase in exploitation of vulnerabilities also evidences that
advanced participants are becoming swifter and more
effective dealing with the software and infrastructure-only
technical imperfections [35].

2.3 R as a Tool for Cybersecurity Data
Analysis

The statistical analysis and visualization platform that was
required in this study was robust and flexible due to the
quantitative nature of this study. The choice of R
programming language was because of its power,
extensibility, and its extensive use among the data science
and statistics fraternity [36]. Being a free and open-source
environment, R encourages reproducible research, and it is
possible to create scripts that are easily shared, validated,
and reused. Its huge environment of user-submitted
packages offers specialized software at each phase of the
information examination procedur. To carry out the first
steps of data preparation, this paper used the tidy verse, an
integrated set of R packages that are useful in data science
[37]. Data manipulation tools like dplyr and tidyr provide a
standardized grammar to perform tasks in data manipulation
like row and column selection, new variable creation and
data reshaping between wide and long formats. An
important characteristic of the tidy verse is the pipeline
operator, enabling the sequencing of multiple operations in
a single operation into one readable and linear line of script,
which significantly enhances the scalability of the analysis
script and its ability to be [38].

2.4 Gaps in the Existing Research

Although the industry reports and the studies conducted by
scholars are an invaluable input to the knowledge base on
cybersecurity attacks, some gaps are still present. Large
industry reports, including those of Verizon and IBM, are
background but are usually created using proprietary data
based on their own incident response activities, customer
surveys, or partner submissions. This has the risk of
selection bias, as their datasets may not represent the world
picture as a whole, especially with organizations that are not
their clients. However, academic research often recognizes
the large difficulty in obtaining detailed and authoritative
data, commonly depending on one of the public sources or
smaller data sets. Moreover, the problem of underreporting
is a thoroughly established drawback of cybersecurity
studies. The number of incidents never reported publicly is
substantial, which implies that databases available to the
public are just a tip of the iceberg. According to some
academic estimates, the number of cyber incidents reported
by the public can be only 3% of the total number of cyber
incidents [39].
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3. METHODOLOGY

The current research design was a quantitative, descriptive
research design to study the trends and patterns in the data
of cybersecurity breaches across the world. The secondary
analysis of publicly available datasets was the
methodological focus. The selected non-experimental
design fits the research questions since the main objective
was not to test a hypothesis on causal relationships but to
observe, describe, and summarize the nature of breach
incidents as reported from 2021 to 2024.

3.1 Data Sources

The PRC database gathers and systematizes breach notices,
which have been publicly disclosed by state and federal
government agencies in the U.S., including different
Attorneys General and the U.S. Department of Health and
Human Services [40]. Its advantages are that it has a unified
method of categorizing types of organizations (e.g., MED in
the case of healthcare), and types of breaches (e.g., HACK
in case of hacking, INSD in case of insider threat) that are
directly related to the research questions in this paper [41].
HIBP gathers information through a massive range of
sources, such as the publication of the breached datasets on
the hacking and dark web forums [42].

Although it does not contain any industry or organization-
specific classifications, its core data i.e. BreachDate and
PwnCount (the number of compromised accounts) are very
useful in following the chronology and extent of significant
international events [43]. Its advantage lies in the fact that it
is able to reach the whole world and address the breaches of
email credentials.

3.1.1 Dataset Preparation and Selection

To confirm reproducibility, cybersecurity breach data were
collected from three publicly available repositories. The
first one is Privacy Rights Clearinghouse (PRC),second one
is Have I Been Pwned (HIBP) database, and third one the
Kaggle Data Breaches dataset. These datasets were accessed
and downloaded between March and April 2025.
Information from these three sources was reviewed to
identify publicly reported breach incidents occurring
between 2021 and 2024. The collected data were then
cleaned, and duplicate incidents were removed. Only
records meeting the study criteria were obtained for analysis.
The final and exact analytical dataset consisted of 18
cybersecurity breach incidents.

3.1.2 Inclusion Criteria
The following principles were used to select breach
incidents for examine:

o  The breach occurred between 2021 and 2024 and
was publicly reported.

e The record contained enough and important
information on the breach date, organization, and
attack type.

e It included information on the number of
compromised records whenever available.

e  Duplicate incidents across multiple repositories
were removed.

3.1.3 Exclusion Criteria
Records were accepted from the analysis if they:
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e  Occurred outside the study period (before 2021 or
after 2024).

e  Were duplicate/double entries across different
repositories.

e Lacked necessary information such as breach date
or organization name.

e Could not be verified using the original data
source.

Table 1: Comparison of selected Public Data Breach

Repositories
Privacy
Rights
. HavelBeenPw Kaggle Aggregated
Feature OCl:eS:rlngh ned (HIBP) Datasets
(PRC)
gli)énplles Processes
. breached
standardize Aggregates
Data S datasets foundinformation from
Collection notification online, ~ often ublic sources like
from hackingp
Method s from U.S. . >press reports and
forums or direct .
governmen S news articles [46].
¢ agencies submissions
[44], [45].
Date,
(?;gan;_zatle Breach  Date,
Breachyp > PwnCount Year, Entity,
(records), Records,
Key Type . L
. i Domain, DataOrganization Type,
Variables Records
Affected Classes Method of Breach
Locationj Compromised [46].
(U.S. State) [45]-
[44].

Geographic Primarily Gé?:;li;ll re i‘(’:’:;l‘i
EraPMC ynited = Global [45]. D &
Scope States [44] biases based on

’ source material [46].
Structured,
standardize . )
d data: Extensive Broad scope;
consistent ’coverage ofincludes incidents
classificati global breaches, not officially
Strengths on svstem: especially those reported to
basedy OI;involving government
official credentials; agencies; easy
reports large scale [45]. access [46].
[44].
Limited to .
U.S. LaCk.S lnfiuStrylnconsistent data
reports; classification; uality; relies on
daI:a ’ data may Come?nedi;y, reportin
co from unverified . p g
Limitations completene . which  can  be
ss dependssources’ incomplete or
on statefoCuses O inaccurate; potential
. email breaches e P
reporting [45] for duplicates [46].
laws [44]. )

3.2 Data Collection and Variables
e  Loading: Reading the raw data files into RStudio.

e Cleaning: Before statistical analysis, the dataset
was evaluated for missing, incomplete, and

International Journal of Computer Applications (0975 — 8887)
Volume 187 — No.126, July 2026

appropriate  values in the  variables
Records_Compromised, Attack Type, Industry,
Location, and Year. Where information was
incomplete or unidentified, the publicly available
source records were reviewed to identify and
verify the data whenever possible. Records
lacking necessary information required for the
analysis were not include during the data
preparation stage. Only records containing
enough and important information for the study
objectives were retained in the final analytical
dataset.

e  Harmonization: Creating a unified classification
scheme for key categorical variables. For instance,
the Organization type variable from the Kaggle
dataset and the organization type classification
from the PRC were mapped to a common set of
categories (e.g., Healthcare, Finance, Technology,
Government, Retail). Similarly, the Method and
Breach Type variables were harmonized into a
single Attack Type variable (e.g., Ransomware,
Phishing, Hacking, and Insider Threat).

e Merging: Combining the cleaned and
harmonized datasets into a single, master
analytical data frame. Duplicate breach incidents
looking in more than one repository were
recognized using a combination of breach name,
organization name, breach year, and number of
compromised records. Where duplicate records
discussed to the same incident, the most complete
record was recollected. When -corresponding
information was available across datasets,
variables were combined to create a single
collective record.

The final analytical dataset contained the following core
variables:

e Date: A numerical variable demonstrating the
calendar year and month in which the
cybersecurity breach followed or was publicly
revealed.

e Industry: A categorical variable for the affected
organization's sector.

e Attack Type: A categorical variable for the
method of the breach such as Ransomware,
malware, phishing etc.

e Records_Compromised: A numerical variable
indicating the number of individuals or records
affected.

e Location: A categorical variable for the country
and/or U.S. state and regional location of the
breached entity.

3.3 Data Analysis Plan

3.3.1 Descriptive Statistics: The first step ushered in
the computation of basic descriptive statistics of the whole
data. This involved counts and percentages of frequency of
categorical variables, such as Industry and AttackType, to
get a sense of their total distribution. To provide a summary
on the extent of the breaches, measures of central tendency
(mean, median) and dispersion (standard deviation, range)
were calculated using the numerical variable
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RecordsCompromised. This first summary was a broad
summary of the characteristics of the dataset.

3.3.2 Trend Analysis: A longitudinal study was
conducted to answer RQ1 (from 2021 to 2024) and RQ3
(prevalence of types of attacks). The aggregation was done
by year (and month, when the granularity allowed) to form
time-series datasets. The dplyr functions groupby and
summarise took into consideration the total number of
breaches and records compromised totals per time period. It
was possible to analyze how the frequency and scale of
breaches have changed between the 2021 and 2024.

3.3.3 Comparative Analysis: To respond to RQ2
(patterns in the industry) and RQ4 (geographic distribution),
the information was split and contrasted among various
groups. The data were aggregated by industry to find the
total number of breaches and records compromised in each
sector to find the industries most targeted. Cross-tabulations
(contingency tables) were created to investigate the
correlation between Industry and Attack

4. RESULTS
4.1 Trends between 2021 and 2024 (RQ1)

Figure 1 and Table 2 shows the trends in reported
cybersecurity breach incidents and the total number of
compromised records between (2021-2024). The number of
reported breach incidents increased rapidly from 3 in 2021
to 6 in 2024. It indicates the gradual rise in reported cyber
incidents. Although the number of breaches increased over
time, the number of compromised records varied gradually
across the four years. The highest number of compromised
records was observed in 2023 (71.7 million). It reflected the
influence of several large-scale breaches, whereas 2022
recorded the lowest total (10.3 million). These findings
advised that the severity of cybersecurity breaches is
influenced not only by the frequency of incidents but also
by the scale of individual breach events.

Table 2: Breach Incidents and Records Compromised

by Year
Year Breach Total Records
Count Compromised
2021 3 18,700,000
2022 4 10,300,000
2023 5 71,700,000
2024 6 31,650,000

Figure 1: Data Breach Trends Over Time

library(dplyr)
library(ggplot2)
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library(plotly)
library(scales)

# Create Year variable from Date
breach_data$Year <-
as.numeric(format(as.Date(breach_data$Date),
"0/()Y"))

# Prepare yearly summary
trends_data <- breach_data %>%
group_by(Year) %>%
summarise(
Breach_Count = n(),
Total Records = sum(Records Compromised),
.groups = "drop"

)

# Create line chart
p_trends <- ggplot(trends_data, aes(x = Year)) +

geom_line(aes(y = Breach Count,
colour = "Number of Breaches"),
linewidth = 1.2) +

geom_point(aes(y = Breach_Count,
colour = "Number of Breaches"),
size = 3) +

geom_line(aes(y = Total Records/1000000,
colour = "Records Compromised (Millions)"),
linewidth = 1.2) +

geom_point(aes(y = Total Records/1000000,
colour = "Records Compromised
(Millions)"),
size = 3) +

scale_x_continuous(breaks = 2021:2024) +

scale_y_continuous(
name = "Number of Breaches",
sec.axis = sec_axis(~.*¥1000000,
name = ""Records Compromised"’)

)+

labs(
title = ""Figure 1. Data Breach Trends (2021-2024)",
x ="Year",
colour = "Metric"

)+

theme_minimal(base_size = 13) +
theme(

plot.title = element_text(face = ""bold", hjust = 0.5),
legend.position = ""bottom"
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Figure 1. Data Breach Trends from 2021 to 2024

4.2 Industry-Specific Patterns (RQ2).
Table 3: Total Data Breaches by Industry

Industry Number of Breaches

Healthcare 4

Technology 3

Government 4

Other 7

Figure 2 provides a visual comparison of these numbers,
clearly showing that industries handling sensitive personal,
and health information are the most attractive targets for
attackers.

# --- R Code for Figure 2: Horizontal Bar Chart ---
library(dplyr)library(ggplot2)
library(plotly)
# 1. Prepare the dataindustry data <-
breach_data %>%
group_by(Industry) %>%
summarise(Breach_Count = n(), .groups =
"drop") %>%
arrange(Breach_Count) %>%
mutate(Industry = factor(Industry, levels = Industry))

# 2. Create the horizontal bar chart
p_industry <- ggplot(industry_data,
aes(x = Breach_Count,
y = Industry,
fill = Industry)) +
geom_col() +
geom_text(aes(label = Breach_Count),
hjust =-0.2,
size = 4) +
labs(
title = "Figure 2. Distribution of Breach Incidents by
Industry (2021-2024)",
x = "Number of Breach Incidents',
y = "Industry"
) ar

International Journal of Computer Applications (0975 — 8887)

Volume 187 — No.126, July 2026

theme _minimal() +
theme(
legend.position = ""'none",
plot.title = element_text(hjust = 0.5, face = "bold")
)
# 3. Interactive version
interactive_industry plot <- ggplotly(
p_industry,
tOOltip = C("y", "X")
)
interactive_industry_plot
filter(Industry != "Financial") %>%

Other Y4
Government 4
[
K]
3
T
=
Healthcare 4

Technology 3

0 1 2 3 4 5 6 7 8
Number of Breach Incidents

Figure 2. Industry-wise Distribution of Data Breaches
(2021-2024)

4.3 C. Dominant Attack Types (RQ3).
Table 4: Frequency of Attack Types

Attack Type N;l:clilzle:n(t)sf Percentage of Total
Hacking 8 44.4%
Ransomware 4 22.2%
Phishing 4 22.2%
i :
Total 18 100%

Figure 3 presents the overall frequency of cyber attack types
identified in the analyzed dataset from 2021 to 2024. As
shown in Table 4, hacking was the most frequently reported
attack type, accounting for 8 incidents (44.4%) of all
recorded breaches. Ransomware and phishing each
accounted for 4 incidents (22.2%). Insider threats showed
the smallest proportion with 2 incidents (11.1%). These
findings shows distribution of attack types observed during
the study period, followed by ransomware and phishing.

# --- R Code for Figure 3: Stacked Bar Chart ---

# 1. Prepare the data: Count each attack type for each

year.

attack type data <- breach_data %>%
group_by(Year, Attack_Type) %>%
summarise(Count = n(),.groups = 'drop')

# 2. Create the stacked bar chart.
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p_attack_type <- ggplot(attack_type_data, aes(x =
Year, y = Count, fill = Attack_Type)) +
geom_bar(stat = "identity'", position = "stack') +
labs(
title = "Figure 3: Composition of Attack Types Over
Time",
x ="Year",
y = "Number of Breaches",
fill = ""Attack Type"
)+
theme minimal() +
theme(legend.position = ""bottom'")

# 3. Make the plot interactive.
interactive_attack plot <- ggplotly(p_attack_type)

# Display the interactive plot.
interactive_attack_plot

9
E I
| . .
0
Hacking Ransomurare Phishing nsider Threat

Figure 3. Distribution of Cyber Attack Types (2021—
2024)

4.4 Geographic Distribution (RQ4)

The geographic analysis shows that reported data breaches
are not spread out evenly across the world. The United
States had the largest number of incidents in our dataset, as
shown in Table 5.

Table S: Data Breaches by Country

Country Number of Breaches
USA 10

United Kingdom 2

Canada 2

Germany 2

Australia 1

France 1

This is likely because the U.S. is a major target and has
strong laws that require breaches to be reported publicly.
Figure 4 provides an interactive map that visualizes this
distribution, showing that while the U.S. has the most
incidents, cyber threats are a global problem affecting many
developed countries.

# --- R Code for Figure 4: Interactive Map ---

# 1. Prepare the data: Group data by location and get
counts.
map_data <- breach_data %>%
group_by(Location, lat, lon) %>%
summarise(
Breach_Count = n(),
Total_Records = sum(Records_Compromised),
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.groups = 'drop'

)

# 2. Create the interactive map with leaflet.
breach_map <- leaflet(data = map_data) %>%

addProviderTiles(providers$CartoDB.Positron) %>%
addCircleMarkers(
Ing = ~lon,
lat = ~lat,
radius = ~log(Total_Records) * 2, # Circle size based
on records
color = "navy",
stroke = FALSE,
fillOpacity = 0.6,
popup = ~paste(
""<b>Location:</b>", Location, "<br>",
""<b>Number of Breaches:</b>", Breach_Count,
"<bl’>",
""<b>Total Records Compromised:</b>",
format(Total Records, big.mark =",")

)
) %>%
addLegend(
"bottomright",
title = ""Data Breach Hotspots',
labels = " Circle size shows records compromised",
colors = ""navy",
opacity = 1
)

# Display the map.
breach_map

Figure 4. Data Breaches by Country Distribution

5. DISCUSSION
5.1 Interpretation of Findings

To begin with, the digital attack surface is growing
exponentially due to popularizing cloud computing, the
normalization of remote and mix-hybrid work, and the
spread of Internet of Things (IoT) devices [47]. Every new
point of connection is a possible entry point. Second,
cybercrime has entered the mature phase in its economics,
and an exchange of attack tools is commoditized. Lastly, the
professionalization of cybercrime syndicates, some of
which in turn operate with the tacit or direct endorsement of
nation-states, has added in a certain level of organization,
resourcefulness as well as tenacity that most organizations
are ill-equipped to deal with [48]. Healthcare and
government sectors are the best targeted because of the
value and the non-portability of the information they
contain. Healthcare organization organize and maintain the
personal health information (PHI) are valued at high prices
on black markets and may be applied to commit identity
fraud in the long term [49].
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This provides attackers with plenty of bargaining power; a
hospital that is unable to access patient records or a bank
that is unable to make a payment is under extreme pressure
to fix an incident within a short time, in many cases, by
paying a ransom [50]. Ransomware poses several points of
pressure on the victim organization by combining data
encryption (denial of access) with data exfiltration and
extortion (threat of disclosure), which significantly raises
the risk of payment. The fact that phishing has remained a
popular first form of access makes it clear that it is more
reliable and cost-effective compared to other technical
protection strategies, demonstrating that exploiting human
psychology is more usually easier than breaking the
technical one.

5.2 Practical Implications

The obvious tendency towards the cybersecurity breaches
identified during the study period [2021-2024] proves that
cybersecurity is a business risk rather than a technical issue
in IT [51]. Organizations should strengthen their
cybersecurity policies by implementing effective security
pprocedures, regular monitoring, and timely incident
response strategies. The findings also explain the
importance of regular safety awareness and training
programs, as  human-related attacks such as
phishing/hacking continue to represent a significant threat.
The high amount of cost reduction due to quick incident
response shows that one of the best methods to prevent
security losses is the investment in developing an incident
response (IR) plan that is well practiced [52]. The
persistence of phishing as an entry point requires constant
and extensive security awareness education that is
frequently challenged with realistic training to create a
robust human firewall. The simultaneous rise in
vulnerabilities exploitation requires a vigorous and effective
patch management initiative by focusing on critical
vulnerabilities in systems facing the internet to decrease the
window of attacker opportunity [53].

In addition, security teams ought to lead the use of current
architectural concepts such as the zero-trust model, which
presupposes that no user and device is inherently trusted,
and every request to access is verified, and this can provide
the attacking side with limited ways to propagate in a
network even after the initial compromise. That is a good
reason why harmonized federal or international standards of
breach notification should be enforced that mandates
essential information to be disclosed in a timely manner,
including the exact method of the attack [54]. The
international character of the menace similarly clarifies the
necessity of augmenting the level of international
collaboration in the regulation of cybercrime syndicates,
which frequently function with immunity in jurisdictions
where the laws are loosely acknowledged [55].

6. LIMITATIONS

Cyber incidences in many cases or most cases are never
publicized. It is also possible that organizations do not
disclose a breach because it would cause reputational harm,
regulatory fines, and even litigation, and there is no legal
requirement to disclose breaches in their jurisdiction [56].
According to the academic sources on this phenomenon, the
amount of cyber incidents that public databases capture is
as low as 3 percent of the overall cyber incidents, which
means that the real rate and magnitude of the issue are likely
many times higher than those indicated by the results of this
study. Second, reported data is usually incomplete and may
not be accurate. Breach notifications often contain
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important information, including the actual attack, the
chronology of the breach, or the data that was compromised
[57].

The count of the affected individuals is commonly
preliminary data that is released by the breached
organization, and that organization might have a motive to
decrease the number of incidents that were reported. This is
restrictive to the richness of the analysis that can be
conducted. Lastly, there is a high geographic bias to the
dataset. This has been heavily biased in favor of the
incidents in the United States, which is a direct outcome of
the state-level required notification of breaches in the
country, which results in a public record, which is lacking
in most other countries [58].

7. RECOMMENDATIONS

Future research must strive to include private data in order
to remove the restrictions of the publicly available data,
including anonymized cyber insurance claims data or
incident response data of cybersecurity companies. It would
enable creating more precise statistical descriptions of the
threat picture that can be used to measure and address the
identified underreporting bias in the public sources. It is
impossible to develop a culture of security with only single
year training. Second, there should be an destructive and
proactive vulnerability management program. The rate at
which attackers are now weaponizing vulnerabilities as they
are disclosed is forcing organizations to have mechanisms
in place that enable them to quickly detect, prioritise and fix
critical vulnerabilities, especially those on systems facing
the internet.

Third, all organizations need to prepare, write and practice
a formal incident response (IR) plan. The statistics indicate
that the pace of detection and containment is one of the main
factors that define the financial burden of a breach, and an
established IR plan is an important cost-reduction measure.
Such laws must demand some specific, standardized
information, such as the attack vector to enhance the quality
of public data and give all stakeholders a superior situational
awareness. Moreover, since cybercrime is transnational, it
is important to governments to implement and reinforce the
collaboration of international law enforcement to
effectively study, interrupt, and convict cross-border
cybercrime syndicates.

8. CONCLUSION

This secondary data research examined publicly disclosed
data concerning cybersecurity breaches, in order to
determine and project prominent trends and patterns of the
world threat environment. The discussion aimed to address
four main questions of the research and the results mostly
supported the suppositions based on the available literature.
The findings reveal that there is a high and continuous
growth in the reported instances of data breaches between
2021 and 2024 and the magnitude of such cases varies
depending on the prevalence of mega breaches. The analysis
proved that the Healthcare and Government Services sectors
are overrepresented, which is typical of the high value of the
data that they contain and the sensitivity of their operations
to interference. Regarding attack vectors, the results
demonstrate the ongoing preeminence of phishing as an
initial access technique, as well as the drastic and recent
escalation of ransomware as a major danger.

The analysis also presented that healthcare and other critical
sectors remain attractive targets because they achieve
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sensitive personal and organizational information. These
findings highlight the need for organizations to support their
cybersecurity posture through regular vulnerability
valuations, timely software updates, security awareness
training, and well-established incident response techniques.
Executing these measures can improve an organization's
capability to detect, respond to, and recover from
cybersecurity incidents.

Although this study delivers valuable insights into publicly
reported cybersecurity breaches, it has several limitations.
The analysis was restricted to publicly available breach
information covering the period from 2021 to 2024, and
therefore may not signify all cybersecurity incidents
worldwide. In addition, the study focused on descriptive
trend analysis and did not estimate financial losses or
technical characteristics associated with individual breach
events.

Future research should develop the analysis by
incorporating larger and more recent datasets, additional
cybersecurity variables, and advanced analytical techniques
such as machine learning and predictive demonstrating.
These methods may provide deeper insights into emerging
cyber threats and support the development of more effective
cybersecurity approaches for protecting organizations
against developing digital attacks.
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