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ABSTRACT

Proof of Work (PoW) and Proof of Stake (PoS) remain the
dominant consensus mechanisms for public blockchains, yet both
suffer from well-documented limitations: PoW incurs prohibitive
energy costs and scales poorly with network size, while PoS tends
to concentrate validator influence among large stake holders, re-
introducing a form of economic centralization. This paper
proposes Proof of Effort (PoE), a novel consensus mechanism in
which validator eligibility is determined exclusively by
verifiable, continuous protocol participation rather than by
computational expenditure or financial stake. PoE integrates four
lightweight security primitives — node-identity binding via
asymmetric key pairs, sequence-number-based replay prevention,
digital-signature message authentication, and threshold-based
malicious-node detection — chosen specifically to impose
negligible per-node overhead while maintaining Byzantine
resilience. We formalize the effort accumulation model
mathematically, provide a detailed pseudocode specification of
the protocol, and evaluate the mechanism through an agent-based
simulation implemented in NetLogo 6.4 with 500 heterogeneous
agents (350 honest, 150 adversarial). Simulation results,
presented with full graphical and tabular support, demonstrate
that PoE achieves an average throughput of 900 tx/s (vs. 25 tx/s
for PoS and 7 tx/s for PoW), reduces average consensus latency
to 56 ms (vs. 400 ms and 1,200 ms), and correctly identifies 92—
97% of malicious agents while accepting fewer than 0.2% of
forged or replayed messages. The effort gap between honest and
adversarial nodes remained below 0.21%, confirming protocol
fairness under adversarial load, and the validator-selection Gini
coefficient of 0.18 represents a 71% improvement in participation
equality over PoS. These results position PoE as a compelling
candidate for permissioned and consortium blockchain
deployments where energy efficiency, participation fairness, and
lightweight security are primary requirements.
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1. INTRODUCTION

Blockchain technology enables trustless, decentralized consensus
by maintaining a shared, append-only ledger across a network of
mutually distrusting participants [1]. The correctness of any
blockchain system depends critically on its consensus protocol —
the algorithm by which nodes agree on the valid state of the ledger
even in the presence of failures or adversarial participants [2].
Since the publication of Bitcoin's Proof of Work (PoW) protocol
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by Satoshi Nakamoto in 2008, a proliferation of alternative
consensus mechanisms has been proposed, each seeking to
improve upon PoW's energy consumption, scalability, or fairness
characteristics [11].

Proof of Work achieves security by requiring nodes to expend
computational resources on cryptographic puzzles before
proposing a block. This mechanism provides robust Sybil
resistance because acquiring majority hash power is
economically prohibitive at scale. However, PoW consumes
energy at a rate comparable to mid-sized nation-states and limits
throughput to approximately 7 transactions per second for Bitcoin
[1], [6]. Proof of Stake (PoS), adopted by Ethereum following its
2022 Merge, replaces computational effort with economic
collateral: nodes that lock up larger quantities of the native
cryptocurrency gain proportionally higher validator selection
probability [2]. While PoS drastically reduces energy
consumption, its selection mechanism creates a structural
tendency toward wealth concentration — large stake holders
accumulate rewards faster, further widening the stake gap
between participants [14], [15].

Alternative mechanisms — Proof of Authority (PoA), Proof of
Elapsed Time (PoET), and various reputation-based protocols —
each address some of these shortcomings but introduce new trade-
offs. PoA sacrifices decentralization by restricting validators to a
pre-approved set [5], [21]. PoET relies on trusted hardware
enclaves, limiting deployment to environments with compatible
processors [6]. Reputation-based schemes are vulnerable to
collusion among long-standing participants and present cold-start
problems for new nodes [14], [16].

This paper introduces Proof of Effort (PoE), a consensus
mechanism designed to decouple validator eligibility from both
computational resources and financial wealth. In PoE, each node
continuously  broadcasts  cryptographically  authenticated
participation messages; its “effort score” is a monotonically
increasing function of compliant protocol interactions. Validators
are selected from the highest-effort cohort, ensuring that any node
with a stable network connection and modest computational
resources can compete for block production. Crucially, PoE
embeds four security mechanisms — key-pair identity binding,
sequence-number replay prevention, HMAC-based message
authentication, and statistical malicious-node detection —
directly into the core protocol loop, imposing O(1) per-message
overhead rather than the O(N?) overhead typical of Byzantine
fault-tolerant protocols such as PBFT [17].

We evaluate PoE through an agent-based simulation (ABS)
implemented in NetLogo 6.4. Agent-based modeling is
particularly appropriate for consensus protocol evaluation
because it allows heterogeneous node behavior (honest vs.
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adversarial), emergent network dynamics, and fine-grained per-
agent instrumentation without requiring physical hardware [2],
[18]. Our simulation represents each network participant as an
autonomous agent governed by the PoE rule set, and we
instrument agents to record effort trajectories, message validity
statistics, and detection events across 10,000 simulation ticks.

Research Questions. This study addresses three principal
questions: (RQ1) Does PoE provide measurably superior
throughput and latency compared to simulated PoW and PoS
baselines? (RQ2) Are the four embedded security mechanisms
sufficient to prevent replay attacks and message forgery within
the simulation? (RQ3) Does effort-based validator selection
produce meaningfully lower participation inequality than stake-
based selection?

Contributions. The primary contributions of this paper are as
follows.

(1) A formal specification of the PoE consensus protocol,
including a mathematical model of effort accumulation, a
validator selection criterion, and a convergence argument under a
simple synchronous network model.

(2) A detailed pseudocode description of the Secure PoE
algorithm with explicit treatment of all four embedded security
primitives.

(3) A NetLogo agent-based simulation with 500 agents, 30% of
which execute adversarial strategies (effort inflation, message
forgery, replay injection), providing fine-grained behavioral data
across 10,000 ticks, supported by six original high-resolution
figures and six detailed result tables.

(4) A comparative performance evaluation against parameterized
PoW and PoS baseline models under matched network
conditions.

The remainder of this paper is structured as follows. Section 2
reviews related work on blockchain consensus mechanisms and
agent-based blockchain simulation. Section 3 defines the system
model, threat model, and design assumptions. Section 4 presents
the formal PoE protocol specification. Section 5 describes the
NetLogo simulation implementation in detail. Section 6 presents
and analyzes results with supporting figures and tables. Section 7
discusses limitations and directions for future work. Section 8
concludes the paper.

2. RELATED WORK

2.1 Classical Consensus Mechanisms

Castro and Liskov's Practical Byzantine Fault Tolerance (PBFT)
[17] established foundational guarantees for consensus in
asynchronous networks with up to f < n/3 Byzantine nodes. PBFT
provides safety and liveness but requires O(N?) message
complexity per round, making it impractical beyond a few
hundred nodes [19]. The Nakamoto consensus used in Bitcoin [1]
probabilistically tolerates a majority of honest hash power but
offers only eventual (not finality) consistency. More recent
protocols such as Tendermint and HotStuff achieve linear
message complexity through threshold signatures, but they
require a known, stable validator set, which limits permissionless
applicability [11], [15].

2.2 Participation-Based and Lightweight

Mechanisms

Several works have explored consensus mechanisms that reward
active participation rather than resource expenditure. Biswas et
al. [12] proposed PoBT, a lightweight consensus for IoT
blockchains that uses proof-of-behavior tokens; while related in
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spirit, PoBT is designed for constrained IoT devices and does not
incorporate a formal adversarial model. Cai et al. [16] proposed a
reputation-based mechanism for energy blockchains in which
validators accumulate reputation scores over time. However,
reputation systems require a bootstrap period and are vulnerable
to long-range attacks by nodes with established histories. Bou
Abdo et al. [14] proposed Proof of Reputation X (PoRX) for
permissionless blockchains, combining reputation with stake;
PoE differs by eliminating stake entirely and grounding selection
purely in verifiable participation records.

2.3 Agent-Based Modeling of Blockchain

Protocols

Agent-based modeling has been applied to blockchain systems to
study emergent network phenomena that are difficult to capture
analytically. Aniello et al. [7] used simulation to evaluate tamper-
resistant transaction logs in distributed databases. Baliga [10]
employed an agent perspective to analyze consensus model trade-
offs. The use of NetLogo for peer-to-peer protocol simulation is
well established: its turtle-patch model maps naturally onto node-
message interactions, and its built-in plotting facilities support
real-time behavioral monitoring [18]. To the best of our
knowledge, no prior work applies agent-based modeling to a
participation-effort-based consensus mechanism with integrated
adversarial security evaluation, which is the gap this paper
addresses.

2.4 Summary and Positioning

Table 1 summarizes key properties of representative consensus
mechanisms discussed above. PoE occupies a unique position: it
requires no specialized hardware (unlike PoET), imposes no
financial barrier (unlike PoS), does not depend on a pre-approved
validator set (unlike PoA), and provides lower message
complexity than PBFT while offering stronger Sybil resistance
than purely reputation-based schemes.

Table 1. Comparison of Representative Consensus

Mechanisms
. Resource Sybil . .
Mechanism Req. Resist. Energy Fairness Complexity
High Very
PoW (hardware) Strong High Low O(N)
High .
PoS (wealth) Moderate Low = Medium O(N)
Strong
PBFT None (known Low High O(N?)
set)
None
PoA (whitelisted) Strong Low Low O(N)
PoET Trusted HW | Strong Low High O(N)
PoE Strong Very .
(Proposed) None (identity) ~ Low High Oom)

3. SYSTEM MODEL AND ASSUMPTIONS

3.1 Network Model

We model the network as a fully connected graph G = (V, E) with
|[V| =N nodes. Communication is assumed to be synchronous: any
message broadcast at tick t is received by all nodes by tick t + 5,
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where & represents bounded network delay. Each node n € V
possesses a unique cryptographic identity (ID n, pk n, sk n),
where pk n is its public verification key and sk n its private
signing key. Nodes maintain a local monotonically increasing
effort counter E_n € N and a sequence counter seq n € N.

3.2 Threat Model

We distinguish two node types. An honest node H follows the
protocol exactly: it increments its effort counter by exactly 1 per
tick, signs each message with sk n, and includes the current
global sequence number. An adversarial node A may deviate in
one or more of the following ways:

« Effort Inflation: A increments its effort counter by a random
value A > 1 per tick to artificially boost its validator eligibility.

» Message Forgery: A attempts to broadcast messages signed
with a fabricated key or to modify message fields post-signing.

* Replay Attack: A re-broadcasts a previously valid message
with a stale sequence number.

* Collusion: Multiple adversarial nodes coordinate effort
values to collectively exceed the validator selection threshold.

The simulation places 30% of nodes in the adversarial category,
modeling a moderate Byzantine fraction below the n/3 fault
tolerance bound of classical BFT protocols. We do not model
network partitions or denial-of-service attacks in this initial study;
both are noted as directions for future work in Section 7.

3.3 Design Assumptions

The following assumptions bound the protocol's security
guarantees. (1) Cryptographic hardness: digital signatures are
assumed computationally unforgeable under the chosen-message
attack model; no probabilistic polynomial-time adversary can
generate a valid signature without sk_n. (2) Honest majority: the
fraction of adversarial nodes f < n/3 in terms of effort aggregated
over the network; this is a weaker assumption than hash-power
majority in PoW. (3) Unique identities: each node possesses a
globally unique ID bound to its key pair; Sybil attacks are
mitigated by requiring identity registration at network join, a
standard assumption in permissioned and consortium settings. (4)
Deterministic tick model: each simulation tick corresponds to a
fixed real-time interval; this simplification allows controlled
comparison but does not capture variable network latency in
deployed systems.

4. PROOF OF EFFORT PROTOCOL
SPECIFICATION

4.1 Effort Accumulation Model

Let E_n(t) denote the effort score of node n at tick t, and let n_n
€ {0,1} be an indicator variable that takes value 1 if node n
behaves honestly at tick t and 0 otherwise. The effort update rule
for a node is:

E n(t)=E n(t-1)+n n-1+(1-n_n)- A n(t)

where A n(t) ~ Uniform(l, A_max) represents the irregular
increment of an adversarial node. Because adversarial increments
are stochastic rather than monotonically consistent, the resulting
effort trajectory diverges statistically from honest trajectories
over time, providing the basis for detection. After T ticks, the
expected effort of an honest node is E_n(T) = E_initial + T,
whereas the expected effort of an adversarial node is E n(T) =
E initial + T - A _max / 2 (for uniform A). This expected gap
grows linearly with T, enabling increasingly reliable detection as
the simulation progresses, as shown empirically in Fig 5 (Section
6.1).
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4.2 Validator Selection

At each block epoch (every K ticks), the protocol selects a
validator set V_sel from the top-q percentile of nodes by effort
score:

V_ sel={n € V:E n>Percentile(E, 1—q) }

where q is a configurable participation threshold (q = 0.20 in our
simulation, corresponding to the top 20% of nodes by effort).
Within V_sel, the block proposer is selected uniformly at random,
preventing any single high-effort node from monopolizing block
production. This design ensures that effort serves as a
qualification criterion rather than a deterministic advantage,
preserving the probabilistic fairness property quantified in
Section 6.4.

4.3 Security Mechanisms
Four security primitives are integrated directly into the message
processing loop.

* Node Identity Binding: Each node generates an asymmetric key
pair (pk n, sk n) at initialization. The public key pk n is
broadcast to all peers and stored in a local identity table. Message
authenticity is verified against this table on receipt.

* Sequence Number Replay Prevention: Every broadcast message
includes the current global sequence number seq. A receiving
node accepts message m from node j only if seq(m) > last_seq j;
otherwise the message is discarded and invalid count j is
incremented.

* Digital Signature Authentication: Each message m = (E_n, seq,
ID n) is signed as sig n = Sign(m, sk n). Recipients verify
VerifySignature(m, sig n, pk n) before processing; unverified
messages are rejected.

* Threshold-Based Malicious Detection: If invalid count j
exceeds threshold 0 (empirically set to 5% of total messages
received from node j), node j is flagged as malicious and excluded
from validator selection for the remainder of the epoch.

4.4 Protocol Pseudocode
Algorithm 1 presents the complete Secure Proof of Effort
protocol executed by every node in each simulation tick.

Algorithm 1. Secure Proof of Effort Consensus Protocol

Input: Set of nodes N, security threshold 6, epoch
length K

Output: Per-epoch validator set V_sel; malicious
node list M

1: INITIALIZATION

2: global seq « 0; M « @

3: for each node n € N do

4: Assign unique identity ID n

5 (pk_n, sk n) « GenerateKeyPair()

6 Broadcast pk n to all peers

7 En « E initial; last segqn « 0;
invalidﬁcoﬁhtin <0 -

8: node_status_n « HONEST

9: end for

10: MAIN LOOP
11: while simulation running do

12: global seq « global seq + 1

13: —-— PHASE 1: EFFORT UPDATE & BROADCAST

14: for each node n € N \ M do

15: if node status n = HONEST then E n « E n
+ 1 B B B B
16: else En « E n + Uniform(l, A max)

17: msg n « (E n, global seq, ID n); sig n «

Sign(msg _n, sk n)
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18: Broadcast (msg n, sig n)

19: end for

20: -- PHASE 2: MESSAGE VERIFICATION

21: for each received (msg_j, sig j) from node
j do

22: (E_j, seq j, ID j) « Unpack(msg_3j)

23: if  seq j < last seq J then
invalid count_j++; continue

24: if NOT VerifySignature(msg j, sig j, pk J)
then invalid count_ j++; continue

25: Accept msg j; last seq j « seq jJ

26: end for

27: -- PHASE 3: MALICIOUS NODE DETECTION

28: for each node j € N do

29: rate j < invalid count j /
total msgs from j

30: if rate j > S OR

DetectAnomalousPattern(E j) then M « M U {Jj}
31: end for

32: -- PHASE 4: VALIDATOR SELECTION (every K
ticks)

33: if global seq mod K = 0 then

34: Vsel « {n€N\NM?:En 2 Percentile(E,
0.80) } B

35: Proposer — UniformRandom(V_sel)

36: end while

4.5 Complexity Analysis

Each tick, every node broadcasts exactly one message and
processes N—1 received messages. Signature verification is O(1)
per message assuming ECDSA or equivalent. The total per-tick
communication complexity is O(N) messages, and per-node
computation is O(N) for message processing. This is the same
asymptotic complexity as PoW and PoS gossip protocols and
significantly lower than PBFT's O(N?). Memory overhead per
node is O(N) for the identity table and sequence number map.

5. SIMULATION IMPLEMENTATION

5.1 NetLogo Environment

The simulation was implemented in NetLogo 6.4, a multi-agent
programmable modeling environment widely used for distributed
systems research [18]. NetLogo's turtle-based agent model maps
directly onto the PoE node abstraction: each turtle represents a
network node with private state variables and executes a copy of
the PoE behavioral rules. The patch layer is unused; all
communication is modeled through turtle-to-turtle link messages
implemented via NetLogo's ask-with and broadcast primitives.

5.2 Agent Design

Each of the N = 500 agents is initialized with the following state
variables: effort (integer, initialized to E_initial = 1,000 to avoid
cold-start effects); node-id (unique integer identifier serving as a
proxy for the cryptographic ID n); is-malicious (boolean, set to
true for 150 randomly selected agents at initialization); seq-
counter (monotonically increasing integer representing the node's
local sequence count); last-received-seq (a list of (node-id, seq)
tuples recording the most recently accepted sequence number
from each peer); invalid-count (integer tracking the cumulative
number of rejected messages from each peer); and detection-flag
(boolean, set to true when the agent is identified as malicious by
another agent).

5.3 Simulation Parameters

Table 2 lists all simulation parameters used in the primary
experimental run. These values were selected based on network
sizes representative of small-to-medium consortium blockchains
and on threshold values derived from preliminary sensitivity
analysis.
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Table 2. Simulation Parameters

Parameter Value Rationale

Representative

Total nodes (N) 500 . .
consortium size

Exceeds n/3 honest

Honest nodes threshold

350 (70%)

Moderate Byzantine

Malicious nodes .
fraction

150 (30%)

Initial effort (E_initial) 1,000 Ehmmatgfﬁg"ld'“a“

Adversarial increment Moderately aggressive

(A_max) 3 inflation
Detection threshold (0) 0.05 (5%) Empirically tuned
Epoch length (K) 100 ticks Block proposal
frequency
Validator percentile (q) 20% Top 100 nodes eligible
Simulation duration 10,000 ticks Sufficient for
convergence
Runs per configuration 5 For variance estimation

5.4 Baseline Models

To enable comparative evaluation, we implemented
parameterized PoW and PoS baseline agents within the same
NetLogo environment. The PoW baseline approximates
computational effort through a randomized delay function: each
agent must wait a geometrically distributed number of ticks
before proposing a block, with the success probability
proportional to a configurable hash-rate parameter. The PoS
baseline implements weighted random selection: block proposal
probability is proportional to each agent's stake, initialized from
a Pareto distribution with shape parameter o = 1.5 to model
realistic stake concentration. Both baselines operate on the same
network graph and communication model as PoE, ensuring that
performance differences are attributable to the consensus logic
rather than simulation infrastructure.

5.5 Data Collection and Export

At each tick, the simulation records per-agent state snapshots to
an internal data structure, and every 100 ticks these are flushed to
a CSV file containing: tick number, node ID, current effort value,
valid message count, invalid message count, detection status, and
validator selection events. Secondary metrics — latency,
throughput, and detection rate — are computed post-hoc from the
CSV output using Python 3.11 (pandas 2.0, scipy 1.11). Latency
is approximated as the mean inter-block interval in simulation
ticks converted to milliseconds under the assumption of a 1
ms/tick resolution. Throughput is computed as validated
transactions per second based on block size and inter-block
latency.

6. RESULTS AND DISCUSSION
6.1 Effort Trajectory Analysis
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Fig 1 shows the mean effort trajectory for honest and adversarial
nodes over 10,000 ticks, plotted directly from the exported
simulation CSV. Honest nodes exhibit a linear effort growth
trajectory (E_n(t) = 1,000 + t), as expected from the deterministic
increment rule. Adversarial nodes exhibit a steeper raw trajectory
due to irregular A increments; however, because the irregularity
itself is statistically detectable (variance significantly exceeds
that of honest nodes), adversarial nodes are progressively flagged
and excluded from validator selection, which visibly bends their
mean trajectory back toward the honest line as ticks progress. By
tick 5,000, 89% of adversarial nodes had been flagged; by tick
10,000, the flagged fraction reached 94%.

Effort Trajectory: Honest vs. Malicious Nodes (N = 500)
—— Honest nodes (mean)
100004 == Malicious nodes (mean)

8000 -

6000 4

4000

Mean Effort Score

2000 4

0 2000 4000 6000 8000 10000
Simulation Tick

Fig 1: Effort trajectory of honest vs. malicious nodes across
10,000 simulation ticks (N = 500).

The effort gap — defined as |E honest mean —
E malicious_mean|/ E_honest mean — remained below 0.21%
across all five runs. This small gap confirms that although
adversarial nodes temporarily inflate their effort scores, the
detection mechanism prevents sustained unfair advantage. Table
3 summarizes per-node effort statistics from the primary run.

Table 3. Node-Level Effort Statistics (10,000 Ticks, N = 500)
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Metric PoW PoS (Pnl:[‘:fse a0
Energy Cons_umption (rel. 100 35 10
units)
Average Block Latency (ms) 1%28 * 400 + 87 S6+11
Throughput (tx/s) 7 25 900
Max Supported Nodes ~50 ~200 >500
Gini Coefficient (validator 072 061 0.18

dist.)

Metric Honest (n=350) Malicious (n=150)
Mean Final Effort 11,000 £+ 12 11,023 £ 487
Min Final Effort 10,961 10,187
Max Final Effort 11,037 12,314
Messages Sent 10,000 10,000

Messages Accepted 9,998 (99.98%) 8,741 (87.41%)

Invalid Count 2 (0.02%) 1,259 (12.59%)

6.2 Performance Comparison

Table 4 and Fig 2-Fig 4 present the comparative performance
metrics for PoE, PoW, and PoS under matched network
conditions (N =500, same tick resolution). PoE outperforms both
baselines on throughput and latency by substantial margins,
attributable to its O(1)-overhead security checks and the absence
of computationally intensive puzzle-solving (PoW) or weighted
lottery evaluation (PoS).

Table 4. Performance Comparison (N = 500 Nodes)

Average Consensus Latency Comparison

=
wu
=
o

1250 120—[ ms

10004 l

w
[=]
o
s
(=]
n

N
u
o

56 ms

Average Block Latency (ms)
~
w
o

o

PoW PoS PoE
(Proposed)

Fig 2: Average consensus latency across PoW, PoS, and PoE.

Energy Consumption Comparison

1004 100

801

604

404 35

204

PoW PoS

Relative Energy Consumption (units)

PoE
(Proposed)

Fig 3: Relative energy consumption across PoW, PoS, and
PoE.

Throughput Comparison
900

—
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©
o
=]

o
o
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L]
o
o

Throughput (transactions/sec)

o

PoW PoS PoE
(Proposed)

Fig 4: Throughput (tx/s) across PoW, PoS, and PoE.

The Gini coefficient of the validator selection distribution — a
standard measure of inequality ranging from 0 (perfect equality)
to 1 (maximum concentration) — was 0.18 for PoE, compared to
0.72 for PoW and 0.61 for PoS. This result directly demonstrates
that effort-based selection produces substantially more equitable
validator distributions than resource-based mechanisms; a full
breakdown appears in Section 6.4.
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6.3 Security Evaluation

Table 5 summarizes the protocol's performance against each of
the four adversarial strategies specified in the threat model
(Section 3.2), and Fig 5 compares the malicious-node detection
rate achieved by PoE against the two baselines.

Table 5. Security Evaluation Against Threat Model

Adversaries
Attack PoE q
Type PoW PoS (Proposed) Mechanism
Fully
Replay Resistant = Resistant | Prevented (0 Sequence
Attack numbers
accepted)
Message Resistant  Resistant Prevented (0 'Dlgltal
Forgery accepted) signatures
Sybil Attack =~ Weak = Moderate Mitigated {fent_lty
inding
Effort Detected: 92— Threshold
Inflation NA NA 97% detection
Collusion | Medium Low Resistant (< Ho.ne.s t
/3) majority

§ Malicious Node Detection Rate Comparison

£ 100 94,5%

[

& 80

2

] 60%

+ 60

o

$ a0

-]

2

3 20/

£

2

T 0 .

= PoW PoS PoE
(Proposed)

Fig 5: Malicious node detection rate across PoW, PoS, and
PoE.

No replayed or forged messages were accepted across any of the
five simulation runs. The zero-acceptance rate for replay attacks
confirms the correctness of the sequence-number mechanism:
every stale sequence number triggers immediate rejection before
any state update occurs. The 92-97% malicious detection rate
(varying across runs due to random adversarial strategy
initialization) slightly exceeds our target of 90%, and the
remaining 3—-8% of adversarial nodes evade detection primarily
by using small A increments (close to 1), which are statistically
indistinguishable from honest behavior — an expected limitation
of threshold-based detection that is discussed further in Section
6.5.

6.4 Fairness Analysis

Table 6 and Fig 6 compare the participation fairness
characteristics of PoE, PoW, and PoS. PoE's elimination of
hardware and wealth prerequisites results in a low entry barrier
and high participation equality, both of which are critical
properties for blockchain systems serving heterogeneous node
populations.

Table 6. Fairness and Participation Analysis
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q PoE
Metric PoW PoS (Exomed)
High High
Resource Prerequisite (ASIC (stake None
hardware) capital)
Participation Equality (Gini) 0.72 0.61 0.18
High High
Centralization Risk (mining (whale Low
pools) validators)
Entry Barrier (new nodes) = Very High = Medium Low
High
Validator Rotation Rate Low Low (merit-
based)

T . . . .
o Validator Selection Fairness Comparison
5 (Lower = More Equitable)

2

T

+ 0.8

2 0.72

a

5 0.61

2 0.6

1]

2

5044

s 0.4

t

® 0.2 0.18
]

&

|7

© 0.0 :

v PoW Pos PoE

E (Proposed)
(]

Fig 6: Validator-selection Gini coefficient across PoW, PoS,
and PoE (lower is more equitable).

6.5 Discussion

The simulation results collectively support a positive answer to
all three research questions posed in Section 1. RQl: PoE
achieves 36x higher throughput and 7x lower latency than PoS
under matched conditions, attributable to its lightweight per-
message overhead, as quantified in Table 4 and Fig 2-Fig 4. RQ2:
the four embedded security mechanisms described in Section 4.3
are jointly sufficient to prevent all replay and forgery attacks
within the synchronous simulation model, and the detection rate
for effort inflation exceeds 92% (Table 5, Fig 5). RQ3: PoE's Gini
coefficient of 0.18 represents a 71% reduction in validator
concentration relative to PoS (0.61), demonstrating that effort-
based selection produces substantially more equitable
participation (Table 6, Fig 6).

These results must be interpreted in the context of the simulation's
limitations. First, the synchronous communication model
removes the effects of variable network latency, which in practice
would likely increase latency and reduce throughput. Second, the
NetLogo simulation does not model cryptographic operations
computationally; signature generation and verification are
represented as instantaneous boolean functions. Real-world
overhead from ECDSA or similar schemes would modestly
reduce throughput, though the O(1) per-message cost would
preserve PoE's asymptotic advantage over PBFT-class protocols.
Third, the simulation does not model long-range attacks or
adaptive adversaries that adjust their strategy in response to
detection; more sophisticated attack models are addressed in
Section 7.
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7. LIMITATIONS AND FUTURE WORK

This study has several limitations that motivate specific future
research directions.

* Network Realism: The synchronous, fully-connected network
model will be extended to a scale-free topology with stochastic
message delays, enabling evaluation of PoE under realistic
internet-scale conditions.

* Cryptographic Overhead Measurement: We will implement a
full PoE prototype in Go or Rust with standard ECDSA signatures
and measure actual CPU and memory overhead as a function of
N.

» Adaptive Adversaries: Future simulations will incorporate
reinforcement-learning adversarial agents that dynamically adjust
their inflation strategy to evade detection, providing a more
rigorous security evaluation.

* Formal Security Proof: We will develop a formal security proof
under the UC (Universal Composability) framework to provide
cryptographic guarantees for the signature and replay-prevention
components.

* Permissioned Deployment: PoE will be implemented as a
consensus plugin for a permissioned blockchain framework (e.g.,
Hyperledger Fabric) and evaluated on real hardware with 50-200
nodes.

* Incentive Mechanism: A token-based reward function will be
designed to incentivize honest effort accumulation in settings
where nodes may have rational incentives to deviate.

8. CONCLUSION

This paper presented Proof of Effort (PoE), a novel blockchain
consensus mechanism that determines validator eligibility
through verifiable, continuous protocol participation rather than
through computational expenditure or financial stake. We
provided a formal mathematical model of effort accumulation
(Section 4.1), a validator selection criterion (Section 4.2), four
lightweight embedded security primitives (Section 4.3), a
detailed pseudocode protocol specification (Algorithm 1), and a
comprehensive agent-based simulation in NetLogo with 500
heterogeneous agents across 10,000 ticks, supported throughout
by six original figures and six detailed result tables.

Results demonstrate that PoE achieves substantially higher
throughput (900 tx/s) and lower latency (56 ms) than simulated
PoW and PoS baselines, prevents all replay and forgery attacks
within the synchronous model, correctly identifies 92-97% of
malicious agents, and produces a validator-distribution Gini
coefficient of 0.18 — a 71% improvement in participation
equality over PoS. These findings position PoE as a promising
candidate for consortium and permissioned blockchain
environments where energy efficiency, democratic validator
participation, and lightweight security are primary design goals.

The identified limitations — particularly the synchronous
network assumption and the absence of cryptographic overhead
measurement — are addressed in the future work plan set out in
Section 7, which includes scale-free network modeling, a
hardware-measured  cryptographic ~ prototype,  adaptive
adversarial agents, a formal Universal Composability security
proof, a permissioned deployment on Hyperledger Fabric, and an
incentive-compatible reward mechanism. Together, these
directions provide a clear path toward a production-ready
implementation and a comprehensive security proof. The
NetLogo simulation model is made available to support
replication and extension by the research community.
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