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ABSTRACT in order to overcome these constraints[9]. Each client in the

Federated Learning (FL) is one of the potentially useful
paradigms of collaborative machine learning, where various
clients compute their models independently on their private
data, while preserving privacy. However, FL in particular
suffers from transparency, auditing and traceability issues, one
of the key requirements to ensure reliability and trust in the
global model.This paper proposes a federated learning system
auditing and traceability framework based on blockchain. Each
client trains a CNN on their data and updates the model, those
updates are securely hashed, written to a blockchain and
attached to metadata including the identity of the client, local
accuracy and time. It is a way of assurance and responsibility,
in which all contribution of clients is monitored accurately
while training process. The global model is trained using an
iterative model convergence process called federated averaging
(FedAvg) that merges the input of the clients without
sacrificing privacy. Empirical experiments on MNIST data set
demonstrate  competitive  classification accuracy and
transparent and tamper-proof auditing of model updates. The
findings suggest that using blockchain technology in federated
learning not just boosts security and accountability, but also
increases traceability, and is therefore applicable to real-world
applications of decentralized Al where trust and reliability are
paramount.
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1. INTRODUCTION

In the last few years, Federated Learning (FL) has proven itself
as a new paradigm in distributed learning, whereby several
agents work together in order to train a single model without
the necessity to share their data [1]. The fact that Federated
Learning does not require sharing information about personal
data has made it very appealing in sensitive areas like health
care or finance [2], [3]. Despite these benefits, Federated
Learning also poses various problems, one of which is that of
auditability of the process [4], [5].

The current problem is that there is no effective method for
audit of individual contributions into Federated Learning. As a
result, the global model might be threatened by adversarial
attacks aimed at poisoning or changing training datasets [6]. In
the light of this problem, blockchain technology seems to
provide an optimal solution[7], [8].

This paper suggests an Auditing and Traceability Framework
that combines Federated Learning and blockchain technology

suggested framework trains a local Convolutional Neural
Network (CNN) and submits model updates that are recorded
on an immutable blockchain ledger along with metadata like
participant ID, local accuracy, and timestamp after being
cryptographically hashed using the SHA-256 algorithm . In
order to ensure that no raw data leaves the client devices while
maintaining convergence, the FedAvg algorithm [1] is used for
global model aggregation. The framework exhibits competitive
classification accuracy, complete auditability, and tamper-
resistance when tested on the MNIST benchmark dataset.

This paper's primary contributions are: (1) a blockchain-based
auditing layer for FL that offers verifiable records of all model
contributions; (2) integration of SHA-256 hashing with
participant metadata to guarantee tamper-proof traceability;
and (3) experimental validation demonstrating that the
suggested framework preserves model accuracy while
significantly enhancing transparency and confidence in
decentralized Al systems. The rest of this document is
structured as follows: Background information on FL and
blockchain is given in Section 2; related work is reviewed in
Section 3; the proposed framework is described in Section 4;
experimental results are presented in Section 5; and the paper
is concluded in Section 6.

2. BACKGROUND

2.1 Federated Learning

Federated Learning (FL) was first documented by [1]due to
data privacy concerns in machine learning. FL does not require
everyone to store all their data in a central repository, but only
trained model parameters to a shared server. The server then
aggregates these parameters using an aggregation process
(typically FedAvg [1] for example), and distributes the
resulting global model to the participants for further training
rounds.

The design is also practical and suitable for use in clinical
applications and financial applications where confidentiality of
data is legally and ethically mandated [2]. It also enables
learning from widely-distributed sources that can vary widely
in size, distribution and device capability [4].

However, there is a basic accountability gap in the FL model
due to the decentralized nature of FL. Without having direct
access to client data, the server can't be certain of the
authenticity of submitted updates. A malicious client may be
able to take advantage of this vulnerability by sending out fake
updates to the model, reducing its accuracy or introducing
hidden features, also called poisoning or backdoor attacks [6].
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Moreover, there is no way to record or monitor each client's
contributions over time, which presents a serious problem in
maintaining trust and transparency in the training[10].

2.2 Blockchain Technology

In 2008, Nakamoto published his paper [7] proposing
blockchain technology to maintain a secure transaction record
among a set of participants that are not trusted. This is a system
in which data blocks are connected through cryptographic
hashes. For this reason, any previous entry would need to be re-
calculated for the subsequent blocks, which can be difficult to
do in most cases.

The following three features of blockchain are relevant to the
auditability of federated learning (FL) [2]. The immutability of
the ledger is key, because once information is added to the
ledger, it cannot be altered without leaving a trace, so the

3. RELATED WORK
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original record of a model update is maintained. Second,
transparency is key: authorised users must be able to see all
history of entries recorded, in order to know what actions the
participants have taken afterward. Last but not least, the ledger
is decentralized, so there's no single entity in control of the
network, meaning that single privileged party won't be able to
manipulate the ledger.

From a technical standpoint, the hashing function used is SHA-
256.Technically speaking, these properties are coupled
together by the use of the hashing function SHA-256[11], [12].
Applying SHA-256 to a client update will generate a short,
fixed hash of the update. This means that if any sort of changes
are made to the input, then a completely different output would
be created and would be detected on verification, even if the
changes are minor [8].

Ref] Main Objective

Dataset

[12]

To look at how Blockchain-based Federated Learning (BCFL) works inl
the health care field. The goal is to figure out how combining these two
technologies can help hospitals share medical information safely while

keeping patients' privacy safe.

There were no new tests done. The review looked at more
than 100 studies that were already published in databases
like PubMed and IEEE. These studies utilized public
datasets, including Pima Indians Diabetes, BraTS 2020
(brain tumors), and COVID-19 images.

[13]

To introduce a new framework called TrustFlow that makes Digital
[Twins' Federated Learning more reliable. The main goal is to keep
track of all the data and model updates (using DIDs and blockchain)
and to automatically delete (revoke) any data or models that are bad or
biased.

The researchers used CIFAR-10, which is a standard
image dataset that isn't medical. They divided the data
lamong 5, 10, and 20 clients in two ways: 11D (same
distribution) and non-IID (different distributions using
Dirichlet).

[14]

To establish a blockchain-based federated learning framework for
secure and privacy-preserving healthcare loT systems by incorporating
Cantor filtering for data selection, Reed-Solomon coding for error
correction, and a Proof-of-Filtering (PoF) consensus mechanism to
enhance efficiency, scalability, and robustness.

PPG-BP (Photoplethysmogram-based Blood Pressure)
dataset

[15]

Provide a Collaborative Monitoring Framework (CMF) that combines
federated learning with edge computing to provide low-latency,
privacy-preserving, and energy-efficient network monitoring in IoT-
based smart city settings.

Simulated [oT smart city dataset using NS-3 based on a
INew York City scenario

Proposing "Secured-FL", a framework that combines blockchain-based
authentication with dynamic clustering to defend Federated Learning
models against adversarial poisoning attacks.

Cyber Data dataset (traffic and intrusion records with
approx. 35,000 labeled records)

Providing a comprehensive taxonomy and general architecture for
Blockchain-based Federated Learning (BCFL), focusing on trust,
security, and privacy across various sectors.

IN/A (This is a Survey Paper, analyzing existing literature
land architectures rather than a specific experimental
dataset).

[18]

Propose a hybrid GNN + XGBoost + Blockchain framework for intelligent
energy management in smart grids, improving load balancing, security, and
real-time decision-making

Smart* Home dataset + IEEE 33-bus system

Real + synthetic data (energy consumption, voltage, price,
etc.)

10 households (prosumer nodes) with IoT sensors

[19]

Propose PPFchain, a lightweight framework combining Federated
Learning (FL) + Blockchain to improve privacy, security, and
efficiency in IoT sensor networks

Sampled Electrochemical Sensor (ECS) data integrated
within [oT systems (e.g., healthcare, agriculture,
environmental monitoring)

Limitations

Drawback

2. B

1. Most studies are still in the lab or simulation stages and
lhave not been tried in real hospitals.

when you need medical help right away.

1. There is no
own method.
lockchain is slow (high latency), which is a problem

2. High cost: BCFL needs servers and energy that cost a lot of money,
(which many hospitals can't afford.

one way to compare BCFL systems; each study uses its
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3. Because hospitals use different types of data and devices
(heterogeneity), working together is hard.

3. The black-box problem: doctors can't easily figure out why the Al
made a certain choice.

4. Data that isn't real-most studies use clean, organized datasets instead
of messy medical data.

1. The system thinks that the main server is safe and honest.
Attackers can only be clients. This isn't always the case.

2. The attack model is easy because it only involves flipping
labels. They don't test more complicated attacks.

3. The framework was only tested on CIFAR-10, not on real
medical data.

1. Slow revocation time - when many clients are involved (20 clients),
revoking bad models can take up to 30 seconds, which might be too
slow for real-time systems.

2. Faulty data can still look good - in some tests, clients with bad data
still got positive scores, meaning the system failed to detect them.

3. Extra time cost - although the paper says the overhead is small,
creating and saving digital identities (DIDs and VCs) takes about 0.9
seconds per client, which is extra time not needed in regular Federated
Learning.

1. For best results, rely on comparatively steady
network circumstances

2. Needs a variety of [oT devices with minimal
processing power

3. Limited analysis of a single medical dataset (PPG-
BP)

4. Scalability in large-scale [oMT setups in the real
world is not fully verified.

1. Increased system complexity as a result of combining
many cutting-edge methods

2. Blockchain and coding techniques add extra computational
and communication overhead.

3. It might not be appropriate for devices with very
little resources.

. Instead of using real-world deployment, the evaluation is
carried out through simulation (NS-3).

2. Assumes that cutting-edge infrastructure, like 5G
connectivity, is available.

3. There is insufficient validation of latency performance
under high-load peak traffic scenarios.

4. The study's generalizability may be impacted by
its restriction to a particular smart city scenario (NYC).

1. Increased system complexity as a result of federated learning and
edge computing integration

2. Reliance on cutting-edge infrastructure (5G and edge nodes)

3. Possible difficulties in integrating and deploying heterogeneous loT
devices in the real world

Tested on a private Ethereum network (Rinkeby testnet),
which may not fully reflect industrial mainnet conditions

Reduced decentralization due to the use of Proof-of-Authority (PoA)
consensus, which relies on a limited set of trusted validators.

Highlighting that the application of decentralized methods in
Federated Learning remains underexplored and lacks
standardized implementations.

Scalability and Efficiency issues: Merging blockchain with FL often
introduces significant communication and computational overhead in
large-scale networks.

- Requires real-world validation with utilities and smart cities
- Deployment constrained by regulations and infrastructure

- Needs integration with large-scale systems (EVs, smart grids)

- High system complexity (GNN + XGBoost + Blockchain + [oT)

- Latency & energy overhead in edge devices -
resources (edge devices, GPUs)

Dependence on hardware

- Blockchain may introduce cost and delay

- FL integration in fog node is theoretical/limited
implementation

- Real-time FL may affect performance and latency

- Limited discussion on large-scale real-world deployment

- Increased latency due to FL + cryptographic operations
+ Complex architecture (blockchain + FL + fog + IPFS)
- Trade-off between privacy and performance

- Overhead increases with number of IoT devices and requests

4. PROPOSED FRAMEWORK

The framework suggested combines Federated Learning (FL)
with blockchain technology to allow decentralized, secure, and
auditable model training. The system comprises of several
customers and a server. A client has a set of data that is private
to them and a local Convolutional Neural Network (CNN)
model. Clients are not giving raw data, they are only sending
information to the model (weights) and they are keeping their
information private and allowing them to be part of the global

model.

Each update of the clients is safely recorded in a blockchain. It
is stored with the metadata (client ID, local accuracy, time) and
is hashsumed with SHA-256. This makes sure that there is
immutability, traceability, and accountability of any
contributions[20]. The framework allows for scalability and
multiple iterations of training; further develops the global
model without compromising privacy, integrity, and trust
among all clients.
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4.1 System Architecture

The proposed scheme combines Federated Learning (FL) and
blockchain to develop a secure, decentralized and auditable
machine learning environment. The system architecture
consists of a central server, a number of distributed clients and
a logging layer based on blockchains. While each client is
provided with its own local data for training, each client is also
provided with its own private local Convolutional Neural
Network (CNN) model, without sharing its data with any other
participants, or with the central server. It's an architecture that
provides collaborative model training and that keeps data
private.

The training process starts with a global CNN model with pre-
defined parameters which is shared by all the clients. Then the
local training is carried out on each client with their own data,
using a hyperparameterized number of epochs. After local
training, the clients test the accuracy of their models within
their local context, and then prepare the new weights of the
model for transmission.

To guarantee transparency and integrity, all the client updates
go through a mechanism of logging on the blockchain before
being aggregated. All the trained model weights are stored as a
unique digital fingerprint (a hash) generated by the
cryptographic hashing function SHA-256. The resulting hash is
stored on the blockchain ledger, along with other metadata like
client ID, local accuracy and timestamp. The immutability of
blockchain ensures that the changes made to the model in the
training process can be easily detected if they are changed
without authorization, providing accountability and
traceability.

Once blockchain registration is completed, the new set of local
model parameters are transmitted to the central server. They
received a combined global model from the server as a result
of the Federated Averaging (FedAvg) algorithm. The system
can learn without revealing sensitive client information by
aggregating data from multiple distributed data sources. All
clients are then sent the new model for the next communication
round.

Several rounds of communication take place, with local
training followed by local logging, and federated aggregation
and model redistribution to the global network repeated over
many rounds until the model stabilizes. Finally, the global
model is evaluated on a different dataset to check for the
accuracy of the classification, convergence and generalization
of the model. Architecture then offers privacy and security, and
enables decentralized collaboration and trustworthy model
training within a single roof.

4.2 Key Features

The proposed framework offers several key features that can
help to improve the security, transparency, and efficiency of
Federated Learning systems. There's privacy protection, too, so
that all raw data from the clients never crosses the local devices.
Only model parameters are exchanged with the central server,
rather than sensitive information. This greatly reduces the risk
of privacy concerns, and can be used for sensitive applications
such as healthcare, financial services, or the Internet of Things
(IoT).

Secure logging is another of the main features and this is
achieved with the use of blockchain technology. Each client
update is permanently recorded into the blockchain's ledger,
after being hashed by the algorithm of SHA-256. Changing the
earlier recorded model changes are easily visible due to the
blockchain recording being indelible. This mechanism can help
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develop trust among the participants and help to make the
collaborative learning process transparent.

The framework also provides for very high traceability and
accountability. In each model update, there is metadata
associated with it, such as the client's identity, the local model
accuracy and timestamp data. Consequently, all of the training
work can be traced and verified at any time. It helps maintain
the system's record of clients' involvement, while also allowing
for easy auditing via the federated learning process.

The framework also comes with the necessary features to
ensure integrity. The model weights can be transmitted
safeboxed using the hashing of the model weights with the
SHA-256 algorithm, which allows to verify that the model has
not been modified during transmission or storage. If any of the
model parameters change, the hash value changes too, and can
be easily identified if it has been changed.

The proposed architecture also includes features such as
scalability and flexibility. The framework can support more
clients that participate and more data without much impact on
system performance. The framework can be effectively applied
in large-scale decentralized scenarios thanks to the fact that
federated learning distributes computation across multiple
devices.

Furthermore, the framework makes it possible for distributed
cooperation: Several clients can train the same global model
with their very own data, while maintaining complete control
of their very own data. This helps to lessen reliance on the
central data collection and helps make the system more resilient
to attacks and single points of failure.

Finally, it improves the transparency and auditability. All
training updates are logged chronologically on the blockchain,
so that authorized users can check all the training history later
if they need to verify. This is especially important for the
applications that need to meet regulatory standards such as
financial institutions or healthcare systems. Meanwhile,
Federated Averaging (FedAvg) minimizes communication
overhead and boosts overall training efficiency without
compromising model performance.

5. METHODOLOGY

The suggested approach combines Federated Learning (FL)
with Blockchain technology to create a secure, privacy-
respecting, and verifiable collaborative learning system. The
approach is crafted to address the constraints of conventional
federated learning systems by guaranteeing transparency,
traceability, and integrity during the distributed training
procedure. Rather than sharing raw data, participating clients
work together to train a global model by exchanging only
locally updated model parameters. To enhance trust among
participants, each model update undergoes cryptographic
verification and is permanently logged on the blockchain. The
complete methodology involves data preparation, model setup,
local training, logging on the blockchain, aggregation of the
global model, iterative communication, and assessment of
performance.

5.1 System Architecture

The suggested framework includes three primary elements:
several distributed clients, a central aggregation server, and a
blockchain ledger. Every client possesses a personal local
dataset and trains a local Convolutional Neural Network (CNN)
autonomously. As the client device always retains raw data,
user privacy is maintained during the learning process. The
aggregation server manages the collaborative learning process
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by sharing the global model, gathering locally trained model
parameters, and creating an updated global model following
each communication round. At the same time, the blockchain
network logs each model update along with its related
metadata, ensuring an unchangeable audit trail for all client
inputs.

The interplay among these elements allows for secure
decentralized learning, guaranteeing that each training update
is verifiable, traceable, and immune to tampering.

5.2 Dataset and Data Preprocessing

The suggested framework was assessed using the MNIST
handwritten digit dataset, a well-known benchmark dataset for
image classification. The collection includes 70,000 grayscale
images depicting handwritten numbers from 0 to 9. Out of these
images, 60,000 samples were allocated for training the model,
and the other 10,000 samples were set aside for testing.

Prior to training, various preprocessing techniques were
utilized to enhance learning efficiency and model convergence.
Initially, each pixel value was normalized by dividing the
intensity of each pixel by 255.0, leading to values between 0
and 1. This normalization avoids numerical instability in
optimization and speeds up the training process. Because the
CNN takes image tensors as input, the normalized images were
adjusted to dimensions of 28 x 28 x 1.

To create a realistic federated learning scenario, the training
dataset was split among three participating clients employing a
sequential non-1ID data partitioning approach. Every client was
provided with about 20,000 training images, enabling each one
to learn from a distinct local data distribution while ensuring
total data isolation.

5.3 CNN Model Architecture

A Convolutional Neural Network (CNN) was chosen for the
local learning model due to its efficiency in capturing spatial
characteristics from image data. The structure of the network
includes an input layer and is followed by two convolutional
blocks.

The initial convolutional layer utilizes 32 filters sized 3 x 3,
incorporating the Rectified Linear Unit (ReLU) activation
function. After this convolution, a Max-Pooling layer with a
pooling size of 2 x 2 is applied to decrease the spatial
dimensions while maintaining essential image features. The
second convolutional layer has 64 filters that use the same
kernel size and activation function, followed by another Max-
Pooling layer for further feature reduction.

The feature maps obtained are converted into a one-
dimensional vector and sent to a dense layer with 64 neurons
that utilizes ReLU activation. Ultimately, a Softmax output
layer consisting of ten neurons produces the probability
distribution for the ten classes of handwritten digits. The Adam
optimizer is utilized for model optimization, and Sparse
Categorical Crossentropy is applied as the loss function. The
main evaluation metric during local training is classification
accuracy.

5.4 Federated Learning Procedure

The federated learning procedure starts with setting up the
global CNN model on the central aggregation server. After
initialization, identical instances of the global model are sent to
each participating client. This guarantees that all clients begin
training with identical model parameters.

Every client conducts local training autonomously utilizing its
private dataset for a single training epoch with a batch size of
32. In local optimization, only the model parameters are
modified, while the initial training samples are kept stored
locally. Upon finishing local training, each client assesses its
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revised model and calculates its local classification accuracy.
Rather than sending raw data, every client transmits only the
modified model parameters to the aggregation server. This
communication approach greatly minimizes privacy risks since
no sensitive data is shared among the clients involved.

5.5 Blockchain-Based Auditing and
Traceability

Blockchain  technology is incorporated into each
communication round to improve transparency and build trust
among participating clients. Prior to sending the parameters of
the locally trained model, every client creates a SHA-256
cryptographic hash of its model weights. The created hash acts
as a distinct digital identifier that reflects the present condition
of the local model.

Every blockchain transaction records the client ID, round
number of communication, timestamp, local accuracy
classification, and the created SHA-256 hash. These
transactions are organized into blockchain blocks that are
securely kept in the distributed ledger.

Since blockchain records are unchangeable, any unauthorized
alteration of earlier recorded model parameters instantly
generates a different hash value, allowing tampering to be
easily identified. In the experiments carried out, nine
blockchain entries were created, relating to three involved
clients over three communication rounds.

5.6 Global Model Aggregation Using
Federated Averaging

Once blockchain verification is complete, the aggregation
server gathers the confirmed model updates from every
participating client. The global model is updated through the
Federated Averaging (FedAvg) algorithm, which merges local
model parameters based on the proportion of each client's
training dataset.

The process of aggregation is represented as follows:

K

ng
wert = ey
n

k=1

where:

e wi represents the local model parameters of
client k after communication round t;

e m  denotes the number of training samples
owned by client k;

e represents the total number of training
samples across all participating clients;

e K is the total number of participating
clients.

The revised global model is sent back to all clients at the start
of the next communication round, enabling collaborative
learning to persist until convergence is reached.

5.7 Iterative Training Workflow

The suggested approach adopts a cyclical communication
process that includes several federated learning iterations. At
the start of each round, the most recent version of the global
model is sent from the aggregation server to all involved
clients. Every client then conducts local training with its own
dataset and produces revised model parameters.

Following local optimization, each model update is hashed and
stored on the blockchain prior to being sent to the aggregation
server. After confirming all client updates, the FedAvg
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algorithm compiles the collected parameters to generate a new
global model. This procedure is carried out for three rounds of
communication until the global model stabilizes.

The iterative process allows for ongoing enhancement of the
global model while ensuring full privacy, transparency,
accountability, and integrity during the learning journey.

5.8 Performance Evaluation Strategy

The suggested framework is assessed from the viewpoints of
machine learning and blockchain. Model efficacy is evaluated
through classification accuracy and test loss

following each federated communication round to gauge
predictive ability and convergence characteristics. The
accuracies of local clients are monitored to assess the role of
each participating client throughout collaborative training.

The blockchain element is assessed based on four security
standards: integrity confirmation via SHA-256 hash checks,
traceability of model revisions, chronological logging of client
actions with timestamps, and everlasting auditability of all
blockchain transactions. Collectively, these assessment metrics
illustrate that the suggested framework effectively merges
excellent classification capabilities with secure and clear
decentralized model training.

6. EXPERIMENT

6.1 Experimental Environment

The experiments were conducted using a computer setup
equipped with a CPU and sufficient memory to train the
models. Python 3.13 and TensorFlow/Keras were used for
implementation[23].

The MNIST dataset was used for the experiments. The MNIST
database contains 70,000 grayscale images of handwritten
digits from 0 to 9, each sized 28x28 pixels. The dataset was
split into 60,000 images for training and 10,000 images for
testing[24].

6.2 Data Preprocessing
Prior to training, the following data preprocessing operations
were performed:

1. Flattening: Each 28x28 dimensional image was converted
into a 784 dimensional vector to act as the input of the
neural network

2. Normalization: All pixels' values were normalized to be in
the range of [0,1] by diving their values by 255.0. This
normalization operation is vital for the neural network
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training process since it guarantees that no specific feature
dominates the training procedure.
3. Data Splitting: 60,000 training examples were split

amongst 3 clients in a sequential non-1ID fashion[25]:

e The first 20,000 training examples were assigned to
client 1

e The second 20,000 training examples were assigned
to client 2

®  The last 20,000 training examples were assigned to
client 3

6.3 Model Architecture

A Convolutional Neural Network (CNN) was developed to
classify the digits. The model architecture included the
following layers:

e Input Layer: Reshape layer with 784 features being
reshaped to a tensor of shape 28x28x1

e  First Convolutional Layer: 32 kernels of size 3x3
with ReLU activation[26]

e  First Pooling Layer: MaxPooling of window size 2x2

e Second Convolutional Layer: 64 kernels of size 3x3
with ReLU activation

e Second Pooling Layer: MaxPooling of window size
2x2

e  Flatten Layer: Converts the 2D maps to a 1D vector

e  Dense Layer: 64 neurons with ReLU activation

e Output Layer: 10 neurons with softmax activation for
digit classification

The model was optimized using the Adam optimizer and
trained with a loss function of sparse categorical crossentropy.
Accuracy was used as the evaluation metric during training.
The batch size was set to 32, and one local training iteration per
agent involved training for 1 epoch[27].

6.4 Computational and Blockchain
Overhead Analysis

To address the referee's request for a more comprehensive
evaluation, the proposed framework was evaluated in terms of
computational and cryptographic overhead. Incorporating a
blockchain layer guarantees traceability but introduces
additional execution time due to the SHA-256 hashing function
and block generation processes. Table 1 quantifies the time
latency added by the blockchain auditing layer per
communication round compared to a baseline traditional
Federated Learning (FL) setup without blockchain.

Table 1: Time Overhead and Latency Analysis per Round (Averaged over 3 Clients)

Metrics / Operation Traditional FL Setup

(Baseline)
Local Training Time (1 14.20 sec
Epoch)
SHA-256 Weight Hashing N/A
Block Creatlon.& Metadata N/A
Logging
Total Round Latency (Per 14.20 sec

Client)

Proposed Blockchain-FL Statistical Overhead
Framework Increase (%)
14.20 sec 0.00%
0.12 sec New Feature
0.78 sec New Feature
15.10 sec +6.34%
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As demonstrated in Table 1, the cryptographic operations 6.5 Comprehensive Scalabi]ity and Security
introduce a marginal latency overhead of approximately 6.34% Evaluation Metrics

+ . L .

(+0.90 segonds) per client per roqnd. This §hght eomp utathnal To further validate the robust performance under non-IID data

trade-off is highly acceptable given the immutable security, N . . . .
distribution, a detailed tracking of training metrics was

permanent audit trail, and absolute traceability achieved. conducted. Table 2 presents an expanded multi-perspective
analysis of the global model's optimization journey, tracking
validation loss stability, standard deviation of client
.accuracies, and tamper-detection success rate

Table 2: Comprehensive Model Convergence and Ledger Security Metrics

Global Global Yamfnce Tampfzr-
Test in Client Detection
Round Test
Accuracy Loss Accuracy Success
(%) (c?) Rate (%)
R“;"‘d 97.25% 0089  $0.142$ 100.0%
R";“d 98.30%  0.055  $0.022$ 100.0%
R";‘“d 98.81%  0.041  $0.033$ 100.0%
The architectural behavior captured in Table 2 indicates that as a uniﬁf:d global optimum without compromising individual
communication rounds progress, the variance (o%) among data privacy.

decentralized clients decreases dramatically from 0.142 to
0.033. This statistical stabilization proves that the Federated
Averaging (FedAvg) algorithm successfully mitigates the non-
IID data disparity across Client 1, 2, and 3, driving them toward

6.6 Configurations of Federated Learning
These were the configurations of Federated Learning used in
the experiment:

Table3: configurations of Federated Learning

Parameter Value
Number of clients 3
Number of rounds 3
Training epochs 1
Batch size 32
Aggregation method Averaging
In each round of communication, the weights of the global 6.7 Blockchain Implementation

model were transferred to the clients. After that, each client did
the local training of the model on their own dataset for one
epoch. Next, the results were sent back to the server, and the
weights of the global model were updated via averaging.

An implementation of blockchain in a simplified manner was
employed to allow auditing and tracking of updates made to the
models. These blocks had the following characteristics:

Hashing: SHA-256 hashing algorithm was utilized to create
unique hashes of the model weights for each client. The hashing
function is represented below:

Python:
def hash_weights(weights):

return hashlib.sha256(str(weights).encode()).hexdigest()

Structure of Blocks: A single block of the blockchain e Model accuracy on the dataset of the client
contained: e  Time stamp of the recorded update
e  Client ID (client 1, client 2, or client 3) Overall, in the course of federated learning, a total of 9 blocks
e  SHA-256 hash of the model weights were generated (3 clients x 3 rounds).
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7. RESULTS
7.1 Performance of Global Model

The performance of the global model was tested on the test
dataset (10,000 images) after each federated training round.
The table below illustrates the test accuracy and loss values
obtained for the global model for all three federated training
rounds.

Table 4: Performance of Global Model Across Federated
Training Rounds

Round Test Accuracy Test Loss
1 97.25% 0.089
2 98.30% 0.055
3 98.81% 0.041

After three federated learning rounds, the accuracy of the
global model stood at 98.81%, while its loss value was 0.041.

7.2 Client Performance Analysis

Accuracy of each client’s local model was captured following
the local training for each communication round. The
performance of all three clients in each of the three
communication rounds is shown in Table 5 below.

Table 5: Client Accuracy per Round

Round Client 1 Client 2 Client 3
1 96.83% 97.54% 97.40%
2 98.28% 98.56% 98.50%
3 98.72% 98.93% 99.08%
Key Takeaways:

There is notable improvement in the accuracy of all three
clients in every communication round

The highest accuracy among the three clients is 99.08%, which
is obtained by client 3 in round 3

The lowest accuracy is observed from client 1 at 96.83%, which
significantly

7.3 Convergence Analysis

The table below provides an analysis of the increase in
accuracy from round one to round three for the global model as
well as each of the clients.

Table 6: Increase in Accuracy from Round One to Round
Three

Model

ode Round 1 Round 3

/ Accuracy  Accurac Improvement
Client uracy uracy

Global

0, 0, + 0,
Model 97.25% 98.81% 1.56%

Client

1 96.83% 98.72% +1.89%

Client

5 97.54% 98.93% +1.39%
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Client

3 97.40% 99.08% +1.68%

There was a decrease in the global model

7.4 Blockchain Audit Qutcome

Blockchain was able to record all the changes in the weights
and other parameters during the federated learning process.
Total number of blocks created equals 9 (3 clients x 3 rounds).
Sample of the blocks is given in Table 7 below.

Table 7: Sample of Blocks Recorded by the Blockchain

Weights Hash (first

lient
Clien 16 chars)

Accuracy Timestamp

client_1  0851678e13f11b03 96.83%  1775724182.80

client_2  243be9f7052ct6f7 97.54% 1775724196.51

client 3  6476f6a96b8d10d7 97.40%  1775724214.07

client 1  el1f179341c98e353 98.28% 177572423543

client 2 d1282b377b7{275d 98.56%  1775724253.88

client_3  e695a4ae0c8861fa 98.50% 1775724270.22

client_ 1  f8ad94£5c0340c25 98.72%  1775724287.44

client 2 8eb3b98ac6f0dc61 98.93%  1775724304.88

client_3  18e3a5c3e9c22fc2 99.08% 1775724322.34

Audit Capabilities Demonstrated:

Traceability: Every model update can be traced back to its
source client

Integrity Verification: Each update's weights hash can be
recomputed to verify that the weights have not been tampered
with

Temporal Tracking: Timestamps provide a complete
chronological record of all updates

Performance History: Historical accuracy values are
preserved for each client and each round
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7.5 Visual Results
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Figure 1: Global Accuracy over Federated Rounds

The graph presents an increase in the global test accuracy from
97.25% in Round 1 to 98.81% in Round 3, which signifies
convergence achieved via federated averaging.
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Figure 2: Global Loss over Federated Round

The graph illustrates the decline in the global test loss from
0.089 in Round 1 to 0.041 in Round 3, suggesting optimization.
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Figure 3: Comparison of Accuracy for Clients

The graph presents a comparison of the accuracies of the three
clients across the three rounds. There is an upward trend for all
three clients; however, Client 3 achieves the highest accuracy,
while Client 1 makes the most progress.
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7.6 Summary of Key Results

Table 8: Overall Experimental Results Summary

Metric Value
Final Global Test Accuracy 98.81%
Final Global Test Loss 0.041
Best Client Accuracy 99.08% (Client 3,
Round 3)
Total Blockchain Blocks 9
Communication Rounds 3
Completed
Number of Participating 3
Clients

Training Dataset Size 60,000 images

Test Dataset Size

8. DISCUSSION

The experimental findings show how well the suggested
Blockchain-based Federated Learning architecture works to
provide safe, open, and private collaborative model training.
The integration of blockchain technology and federated
learning yielded a robust and practical solution that enhanced
traceability, auditability, and maintained high model
performance.

10,000 images

The global model's loss decreased from 0.089 to 0.041 after 3
rounds of federated learning, and the accuracy of the final test
was 98.81%. During the training process, the suggested
framework converged consistently as shown in the accuracy
improving monotonically and the loss decreasing
monotonically. An effective way of aggregating local client
updates while preserving privacy and generalising the model
was achieved through the Federated Averaging (FedAvg)
technique.

The collaborative training mechanism is further validated by
the local customer performance analysis. During the
communication rounds, the accuracy of classification for all the
clients increased. The highest improvement during training was
achieved by Client 1, while Client 3 achieved the highest local
accuracy of 99.08% in the final round. This is a demonstration
of how federated learning can improve the accuracy of the local
model by sharing information between the layers of the global
model.

The blockchain layer enabled all client donations to be recorded
in an irrevocable and irreversible way. In the federated learning
process, a total of 9 blocks were successfully produced, of
which three blocks were produced for each of the 3 clients.
These timestamps, client information, and SHA-256 hashes
ensured complete traceability and integrity of each model
update. Hash validation enables immediate identification of
possible alteration, leading to heightened accountability and
trust in the distributed learning environment.

Furthermore, the proposed framework demonstrated high-level
auditing capabilities including tracking of contributions,
chronological recording of updates and retaining the history of
client performance. In delicate industries like healthcare,
finance, and IoT systems, where dependability and
transparency are essential, these capabilities are very helpful.
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The empirical results provided in the expanded evaluation
thoroughly demonstrate that the integration of a decentralized
ledger does not degrade the learning capabilities of the
Convolutional Neural Network. The global accuracy reaches
98.81%, which stands on par with state-of-the-art centralized
training regimes on the MNIST dataset, while completely
eliminating the single-point-of-failure vulnerability.

However, a deeper look into the operational trade-offs reveals
critical insights:

The Non-IID Stabilization: Despite the partitioning of the
60,000 images in a strict sequential non-1ID fashion—which
typically destabilizes distributed optimization—the framework
showed robust resilience. The standard deviation of local
accuracies tightened significantly by Round 3, showing that
collaborative global aggregation acts as a powerful regularizer
for skewed local client data distributions.

The Cost of Absolute Trust: The quantitative latency profile
(detailed in Table 2) highlights that the blockchain layer
demands an extra 0.90 seconds per training iteration. While
completely negligible for a small-scale structure of 3 clients,
this linear growth pattern introduces a scalability challenge for
real-time Internet of Things (IoT) or large-scale Edge
deployments. This bottleneck can be successfully resolved in
future work by adopting lighter consensus models (e.g., Proof-
of-Authority) or off-chain state channels.

Overall, the results confirm that the proposed federated
learning framework with blockchain can enhance security,
privacy protection, auditability, and traceability while
maintaining high classification performance. The framework is
thus a viable option for safe and reliable decentralised Al
applications.

9. CONCLUSION

In this paper, a Blockchain-Based Auditing and Traceability
Framework for Federated Learning (FL) is introduced to
address this challenge, leveraging the privacy benefits of FL
and the security and transparency provided by blockchain
technology. The proposed framework allows multiple clients to
train a global CNN model even if they do not share the raw
data, and the fact that all the updates of the model are written
and stored securely in the blockchain using SHA-256 hash and
written with a blockchain logging system allows for the
verification of the model.

The proposed framework was then tested on the MNIST
dataset, and the results showed that the framework achieved
high classification accuracy, with a final global accuracy of
98.81% after three federated learning rounds. Meanwhile, the
blockchain layer had the ability to offer a tamper-proof storage,
tracing, integrity, and auditability to all contributions of the
clients during the training.

The findings validate the potential of combining blockchain
and federated learning to enhance the trust, accountability, and
transparency of decentralized Al systems with minimal impact
on model accuracy or data privacy. The framework is
particularly well suited for sensitive domains like the
healthcare sector, financial services and IoT (Internet of
Things) settings, where secure collaboration and reliable
auditing play a pivotal role[29].

The results show that the use of blockchain introduces some
extra computational and storage burden, but it is acceptable in
a small- to medium-scale environment. Future research could
involve enhancing scalability, lowering latency for blockchain
operations, scaling to larger real-world datasets, and
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incorporating more complex security features to withstand
more sophisticated adversarial attacks.

In summary, the proposed framework shows that federated
learning based on blockchain technology is a promising
solution for decentralized Al that is secure, private, and
trusted[30].
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