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ABSTRACT 

The dissemination and transaction of pornographic content 

through digital communication platforms such as Discord have 

become increasingly concerning due to their real-time and 

community-based features. This platform is frequently 

exploited as a medium for illegal activities involving the 

distribution of pornographic content through servers and direct 

messages. To address this issue, this study aims to conduct a 

digital forensic analysis of pornography-related cases on the 

Discord platform using the National Institute of Standards and 

Technology (NIST) framework, which consists of four main 

stages: collection, examination, analysis, and reporting. 

Primary data collection was also conducted through a simulated 

transaction scenario involving three user accounts: a link 

distributor, a buyer, and a server administrator. The 

investigation process focused on Android smartphones 

utilizing a combination of forensic tools, including MOBILedit 

Forensic, Magnet AXIOM, and Discord Chat Exporter. The 

results indicate that the investigation process successfully 

identified a total of 100 digital artifacts that served as evidence 

of the crime. These artifacts included chat histories, server 

links, media files, payment transaction records, profile pictures, 

and timestamps. The artifact distribution consisted of 58 

artifacts recovered using Discord Chat Exporter, 22 artifacts 

obtained through Magnet AXIOM, and 20 artifacts extracted 

using MOBILedit Forensic Express. The combined use of these 

three tools proved to be complementary, enabling a highly 

comprehensive digital forensic investigation process. 
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1. INTRODUCTION 
The development of information technology in Indonesia has 

shown a highly significant upward trend, particularly in 

internet usage and digital communication services. According 

to Badan Pusat Statistik, Indonesia’s population in 2024 

reached 281.6 million people, accompanied by positive growth 

in the adoption of digital communication technology across the 

country [1]. According to the Digital 2024 report published by 

Meltwater, the number of internet users in Indonesia exceeded 

185.3 million people [2]. In contrast, the 2024 report from 

Asosiasi Penyelenggara Jasa Internet Indonesia (APJII) 

estimated that internet users in Indonesia had surpassed 

221,563,479 individuals [3]. This condition has driven the 

widespread use of online communication platforms, one of 

which is Discord. Discord is a free application that provides 

real-time communication services similar to Slack and Skype, 

enabling users to interact through text, voice, and video 

messages in a manner comparable to other voice chat platforms 

[4]. Discord offers high-quality chat room features for direct 

communication and also provides functionalities such as chat, 

video conferencing, and screen sharing, allowing users to 

communicate more flexibly and effectively [5]. Furthermore, 

Discord enables community management through structured 

and organized servers [6]. The platform functions as a hub for 

digital communities, making the communication patterns 

within it reflective of emerging future trends [7]. However, the 

anonymity features provided by Discord have also made the 

platform vulnerable to misuse. Previous studies have shown 

that Discord is frequently exploited for the distribution of 

illegal content such as child pornography, drug trafficking, and 

other cybercrimes, primarily due to its capability to conceal 

user identities, as well as its support for encryption and 

permanent message deletion [8]. The high potential for misuse 

has created new challenges in law enforcement processes. 

Therefore, an investigative method capable of uncovering 

concealed digital activities and recovering deleted evidence is 

urgently required. In this context, digital forensics plays a 

crucial role. 

Digital forensics is a branch of computer science that supports 

data analysis and investigation processes, providing evidence 

of crimes involving digital devices and identifying 

cybercriminals [9]. Investigative procedures in digital forensics 

can be conducted using various methodologies, including the 

National Institute of Justice (NIJ), Integrated Digital Forensics 

Investigation Framework (IDFIF), Digital Forensics Research 

Workshop (DFRWS), and the National Institute of Standards 

and Technology (NIST) framework [10]. Among these, the 

NIST method is the most widely recommended and 

comprehensively adopted approach [11]. This framework 

provides a systematic yet comprehensive set of procedures 

consisting of four primary stages: Collection, Examination, 

Analysis, and Reporting [12]. Through this method, forensic 

investigation procedures can be conducted consistently, which 

is essential for maintaining the integrity of the investigative 

process [13]. 

The implementation of the NIST framework is often supported 

by various forensic tools. Previous studies have reported that 

Magnet AXIOM was capable of recovering up to 94.11% of 

digital artifacts from scenarios involving the distribution of 

sexual content through Discord. Meanwhile, forensic tools 

such as Autopsy have also been proven effective in restoring 

deleted files, including in data theft cases, with integrity 

validation performed using MD5 hash verification [14]. Other 

studies have further demonstrated the effectiveness of Magnet 

AXIOM in handling cases involving the distribution of 

pornographic content through cloud storage services such as 

Google Drive, successfully recovering deleted image and video 

files as legal digital evidence [15]. Although numerous studies 

have explored digital forensic investigations on instant 

messaging platforms, investigations specifically targeting the 
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dissemination and transaction of pornographic content on 

Discord using a combination of forensic tools simultaneously 

remain limited. 

Based on this research gap, this study aims to conduct a digital 

forensic analysis of pornography-related cases on the Discord 

platform and to identify digital artifacts associated with such 

criminal activities. This research adopts a forensic approach 

based on the National Institute of Standards and Technology 

(NIST) framework by integrating MOBILedit Forensic, 

Magnet AXIOM, and Discord Chat Exporter to maximize the 

acquisition process and perform cross-validation of digital 

evidence. The findings of this study are expected to contribute 

academically and serve as a reference for law enforcement 

agencies in addressing cybercrime in Indonesia. 

2. LITERATURE STUDY 

2.1 Digital Forensics 
Digital forensics is a scientific discipline focused on 

identifying, collecting, and evaluating digital data as evidence 

in information technology investigations [16]. Its primary 

objective is to obtain and preserve evidence that is legally 

admissible across various case resolution contexts [17]. This 

field serves as a comprehensive investigative approach for 

validating data in order to establish a strong evidentiary 

foundation in court proceedings [18]. Investigative practices 

within digital forensics must be conducted systematically 

through five main stages: identification, preservation, analysis, 

documentation, and presentation [19]. The main stages are 

illustrated in Figure 1. 

 

Figure 1: Main Stages of Digital Forensics 

The existing branches of this discipline include computer 

forensics, which focuses on acquiring digital evidence from 

computer systems. In addition, mobile forensics is specifically 

concerned with the analysis of electronic evidence obtained 

from mobile devices [20]. 

2.2 Pornography 
Pornography refers to the explicit representation of the human 

body or sexual activities, whether in the form of text or visual 

imagery, intended to stimulate the sexual desire of its audience 

[21]. In the digital era, the cycle of this criminal activity begins 

with the production of content, followed by its upload to online 

platforms such as Discord, and continues through both open 

and concealed distribution channels that ultimately lead to user 

consumption. Such content can be distributed extensively 

through various media formats, including audio, visual, and 

audiovisual content [22]. Excessive exposure to pornography 

may lead to highly destructive addictive behavior comparable 

to narcotics, often referred to as narkolema (visual narcotics), 

as it can flood the brain with dopamine and damage the 

structure of the prefrontal cortex (PFC) [23]. Therefore, 

preventive measures are essential through education, parental 

supervision of device usage, and cross-sector collaboration to 

protect users from the dangers of digital environments. 

2.3 Discord 
Discord is a free online communication application designed to 

facilitate real-time interaction through text, voice, and video 

messaging [24]. The platform enables users to manage 

communities in a structured manner through the creation of 

servers consisting of various specific channels [25]. In addition 

to its popularity as a community platform, Discord also 

demonstrates significant potential for utilization in various 

other fields, including education, as it supports more dynamic 

interactions between educators and students. The platform’s 

functionality is further enhanced by its screen-sharing feature, 

which facilitates interactive and efficient remote collaboration 

[25]. Despite offering a wide range of advanced 

communication capabilities, the effectiveness of the platform 

remains highly dependent on external user-related factors, such 

as internet connection stability and device specifications [26]. 

2.4 National Institute of Standards and 

Technology (NIST) 
National Institute of Standards and Technology (NIST) is an 

institution responsible for developing standards and 

information security guidelines intended for digital forensic 

practitioners, including government agencies and law 

enforcement authorities. This framework serves as a guideline 

for resolving investigative issues more effectively through 

structured and detailed procedures [27]. To maintain the 

integrity of digital evidence so that it remains valid and 

admissible in court proceedings, the NIST framework 

establishes four primary stages: collection, examination, 

analysis, and reporting. The stages of the digital forensic 

investigation method based on the NIST framework are 

illustrated in Figure 2. 

 

Figure 2: Stages of the NIST Methodology 

2.5 Digital Evidence 
Digital evidence encompasses all forms of electronic 

information obtained from physical devices and cloud services 

that are essential to investigative and law enforcement 

processes [28]. In practice, digital evidence is not limited to file 

contents or message data, but also includes metadata, system 

logs, and hidden artifacts that specifically record user 

interactions [29]. The examination of all such data elements 

must be conducted rigorously to ensure the validity, evidentiary 

strength, and integrity of the evidence so that it can be legally 

admissible in court proceedings [30]. 

2.6 Magnet AXIOM 
Magnet AXIOM is an integrated digital investigation platform 

designed to recover, analyze, and generate evidence reports 

from various sources, including mobile devices, computers, 

and cloud services [31]. The software is equipped with Magnet 

AI technology, which is capable of detecting sexually explicit 

conversations or indications of grooming, as well as identifying 

illegal images related to child exploitation as part of digital 

investigative evidence [32]. 
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2.7 MOBILedit Forensic Express 
MOBILedit Forensic is a digital forensic software solution 

specifically designed for smartphone investigations to perform 

data extraction, artifact analysis, and forensic report generation 

[31]. This tool has proven effective in recovering deleted data 

and acquiring comprehensive information, including contacts, 

messages, multimedia files, passwords, and communication 

histories from various social media applications [32]. 

2.8 Discord Chat Exporter 
Discord Chat Exporter is a software application designed to 

export Discord conversation histories from private messages, 

group chats, and server channels into various file formats, 

including TXT, HTML, JSON, and CSV. The application also 

supports markdown-format extraction as well as the retrieval of 

various media attachments contained within conversations 

[33]. 

3. RESEARCH METHOD 
This study simulated the dissemination and transaction of 

pornographic content on Discord using three fictitious accounts 

within a controlled environment. The primary object of 

investigation was a rooted Android smartphone (Xiaomi Redmi 

9A), enabling investigators to access system directories and 

internal application data. Digital evidence extraction and 

analysis were conducted using MOBILedit Forensic, Magnet 

AXIOM, and Discord Chat Exporter to maximize evidence 

acquisition and cross-validation. MOBILedit and Magnet 

AXIOM were utilized for logical acquisition and timeline 

reconstruction, while Discord Chat Exporter was specifically 

used to extract conversation histories through account tokens. 

All investigative procedures strictly adhered to the National 

Institute of Standards and Technology (NIST) framework, 

including Collection, Examination, Analysis, and Reporting, to 

ensure the integrity and admissibility of digital evidence. 

3.1 Research Scenario 
This scenario simulates the dissemination and transaction of 

pornographic content on Discord using three fictitious 

accounts: Agif (link distributor), Beh (buyer), and Ipan (server 

administrator and content seller). The simulation is divided into 

three main stages: pre-incident, incident, and post-incident. 

1. Pre-Incident 

 

Figure 3: Pre-Incident Simulation 

Figure 3 illustrates that the preparation stage began with the 

creation of a private Discord server by Ipan. Ipan then provided 

an invitation link to Agif, who distributed it to Beh through a 

direct message along with information regarding the 

availability of paid content. After Beh received the invitation 

and joined the server, all activities were monitored to record the 

initial conditions prior to the occurrence of the illegal 

transaction. This stage was designed to simulate the initial 

interaction process and establish the digital traces required for 

forensic investigation. Furthermore, the generated 

communication activities served as the primary source of 

digital evidence for the subsequent forensic analysis process. 

2. Incident 

 

Figure 4: Incident Simulation 

Figure 4 illustrates that this phase began when Beh contacted 

Ipan through a direct message on Discord to purchase 

pornographic content. After an agreement regarding the price 

and payment method was reached, Ipan delivered the illegal 

content files to Beh. All communication histories, transaction 

records, and media files in this scenario were intentionally 

preserved without deletion to ensure that digital traces, such as 

timestamps, account identities, and file exchange histories, 

were automatically recorded on the target Android device for 

forensic extraction purposes. 

3. Post-Incident 

 

Figure 5: Post-Incident Simulation 

Figure 5 illustrates that the final stage focused on handling 

digital evidence through the acquisition and analysis of data 

obtained from Beh’s smartphone. Using a combination of 

MOBILedit Forensic, Magnet AXIOM, and Discord Chat 

Exporter, investigators extracted various digital artifacts, 

including conversation histories, media files, server links, and 
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activity timestamps. All findings were then thoroughly 

investigated based on the National Institute of Standards and 

Technology (NIST) framework, encompassing the stages of 

Collection, Examination, Analysis, and Reporting, before 

being compiled into a valid, comprehensive, and accountable 

forensic report. 

3.2 National Institute of Standards and 

Technology Framework 
The digital forensic investigation process in this study was 

specifically conducted based on the four stages of the National 

Institute of Standards and Technology (NIST) framework, 

namely : 

1. Collection 

The digital data collection stage was conducted on the target 

Android smartphone using MOBILedit Forensic, Magnet 

AXIOM, and Discord Chat Exporter to ensure that the 

authenticity of the data was preserved without modification. 

The data collected during this stage included conversation 

histories, media files, server links, and user activity 

timestamps. All acquired data were securely preserved to 

maintain the integrity and reliability of the digital evidence 

throughout the investigation process. 

2. Examination 

This stage focused on the examination and extraction of digital 

artifacts that had been successfully secured from the target 

device. The three forensic tools were utilized to filter and 

extract information specifically related to illegal activities 

conducted through the Discord application. 

3. Analysis 

All extracted digital artifacts were subsequently analyzed to 

identify and determine the relationships between user activities. 

The analysis focused on conversation histories, server link 

distribution, payment transactions, and media file transfers. 

4. Reporting 

This final stage involved compiling all examination and 

analysis results into a structured digital forensic report. The 

report documented all valid digital evidence related to the 

dissemination and transaction of pornographic content on the 

Discord application. 

4. RESULTS AND DISCUSSION 
This section presents the results of a digital forensic 

investigation on the dissemination and transaction of 

pornographic content through Discord using an Android 

smartphone. The investigation followed the National Institute 

of Standards and Technology (NIST) framework and utilized 

MOBILedit Forensic, Magnet AXIOM, and Discord Chat 

Exporter to obtain valid and comprehensive digital evidence. 

4.1 Collection  
The evidence collection stage began with securing the target 

Android smartphone (Xiaomi Redmi 9A) belonging to the 

investigation target (Beh account). The technical specifications 

of the device were thoroughly documented and verified to have 

root access using Root Checker Basic and Magisk, enabling 

investigators to obtain full access privileges to the device’s 

protected system directories. Detailed specifications of the 

smartphone secured as the primary digital evidence are 

presented in Table 1. Verifying root access at this stage was 

crucial, as standard Android security sandboxing restricts 

access to private application folders (including Discord's 

databases). Confirming superuser privileges allowed the 

investigators to bypass these system-level restrictions, ensuring 

a complete and unrestricted data extraction in the subsequent 

steps.  

Table 1. Smartphone Specifications 

Description Detail 

Smartphone Brand Redmi 9A 

Model Number M2006C3LG 

IMEI 1 861716052758504 

IMEI 2 861716052758512 

Android Version 10 QP1A.190711.020 

Chipset Octa-core Max 2.00GHz 

Storage 32 GB 

MIUI Version MIUI Global 12.0.10 

Stabil 12.0.10.0 

(QCDIDXM) 

RAM 3 GB 

Following the device verification process, digital evidence 

acquisition was performed using three forensic tool 

approaches: These approaches were strategically combined to 

establish a multi-layered acquisition workflow, targeting both 

local physical storage and cloud-based server logs. This multi-

faceted extraction ensures maximum artifact recovery while 

enabling cross-validation of the retrieved digital evidence. 

A. MOBILedit Forensic Express  

The The initial physical extraction process was performed 

through a Micro-USB cable connection using the Application 

Analysis method. This method specifically extracted local 

package data from the Discord application (com.discord) stored 

on the device and generated it into a final forensic report 

document. By targeting the local application directory directly, 

this method ensures that local cache files, database 

configurations, and temporary application assets are retrieved 

without tampering. This local acquisition serves as a critical 

baseline to verify and secure locally stored digital evidence 

before the examination phase begins. The acquisition results 

obtained from MOBILedit Forensic are presented in Figure 6. 

 

Figure 6: Extraction Folder Generated by MOBILedit 

Forensic Express 

B. Magnet AXIOM  

The data acquisition process was continued using Magnet 

AXIOM through the Logical Acquisition method based on an 

Android Debug Bridge (ADB) connection in Unlocked mode. 

Since the target smartphone had already been rooted, this 

method enabled the imaging process to securely copy user and 

application data to the forensic workstation without damaging 

or altering the authenticity of the data stored in the device’s 
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physical memory. The acquisition results obtained from 

Magnet AXIOM are presented in Figure 7.  

  

Figure 7: Extraction Folder Generated by Magnet 

AXIOM 

C. Discord Chat Exporter  

Since the Discord application stores most conversation 

histories on its central servers, communication data could not 

be fully acquired solely through local device extraction. 

Therefore, additional data collection was conducted using 

Discord Chat Exporter by extracting the target account’s 

authentication token through the Developer Tools feature in a 

web browser. Using this confidential token, complete 

conversation histories from server channels and private 

messages (direct messages) were retrieved and exported into 

TXT, HTML, JSON, and CSV formats to preserve the digital 

traces. The acquisition results obtained from Discord Chat 

Exporter are presented in Figure 8. 

 

Figure 8: Extraction Folder Generated by Discord Chat 

Exporter 

4.2 Examination 
The examination stage aimed to extract raw data 

comprehensively using a combination of MOBILedit Forensic, 

Magnet AXIOM, and Discord Chat Exporter, which 

complemented one another throughout the investigation 

process. The initial examination of the extracted Report.pdf 

document generated by MOBILedit successfully validated the 

device specifications and revealed crucial artifacts within the 

cache directory, including the suspect’s profile pictures, 

pornographic media files, and payment transaction evidence, as 

illustrated in Figure 9.  

 

Figure 9: Pornographic Media Files Identified in 

MOBILedit Forensic Express 

The examination process continued using Magnet AXIOM to 

analyze the logical image file extracted from the target device. 

This software effectively reconstructed the user activity 

timeline, including search histories, download activities, and 

the execution timestamps of the Discord application on the 

smartphone, as illustrated in Figure 10. 

 

Figure 10: Download and Discord Execution Timeline in 

Magnet AXIOM 

In-depth extraction of the cache directory also successfully 

identified hidden files with the .cnt extension, which, after 

validation, were found to contain pornographic content and 

records of bank transfer transactions.  

File Media Keterangan 

 

 

 

 

 

 

Discord Collection of Pornographic 
Images Found in the Discord 
Application Cache 

 

 

Pornographic Video Files Found in 
the Discord Application Cache 
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To strengthen the investigative findings, the final examination 

stage was conducted on the TXT and HTML output files 

generated by Discord Chat Exporter. These extraction results 

successfully displayed complete and transparent 

communication records resembling the original application 

interface. The extracted data revealed the chronology of direct 

message conversations involving the distribution of server 

invitation links, communication activities among members 

within server channels, and detailed negotiations regarding 

pricing and the delivery of pornographic content between the 

buyer and seller. A sample of the chat log evidence is shown in 

Figure 11. 

 

Figure 11: Chat Log Evidence Exported via Discord Chat 

Exporter 

All artifact findings obtained from the three forensic tools were 

subsequently consolidated for further evaluation during the 

analysis stage. 

4.3 Analysis 
The analysis phase aims to correlate all digital artifacts 

identified during the examination stage to comprehensively 

reconstruct the sequence of the crime. A consolidated analysis 

utilizing three forensic software tools revealed a structured 

scheme involving the distribution and transaction of 

pornographic content within the Discord platform. 

An in-depth analysis of the communication logs using Discord 

Chat Exporter explicitly demonstrated the interaction flow 

between users. The extraction of TXT and HTML files, which 

accurately replicated the original Discord interface, revealed 

that the account Agif actively distributed an invite link to the 

target account (Beh) via direct message. Once the target joined 

the private server designated as "18+Server," the account Ipan, 

acting as the administrator, instructed the user to proceed with 

the transaction privately. Further investigation of the direct 

messages between the Beh and Ipan accounts detailed the price 

negotiation process, payment confirmation, and the subsequent 

transmission of pornographic media files. 

The findings derived from the cloud-based communication logs 

were subsequently corroborated by an analysis of local memory 

artifacts utilizing Magnet AXIOM and MOBILedit Forensic 

Express. Magnet AXIOM successfully reconstructed the user 

activity timeline, providing evidence that the Discord 

application was intentionally searched for, downloaded, 

installed, and actively executed on the target's smartphone. 

Furthermore, an examination of the application's cache 

directory using both tools revealed the presence of hidden files, 

including those with a .cnt extension. Subsequent analysis 

demonstrated that this cache directory retained the perpetrators' 

profile pictures (Agif and Ipan), screenshots of payment 

receipts, and a collection of pornographic images and videos 

identical to the files transmitted within the chat logs. 

Overall, this analysis demonstrates that the utilization of these 

three forensic software tools is optimally complementary in an 

investigative context. Discord Chat Exporter proved highly 

effective in extracting comprehensive chat logs directly from 

Discord's cloud servers, whereas MOBILedit Forensic Express 

and Magnet AXIOM exhibited significant proficiency in 

reconstructing system timelines and recovering hidden local 

artifacts from the physical memory of the target device. 

4.4 Reporting 
The reporting phase constitutes the final stage in systematically 

documenting all findings of the digital forensic investigation. 

According to the reconstructed timeline, the incident 

commenced on May 12, 2026, at 11:08, when the account Agif 

transmitted an invite link for a Discord server hosting 

pornographic content to the target account (Beh) via direct 

message. Upon joining at 11:09, Beh communicated with the 

server administrator (Ipan) in the general channel at 11:10, who 

subsequently redirected the interaction to a private 

conversation. The negotiation process via direct message 

commenced at 11:13, followed by the execution of a payment 

transaction by Beh at 11:27. After verifying the payment, Ipan 

delivered multiple pornographic images at 11:29, accompanied 

by an additional video as a bonus. All digital traces of this 

incident remained entirely intact, with no evidence of any 

attempts to erase data on the target device. 

Based on the investigation findings, the roles of the three 

fictitious actors were clearly identified: Agif acted as the link 

distributor, Ipan served as the server administrator and seller, 

and Beh functioned as the buyer. The recovered evidence 

included conversation histories, server invitation links, media 

files, payment transaction records, profile pictures, and activity 

timestamps, all of which demonstrated the dissemination and 

transaction of pornographic content on the Discord platform. 

Overall, the investigation successfully recovered a total of 100 

validated digital artifacts, with the detailed percentage 

distribution of artifacts obtained from each forensic tool 

presented in Figure 12. 

 

Figure 12: Percentage Distribution of Findings 

As illustrated in Figure 12, Discord Chat Exporter yielded the 

highest percentage of findings, accounting for 58% (58 

artifacts), which primarily consisted of chat logs and server 

links. This was followed by Magnet AXIOM at 22% (22 

artifacts), encompassing timeline reconstructions and hidden 

media files. Meanwhile, MOBILedit Forensic accounted for 

the remaining 20% (20 artifacts). These findings demonstrate 
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that each forensic tool possesses distinct capabilities in 

recovering digital evidence from the target device. The 

combination of the three tools also improved the 

comprehensiveness and reliability of the forensic investigation 

results, while the detailed categories of digital artifacts 

identified by each tool are presented in Table 2. 

Table 2. Findings by Tool 

Findings MOBILedit 

Forensic 

Express 

Magnet 

Axiom 

Discord 

Chat 

Exporter 

Discord 

Account 

Profile 

Pictures 

✓ ✓ ✓ 

Pornographic 

Images 
✓ ✓ ✓ 

Pornographic 

Videos 
✓ ✓ ✓ 

Proof of 

Payment 

Transactions 
✓ ✓ ✓ 

Discord Chat 

Logs 
- - ✓ 

Discord 

Server Links 
- - ✓ 

Discord 

Activity 

Timestamps 
✓ ✓ ✓ 

 

4.5 Evaluation and Comparative Discussion 

of Forensic Tools 
To provide a comprehensive evaluation of the utilized tools, 

their operational performance was analyzed based on data 

acquisition layers. Discord Chat Exporter demonstrated high 

efficiency for cloud-level recovery, extracting 58% of the total 

artifacts (primarily 40 chat logs and server links) directly from 

Discord’s API using token authentication. However, it remains 

entirely dependent on token validity and is incapable of 

recovering local device telemetry. Conversely, Magnet 

AXIOM (22%) and MOBILedit Forensic Express (20%) 

targeted the device’s physical storage, proving highly superior 

in reconstructing installation and execution timelines (e.g., 

tracking the Google Play search and download timestamp on 

May 8, 2026). Furthermore, they successfully extracted hidden 

.cnt cached files containing the actual images and payment 

receipts stored locally. This evaluation confirms that cloud 

tools are efficient for communication retrieval, whereas 

physical tools are indispensable for proving physical 

possession, thereby establishing a robust cross-validation 

framework.  

4.6 Evaluation of Alternative Scenarios 
To further evaluate forensic adaptability across different 

operational scenarios, a simulated deleted-data scenario was 

analyzed. If a suspect actively deletes Discord chat histories 

and cached media before device acquisition, the recovery 

efficiency shifts dramatically. In this scenario, cloud-level 

extraction using Discord Chat Exporter is rendered completely 

ineffective because Discord’s API immediately synchronizes 

and wipes deleted messages from active server logs. However, 

physical-level tools demonstrate high resilience. Magnet 

AXIOM and MOBILedit Forensic Express can bypass 

application-level deletions by scanning the smartphone's 

physical memory partitions (specifically within the 

com.discord directories). Both tools leverage file-carving 

techniques to recover deleted localized cache files (such as .cnt 

images) and reconstruct database remnants stored in the 

Android system’s unallocated space. This scenario comparison 

demonstrates that while cloud tools are optimal for intact data, 

local physical tools are indispensable for counteracting active 

anti-forensic deletion attempts. 
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