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ABSTRACT 

Distributed Denial of Service (DDoS) attacks are a threat to 

computer networks that can disrupt services by flooding the 

target with large amounts of traffic. This study aims to apply a 

digital forensics method based on the National Institute of 

Standards and Technology (NIST) to analyze DDoS attacks on 

MikroTik RouterOS-based routers. The research method 

employs the stages of collection, examination, analysis, and 

reporting, utilizing Wireshark to capture network traffic and 

router logs as digital evidence. The examination process 

involves filtering ICMP and TCP SYN packets to identify 

attack patterns, attacker IP addresses, and attack targets. Test 

results indicate a surge in traffic that caused the router’s CPU 

load to rise above 90% and degraded network service quality. 

Analysis of the captured files and router logs confirms that the 

NIST method is effective for systematically identifying the 

type of attack, its source, and its impact on the network. 
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1. INTRODUCTION 
Distributed Denial of Service (DDoS) attacks are known to 

cause downtime on university servers, thereby disrupting 

online academic services [1]. Wireshark is widely used as a 

network analysis tool to measure Quality of Service (QoS) 

through parameters such as throughput, delay, jitter, and packet 

loss in order to detect network traffic anomalies [2]. 

Additionally, the integration of Snort as an Intrusion 

Prevention System (IPS) and Splunk as a Security Information 

and Event Management (SIEM) system has proven effective in 

mitigating ICMP Flood and SYN Flood attacks by significantly 

reducing attack traffic [3]. The use of the Simple Queue method 

on MikroTik routers has also been shown to optimize 

bandwidth and maintain network stability during traffic spikes 

[4]. QoS parameters such as throughput, delay, and packet loss 

are also utilized to evaluate network quality while detecting 

abnormal traffic [5]. Wireshark is also used in evaluating the 

performance of Virtual Access Points and Real Access Points, 

with results showing no packet loss during the testing period 

[6]. Additionally, the Access Control List (ACL) on MikroTik 

has proven capable of restricting unauthorized network access, 

thereby enhancing network security [7]. Snort, as an Intrusion 

Detection System (IDS), also possesses the ability to detect 

DDoS attacks, brute-force attacks, and port scanning with a 

high degree of accuracy [8]. The Differentiated Services 

(DiffServ) method is known to be effective in managing 

throughput, delay, and jitter in educational streaming systems 

[9]. The implementation of Virtual Local Area Networks 

(VLANs) has also proven capable of reducing delay and packet 

loss, thereby improving network performance and security 

[10]. Other research indicates that Suricata, as an Intrusion 

Detection and Prevention System (IDPS), is capable of 

detecting and mitigating SYN Flood and SQL Injection attacks 

with good performance [11]. DDoS and malware threats are 

also the most common forms of cyberattacks in Indonesia due 

to a lack of education and law enforcement in the field of 

cybersecurity [12]. Firewall rules on MikroTik RouterOS are 

known to be effective in protecting networks from ARP 

Spoofing and DDoS attacks [13]. Additionally, a security 

framework based on Software-Defined Networking (SDN) can 

detect and mitigate slow-rate DDoS attacks with high 

efficiency using online machine learning methods [14]. The 

integration of NIST CSF 2.0, ISO/IEC 27001:2022, and CIS 

Controls is also used to strengthen information security 

management in electronic government systems [15].   

2. LITERATURE STUDY 

2.1 Distributed Denial of Service (DDoS) 
A Distributed Denial of Service (DDoS) attack is a cyberattack 

that floods a target server or computer with network traffic until 

the service becomes slow or inaccessible. These attacks come 

in various forms, such as UDP Flood, ICMP Flood, SYN Flood, 

HTTP Flood, and Slowloris, which exploit system 

vulnerabilities to drain server resources [16]. Therefore, 

additional security systems like Cloudflare Magic Transit are 

needed to help protect servers from DDoS attacks [17]. Figure 

1 illustrates a DDoS attack workflow diagram. 

 

Figure 1 : DDoS Workflow 

2.2 Wireshark 
A Distributed Denial of Service (DDoS) attack is an attack. 

Wireshark is an open-source application used to capture and 

analyze data packets on computer networks to measure network 

quality through QoS parameters such as throughput, packet 

loss, delay, and jitter [18]. Additionally, Wireshark is effective 

in detecting attacks such as TCP SYN Flood by displaying 

network packet details, statistics, and analysis graphs in real-

time through the stages of collection, conversion, and analysis, 

although it has limitations in automatically detecting suspicious 

activity as well as attacks using fake or random IP addresses 

[19]. cyberattacks that flood network traffic on target servers or 

computers until services become slow or inaccessible. These 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.122, July 2026 

72 

attacks include various types such as UDP Flood, ICMP Flood, 

SYN Flood, HTTP Flood, and Slowloris, which exploit system 

vulnerabilities to drain server resources [20]. Therefore, 

additional security systems like Cloudflare Magic Transit are 

needed to help protect servers from DDoS attacks [21]. An 

illustration of the Wireshark workflow can be seen in Figure 2. 

 

Figure 2 : Wireshark Workflow 

2.3 Computer Network 
A computer network is a collection of devices connected to one 

another via wired or wireless media to share data and 

information. Based on their geographical scope, computer 

networks are classified into LANs (Local Area Networks), 

MANs (Metropolitan Area Networks), and WANs (Wide Area 

Networks), which cover very large areas, even spanning 

multiple countries [22]. Figure 3 illustrates a WAN computer 

network. 

 

Figure 3 : Wide Area Network 

2.4 Digital Forensics 
Digital forensics is a field of science focused on the 

identification, collection, preservation, analysis, and 

presentation of digital evidence to investigate information 

technology-based crimes in an objective and legally 

accountable manner [23]. The digital forensics process includes 

the stages of identification, collection, preservation, analysis, 

documentation, and reporting to maintain the integrity of 

evidence during an investigation [24]. In practice, digital 

forensics encompasses several branches, such as network 

forensics to analyze network traffic and detect cyberattacks, 

database forensics to investigate activities within database 

systems, computer forensics to analyze computer devices, and 

device forensics to examine hardware and the digital activities 

stored within it [23]. The stages of digital forensics are 

illustrated in Figure 4. 

 
Figure 4 : Stages of Digital Forensics 

2.5 Firewall 
A firewall is a network security system designed to regulate and 

control incoming and outgoing data traffic to prevent 

unauthorized access and protect the network from cyber threats 

such as hackers, viruses, and other attacks. Additionally, 

firewalls come in several types, including Packet Filtering 

Routers, Application-Level Gateways, and Circuit-Level 

Gateways, and employ techniques to control services, access 

directions, users, and network behavior to enhance system 

security [25]. Figure 5 illustrates the firewall workflow. 

 

Figure 5 : Firewall Workflow 

2.6 National Institute of Standards and 

Technology (NIST) 
The National Institute of Standards and Technology (NIST) 

method is a digital forensic approach consisting of four main 

stages—Collection, Examination, Analysis, and Reporting—

designed to preserve the integrity of digital evidence 

throughout the investigative process. This method provides 

systematic procedures for identifying, collecting, examining, 

analyzing, and documenting digital evidence so that the results 

of the investigation are scientifically and legally sound. In 

practice, the Collection stage is conducted to gather and secure 

digital evidence; the Examination stage is used to verify data 

integrity; the Analysis stage aims to identify critical 

information related to the incident; and the Reporting stage is 

carried out to compile an investigative report to support the 

investigative process [26], [27]. Figure 6 illustrates the 

workflow of the NIST method. 
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Figure 6 : NIST Method Workflow 

3.  RESEARCH METHODOLOGY 

3.1 Research Subject 
The subject of this study is the PC router device. Analysis of 

Distributed Denial of Service (DDoS) attacks was conducted 

using the Wireshark tool to analyze and acquire data from the 

router device, in order to identify the source of the attack. This 

facilitates subsequent steps to secure the system and mitigate 

attacks. This approach also provides accurate forensic evidence 

that supports the investigation and response process.. 

3.2 Software and Hardware 
This research employs a combination of software and hardware 

to support the network forensics process in accordance with 

NIST methods. The software used is Wireshark, serving as the 

primary tool for data acquisition and analysis of DDoS attacks. 

The hardware consists of a laptop running Linux and Windows 

Virtual Machines (VMs). This setup ensures controlled and 

reliable forensic analysis. Details of the hardware and software 

specifications are provided in Table 1. 

Table 1. Hardware and Software Used 

Hardware Software 

Laptop MSI GF63 

11ThinUC 

Oracle Virtual Machine 

Mikrotik RouterOS 6.49.15 

 Oracle Virtual Machine 

Kali Linux 2024.03 

 Oracle Virtual Machine 

Ubuntu 24.04.2 LTS 

 Wireshark 4.2.2 

 Winbox 4.1 

3.3 Analysis 
The research analysis was conducted to identify system 

requirements for detecting Distributed Denial of Service 

(DDoS) attacks using the National Institute of Standards and 

Technology framework through analysis of network traffic 

obtained via packet sniffing using Wireshark. This process 

aims to recognize normal traffic patterns and anomalies such as 

spikes in SYN, ICMP, and UDP packets, as well as support 

system requirements for real-time data acquisition, automatic 

attack trace identification, and digital evidence extraction to 

build a network security system that is responsive and adaptive 

to DDoS threats. In addition, the analysis contributes to 

improving the accuracy of attack detection, optimizing network 

traffic monitoring, and strengthening the incident response 

process against potential cyberattacks.  

3.4 Implementation 
This research was conducted by applying the National Institute 

of Standards and Technology (NIST) methodology in 

simulating a Distributed Denial of Service (DDoS) attack on a 

local network. The implementation process included a 

preliminary study, network setup using Winbox, and attack 

simulation and traffic analysis using Wireshark. The forensic 

stages were carried out through Collection, Examination, 

Analysis, and Reporting to identify attack patterns and the 

attacker’s IP source, as well as to compile a digital investigation 

report based on the captured network traffic. 

4. RESULTS AND DISCUSSION 
A research simulation was conducted to analyze Distributed 

Denial of Service (DDoS) attacks against routers using the 

National Institute of Standards and Technology (NIST) 

methodology. During the Pre-Incident phase, investigators 

prepared for the investigation by installing Wireshark, 

synchronizing device times, and documenting network 

conditions. During the Incident phase, an ICMP Flood attack 

caused a surge in traffic, causing the router’s CPU load to reach 

100% and disrupting the network. Investigators then performed 

live packet capture using Wireshark and obtained a .pcap file 

as the primary digital evidence. Next, in the Post-Incident 

phase, the Examination, Analysis, and Reporting processes 

were carried out to identify attack patterns, the attacker’s IP 

address, the impact on the router, and to formulate prevention 

recommendations such as firewall rules and rate limiting. 

 
Figure 7 : Case Simulation Pra-Incident, Incident and 

Post-Incident 

In figure 7, the stages of handling and analysing network 

attacks, which consist of three phases: Pre-Incident, Incident 

and Post-Incident. During the Pre-Incident stage, the 

administrator prepares the router, configures it using Winbox, 

and installs Wireshark as a network monitoring tool. Next, in 

the Incident stage, the attacker launches an attack on the router 

while the administrator records network activity using 

Wireshark. Once the attack is over, the Post-Incident stage 

involves analysing the network capture file (.pcap) to identify 

the attack activity and reconfigure the router to block the 

attacker's IP address and enhance network security. 

4.1 Collection 
The Collection phase in the National Institute of Standards and 

Technology (NIST) method involves the real-time collection of 

digital evidence during an ICMP Flood attack using a live 

acquisition approach. In this study, Wireshark was run on an 

Ubuntu Linux virtual machine in promiscuous mode to capture 

all network traffic on the same segment as the target router. The 

digital evidence collected consists of .pcap files from 

Wireshark and router logs from Winbox on MikroTik 

RouterOS, which contain source and destination IP 
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information, timestamps, packet sizes, connection activity, and 

unusual traffic spikes. The combination of these two types of 

evidence serves as the primary basis for the Examination and 

Analysis phases. 

Table 2 : Command Line Interface for Opening MikroTik 

Logs 

“To open and view the log”  

/log print  

 

“View logs in real time” 

/log print follow  

 

“Display only the latest logs” 

/log print where topics~“info”  

 

“Display logs related to the firewall” 

 /log print where topics~“firewall”  

 

“Display logs related to attacks or connections”  

/log print where message~“connection”  

 

“Clear all logs”  

/log clear 

 

The MikroTik CLI commands in Table 2 are used to access and 

manage system logs via the Winbox terminal. The /log print 

command displays all router activity, while /log print follow is 

used to monitor logs in real time. Additionally, filters are 

available, such as /log print where topics~“info” for general 

information logs, /log print where topics~‘firewall’ for firewall 

activity, and /log print where message~“connection” to search 

for specific connection activities. The /log clear command is 

used to clear all logs before monitoring or testing begins. 

 

Figure 8 : Log Time, Buffer, and Topics from MikroTik  

In Figure 8, the section highlighted in red in the Log window 

of MikroTik RouterOS Winbox displays detailed information 

regarding recorded DHCP activity. The Time column displays 

network activity occurring within a very short timeframe; a disk 

value in the Buffer column indicates that the log is permanently 

stored on the router’s storage media; and the Topics column 

displays “dhcp,” “debug,” and “packet,” indicating that DHCP 

activity is logged at the data packet level. In the Message 

section, details of the DHCP process are visible, such as the 

client’s IP address (ciaddr and yiaddr), the DHCP server’s 

address (siaddr), and the client device’s MAC address (chaddr). 

A message with Msg-Type = ack indicates that the server has 

successfully confirmed the assignment of an IP address to the 

client, while the Server-Id, lease time, subnet mask, and domain 

server information record the network configuration sent 

during the IP allocation process, indicating that the router is 

intensively logging network activity and saving it as a 

permanent record in the system. 

 

Figure 9 : Exported Mikrotik Log 

In Figure 9, the timestamp May/12/2026 05:25:48 with the 

topics dhcp, debug, and packet in the exported log results 

matches the time in the Winbox log, thus proving that the .txt 

file is a detailed record of identical DHCP activity, marked by 

information such as ciaddr, chaddr, Msg-Type, and Server-Id 

that are recorded synchronously. In the “Message” section of 

the exported log results, DHCP parameters such as ciaddr, 

yiaddr, siaddr, chaddr, Msg-Type, Server-Id, Address-Time, 

Subnet-Mask, Domain-Server, and Router are visible; their 

contents match the logs in Winbox but are presented more 

comprehensively in text format. This consistency in timing and 

content demonstrates the reliability of RouterOS’s logging 

mechanism in recording network activity, even across different 

formats, thereby reinforcing the validity of the digital evidence 

captured by the system. 

 

Figure 10 : Wireshark capture results for Time, Source, 

and Destination  

In Figure 10, the time column shows packets recorded in very 

close time intervals, indicating rapid and consecutive data 

transmission, with Source IP 192.168.10.4 as the consistent 

sender and Destination IP 192.168.10.1 as the single 

destination, revealing a massive one-way communication 

pattern occurring simultaneously. Meanwhile, the Protocol 

column shows that all packets use ICMP, Length indicates a 

uniform packet size of 60 bytes, and the Info column shows 

Echo (ping) requests with continuously increasing sequence 

numbers, indicating the repeated, sequential transmission of a 

large number of ICMP Echo Requests with a consistent packet 

structure.  

Table 3 : MD5 hashes of digital evidence 

File MD5 
log.0.txt 66082F7546EA6DA229FF9F7074ADC5A2 

ddos.pcapng a90eaab57ff044b5dd45cd3b74733f7e 

 

Table 3 shows the MD5 values of two pieces of evidence: a 

.pcap file captured by Wireshark and a .txt file exported from 

the router log. The MD5 values are used as an integrity 

verification method to ensure that neither file has been altered 

since it was first collected. By comparing the hash values, the 

authenticity of the data can be proven technically and 

objectively. The use of MD5 at this stage helps maintain the 

validity of the digital evidence throughout the forensic analysis 

process.  

4.2 Examination 
The examination phase involved analyzing the .pcap file using 
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Wireshark with an ICMP filter to display specific traffic. The 

results showed a sudden surge in echo request packets, 

indicating an attack. Additionally, the timestamps in Wireshark 

were compared with the MikroTik RouterOS logs to confirm 

that all data originated from the same attack event. 

 

Figure 11 : Filtering of Wireshark Capture Results 

In figure 11, the traffic dominated by ICMP Echo Request 

packets from IP 192.168.10.4 to IP 192.168.10.1, with 

continuously increasing sequence numbers and very short 

intervals. Packet details show ICMP Type 8 (Echo Request), a 

hallmark of an ICMP Flood attack that overloads the router’s 

resources due to the high volume of requests being processed. 

This indicates a recurring attack pattern that disrupts network 

performance.  

 

Figure 12 : MikroTik CPU Load 

In figure 12, the results of a MikroTik RouterOS resource check 

via Winbox to identify abnormal activity leading to a DDoS 

attack. The CPU Load is seen reaching 100%, indicating the 

router is under heavy load due to a surge in network traffic such 

as an ICMP Flood, SYN Flood, or UDP Flood, while 

information on CPU Frequency, memory capacity, and uptime 

is used to support analysis of the system’s condition during the 

attack. In the Resources view, the Free Memory value of 35.0 

MiB out of a total of 64.0 MiB indicates that part of the memory 

has been used by system processes and network traffic. In the 

NIST Examination phase, this memory check is crucial for 

identifying the impact of DDoS attacks, which can increase 

memory usage, degrade system performance, and disrupt 

network services; thus, memory usage serves as a critical 

indicator in network forensic analysis of abnormal traffic 

activity. 

4.3 Analysis 
The Analysis phase is the core process of digital forensics, 

involving the analysis of data captured by Wireshark and 

MikroTik RouterOS logs to identify the patterns, sources, and 

impact of DDoS attacks on the network. The analysis is 

conducted by filtering ICMP packets to detect large volumes of 

repetitive Echo Request activity within a short timeframe, 

which indicates the characteristics of an ICMP Flood attack. 

The analysis results show a significant increase in ICMP traffic, 

causing high load on the router’s CPU and memory, as well as 

resulting in latency, connection disruptions, and request 

timeouts. Additionally, a correlation is performed between 

Wireshark data and RouterOS logs based on timestamps, 

source IP addresses, protocol types, and packet patterns to 

confirm that the abnormal traffic originates from an ICMP 

Flood attack. The results of this Analysis phase serve as the 

basis for validating digital evidence, as well as for compiling 

reports and mitigation recommendations to prevent similar 

attacks in the future. 

 

Figure 13 : Input/Output Graph from Wireshark Capture 

Results 

In figure 13, the results of network traffic analysis using the I/O 

Graph feature in Wireshark during a Distributed Denial of 

Service (DDoS) attack. The graph shows a very high traffic 

spike of over 20,000 packets per second, indicating massive 

and continuous packet transmission that caused network 

overload due to an ICMP Flood attack. The stable traffic pattern 

over a specific period indicates flooding activity not found 

under normal network conditions, thus categorizing it as a 

DDoS attack anomaly. At the end of the graph, a drop in traffic 

to near zero is visible, indicating that the attack has ceased. 

Additionally, the appearance of TCP Errors indicates 

communication disruptions caused by high network traffic. The 

results of this graph serve as digital evidence in the Analysis 

phase of the National Institute of Standards and Technology 

(NIST) method for identifying the patterns and intensity of 

network attacks. 

 

Figure 14 : Wireshark Ip Destination Filtering 

In figure 14, the process of analyzing network packets using the 

Wireshark application during the Analysis phase of the 

National Institute of Standards and Technology (NIST) 

method. In this process, packet filtering is performed to identify 

anomalous traffic indicative of a Distributed Denial of Service 

(DDoS) attack, specifically the ICMP Flood type. The system 

displays only ICMP protocol packets addressed to the target IP 

address 192.168.10.1. This filter is used to simplify the 

identification of attack packets by focusing the analysis on 

ICMP traffic directed at the target device. 
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Figure 15 : MikroTik RouterOS Resources 

In figure 15, the resource status on MikroTik RouterOS during 

a Distributed Denial of Service (DDoS) attack. The CPU Load 

reaches 100% as the router continuously processes a large 

volume of network traffic, while Free Memory stands at 35.0 

MiB out of a total of 64.0 MiB, indicating system overload. 

Compared to normal conditions with low CPU Load and stable 

memory usage, a DDoS attack causes a significant increase in 

resource usage, leading to reduced router performance and 

triggering network disruptions such as unstable connections, 

response delays, and request timeouts. 

 
Figure 16 : Wireshark Capture Statistics – Conversations 

In figure 16, the analysis results from the Conversations menu 

in Wireshark for the ddos.pcapng file. The capture results 

reveal extremely high network traffic between MAC addresses 

08:00:27:06:2f:ce and 08:00:27:31:40:d3 via the IPv4 protocol, 

totaling approximately 1,355,433 packets with a data size of 81 

MB. Of the total 1,356,122 packets analyzed, 99.95% consisted 

of filtered traffic relevant to the attack activity. A massive spike 

in traffic over a short period indicates a DDoS attack, so these 

analysis results aid the network forensic investigation process 

in identifying the source and characteristics of the attack. 

4.4 Reporting 
In the Reporting phase, based on the NIST framework, all 

findings from the collection, examination, and analysis 

processes are compiled into a systematic, coherent, and 

accountable report. This report includes a timeline from pre-

incident to post-incident, accompanied by digital evidence in 

the form of MikroTik RouterOS firewall logs, .pcap files from 

Wireshark, and screenshots of Resources showing CPU Load 

reaching 100% and memory pressure. This section explains the 

identification of the attacker’s IP, the target IP (router), the 

targeted ICMP protocol, and the pattern of massive echo 

requests that degraded the router’s performance, leading to the 

logical conclusion that the service disruption was caused by an 

ICMP flood DDoS attack and serving as the basis for network 

security enhancements. 

 
Figure 17 : Pie Chart of Findings from Digital Evidence 

In figure 17, a pie chart showing the distribution of forensic 

evidence sources in the ICMP Flood attack investigation. A 

total of 57% of the findings originated from the analysis of 

.pcap files in Wireshark, 29% from logs in MikroTik 

RouterOS, and 14% from the Resources menu in Winbox, 

which indicated a rise in CPU load. This distribution confirms 

that forensic evidence is supported by a combination of several 

digital artifacts that reinforce each other in confirming the 

occurrence of an ICMP Flood DDoS attack. This result shows 

that packet analysis provides the most dominant contribution in 

identifying attack patterns and abnormal traffic behavior. At 

the same time, system logs and resource monitoring serve as 

supporting evidence that strengthens the accuracy and validity 

of the forensic investigation. This also improves the reliability 

of the investigation results. 

Table 4 : Forensic Results of the ICMP Flood Attack 

Source of 

Evidence 

Observed 

Parameters 

Findings Notes 

Wireshark 

capture 

.pcap file 

Dominant 

protocol 

ICMP There is a 

very high 

spike in 

ICMP Echo 

Requests 

File .pcap Source IP 

address 

192.168.10.4 This IP 

address has 

been 

identified as 

the sender 

of the most 

packets 

File .pcap Destination 

IP Address 

192.168.10.1 The router's 

IP address 

as the target 

of the attack 

MikroTik 

RouterOS 

logs 

ICMP 

traffic logs 

Constant 

requests 

Impacting 

router 

performanc

e 

Resources 

Menu in 

Winbox 

CPU Load 95–100% Occurs 

during an 

attack 

Packet 

statistics 

in 

Wireshark   

Number of 

packets per 

second 

Very high 

(flood) 

Indicates a 

DDoS 

pattern 

Log 

Router 

Event Time Based on the 

time in the 

.pcap file, 

identify DDoS 

patterns 

Time 

synchroniza

tion of 

evidence 
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Table 4 shows the results of the forensic analysis of the .pcap 

file in Wireshark, which reveals a dominance of the ICMP 

protocol with a surge in Echo Requests. IP 192.168.10.4 was 

identified as the source of the attack and 192.168.10.1 as the 

target (router). The logs on MikroTik RouterOS show 

continuous ICMP requests overloading the router, corroborated 

by the Resources view in Winbox showing CPU usage at 95–

100%. The extremely high packet statistics and the time 

alignment between the router logs and the .pcap file confirm 

that all evidence stems from the same ICMP Flood DDoS 

attack method. 

5. CONCLUSION 
Based on the study entitled “Forensic Analysis of Distributed 

Denial of Service (DDoS) Attacks Using the National Institute 

of Standards and Technology (NIST) Methodology,” it can be 

concluded that DDoS attacks can be effectively detected 

through network traffic analysis using Wireshark by employing 

packet sniffing and filtering techniques for ICMP, SYN, and 

UDP packets to identify traffic spikes, abnormal 

communication patterns, and incomplete connections as early 

indicators of an attack. The experimental results demonstrated 

that the ICMP Flood attack generated a significant increase in 

network traffic, causing the MikroTik RouterOS CPU Load to 

reach 95–100% and degrading overall network performance. 

Furthermore, the NIST digital forensics methodology, 

consisting of the Collection, Examination, Analysis, and 

Reporting phases, proved effective in systematically 

identifying attack patterns, packet characteristics, attack 

timestamps, source IP addresses, and the overall impact of the 

attack. The correlation between Wireshark packet captures, 

MikroTik RouterOS logs, router resource monitoring, and 

MD5 hash verification strengthened the validity and integrity 

of the digital evidence throughout the forensic investigation 

process. Therefore, the proposed approach provides a 

structured and reliable framework for detecting, analyzing, and 

documenting DDoS attacks, making it suitable for 

implementation in educational institutions and small-to-

medium-sized organizations. Future research may extend this 

work by evaluating additional DDoS attack types, including 

SYN Flood, UDP Flood, HTTP Flood, and Slowloris, under 

various network environments, as well as integrating machine 

learning techniques with intrusion detection and prevention 

systems such as Snort and Suricata to improve detection 

accuracy and enable automated mitigation. In addition, future 

studies may investigate cloud-based protection services and 

Software-Defined Networking (SDN) approaches to provide 

more adaptive, scalable, and effective defense mechanisms 

against increasingly sophisticated DDoS attacks. 
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