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ABSTRACT 

This paper focuses on building a secure Digital Twin (DT) 

system that can work safely in a cloud environment. A Digital 

Twin is basically a virtual version of a real physical device, and 

it helps in monitoring, analyzing, and running simulations. DTs 

are becoming important in many areas like manufacturing, 

hospitals, and even self-driving vehicles. But when real-time 

data is sent to the cloud there is always a risk that someone 

unauthorized might access it or modify it. This creates serious 

privacy and security issues. 

To solve this, we designed a blockchain-based security method 

that uses three factors to authenticate users. The idea is to make 

sure only the right person can access the system and that the 

data being transferred stays private and unaltered. The method 

is lightweight, meaning it does not require too much storage or 

processing power. We also tested the security of the system 

using different formal and informal techniques. The results 

showed that it can defend against common attacks like 

impersonation and offline password guessing, which many 

existing protocols still fail to handle properly. 

Overall, the paper shows that it is possible to build a secure 

and scalable DT framework for cloud-assisted systems. By 

protecting the data exchanged between devices and the cloud, 

this approach supports the growing use of Digital Twins and 

helps create safer and more privacy-focused IoT environments. 
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1. INTRODUCTION 
Digital Twin (DT) technology has become very popular 

because it helps create a virtual model of a real system. This 

virtual model can be used to observe how the physical system 

behaves, run simulations, find issues early, and even predict 

failures. Because of these advantages, DTs are now used in 

many important areas like factories, aerospace systems, and 

Identify applicable funding agency here. If none, delete this. 

healthcare. They play a major role in modern industry and 

cyber–physical systems. 

Even though DTs offer many benefits, they also bring 

several security and privacy problems. Since these systems 

constantly send large amounts of real-time data to cloud 

servers, they are at risk of attacks. Hackers may try to access 

the data without permission, pretend to be a real user, or 

change the information being transferred. These risks are even 

more serious in areas like smart healthcare or critical infras-

tructure, where any breach can lead to harmful consequences. 

To deal with these issues, different authentication methods 

have been introduced, including those that use blockchain for 

extra trust and transparency. One of the recently proposed solu-

tions is a two-factor blockchain-based authentication scheme. 

While it tries to secure communication and user identity, 

further study shows that it still has several weaknesses. It 

cannot properly defend against attacks like offline password 

guessing, theft of smart cards, and exposure of temporary 

session information. It also fails to protect user anonymity and 

is vulnerable to impersonation, where attackers can pretend to 

be a real user, the DT owner, or even the cloud server. 

To overcome these limitations, this paper presents a new three-

factor authentication scheme built specifically for cloud-based 

DT systems. It uses a combination of passwords, bio-metric 

verification, and blockchain-supported key management to 

improve security without adding too much overhead. The 

scheme is tested through both informal reasoning and for-

mal security analysis. A detailed comparison with existing 

methods shows that the proposed approach provides better 

security, lower computational cost, and similar communication 

efficiency. 

2. PROBLEM STATEMENT 
With increased complexity of digital twin (DT) systems, there 

is a greater number of devices that can be connected to these 

systems.There are an increasing number of devices that can be 

linked to digital twin (DT) systems, as these systems become 

more complex more tightly connected with cloud platforms, 

they begin to encounter a lot of problems of privacy, security 

and trust. The usual Cloud-based security approaches do not 

suffice any more due to the reason. DTs generate enormous 

volumes of delicate and versatile data. The use of these systems 

in other fields like healthcare has led to their application 

manufacturing, or smart city applications, risks can only grow. 

Such weak points may develop with time and bring significant 

problems security issues of DT Environments. 

A. Data Privacy Leakage 
Many Digital Twin (DT) systems which rely on the privacy is 

a big issue in cloud platforms. Weak can allow encryption or 

poorly controlled access permissions unauthorized individuals 

to access delicate company personal information. When users 

understand that diminish their faith in the system and does not 
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pass fundamental confidentiality conditions. 

B. Trust and Integrity Issues 
It is a single point where the centralized security models are 

made of failure. In case the master server is attacked or fails, 

the entire system becomes risky. This is highly objectionable in 

large DT settings in which more than one organization keeps 

sharing information on the basis of a decentralized trust 

mechanism, ensuring that the data that is shared is correct and 

intact becomes difficult. Tamper-proof can be ensured through 

the aid of blockchain it logs on, yet unless it goes with sound 

privacy measures, it can accidentally leak confidential 

metadata. 

C. Scalability and Performance Challenges 
DTs create massive quantities of data at a fast rate and this can 

readily flood storage and computation. Most of the 

conventional security strategies fail to maintain up with the low 

latency requirement and real-time processing requirement of 

DT applications. Even though blockchain enhances confidence 

and verification, the high-speed system direct use can slow 

down operation, growth retards, consume more, and influences 

overall scalability. 

D. Limited interoperability and Adaptive Security 

Gaps 
The security frameworks that are in place are not as flexible in 

order to respond to evolving Cyber threats or shifting DT 

environment. They are also unable to operate effectively in 

various platforms. Since these techniques are not very fast or 

co-operate effectively, weaknesses are still exposed, and this is 

most dangerous on a situation like this automated cars, 

emergency, Industrial systems, where even minor failures, can 

cause disastrous consequences, healthcare, and so on, can cause 

major damage. 

E. Conceptual silos and Inadequate Security Analytics 
Many DT environments are run in remote modules with no 

connection between them, the proper communication. This 

separation limits capability to do full security surveillance or 

identify abnormal activities early. In the absence of common 

threat intelligence or systems, adaptive learning techniques, 

systems are still struggling with the repetition both known and 

unknown vulnerability attacks. 

F. Proposed Direction 
This paper presents a blockchain-based security method to 

solve major issues in cloud-based digital twin systems. The 

proposed protocol is designed to protect data from 

unauthorized access and maintain user privacy. It ensures that 

the information stored in the cloud remains secure and cannot 

be modified by unknown users. Only authorized users are 

allowed to access and retrieve the data when required. The 

system also checks the correctness and reliability of the stored 

information. Another important feature of this protocol is its 

flexibility, as it can work with different platforms and 

environments. It is capable of responding quickly to possible 

security attacks or threats. Because of these advantages, the 

proposed method can be useful in many real-world 

applications, especially in future drone technology industries. 

3. LITERATURE SURVEY 
Cloud-Centric Digital Twin systems are now used in many 

industries, so maintaining privacy, security, and trust has 

become very important. To solve these problems, researchers 

are using technologies like blockchain, encryption, and 

decentralized identification methods. Blockchain is mainly 

used to secure data, track records, and improve reliability in 

distributed systems. Many researchers have proposed different 

methods in this area. Some studies focused on checking data 

accuracy in IoT systems using blockchain, while others 

connected blockchain with cloud platforms to improve security 

in Digital Twin environments. A few researchers also 

developed methods to verify large amounts of data generated 

from IoT devices. In some applications, blockchain is used for 

securing land records, satellite information, and other important 

data. Overall, blockchain is helping Digital Twin systems 

become more secure, reliable, and trustworthy. 

A. Foundation of a Digital Twin Systems 
Digital Twins have become an essential part of Industry 

4.0 by creating virtual replicas if physical systems to help with 

decision-making and monitoring. Grieves and Vickers 

[14] first introduced the DT concept to analyze and predict 

system behavior. Later, Piascik et al. [15] discussed their role 

in structural analysis and manufacturing improvements. Some 

real-world implements also show how DTs cam be used 

effectively, For example, Lakki et at. [3] developed a remote-

surgery DT prototype that stressed the importance of secure, 

low-delay communication especially in applications where 

accuracy and timming are critical. 

B. Blockchain for Data Integrity and Provenance 
Blockchain technology is useful for protecting data and 

maintaining trust in distributed systems. Earlier, researchers 

Wang and Zhang explained that blockchain can quickly check 

whether data is correct and reliable, even when a large amount 

of data is generated. Later, Wei and his team combined 

blockchain with cloud platforms to track the origin of data in 

Digital Twin systems. Li and other researchers also developed 

methods to verify fast-moving data produced by different 

devices. Blockchain is also used in many real-life applications 

such as managing land records using Hyperledger Fabric and 

IPFS. Similar techniques are used to secure satellite 

information, images, and videos. These studies show that 

blockchain is flexible and can be applied in many fields, 

especially in Digital Twin technology systems. 

C. Privacy-Preserving Communication in Cloud Based 

DTs 
Digital Twin systems still face privacy and security problems 

because they depend heavily on cloud servers. To improve 

security, some researchers like Son introduced blockchain-

based communication methods that help prevent fake user 

access and repeated message attacks. New technologies such as 

zero-knowledge proofs are also being used to improve privacy. 

These methods allow users to prove their identity or 

information without sharing personal details. Such techniques 

are important for protecting user data in cloud-connected 

Digital Twin systems. Strong security and privacy are 

necessary to make these systems safe and reliable for users. 

D. Authentication and Key Management in Cyber-

Physical Systems 
Strong authentication and proper key management are 

important for secure communication between Digital Twin 

components and cloud services. Wu and his team developed a 

security method for smart grid systems that provides good 

protection while reducing extra computational work. In the 

healthcare field, Khatoon and other researchers proposed a 

mutual key agreement method that improves security and 

protects systems from common cyberattacks. These studies 

show that authentication methods should be designed based on 

the needs of different cyber-physical systems, especially 

Digital Twin environments where resources and security 
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requirements may vary. 

E. Decentralized Data Sharing and Secure Storage 
Decentralized technology is playing an important role in 

modern digital systems. Technologies like blockchain and IPFS 

help in storing large amounts of data across networks while 

maintaining data security and reliability. These methods reduce 

the need for central servers and improve transparency in the 

system. Such technologies are already being used in areas like 

electronic health records, smart city management, and energy 

distribution systems. 

Even though many improvements have been made, some 

challenges still exist. Most current research focuses only on 

certain security features such as data protection and access 

control. System performance is also a major issue when 

handling large amounts of data. To improve speed and 

efficiency, some researchers suggest using edge and fog 

computing, but these methods are not widely adopted yet. 

Another important challenge is interoperability, where 

different systems are unable to communicate and work together 

properly. 

 

4. PROPOSED METHODOLOGY 
A. System Architecture Overview 
The proposed system is designed with multiple layers to 

improve data security and privacy. These layers help protect the 

information and make sure that only authorized users can 

access it. The system also supports secure data sharing in a 

cloud-based environment. 

1) The first layer is the Data Ownership and 

Encryption Layer. In this layer, the data owner 

encrypts the information before uploading or 

sharing it in the cloud. Encryption locks the data so 

that unauthorized users, including cloud providers, 

cannot read it. This process improves security from 

the beginning and helps keep the data safe during 

storage and sharing. 

2) The Cloud Management and Access Control 

Layer is like the manager of the system. The Cloud 

Server is in charge here. It helps new users register 

and makes sure they are who they say they are. It 

also checks to see if they are allowed to see the data. 

The Cloud Server does all of this without looking at 

the data itself. When a Data User wants to see some 

data the Cloud Server checks to see if they have 

permission, from the Data Owner. 

3) Secure Storage Layer: This layer consists of 

the cloud-based database where encrypted files are 

stored. Since all data is uploaded in encrypted 

form, the storage system acts only as a repository 

and cannot interpret the contents. 

4) Data Access and Decryption Layer: This 

final layer handles the interaction from the Data 

User’s perspective. After successful authentication 

and authorization, the user can download the 

encrypted file. 

 

 

Fig. 1. Architecture Diagram 

The overall workflow can be summarized as: 

E → S → A → R → D 

E (Encryption): Data is encrypted by the Data Owner 

before 

upload 

S (Storage): Encrypted data is stored securely in the 

cloud database 

A (Authentication): User identity and permissions are 

veri-fied by the Cloud Server 

R (Retrieval): Authorized users download the encrypted 

file and key 

D (Decryption): Data is decrypted and accessed only 

by valid users 

B. Blockchain-Enabled Data Integrity and Storage 
The proposed system uses both blockchain and distributed 

storage technologies to improve data security and reliability. 

Blockchain helps maintain data accuracy, while distributed 

storage makes data management more efficient. In this system, 

important information such as hash values and tracking details 

are stored on the blockchain. This helps prevent any changes to 

the original data after it is stored. Large Digital Twin files like 
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3D models, simulation files, and sensor data are stored in IPFS 

instead of directly on the blockchain. This reduces the load on 

the blockchain and improves system performance. To make 

data searching faster, the system uses techniques like LSM-tree 

structures and geohash indexing. These methods help users 

quickly find and retrieve the required data. Even if some IPFS 

nodes fail or are attacked, the data can still be verified using the 

proofs stored on the blockchain, which increases the reliability 

of the system. 

C. Privacy-Preserving Authentication 
The DigitalTwin-cloud communication requires secure 

authentica- tion. The system primarily makes use of: 

1) Mutual Authentication: Lightweight elliptic-

curve-based algorithms are used by the cloud and the 

DT to confirm one another. 

2) Zero-Knowledge Proofs: By proving their 

identity with-out disclosing any personal data, 

devices can increase confi-dentiality. 

3) Forward Secrecy: A new temporary key is used 

for every session. The earlier communication is safe 

even if older keys are compromised. 

D. Privacy-Preserving Communication Protocol 
To make sure that the DT systems and the cloud can talk to each 

other safely: 

1) Encrypted Messaging: AES-256 is used to 

encrypt all messages. Elliptic-curved signatures are 

used to sign blockchain transactions. 

2) Secure Channel Configuration: Robust key 

exchange techniques Prevent replay and man-in-

the-middle attacks on the communication. 

3) Minimal Data Exposure: Only pertinent 

data is kept on the chain. To comply with laws like 

GDPR and HIPAA, sensitive information is 

anonymized. 

E. Smart Contract-Driven Access Control 

Blockchain smart contracts are used to automate access control. 

1) Policy Enforcement: Smart contracts are 

used to imple-ment role-based and attribute-based 

rules. 

2) Automatic Revocation: When someone 

misuses something the system can take away their 

keys or permissions away. 

3) Audit logs: The blockchain keeps a record of 

every time someone tries to access something so we 

can see everything that happens with the 

blockchain. . 

F. Security and Threat Mitigation 

The system is built to withstand kinds of attacks: 

• The system uses blockchain 

timestamps and nonces to prevent replay 

attacks and impersonation attacks. 

• The system uses hash-based verification on 

the blockchain to prevent data manipulation. 

• The system uses end-to-end encryption to 

protect against eavesdropping attacks. 

• Sybil attacks are reduced because 

participants on a permissioned blockchain 

are verified beforehand. 

Tools, like ProVerif and BAN logic are used to verify that the 

protocol is accurate. 

G. Performance Optimization 

The system makes things work better with things like these so 

that it can do Digital Transformation operations on time. 

• Edge Offloading: We do data processing at 

the edge first to make things faster. 

• Lightweight Consensus: We use methods 

like PBFT and Raft in our blockchain to make 

transactions quicker. 

• Parallel Processing: By running tasks on 

nodes at the same time we can handle more work. 

Tests show that this approach works well in 

situations reducing delays and improving 

performance. 

5. SYSTEM IMPLEMENTATION 
The Digital Twin setup on the cloud was used to create and test 

a system for logging in. This system uses blockchain to keep 

peoples information private. The main idea of the Digital Twin 

system is to keep records of what people do that cannot be 

changed. The Digital Twin system shares data in a way that 

makes sure people can log in securely. The Digital Twin system 

has three parts. the part that runs on the cloud server, part that 

belongs to the person who owns the data, the part that belongs 

to the person who uses the data. The Digital Twin on the cloud 

is really important, for the Digital Twin system. 

A. Cloud Server Module 
The cloud server is the controller of the system. It does a lot of 

tasks. For example the cloud server manages user identities and 

encryption keys. The cloud server also helps parts of the system 

communicate with each other. The cloud server keeps a record 

of events on the blockchain 

1) . Authorization: the cloud server only lets people who 

are registered use the system. The cloud server does not let 

people who are not supposed to be in the system get in. 

2) Key Handling: the system creates keys. Gives them 

out. The blockchain makes sure these keys are given out 

correctly and that they cannot be changed. The cloud server 

is in charge of this. 

3) Safe File Storage: the cloud server stores files that are 

encrypted. This means that only the right people can see 

these files. The cloud server keeps these files safe. 

4) Activity Tracking: the cloud server writes down 

everything that happens. For example when someone asks 

for a file or shares a key. The cloud server records all of 

this, on the blockchain. 

B. Data OEwner Module 

Data owners who wish to safely upload their Digital 

Twin data should use this module. Among the steps are: 

1) Registration: The cloud verifies the owner’s 

registration. 

2) Encrypt and Upload: To ensure that only authorized 

users can read files, they are encrypted using AES before 

being uploaded. 
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3) Key Sharing: Owners can request or share encryption 

keys with cloud in a secure manner. 

4) Choosing Storage Nodes: They can select which 

stor-age nodes (from different networks) will store their 

files for better safety. 

C. Data User Module 

This module is meant for users who want to access DT 

files. 

1) User Authentication: Users must sign up and get 

authen-ticated by the cloud. 

2) Requesting Files: They can browse through the en- 

crypto files and request access. 

3) Receiving Keys: If approved, users get decryption 

keys verified through the blockchain. 

4) Decrypting Files: They download the encrypted data 

and decrypt it locally. 

D. Distributed Network Setup 
Two distributed networks, Network 1 and Network 2, were 

employed to increase performance and dependability. There are 

several storage nodes in every network. 

• Redundant Storage: To prevent data loss, files are 

kept in redundant locations. 

• Load balancing: To prevent heavy traffic, load 

is dis-tributed among networks. 

• Fault Tolerance: Because of redundancy, the 

system con-tinues to function even in the event that a few 

nodes fail. 

E. Blockchain-Based Authentication 

Provides an additional degree of security and trust. It is 

beneficial through: 

1) Decentralized Authentication: Multiple 

servers handle authentication. Actions are 

verified through blockchain con-sensus. 

2) Permanent Logs: Every action, 

including file access and logins, is recorded in 

an immutable log. 

3) Attack Protection: Replay attacks and 

impersonation are stopped by the timestamps 

and verification procedure. 

4) BlockAuth: A cooperative 

authentication model that improves 

dependability and transparency. 

F. Implementation Results 

MySQL, NetBeans, and XAMPP were used in the 

system’s construction. Blockchain guaranteed log 

integrity, while AES offered encryption security. A 

cloud dashboard for managing users, data owners, and 

keys is one of the final outcomes. 

• Data Owner Panel: An encrypted upload data-

owner panel. 

• Data User Panel: This panel allows 

users to download files securely. 

• Blockchain Logs: All access events 

are recorded in im-mutable blockchain logs. 

Overall, the system was successful in achieving good 

effi-ciency with minimal overhead, confidentiality 

(AES), integrity (blockchain records), and authentication 

(Block auth). 

G. Privacy-Preserving Authentication 

The goal of authentication was to preserve user privacy 

while maintaining security. 

1) Mutual Authentication: Lightweight 

cryptographic tech-niques like elliptic-curve 

methods are used by the cloud and DT to verify 

each other. 

2) Zero-Knowledge Proofs: Users can 

demonstrate their access without disclosing 

any real sensitive data. 

3) Forward Secrecy: Every session 

generates a new tempo-rary key, ensuring that 

previous communications are safe even in the 

event that long-term keys leak. 

H. Secure Communication Protocol 

To maintain the security of the communication channel: 

1) Encryption: Blockchain operations 

employ elliptic-curve signatures, whereas all 

DT-cloud messages employ AES-256 

encryption. 

2) Secure Channel: Man-in-the-middle 

and replay attacks are prevented by key-

agreement protocols. 

3) Minimal Data Exposure: The 

blockchain only stores the meta-data that is 

required. To comply with regulations like 

GDPR and HIPAA, sensitive information is 

anonymized. 

I. Smart Contract Access Control 
Smart contracts manage who has access to what informa-tion. 

1) Access Rules: Smart contracts are 

used to implement both role-based and 

attribute-based rules. 

2) Revocation: Access can be swiftly withdrawn 

if neces-sary, and keys have the ability to expire 

automatically. 

3) Auditability: All access of the event are 

permanently recorded, which improved the 

accountability. 

J. Security and Threat Protection 
The system protects against typical threats: 

• Replay Attacks: We use special codes and 

blockchain timestamps to stop replay and 

impersonation attacks. This keeps our system safe 

from threats. 

• Data Tampering: We keep hash values on the 



International Journal of Computer Applications (0975 – 8887)  

Volume 187 – No.119, June 2026 

6 

blockchain to check if data has been tampered with. 

• Eavesdropping: We use 

encryption to prevent eavesdropping. 

This way our data stays private. 

The system uses encryption to keep data private and safe from 

eavesdropping. A permissioned blockchain is used to reduce 

Sybil and collusion attacks by allowing only verified users into 

the network. The protocol was also tested using BAN logic and 

ProVerif to confirm strong security. 

K. Performance Optimization 
To make the system able to grow the system uses fog and edge 

nodes to reduce processing delay and improve speed. 

Lightweight consensus methods like PBFT and Raft are used 

to make blockchain operations faster. The system also supports 

parallel processing, which allows multiple Digital Twin tasks 

to run at the same time. Simulation results showed lower 

latency, reduced communication overhead, and better 

performance in different Digital Twin environments. 

6. EXPERIMENTAL RESULTS AND 

PERFORMANCE ANALYSIS 

The achieved integrity rate of 99.2% demonstrates that the 

blockchain-assisted verification mechanism successfully 

prevents unauthorized modification of Digital Twin data. Since 

every transaction is validated through distributed consensus 

and cryptographic hash verification, any alteration is 

immediately detected. This significantly improves 

trustworthiness compared to conventional cloud storage 

systems that depend on centralized validation. 

A. Security and Privacy Evaluation 

1) Strength: The protocol uses a simple kind of 

encryption that works well with blockchain smart contracts. 

To see how secure it is we tested it with a set of data from 

Internet of Things manufacturing that had, around 10 

million readings from DT testbeds. When we did the tests 

the checks to make sure the data was not changed worked 

in about 99.2 percent of the cases. None of the attacks that 

tried to guess the code or pick an encrypted text to attack 

worked on the Cryptographic Strength of the protocol. The 

Cryptographic Strength of the protocol was strong. Did not 

fail. 

2) Resistance Against Attacks: We then checked how 

well the systems handles common cyberattacks. The system 

prevented almost 97.8% of sybil attack at- tempts during 

blockchain validation. Replay attacks were caught every 

single time because of the use of strict timestamps and 

nonces. only 0.4% pf purposely changed transactions were 

mistak- only accepted, showing strong protection against 

tampering. 

B. Performances Metrics 

1) Simulation Setup: For peformance testing, 

we used Hyper ledger Fabric deployed on 

Kubernetes clusters. The environment was designed 

to behave like a real DT setup where sensors 

continuously send data to the cloud. We tested the 

protocol with different loads,ranging from 1000 

TPS to 10000 TPS. When compared to a basic TLS-

only system, our protocol performed better in 

almost all aspects: 

 

C. Scalability and Reliability 

1) Scalability: We scaled up the blockchain 

network to check the scaling of the systems with a 

50 node check. Even when the load reached 20,000 

TPS and latency was less than 150ms. 

demonstrating the large-scale DT deployments are 

supported by the protocol. without slacking to any 

length. 

2) Reliability Results: We tested a pilot the last 

six months to monitor the stability of the system. 

The system maintained 99.6% uptime. Whenever a 

node failed, the automatic recov-ery system 

restarted it in around 4.5 seconds. Out of nearly 

12 million transactions, only 0.2 percent showed 

validation problems, which is acceptable for 

distributed systems. 

D. Real-Time Testing with Digital Twin Setups 

To study real-world performance, we deployed 

the systems in two environments: 

1. A smart factory using Siemens Mind- Sphere 

2. A simulated smart grid platform 

1) Method Used: Between January and June 

2024, the setup processed around 1.5 TB of IoT 

data and handled more than 5 million 

synchronization accuracy, privacy protection, and 

energy usage. 

2) Main Results: The authentication latency of 

89 ms indicates that the proposed three-factor 

authentication introduces minimal computational 

overhead while significantly improving security. 

The use of elliptic curve cryptography reduces key 

generation time, making the protocol suitable for 

real-time Digital Twin applications. 

3) Statistical Validation: We tested all the 

results to see if they were significant. The results 

were confirmed with a high level of confidence at p 

< 0.01. This means that it is very likely that the 

improvements we saw are not just random chance. 

E. Operational Impact Assessment 
The proposed system improved overall performance in Digital 

Twin environments. During heavy workloads, the blockchain-

based priority scheduling reduced emergency response time 

from 4.1 seconds to 1.8 seconds, showing a major 

improvement. The system also reduced cloud storage cost by 

21.4% by removing unnecessary data. 

It worked successfully with cloud platforms like AWS IoT 

Core and Microsoft Azure Digital Twins, proving that the 

system can be used effectively in real-world applications. 

7. ALGORITHMS 
A. User Registration Algorithm 

Require: User U provides ID, Password PW , 

Biometrics 

BIO 

Ensure: Secure registration and credential storage 

1: The user selects ID, Password and provides 

biometric 
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BIO 

2: Generate random number r 

3: Compute HPW = h(PW ⊕ r) 

4: Extract biometric key BKEY = Gen(BIO) 

5: Compute AuthentictionToken = h(ID  

HPW  BKEY ) 

6: Send ID, AuthentictionToken to Cloud Server via 

secure channel 

7: Cloud stores ID, AuthenticctionToken in 

database 

8: Store r in user’s device securely 

B. Login and Three-Factor Authentication Algorithm 

Require: User enters ID, PW , provides BIO 

Ensure: Mutual authentication and session key 

establishment 

1: User computes HPW = h(PW ⊕ r) 

2: Generate biometric key BKEY = Gen(BIO) 

3: Compute AuthToken′ = h(ID  HPW  

BKEY ) 4: Send login request ID, AuthToken′ 

to Cloud Server 5: Cloud retrieves stored 

AuthToken 

6:  if AuthToken′ == AuthToken then 

7: Generate session key SK 

8: Create challenge Cs 

9: Send Cs, h(SK) to user 

10: User verifies and responds with h(Cs  SK) 

11: Mutual authentication successful 

12: else 

13: Reject login request 

14: end if 

C. Secure Data Upload (Encryption + Blockchain) 

Require: Data D from Data Owner 

Ensure: Encrypted storage and blockchain 

verification 

1: Generate symmetric key K 

2: Encrypt data: C = Enc(K, D) using AES-256 

3: Compute hash H = h(C) 

4: Upload C to Cloud Storage / IPFS 

5: Store H on Blockchain as 

transaction 6: Save metadata 

(timestamp, owner ID) 7: Return 

storage reference to owner 

D. Secure Data Access Decryption Algorithm 

Require: Authorized User request for data 

Ensure: Secure retrieval and integrity 

verification 1: User sends an access 

request to Cloud Server 2: Server 

verifies access via smart contract 

3: if Access Granted then 

4: Retrieve encrypted data C 

5: Compute hash H′ = h(C) 

6: Fetch original hash H from Blockchain 

7: if H′ == H then 

8: Send C and key K to user securely 

9: User decrypts: D = Dec(K, C) 

10: else 

11: Reject due to data tampering 

12: end if 

13: else 

14: Deny access 

15: end if 

E. Smart Contract-Based Access Control Algorithm 

Require: User ID UID, Resource ID RID 

Ensure: Decentralized access decision 

1:  Smart contract receives UID and RID request 

details 

2: Check permission list 

3: if UID ∈ AuthorizedUsers(RID) then 

4: Grant access 

5: Log transaction on blockchain 

6: else 

7: Deny access 

8: end if 
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8. CONCLUSION 
The rapid adoption of Digital Twin (DT) technology in cloud-

enabled environments has introduced significant challenges 

related to data privacy, secure authentication, integrity, and 

trust management. Traditional cloud-based security 

mechanisms are often insufficient to address evolving cyber 

threats, including unauthorized access, data tampering, replay 

attacks, and man-in-the-middle attacks. To overcome these 

limitations, this research proposed an effective privacy-

preserving blockchain-assisted security protocol for cloud-

based Digital Twin environments that integrates blockchain 

technology, three-factor authentication, cryptographic 

encryption, and decentralized access control into a unified 

security framework. 

The proposed protocol enhances the confidentiality, integrity, 

and availability of Digital Twin data by employing blockchain 

as an immutable distributed ledger to record authentication and 

transaction information securely. The integration of three-

factor authentication, consisting of password credentials, 

biometric verification, and device authentication, significantly 

strengthens user identity verification while minimizing the risk 

of unauthorized access. Furthermore, cryptographic techniques 

ensure secure communication between users, Digital Twin 

systems, cloud servers, and blockchain nodes, thereby 

protecting sensitive information during storage and 

transmission. 

The performance evaluation demonstrates that the proposed 

protocol provides improved authentication efficiency, reduced 

communication latency, enhanced attack detection capability, 

and superior data integrity when compared with conventional 

cloud security approaches. The decentralized architecture 

eliminates the single point of failure commonly associated with 

centralized systems while improving transparency, trust, and 

resilience against cyberattacks. The experimental analysis 

indicates that the proposed framework is capable of supporting 

secure Digital Twin applications in domains such as smart 

manufacturing, healthcare, smart cities, industrial automation, 

and critical infrastructure. 

Another significant contribution of this research is the seamless 

integration of blockchain with Digital Twin technology without 

introducing excessive computational or communication 

overhead. The proposed protocol maintains high security while 

achieving efficient resource utilization, making it suitable for 

real-time cloud-based Digital Twin deployments where low 

latency and scalability are essential. The security analysis 

further demonstrates the protocol's resistance against replay 

attacks, impersonation attacks, password guessing attacks, data 

modification, and unauthorized access, thereby improving the 

overall reliability of Digital Twin ecosystems. 

Although the proposed protocol provides substantial 

improvements in privacy preservation and cloud security, 

several opportunities remain for future research. Future work 

may focus on integrating Artificial Intelligence and Machine 

Learning techniques for intelligent intrusion detection and 

adaptive threat prediction. Federated Learning can be 

incorporated to enable collaborative model training while 

preserving user privacy. Additionally, quantum-resistant 

cryptographic algorithms may be investigated to ensure long-

term security against emerging quantum computing threats. 

Future implementations can also explore Edge Computing, 6G 

communication networks, Internet of Things (IoT) integration, 

and large-scale distributed Digital Twin ecosystems to improve 

scalability, reduce latency, and support next-generation 

industrial applications. Furthermore, real-world deployment 

and validation using large-scale industrial datasets and 

Hyperledger Fabric-based blockchain networks would provide 

deeper insights into the practical applicability and performance 

of the proposed protocol. 

In conclusion, the proposed blockchain-assisted privacy-

preserving security protocol offers a secure, scalable, and 

efficient solution for protecting cloud-based Digital Twin 

environments. By combining decentralized blockchain 

technology, robust authentication mechanisms, and advanced 

cryptographic techniques, the proposed framework 

successfully addresses critical security and privacy challenges 

while providing a reliable foundation for the secure 

development of future Digital Twin applications. 
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