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ABSTRACT

The distribution of illegal digital content, such as pirated
mobile games, through instant messaging applications has
become a serious threat to digital security and copyright
protection. Telegram, as one of the most widely used
messaging platforms, is frequently exploited by perpetrators to
distribute APK files on a massive scale through public channels
due to inadequate moderation mechanisms. This study aims to
analyze the distribution of pirated mobile games on the
Telegram platform using a digital forensic approach based on
the National Institute of Standards and Technology (NIST)
framework. Data were collected through a simulated
distribution of pirated APK files on a rooted Android device.
The extraction and analysis processes were conducted using
MOBILedit Forensic Express and Magnet AXIOM forensic
software. The forensic investigation successfully identified and
extracted significant artifacts, including the pirated APK file
(minecraft-1-21-130 (1).apk), public channel URL access
history, Telegram user identity metadata, and application
execution traces on the device. Cross-verification results from
both forensic tools demonstrated that the NIST framework is
effective in reconstructing the incident chronology and
presenting valid, objective, and accountable digital evidence.
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1. INTRODUCTION

The use of Information and Communication Technology (ICT)
has significantly transformed nearly every aspect of human life,
including the way people communicate and interact [1]. One
tangible manifestation of this transformation is the rapid
development of instant messaging services such as Telegram,
which provides text, voice, image, and large file-sharing
features with a high level of security through end-to-end
encryption. Telegram allows users to create groups with up to
200,000 members as well as unlimited public channels.
Unfortunately, these advanced features are highly susceptible
to misuse for the illegal distribution of copyrighted content [2].
Telegram has become a major platform for the distribution of
illegal applications, with 339 channels reportedly dedicated to
cybercriminal activities, including the dissemination of pirated
software, pirated media, and illegal mobile applications [3]. In
Indonesia, the platform is also frequently used to distribute
illegal content due to the lack of strict moderation controls [4].
The risks associated with such digital crimes have become
increasingly concerning, particularly following reports
indicating a rise in Telegram users from 60.2% in 2023 to
61.3% in 2024 [5].
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Digital forensics is a systematic process of collecting,
analyzing, and reporting digital data [6]. To support this
process, several investigative frameworks have been
developed, including the National Institute of Standards and
Technology (NIST), National Institute of Justice (N1J), Digital
Forensic Research Workshop (DFRWS), and Integrated Digital
Forensics Investigation Framework (IDFIF) methods [7]. The
NIST framework was adopted in this study because it
systematically outlines each stage of the investigation process,
making it an effective guideline for resolving investigative
problems [8]. The implementation of the NIST method has also
proven effective in optimally identifying digital evidence from
Telegram services [9].

Several previous studies have validated the reliability of the
NIST method in investigations involving instant messaging
applications. Earlier research successfully revealed the use of
Telegram as a communication medium in online prostitution
practices [10]. Another study identified the distribution of
illegal content through the re-uploading of movies via public
Telegram channels [11]. Mobile forensic implementations have
also been successfully conducted to analyze the misuse of
MiChat and Telegram applications [12]. The flexibility of the
NIST framework has further been demonstrated through its
application in investigating cyber fraud cases on Signal
Messenger [13]. Moreover, the framework has been utilized in
investigations of hoax dissemination on Facebook and
Instagram [14], as well as in the analysis of negative content in
WhatsApp group conversations using the Support Vector
Machine algorithm [15]. Although numerous forensic studies
have examined Telegram, research specifically focusing on the
distribution of pirated mobile games remains very limited.

Based on this research gap, this study aims to analyze the
distribution of pirated mobile games through the Telegram
platform using a NIST-based digital forensic approach. The
primary focus of this research is to identify relevant digital
artifacts and evaluate the effectiveness of the NIST framework
in uncovering digital evidence related to illegal content
distribution cases. The findings of this study are expected to
contribute academically and serve as a reference for law
enforcement agencies in addressing digital crimes in Indonesia.

2. LITERATURE STUDY
2.1 Telegram

Telegram is a cloud-based instant messaging application
developed by Pavel Durov [16]. The platform offers various
advanced features, including the transmission of text messages,
images, videos, documents, and the creation of groups and
public channels with exceptionally large member capacities.
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Telegram implements end-to-end encryption for secret chats
and allows messages to be deleted without leaving traces for
either party [17]. This flexibility and large-scale capacity have
contributed to its popularity; however, due to the lack of strict
moderation mechanisms, Telegram is frequently exploited as a
primary channel for distributing illegal content, such as pirated
movies obtained from streaming services [18], music, and
pirated mobile applications.

2.2 Pirated Mobile Games

Pirated mobile games are unauthorized versions of game
applications that have been modified or distributed without
permission from the copyright holders. The distribution of such
pirated applications not only causes economic losses to
developers but also poses significant risks to users, as these
applications may contain malware such as spyware,
ransomware, or backdoors that threaten data privacy and
security [19]. Numerous cases have demonstrated that cloned
or repackaged versions of popular games often carry malicious
payloads intended for illegal distribution through application
marketplaces such as the Google Play Store [20].

2.3 APK File (Android Package Kit)

An APK file (Android Package Kit) is a file format with the
.apk extension used by the Android operating system to
distribute and install applications.
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Figure 1 : Example of APK File Distribution

As shown in Figure 1, an illegal distribution practices, APK
files are often modified (modded) to remove license protection
mechanisms, insert additional advertisements, or even embed
malware before being redistributed through platforms such as
Telegram [21]. In forensic investigations, APK file analysis can
be conducted using hybrid analysis, which combines static and
dynamic approaches to comprehensively identify malicious
components and examine the file structure [22].

2.4 Digital Forensic

Digital forensics is an activity related to the processes of
preserving, identifying, filtering, and documenting digital
evidence in computer-related crimes [23]. As a branch of
forensic science, this field is specifically intended to investigate
cybercrime evidence originating from digital devices or media
[24]. The primary stages of digital forensics generally include
identification, preservation, analysis, documentation, and
presentation processes [25].

2.5 Mobile Forensics

Mobile forensics is a branch of digital forensics that focuses on
the acquisition, analysis, and reporting of digital evidence from
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mobile devices such as smartphones and tablets [26].
Extraction techniques commonly applied in mobile forensics
include logical acquisition, physical acquisition, and advanced
extraction through rooting to obtain digital artifacts more
comprehensively [27][28].

2.6 Digital evidence

Digital evidence refers to any information in the form of
electronic data—such as data stored on computers, servers,
cloud services, network logs, and metadata—that can be
utilized in investigative and law enforcement processes [29]. In
the context of digital forensics, digital evidence is not limited
to message content or files, but also includes metadata, system
logs, activity traces, and hidden artifacts that record user
interactions with systems or applications [30].

2.7 National Institute of Standards and
Technology (NIST)

The NIST method is a forensic framework that provides
systematic, internationally standardized, and flexible
guidelines for digital investigations, as illustrated in Figure 2.

COLLECTION > EXAMINATION ' REPORTING

* Media « Data = Information * Evidence

Figure 2 : Stages of the NIST Method

This framework consists of four primary stages: Collection,
which involves gathering evidence without altering the
authenticity of the data [31]; Examination, which focuses on
inspecting and filtering information [32]; Analysis, which
involves evaluating data and reconstructing criminal events
[33]; and Reporting, which is aimed at compiling the findings
into a valid and objective report [34].

2.8 Digital Forensics Tools

The use of appropriate forensic software is crucial for
extracting data from closed operating systems or encrypted
applications. In Android device investigations, tools such as
MOBILedit Forensic Express and Magnet AXIOM are
frequently utilized, alongside other popular forensic tools such
as Oxygen Forensic Detective and Cellebrite UFED [35].

2.9 MOBILedit Forensic Express

MOBILedit Forensic is a commercial software application
designed to acquire, analyze, and generate data from mobile
devices such as smartphones [36][37]. This software is highly
reliable in accessing internal file system structures, mapping
activity logs, extracting multimedia artifacts, and generating
reports from deleted data.

2.10 Magnet AXIOM

Magnet AXIOM is a forensic tool developed by Magnet
Forensics that is capable of extracting and organizing data from
smartphones, computers, and social media platforms. The
primary advantage of this tool lies in its timeline visualization
feature, which enables investigators to more easily understand
communication flows chronologically and recover deleted files
with a high level of accuracy [38].

3. RESEARCH METHOD

This study was conducted through a simulation of pirated
mobile game distribution via the Telegram platform within a
controlled testing environment. The overall research design
followed a systematic flow: Literature Study, Case Scenario
Creation, Hardware and Software Setup, Scenario Simulation,
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and the application of the National Institute of Standards and
Technology (NIST) framework for forensic analysis.

3.1 Hardware and Software Specifications
To ensure optimal acquisition and analysis, specific hardware
and software were utilized. The forensic workstation used was
an HP Victus 16 laptop equipped with an AMD Ryzen 7 5600H
processor, 16 GB RAM, 512 GB SSD + 1 TB storage, and an
Nvidia Geforce RTX 3060 6 GB GPU. The primary object of
this research was a rooted Android smartphone, specifically a
Samsung Galaxy AO4e with 3 GB RAM and 64 GB internal
memory, running on Android 14 (One UI 6.1). The software
versions strictly employed during the investigation were
Telegram version 12.6.4, MOBILedit Forensic Express version
4.1.0.9887, and Magnet AXIOM version 5.4.0.26185.

Figure 3 : Smartphone Digital Evidence

3.2 Research Scenario
The research scenario was designed to represent a real-world
illegal content distribution incident and was divided into three

primary phases:
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Figure 4 : Pre-Incident Simulation

As shown in Figure 3, he research infrastructure was prepared
using the rooted Samsung Galaxy A0O4e. Crucially, the device
was prepared by enabling Developer Mode and USB
Debugging to allow forensic tools to communicate with the
system securely. The Telegram application was downloaded,
installed, and subsequently used to access public channels
known for distributing modified application files (APKs).

2. Incident

User Downloads APK Uploaded and
the APK Downloaded
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Figure 5 : Incident Simulation

As shown in Figure 4, This stage involved the simulation of
content distribution. The perpetrator (channel administrator)
uploaded a pirated mobile game APK file (e.g., minecraft-1-
21-130 (1).apk) to a public channel. The research device then
functioned as a user who downloaded the link and executed the
APK file. This process was intentionally performed to naturally
generate digital traces within the system, such as browser
history, installation logs, and cache files.
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3. Post-Incident

E ]
QD % E
Forensic Expert Extracting and Analyzing Data
Using Forensic Tools

Figure 6 : Post-Incident Simulation

As shown in Figure 5, this phase focused on evidence handling.
The device was immediately secured and isolated. The
collected data were subsequently acquired and analyzed using
the designated forensic software tools to identify the presence
of the APK file, user metadata, and distribution flow patterns.

3.3 National Institute of Standards and

Technology Framework
The digital investigation was specifically conducted through
the four stages of the NIST method, as depicted in Figure 6.
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Figure 7 : Stages of the NIST
1. Collection

Digital evidence was acquired and secured from the target
device without altering the authenticity of the data. During this
stage, the previously enabled USB Debugging proved essential.
Magnet AXIOM was utilized for logical acquisition through an
Android Debug Bridge (ADB) connection to extract user-level
data, including application files and media. In contrast,
MOBILedit Forensic Express was employed for full content
extraction by directly leveraging the device's root access. This
root-level access allowed the tool to bypass standard Android
restrictions and acquire comprehensive data from deeper
memory partitions and locked system directories.

2.  Examination

The raw data obtained from the acquisition process were
examined and filtered. The examination focused on the internal
Telegram application directory (org.telegram.messenger) to
identify installation files with the .apk extension, conversation
database records (SQLite), as well as cache files and web links.

3. Analysis

The relationships among the discovered digital artifacts were
analyzed. Magnet AXIOM was intensively used to reconstruct
the event chronology through timeline analysis, enabling
investigators to observe the sequence of activities, including
link access, APK downloading, and application execution
within the Android system. Cross-validation was performed
using MOBILedit to ensure that the application file was
recorded as a sideloaded application (an application installed
from an unofficial source).

4. Reporting

The final stage involved compiling the forensic findings into a
systematic and objective report. This report summarized all
relevant digital evidence, including Chat IDs, URL links,
channel names, and APK file sizes, as valid references for
cybercrime investigation reporting.
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4. RESULTS AND DISCUSSION

This section presents the results of the digital forensic
investigation conducted on the simulation of pirated mobile
game distribution through the Telegram platform. The
processes of extraction, analysis, and disclosure of digital
evidence from the acquired evidence were systematically
performed based on the four stages of the NIST framework,
namely Collection, Examination, Analysis, and Reporting.

4.1 Collection

Collection is the initial stage aimed at securing and acquiring
digital evidence without altering the authenticity of the data.
The primary evidence secured in this study consisted of an
Android smartphone device (Samsung Galaxy A04e) that had
undergone a rooting process. The rooted condition of the device
was crucial, as it enabled forensic investigators to obtain full
access to the file system and database directories of the
Telegram application.
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Figure 8 : Distribution of APK Files Through Telegram
Channels

As shown in Figure 7, the device was used to access a public
Telegram channel named ‘chiyo’s sweet land’, which was
strongly suspected of distributing pirated application files.
Preliminary examination of the evidence confirmed the
presence of activities involving the distribution of files with the
.apk extension, one of which was a file named minecraft-1-21-
130 (1).apk. The file was shared through uploads within the
channel, allowing it to be directly downloaded by other users.
After the identification and initial evidence collection stages
were completed, the device was immediately prepared by
enabling USB Debugging mode for the data acquisition process
using forensic tools.

4.2 Examination

The examination stage aims to systematically acquire and filter
data from digital evidence while maintaining the integrity of
the original data. In this study, the data extraction process was
conducted simultaneously using two forensic software tools,
namely Magnet AXIOM and MOBILedit Forensic Express.
The use of these two instruments was intended to maximize the
acquisition of digital artifacts while also enabling cross-
validation of the findings obtained.

The initial acquisition process was performed using Magnet
AXIOM through the logical acquisition method via an Android
Debug Bridge (ADB) connection. This method extracted
logical user data, including application configuration files,
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media files, and storage archives, which subsequently compiled
into a unified raw image file, as illustrated in Figure 8.

@ Case Information.ami
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Figure 9 : Magnet AXIOM Acquisition Qutput in the
Storage Directory

The second acquisition process was carried out using
MOBILedit Forensic Express through the full content
extraction method, which leveraged root access on the target
device. Root access was essential because it enabled the
forensic software to access the deepest data partitions within
Android directories that are locked by default. The extraction
results generated by MOBILedit automatically organized the
data into structured folders based on categories such as
applications, media, and system logs, while also producing
report documents in PDF and spreadsheet formats.
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Figure 10 : MOBILedit Acquisition Output in the Storage
Directory

As shown in Figure 9, the successful full extraction using both
forensic software tools ensured that all raw data were ready to
be filtered and evaluated during the analysis stage.
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4.3 Analysis

The analysis stage involved the process of identifying and
interpreting digital artifacts obtained from the extraction results
to reconstruct the traces of pirated mobile game distribution
chronologically, based on the cross-validation between Magnet
AXIOM and MOBILedit Forensic Express. The initial
investigation detected a search for the keyword “Telegram” on
the Google Play Store, followed by the installation of the
application, which then left browsing history traces directing to
a public Telegram channel link: https://t.me/sweetiyland.
Analysis of Telegram internal directory structure and database
(cache4.db) successfully identified crucial metadata, including
communication records associated with Chat ID (-
1765428770) for the channel “chiyo’s sweet land”, as well as
the User ID (1403841167). As the culmination of forensic
investigation, a 414.9 MB application file named minecraft-1-
21-130 (1).apk was discovered stored locally within system
path(/storage/emulated/0/Android/data/org.telegram.messenge
r/files/Telegram/Telegram Files/). The presence of the file
within this directory definitively proves that the pirated APK
file was obtained directly through download from Telegram
application rather than from other source, as seen in Figure 10.
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TAGS, COMMENTS & PROFILES [

O ey v

Figure 11 : Discovery of the APK File in the Telegram
Files Directory

Evidence of system program execution logs was discovered for
the package name com.mojang.minecraftpe. Validation results
using MOBILedit confirmed that the application had been
installed and recorded as a sideloaded application (an
application installed from an unofficial source) through the
Package Installer.
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Figure 12 : Minecraft Application Information Based on
MOBILedit Analysis Results
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As shown in Figure 11, this finding serves as strong evidence
that the pirated APK file downloaded from Telegram was not
merely stored on the device, but had also been actively
executed and run on the target device.

4.4 Report

The reporting stage represents the final process of compiling all
digital forensic analysis results into systematic and
comprehensive documentation. In this study, the reporting
process focused on comparing the extraction results obtained
from Magnet AXIOM and MOBILedit Forensic Express, as
well as reconstructing the chronology of the pirated mobile
game distribution incident on Telegram. The reporting process
was conducted objectively to ensure that all identified evidence
could be properly documented, validated, and presented as
accountable digital forensic findings.

Based on the investigation results, both forensic software tools
demonstrated effective cross-validation capabilities by
consistently identifying browser access history to the public
Telegram channel, extracting user identity metadata, and
recovering the primary file minecraft-1-21-130 (1).apk along
with its execution logs. The findings also confirmed
communication traces, application installation activities, and
evidence of APK execution within the Android system,
strengthening the reconstruction of the incident chronology.
Magnet AXIOM proved effective in  organizing
communication artifacts and reconstructing digital timelines,
while MOBILedit Forensic Express demonstrated strong
capabilities in identifying sideloaded applications and
performing in-depth extraction through root access. The
combined use of both forensic tools provided comprehensive
and reliable investigation results. Detailed comparisons of the
identified digital evidence are presented in Table 1.

Table 1. Details of Digital Evidence Obtained from the
Smartphone Evidence Device

Types of . .
Digital Magnet AXIOM MOBILedit Forensic

. Express
Evidence
Link / https://t.me/sweetiyl Egps://t.me/sweetlyla
URL and(Found in .

Access Chrome Top Sites) (Found in Web
P Browsing History)
Initial Search fo‘r‘ the ., | Search for the
keyword “telegram . ,,
Search (Google Play keyword “telegram
Activity Searches) (Google Play Store)
User ID:
1403841167 .
Identity & | (Ghifari Tristan) | ©ockage Name:
Metadata Chat ID: - org.telegram.messeng
1765428770 er Version: 12.6.4
(chiyo’s sweet land)
Primary minecraft-1-21-130 CAOF:EI:E?L? minecraf
File (1).apk identified LMOJang.

. . . tpe identified
Evidence (Logical size: (Application Size:
(APK) 435,085,054 bytes) 414.9 MB)

Execution | Recorded as Identified as a
Evidence program execution sideloaded application
(Usage) in system logs via Package Installer
File Size 7.01 GB 9.48 GB

Extraction | 03 Minutes 45 56 Minutes 40
Duration Seconds Seconds
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To provide a comprehensive overview of the incident flow, all
identified artifacts were reconstructed into a digital activity
timeline (chronology). This chronology summarizes the
sequence of events, beginning with the search and installation
of the Telegram application from the Google Play Store,
followed by access to the public channel link, the APK file
download process, and finally the execution of the file within
the Android system. The detailed chronology of these digital
activities is presented in Table 2.

Table 2. Digital Activity Timeline

Time Application Activity Details
Search for
the keyword

23/04/2026 | Google Play | Search “Telegram”
21:17:15 Store Activity on the
Google Play
Store
Installation
23/04/2026 | Google Play . of
21:17:50 Store Installation org.telegram
.messenger
23/04/2026 Access to
. Chrome URL Access | https://t.me/
21:20:58 .
sweetiyland
minecraft-1-
23/04/2026 Telegram File Storage | 21-130
21:23:00
(1).apk
23/04/2026 Application | com.mojang
21:28:53 System Execution .minecraftpe

The reconstructed timeline demonstrates a clear sequence of
digital activities, beginning with the installation of Telegram,
followed by access to the public channel, the download of the
pirated APK file, and ultimately the execution of the
application on the Android system. These findings strengthen
the validity of the forensic investigation by confirming the
complete flow of pirated mobile game distribution activities on
the target device.

4.5 Comprehensive Evaluation of Forensic

Tools

A comprehensive evaluation of the forensic extraction
processes reveals significant operational differences between
the utilized tools, which directly impacted the investigation
results. As presented in Table 1, Magnet AXIOM completed
the extraction significantly faster (3 minutes 45 seconds),
yielding 7.01 GB of data. This efficiency is attributed to its
logical acquisition approach via an ADB connection, which
rapidly extracts user-level data without altering the system
structure. In contrast, MOBILedit Forensic Express required a
substantially longer duration of 56 minutes and 40 seconds,
producing a larger data size of 9.48 GB. This significant
discrepancy occurs because MOBILedit performed a full
content extraction by leveraging the device's root access,
allowing it to bypass default Android restrictions and
thoroughly scan deeper, hidden system partitions that are
otherwise inaccessible.

Evaluation of their analytical capabilities shows that each tool
possesses specific strengths. Magnet AXIOM demonstrated
superiority in systematically reconstructing the chronological
timeline of digital activities, effectively linking the web
browsing history to the Telegram installation and execution
logs. Conversely, MOBILedit excelled in identifying the
specific system-level status of the extracted APK, successfully
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tagging it as a 'sideloaded application' installed via the Package
Installer. This evaluation strongly indicates that relying on a
single forensic tool may leave investigative gaps, particularly
in complex instant messaging cases. Therefore, the cross-
validation approach employed in this study successfully
maximizes evidence recovery and ensures the absolute
integrity of the forensic findings.

4.6 Evaluation of Alternative Scenarios
1. Non-Rooted Device Scenario

In the primary dataset, a rooted Samsung Galaxy A04e was
utilized, allowing MOBILedit Forensic Express to perform a
full content extraction and identify the APK as a 'sideloaded
application' from deep system logs. In a non-rooted scenario,
forensic tools are restricted to logical acquisition (e.g., via an
ADB connection). While Magnet AXIOM can still successfully
extract user-level data—such as the cache4.db database and
downloaded APK files within the accessible /Telegram Files/
directory—deeper execution logs from the Android Package
Installer remain restricted. This indicates that while distribution
traces can be found without root access, proving the actual
execution of the pirated game becomes significantly more
challenging.

2. Secret Chat Distribution Scenario

The primary investigation focused on a Public Channel. If the
pirated application dataset were distributed via Telegram's
'Secret Chat' feature, the forensic acquisition would face
different obstacles. Telegram implements end-to-end
encryption for secret chats and allows messages to be deleted
automatically using self-destruct timers. Consequently, the
SQLite databases would not permanently retain the chat
metadata or file transfer logs, requiring investigators to perform
live forensics or acquire the device immediately before the
artifacts are wiped by the system.

3. Alternative APK Datasets

The primary dataset analyzed a large modified game file
(minecraft-1-21-130 (1).apk, 414.9 MB). However, evaluating
the framework against different datasets such as smaller
modded utility applications or different game genres
demonstrates that the framework's effectiveness remains
consistent. Regardless of the APK size or type, Telegram's
system architecture will consistently store the downloaded
payload in the org.telegram.messenger directory. This proves
that the applied NIST framework is adaptable and reliable for
various forms of pirated application distributions, not just
specific game titles.

5. CONCLUSION

Based on the research results and digital forensic analysis, the
investigation into the distribution of pirated mobile games
through the Telegram platform was successfully uncovered in
a structured manner using the National Institute of Standards
and Technology (NIST) framework. The use of Magnet
AXIOM and MOBILedit Forensic Express proved effective in
providing comprehensive forensic results through a cross-
validation approach. The investigation successfully identified
and extracted the primary evidence in the form of a pirated
APK file (minecraft-1-21-130 (1).apk) stored within
Telegram’s local storage directory, along with supporting
artifacts including URL access history to the public channel
(https://t.me/sweetiyland), wuser identity —metadata, and
Application Usage system logs. These findings confirmed that
the illegal application downloaded from Telegram had not only
been stored on the device but had also been executed and
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installed as a sideloaded application on the target smartphone.
In addition, the reconstruction of digital artifacts successfully
demonstrated the complete chronology of activities, beginning
from Telegram installation to the execution of the pirated
application on the Android system. Despite the successful
investigation, this study has several limitations that may be
addressed in future research, including the need for forensic
investigations on i0S-based devices, comparative evaluations
using other industry-standard forensic tools such as Autopsy,
Cellebrite UFED, and Oxygen Forensic Detective, as well as
the implementation of Malware Analysis to detect potentially
embedded malicious code such as spyware or backdoors within
pirated APK files.
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