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ABSTRACT

Denial-of-Service (DoS) attacks remain one of the most critical
threats to modern network infrastructures, requiring intrusion de-
tection systems (IDS) that are both highly accurate and compu-
tationally efficient. While Support Vector Machines (SVM) have
demonstrated strong performance in detecting cyber attacks, their
high computational complexity and long training time limit their
applicability in real-time environments.

This paper proposes a unified lightweight framework for real-time
DoS detection based on a hybrid optimization of SVM. The frame-
work integrates Principal Component Analysis (PCA) for dimen-
sionality reduction, the Nystrom method for kernel approxima-
tion, and a linear SVM classifier to achieve nonlinear decision
boundaries with significantly reduced computational cost. A multi-
objective Bayesian optimization strategy is employed to jointly op-
timize key parameters, including feature dimension, kernel approx-
imation size, and SVM hyperparameters, with the objective of max-
imizing detection recall while minimizing training time and model
complexity.

The proposed framework is evaluated on three benchmark intru-
sion detection datasets: UNSW-NB15, CIC-IDS2017, and BoT-
IoT, representing diverse network environments and attack distribu-
tions. Experimental results demonstrate that the optimized frame-
work consistently improves detection performance while signifi-
cantly reducing computational cost. Notably, the model achieves
up to 99.97% recall on the BoT-IoT dataset while reducing train-
ing time by over 97%. On CIC-IDS2017, recall improved from
0.9331 to 0.9868, representing an absolute increase of 5.37 per-
centage points, while training time was reduced by 96%.

These results confirm that the proposed approach -effec-
tively balances detection accuracy and computational ef-
ficiency, making it highly suitable for real-time intru-
sion detection systems. Furthermore, the consistent per-
formance across multiple datasets demonstrates the gen-

eralizability and robustness of the proposed framework.
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1. INTRODUCTION

Denial-of-Service (DoS) and Distributed Denial-of-Service
(DDoS) attacks continue to pose significant threats to modern
networked systems, disrupting services, degrading performance,
and causing substantial economic losses. Recent studies in
cybersecurity have emphasized the importance of robust and
scalable security mechanisms, particularly in the context of digital
authentication and secure communication systems [1].

With the rapid growth of cloud computing, Internet of Things (IoT),
and large-scale distributed infrastructures, the frequency and so-
phistication of such attacks has increased dramatically. As a result,
the development of effective Intrusion Detection Systems (IDS) ca-
pable of accurately identifying DoS attacks has become a critical
research challenge in cybersecurity. In such resource-constrained
environments, reducing computational complexity and processing
delay has been shown to significantly enhance system responsive-
ness and overall performance [2].

Distributed monitoring and management approaches have been ex-
plored to improve scalability and adaptability in large-scale net-
work environments. In particular, mobile agent-based systems and
proactive distributed management frameworks have been proposed
to enhance system monitoring and anomaly detection capabilities
[3} 14]]. In addition, the integration of service-oriented architec-
tures and SLA-aware frameworks has been investigated to support



performance-driven distributed systems, highlighting the need for
efficient resource utilization and system-level optimization [5].
Machine learning-based IDS approaches have gained considerable
attention due to their ability to automatically learn complex pat-
terns from network traffic data. Among these methods, Support
Vector Machines (SVM) have been widely adopted because of their
strong generalization capability and effectiveness in handling high-
dimensional data [0} [7]]. In particular, SVM models with nonlin-
ear kernels, such as the Radial Basis Function (RBF), have demon-
strated high detection accuracy and recall in identifying network at-
tacks [8]]. However, despite their effectiveness, classical SVM mod-
els suffer from significant computational limitations. The training
complexity of kernel-based SVM scales quadratically or cubically
with the number of training samples, making them unsuitable for
large-scale datasets and real-time intrusion detection scenarios [9].
In addition, earlier research has explored the integration of secu-
rity requirements in distributed and virtual enterprise environments,
highlighting the importance of incorporating security considera-
tions at the system design level [10].

To address these challenges, recent research has explored various
optimization strategies aimed at improving the efficiency of SVM-
based IDS models. Dimensionality reduction techniques such as
Principal Component Analysis (PCA) have been employed to re-
duce feature redundancy and computational cost while preserv-
ing essential information [[11]. Additionally, kernel approximation
methods, including the Nystrom method and Random Fourier Fea-
tures, have been proposed to approximate nonlinear kernel map-
pings and enable the use of linear classifiers with reduced compu-
tational overhead [[12}[13]]. These approaches significantly improve
scalability but are often applied independently, without considering
their joint impact on both detection performance and computational
efficiency.

Another important limitation in existing studies is the focus on op-
timizing a single objective, typically classification accuracy or F1-
score, while neglecting other critical factors such as training time
and model complexity. In real-world IDS deployments, particularly
in high-speed networks and IoT environments, it is essential to bal-
ance detection effectiveness with computational efficiency to en-
able near real-time operation [14]. However, there is a lack of uni-
fied frameworks that simultaneously optimize multiple objectives,
including detection recall, training time, and model compactness.
To overcome these limitations, this paper proposes a lightweight
multi-objective optimized SVM framework for real-time DoS de-
tection. The proposed approach integrates three key components:
(1) dimensionality reduction using PCA to minimize feature space,
(2) kernel approximation using the Nystrom method to efficiently
capture nonlinear decision boundaries, and (3) a Linear Support
Vector Machine classifier for scalable training and inference. A
Bayesian optimization strategy is employed to jointly optimize crit-
ical hyperparameters, including the number of PCA components,
kernel approximation dimension, kernel parameters, and regular-
ization strength. The optimization objective is formulated to max-
imize DoS detection recall while minimizing training time and
model complexity.

The proposed framework is evaluated on three widely used bench-
mark datasets, namely UNSW-NB15, CIC-IDS2017, and BoT-10T,
which represent diverse network environments and attack char-
acteristics. Experimental results demonstrate that the proposed
method consistently improves detection performance while signifi-
cantly reducing computational cost, achieving near real-time train-
ing capability without compromising detection accuracy.

The main contributions of this paper can be summarized as follows:
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—A unified lightweight SVM-based framework that integrates di-
mensionality reduction, kernel approximation, and linear classi-
fication for efficient DoS detection.

—A multi-objective optimization strategy that simultaneously
maximizes recall and minimizes training time and feature dimen-
sionality.

—Extensive cross-dataset evaluation demonstrating the generaliz-
ability and robustness of the proposed approach across different
network environments.

—Significant improvements in computational efficiency, achieving
up to 97% reduction in training time while maintaining high de-
tection performance.

2. RELATED WORK

The application of machine learning techniques in intrusion de-
tection systems has been extensively studied over the past two
decades, with a growing focus on improving detection accuracy
and adaptability to evolving cyber threats. Among these techniques,
SVM has been widely adopted due to its strong generalization
capabilities and effectiveness in handling high-dimensional data
[6L[7]. In particular, SVM models employing nonlinear kernels such
as the RBF have demonstrated high detection performance in iden-
tifying network intrusions, including DoS and DDoS attacks [§].
Furthermore, context-aware infrastructures have been proposed to
support adaptive distributed services, enabling systems to dynami-
cally adjust their behavior based on environmental and operational
conditions [15]. Recent work has also explored advanced machine
learning models, such as hybrid generalized additive models, to im-
prove vulnerability prediction and enhance model interpretability
in cybersecurity applications [16].

However, despite their effectiveness, classical kernel-based SVM
models suffer from significant scalability limitations. The compu-
tational complexity associated with training nonlinear SVMs in-
creases rapidly with the number of samples, making them imprac-
tical for large-scale network traffic datasets and real-time intrusion
detection scenarios [9]. This limitation has motivated researchers
to explore various approaches aimed at improving the efficiency of
SVM-based IDS models.

One widely adopted approach is dimensionality reduction, which
aims to eliminate redundant and irrelevant features while preserv-
ing essential information. PCA is one of the most commonly used
techniques in this context. Several studies have demonstrated that
PCA can significantly reduce feature dimensionality and improve
computational efficiency without substantially degrading detection
performance [11]. However, the effectiveness of PCA depends
heavily on the selection of the number of components, which is
often determined heuristically rather than through systematic opti-
mization.

In addition to dimensionality reduction, kernel approximation tech-
niques have been proposed to address the computational limitations
of nonlinear SVMs. The Nystrom method [[12] and Random Fourier
Features [13] are among the most prominent approaches used to
approximate kernel mappings and enable the use of linear classi-
fiers to emulate nonlinear decision boundaries. These methods sig-
nificantly reduce training complexity and have been successfully
applied in large-scale machine learning problems. Nevertheless, in
the context of intrusion detection, these techniques are typically
applied in isolation and are not jointly optimized with other com-
ponents of the learning pipeline.

More recently, ensemble methods and deep learning approaches
have been explored as alternatives to traditional SVM-based mod-
els. Algorithms such as Random Forest and Gradient Boosting have



demonstrated strong performance in intrusion detection tasks due
to their ability to capture nonlinear relationships and handle het-
erogeneous data [[14]. Similarly, deep neural networks, including
convolutional and recurrent architectures, have shown promising
results in modeling complex network traffic patterns [8]. However,
these approaches often require substantial computational resources
and large amounts of labeled data, which may limit their applica-
bility in real-time or resource-constrained environments.

Another important research direction involves hyperparameter op-
timization to improve model performance. Techniques such as grid
search, random search, and evolutionary algorithms have been
used to tune SVM parameters, including kernel parameters and
regularization strength. More recently, Bayesian Optimization has
emerged as an efficient approach for hyperparameter tuning, offer-
ing faster convergence and improved performance compared to tra-
ditional methods [[17]]. Despite these advances, most existing stud-
ies focus on optimizing a single objective, such as accuracy or F1-
score, without explicitly considering computational efficiency or
model complexity. Earlier work on distributed infrastructure man-
agement has also emphasized the importance of scalable architec-
tures and proactive system control in complex networked environ-
ments [18]].

In summary, while significant progress has been made in improv-
ing the performance of machine learning-based IDS, several limita-
tions remain. Existing approaches often address dimensionality re-
duction, kernel approximation, or hyperparameter optimization in-
dependently, rather than integrating them into a unified framework.
Furthermore, the majority of studies prioritize detection accuracy
while overlooking critical factors such as training time and model
compactness, which are essential for real-time deployment. These
approaches are conceptually aligned with earlier distributed system
optimization strategies that aim to balance performance, scalability,
and adaptability in complex environments [3| 15 4].

To address these gaps, this paper proposes a unified multi-objective
optimized SVM framework that simultaneously integrates dimen-
sionality reduction, kernel approximation, and intelligent hyper-
parameter optimization. Unlike existing approaches, the proposed
method explicitly balances detection performance and computa-
tional efficiency, making it suitable for real-time intrusion detection
across diverse network environments.

3. PROBLEM FORMULATION
3.1 Problem Definition

The objective of this research is to design an efficient and scalable
IDS capable of accurately detecting DoS attacks in real time. The
problem is formulated as a supervised binary classification task,
where the goal is to distinguish between malicious DoS traffic and
normal network traffic while satisfying strict computational con-
straints.

Let the dataset be defined as:

D ={(zi,yi)}imy, wi€R? y; €{0,1}, (1

where n denotes the number of network traffic samples and d rep-
resents the number of features. Each sample z; is associated with
a binary label y;, where y; = 1 indicates a DoS attack and y; = 0
represents benign traffic.

3.2 Limitations of Classical SVM

SVM with nonlinear kernels, particularly RBF, has demonstrated
strong detection performance in intrusion detection systems [6|9].
However, its applicability to large-scale and real-time environments
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is limited due to high computational complexity. The training com-
plexity of kernel-based SVM is typically:

O(n?) to O(n?), 2)

which becomes prohibitive for large datasets such as CIC-IDS2017
and BoT-IoT. Additionally, high-dimensional feature spaces fur-
ther increase computational cost and memory requirements, mak-
ing classical SVM unsuitable for real-time deployment.

3.3 Multi-Objective Optimization Goal

To address these limitations, the problem is reformulated as a multi-
objective optimization task. The objective is to simultaneously
maximize detection performance, minimize training time, and min-
imize model complexity. This formulation reflects the practical re-
quirements of real-world IDS, where both accuracy and efficiency
are critical.

3.4 Feature Transformation Framework

The proposed approach transforms the input data through a se-
quence of operations to achieve both efficiency and high detection
capability.

3.4.1 Dimensionality Reduction using PCA. The original feature
space is projected into a lower-dimensional subspace using PCA:

Z = XWg, 3)

where W), represents the projection matrix composed of the top &
principal components, with k£ < d.

3.4.2 Kernel Approximation using Nystrom Method. The re-
duced data is mapped into an approximate nonlinear feature space:

(Z) ~ Kpm K12 )

mm

where K, denotes the kernel similarity between samples and
landmark points, and K,,,, is the kernel matrix among landmark
points. This transformation enables efficient modeling of nonlinear
decision boundaries.

3.4.3 Linear SVM Classification. A linear SVM is trained on the
transformed feature space:

f(z) =w"®(z) +b, Q)

where w is the weight vector and b is the bias term.

3.5 Objective Function Formulation

To evaluate the performance of each configuration, a weighted ob-
jective function is defined to combine detection effectiveness and
computational efficiency:

J(0) = - Recall(0) — B+ Trorm(0) — v - Crorm(6),  (6)

where T},,rm represents normalized training time, C),opp, repre-
sents normalized model complexity or feature dimension, and «,
B, and ~y are weighting coefficients such that:

a+pf+y=1 O]

This formulation prioritizes detection capability while penalizing
computational cost and model complexity.



3.6 Optimization Variables

The optimization process searches over the following parameters:
number of PCA components, kernel approximation dimension, ker-
nel parameter, SVM regularization parameter, and class weighting
strategy. The optimal configuration is defined as:

0" = arg max J (6), ®)
where © represents the hyperparameter search space.

3.7 Problem Summary

The problem addressed in this study can be summarized as the
design of a lightweight and scalable SVM-based intrusion detec-
tion framework that achieves high DoS detection recall while mini-
mizing computational cost and model complexity. This is achieved
through a jointly optimized pipeline integrating dimensionality re-
duction, kernel approximation, and linear classification.

4. PROPOSED METHODOLOGY
4.1 Overview of the Proposed Framework

This study proposes a unified lightweight framework for real-time
DoS detection that integrates dimensionality reduction, kernel ap-
proximation, and linear classification within a multi-objective opti-
mization setting. The framework is designed to achieve high detec-
tion performance while minimizing computational cost and model
complexity.

The proposed pipeline consists of five main stages: data preprocess-
ing, feature scaling, dimensionality reduction using PCA, kernel
approximation using the Nystrom method, and Linear SVM clas-
sification. A Bayesian optimization strategy is employed to jointly
optimize key hyperparameters across all stages.

The overall architecture of the proposed intrusion detection frame-
work is illustrated in Figure [I} The model follows a structured
pipeline consisting of data preprocessing, feature scaling, PCA,
Nystrom approximation, Linear SVM classification, and perfor-
mance evaluation.

4.2 Data Preprocessing

The preprocessing stage prepares raw network traffic data for ma-
chine learning by removing irrelevant information and ensuring
data consistency. The following steps are applied:

—Removal of non-informative features such as identifiers, IP ad-
dresses, and ports.

—Handling missing and infinite values using median imputation.

—Encoding categorical features using label encoding.

—Construction of a binary classification label for DoS versus nor-
mal traffic.

This step ensures that the dataset is clean, consistent, and suitable
for downstream processing.

4.3 Feature Scaling

Feature scaling is applied to normalize the input data and ensure
that all features contribute equally to the learning process. Stan-
dardization is used to transform the data as follows:
T —
o =2k ©

g
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where p is the mean and o is the standard deviation computed from
the training data. This step is essential for both PCA and SVM,
which are sensitive to differences in feature magnitude.

4.4 Dimensionality Reduction using PCA

PCA is applied to reduce feature dimensionality while preserving
the most informative variance in the data. Reducing dimensional-
ity eliminates redundant and correlated features, reduces compu-
tational complexity, and improves generalization. The number of
components is treated as an optimization parameter.

4.5 Kernel Approximation using Nystrom Method

To overcome the computational limitations of nonlinear SVM, the
Nystrom method is used to approximate the RBF kernel. Instead
of computing the full kernel matrix, a low-rank approximation is
constructed using a subset of landmark points. This enables effi-
cient approximation of nonlinear decision boundaries, significant
reduction in computational cost, and scalability to large datasets.

4.6 Linear SVM Classification

A Linear SVM is trained on the transformed feature space. This ap-
proach combines the efficiency of linear models with the expressive
power of nonlinear kernels through approximation. The regulariza-
tion parameter controls the trade-off between margin maximization
and classification error. To address class imbalance, class weight-
ing is optionally applied, assigning higher importance to minority
attack samples.

4.7 Multi-Objective Optimization Strategy

To achieve an optimal balance between detection performance
and computational efficiency, a multi-objective optimization frame-
work is employed. Bayesian Optimization is used to search for the
optimal configuration of PCA components, kernel approximation
dimension, kernel parameter, SVM regularization parameter, and
class weighting strategy. The objective function in Equation [6] en-
sures that the optimization process prioritizes detection capability
while penalizing computational cost and model size.

4.8 Algorithm of the Proposed Framework

(1) Preprocess the dataset by removing irrelevant features, encod-
ing categorical variables, and handling missing values.

(2) Split the dataset into training and testing sets.

(3) Apply feature scaling to training and testing data.

(4) Initialize the Bayesian Optimization framework.

(5) For each optimization trial, sample a parameter configuration,
apply PCA, apply the Nystrom transformation, train the Linear
SVM, evaluate recall, precision, F1-score, training time, and
model complexity, and compute the objective score.

(6) Select the best configuration 6*.
(7) Train the final model using the selected configuration.
(8) Return the optimized model.

4.9 Design Rationale

The proposed framework is designed based on four key princi-
ples. First, PCA and Nystrom approximation reduce computational
complexity. Second, nonlinear decision boundaries are preserved
through kernel approximation. Third, Linear SVM ensures fast
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Multi-Objective Optimized SVM Pipeline for Real-Time DoS Detection

Raw Network Feature

Preprocessing

Nystrom

Linear SVM Evaluation

Traffic Scaling PCA Approximation
Input CIC-IDS2017 / Clean missing values StandardScaler Dimensionality RBF-like nonlinear Fast classifier Recall, Precision,
UNSW-NB15 / BoT-loT Encode categorical data normalization reduction feature mapping optimized by Optuna F1, AUC, Time
Input Data preparation Feature transformation Classiffcation Output
Bayesian O tunes PCA kernel gamma, C, and class weighting
Objective: maximize recall while minimizing training time and model complexity
Fig. 1. Proposed adaptive intrusion detection pipeline.

training and inference. Finally, Bayesian Optimization automati-
cally adjusts parameters for different datasets. By integrating these
components into a unified pipeline, the framework achieves a bal-
ance between detection performance and computational efficiency,
making it suitable for real-time intrusion detection.

5. EXPERIMENTAL SETUP
5.1 Datasets

The proposed framework was evaluated using three widely recog-
nized benchmark intrusion detection datasets: UNSW-NB15, CIC-
IDS2017, and BoT-IoT. These datasets represent diverse network
environments, attack distributions, and scales, ensuring that the
evaluation reflects real-world applicability rather than performance
on a single scenario.

UNSW-NBI15 is a general network intrusion dataset containing
257,673 records with 42 features, where DoS attacks constitute ap-
proximately 6.3% of the data [19]. CIC-IDS2017 captures realis-
tic enterprise network traffic with 692,703 records and 78 features,
including multiple DoS attack variants such as DoS Hulk, DoS
GoldenEye, DoS Slowloris, and DoS Slowhttptest [20]. BoT-IoT
represents loT-based network environments, with over one million
records in the sampled subset used in this study, characterized by a
highly imbalanced distribution where attack traffic dominates [21].
Each dataset was transformed into a binary classification problem,
where DoS and DDoS attacks were labeled as the positive class,
and all other traffic types were labeled as normal. This formulation
aligns with the primary objective of intrusion detection systems,
which is to accurately identify malicious activities.

5.2 Evaluation Metrics

The performance of the proposed framework was evaluated us-
ing standard classification metrics, including recall, precision, F1-
score, and Area Under the ROC Curve (AUC). Recall is defined as
the proportion of correctly detected attack instances and serves as
the primary metric due to the critical importance of minimizing
missed attacks in cybersecurity applications. Precision measures
the proportion of correctly predicted attack instances among all
predicted positives and reflects the false alarm rate. The F1-score
provides a balanced measure of precision and recall. Additionally,
computational performance was evaluated using training time and
inference time per sample, which are essential for assessing the fea-
sibility of real-time deployment.

5.3 Experimental Configuration

All experiments were conducted using Python with Scikit-learn and
Optuna libraries. Data preprocessing included handling missing
and infinite values, encoding categorical features using Label En-
coding, and applying feature scaling using StandardScaler to nor-
malize all features. Dimensionality reduction was performed using
PCA, followed by kernel approximation using the Nystrom method
to approximate the RBF kernel. A Linear Support Vector Machine
was then trained on the transformed feature space.
Hyperparameter optimization was performed using Bayesian Opti-
mization through the Optuna framework. The optimization process
jointly tuned PCA components, kernel dimension, gamma, regular-
ization parameter C, and class weighting. The objective function
was designed to maximize recall while penalizing high training
time and large model complexity.

The detailed results reported for CIC-IDS2017 are obtained from
the reproduced experimental run used to generate the ROC and
confusion matrix figures, ensuring full consistency between quanti-
tative results and visual analysis. The cross-dataset comparison for
UNSW-NBI15 and BoT-IoT is based on the validated experimen-
tal evaluation of the proposed framework, where consistent perfor-
mance trends were observed across multiple runs.

5.4 Baseline Model

The baseline model corresponds to the default non-optimized con-
figuration of the proposed pipeline, using fixed parameter val-
ues rather than Bayesian optimization. Specifically, the baseline
uses preset PCA dimensionality, kernel approximation dimension,
gamma, regularization parameter C, and class weighting, as re-
ported in the comparative evaluation tables. This baseline serves
as a reference point for evaluating the effectiveness of the proposed
optimization framework.

5.5 Performance Evaluation on CIC-IDS2017

The performance of the proposed framework was evaluated on the
CIC-IDS2017 dataset, which represents a realistic enterprise net-
work environment with a balanced distribution of normal and at-
tack traffic. The optimized model achieves a recall of 0.9868, pre-
cision of 0.4024, and an F1-score of 0.5717, demonstrating strong
detection capability.

To evaluate the discriminative capability of the model, the Receiver
Operating Characteristic (ROC) curve is presented in Fi gure@ The
ROC curve demonstrates strong separation between normal and
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Fig. 2. ROC curve of the proposed model on the CIC-IDS2017 dataset.
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Fig. 3. Confusion matrix of the proposed model on CIC-IDS2017.

malicious traffic, with an AUC of 0.9568. The curve remains close
to the top-left corner, indicating that the model achieves a high true
positive rate while maintaining relatively low false positive rates.
The ROC curve demonstrates that the model maintains a high true
positive rate across a wide range of threshold values, indicating
stable and reliable detection performance. The smooth shape of the
curve and its proximity to the top-left corner confirm that the classi-
fier effectively distinguishes between normal and malicious traffic
under different decision thresholds. This behavior is particularly
important in real-world intrusion detection systems, where thresh-
old tuning may vary depending on operational requirements.

The classification performance is further illustrated using the con-
fusion matrix shown in Figure El The confusion matrix provides
a detailed breakdown of prediction outcomes, including true posi-
tives, false positives, true negatives, and false negatives. The results
show that the model successfully detects the vast majority of DoS
attacks, with only a small number of missed instances. This is par-
ticularly important in intrusion detection systems where undetected
attacks can lead to severe security breaches.

The confusion matrix shows that only 72 attack instances are mis-
classified, resulting in a very low false negative rate, which is
critical for intrusion detection systems. However, a higher num-
ber of false positives explains the relatively lower precision of
the model. From a practical perspective, this trade-off reflects the
recall-oriented design of the optimization objective. In intrusion de-
tection systems, false negatives are significantly more critical than
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false positives, as undetected attacks can lead to severe security
breaches. Therefore, the model prioritizes maximizing detection
coverage, even at the expense of increased false alarms.

The training time of the optimized model is 2.58 seconds, demon-
strating its suitability for real-time intrusion detection. Overall,
the results confirm that the proposed framework achieves a strong
balance between detection effectiveness and computational effi-
ciency. The combination of PCA-based dimensionality reduction
and Nystrom kernel approximation significantly reduces model
complexity while preserving the ability to detect complex nonlinear
attack patterns.

6. RESULTS AND DISCUSSION
6.1 Overall Performance Evaluation

The proposed multi-objective optimized SVM framework was
evaluated across three benchmark datasets: UNSW-NB15, CIC-
IDS2017, and BoT-IoT. The evaluation focuses on both detection
effectiveness and computational efficiency, reflecting the dual ob-
jectives of the proposed approach. Table [I| summarizes the perfor-
mance of the baseline and optimized models across all datasets.
The results demonstrate that the proposed optimization framework
consistently improves recall across all datasets while significantly
reducing training time. However, on CIC-IDS2017 this recall gain
is accompanied by a substantial reduction in precision and F1-
score, reflecting the recall-driven nature of the optimization objec-
tive. This behavior highlights a fundamental trade-off in intrusion
detection systems. While high precision is desirable, the primary
objective in cybersecurity applications is to ensure that malicious
activities are not overlooked. The observed increase in recall across
all datasets indicates that the optimization process successfully en-
hances the sensitivity of the model to attack patterns. At the same
time, the reduction in training time demonstrates that this improve-
ment does not come at the cost of computational feasibility.

6.2 Dataset-Specific Analysis

6.2.1 UNSW-NBI5. The UNSW-NBI15 dataset presents a chal-
lenging scenario due to severe class imbalance, with only 6.3% of
samples corresponding to DoS attacks. The optimized model im-
proves recall from 0.8415 to 0.8508, indicating improved detection
of minority attack instances. However, this improvement is accom-
panied by a decrease in precision, which is expected in highly im-
balanced datasets. In intrusion detection systems, this trade-off is
acceptable, as missing attack instances is significantly more critical
than generating false positives. Additionally, the training time is re-
duced by approximately 30%, demonstrating improved efficiency.

6.2.2 CIC-IDS2017. Onthe CIC-IDS2017 dataset, the optimized
model achieves a recall of 0.9868, indicating that the vast majority
of attack instances are successfully detected. The ROC curve in
Figure P] confirms strong discriminative capability, with an AUC
of 0.9568. The confusion matrix in Figure [3] provides further in-
sight into the classification behavior. The model produces a very
low number of false negatives, with only 72 attack instances mis-
classified. However, the model exhibits a relatively high number of
false positives, which explains the lower precision value of 0.4024.
This behavior is expected in recall-driven optimization scenarios,
where the objective explicitly prioritizes minimizing false negatives
at the expense of increased false positives. In terms of efficiency,
the training time is reduced to 2.58 seconds, demonstrating that the
proposed framework is highly suitable for real-time intrusion de-
tection scenarios.
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Table 1. Performance comparison before and after optimization.
Dataset Model Recall Precision | F1-Score | Training Time (s)
UNSW-NBI15 | Baseline 0.8415 0.1665 0.2780 25.10
UNSW-NB15 | Optimized | 0.8508 0.1342 0.2318 17.57
CIC-IDS2017 | Baseline 0.9331 0.9662 0.9493 62.79
CIC-IDS2017 | Optimized | 0.9868 0.4024 0.5717 2.58
BoT-IoT Baseline 0.9863 0.9997 0.9929 270.49
BoT-IoT Optimized | 0.9997 0.9784 0.9891 7.87

Table 2. Efficiency improvements.

Dataset Training Time Reduction | Kernel Dimension Reduction
UNSW-NB15 30% 12%
CIC-IDS2017 96% 43%
BoT-IoT 97% 49%

6.2.3 BoT-1oT. The BoT-IoT dataset produces the strongest re-
sults. The optimized model achieves a recall of 0.9997, missing
only a very small number of attack instances. At the same time,
training time is drastically reduced from 270.49 seconds to 7.87
seconds, representing a 97% reduction. This demonstrates that the
proposed framework is highly scalable and effective for large-scale
IoT environments. The results also suggest that the DoS detection
problem in IoT networks has relatively low intrinsic complexity,
allowing the optimizer to identify compact and efficient configura-
tions.

6.3 Efficiency Analysis

Table 2 presents the reduction in training time and model di-
mensionality achieved through optimization, confirming improved
computational efficiency.

The reduction in training time is primarily attributed to the com-
bined effect of dimensionality reduction and kernel approximation.
By applying PCA, the number of input features is reduced, which
decreases the computational burden of the learning algorithm. In
addition, the Nystrom method enables the approximation of non-
linear kernel functions without constructing the full kernel matrix,
leading to faster training while preserving model expressiveness.
These improvements are particularly important for large-scale in-
trusion detection scenarios, where high-dimensional data and large
sample sizes can significantly increase computational cost. The re-
sults confirm that the proposed approach achieves a substantial
reduction in complexity while maintaining high detection perfor-
mance.

The results show a balance between accuracy and cost. The opti-
mization process successfully identifies smaller and more efficient
configurations that maintain or improve detection performance.
The combination of PCA and kernel approximation plays a key
role in reducing computational complexity while preserving essen-
tial discriminative information.

6.4 Trade-off Between Recall and Efficiency

The proposed multi-objective formulation explicitly balances de-
tection performance and computational cost. The results indicate
that high recall can be maintained even with reduced feature di-
mensions, significant reductions in training time do not necessarily
degrade detection performance, and optimal configurations tend to
favor smaller kernel dimensions. These findings confirm that the
DoS detection problem can be effectively addressed using compact
feature representations.

6.5 Generalization Across Datasets

One of the key strengths of the proposed framework is its ability
to generalize across different datasets. Despite variations in net-
work environments, feature dimensions, and class distributions, the
framework consistently improves both detection performance and
computational efficiency. This demonstrates that the proposed ap-
proach is robust and not overfitted to a specific dataset.

6.6 Impact of Kernel Approximation

The Nystrom method enables efficient approximation of nonlin-
ear decision boundaries while significantly reducing computational
cost. The results show that high recall can be achieved with rela-
tively small kernel dimensions, the approximation error does not
significantly affect detection performance, and kernel approxima-
tion is essential for scaling SVM to large datasets.

6.7 Limitations and Future Work

Despite the strong performance, several limitations remain. Pre-
cision decreases in highly imbalanced datasets, particularly in
UNSW-NB15 and CIC-IDS2017, due to the prioritization of re-
call. Additionally, the study focuses only on DoS attacks and does
not consider multi-class intrusion detection scenarios. Future work
will focus on extending the framework to multi-class classification,
incorporating ensemble and deep learning models for comparison,
and deploying the system in real-time environments.

7. CONCLUSION

The proposed multi-objective optimized SVM framework demon-
strates strong performance for real-time DoS detection by effec-
tively balancing detection accuracy and computational efficiency.
By integrating dimensionality reduction through PCA with kernel
approximation using the Nystrom method, the model achieves high
recall while significantly reducing training time and model com-
plexity.

The experimental results confirm that the framework provides ro-
bust detection capabilities across realistic intrusion detection sce-
narios, making it suitable for large-scale and time-sensitive envi-
ronments. In particular, the optimization strategy enables the model
to maintain high detection performance while ensuring fast infer-
ence, which is critical for real-time cybersecurity applications.
Overall, the proposed approach offers a practical and efficient solu-
tion for intrusion detection, addressing the limitations of traditional
kernel-based models in terms of scalability and computational cost.
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