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ABSTRACT 

Recent technological advancements have brought the complete 

business world into the digital space, which uses various 

technologies such as the Internet of Things, Decentralized 

ledger technology, and Artificial Intelligence. In this digital 

space, user authentication plays a crucial role. Verifying the 

user's identity with selective information disclosure is an 

efficient way of authentication. Moreover, the identity 

management of all the entities in the digital space requires a 

decentralized environment with the lowest level of 

vulnerabilities. In addition, most business processes in the 

digital space operate on a public medium prone to attacks, data 

bleach, etc., and also carry sensitive private information. 

Hence, digital business space must provide the functionality of 

security and privacy-preserving information transactions. 

Furthermore, certain transactional information needs user 

identity protection as a part of security measures, also known 

as anonymity. The cryptographic ZKP approach is one of the 

effective ways to implement the concepts mentioned earlier. 

ZKP is a verification technique where the identity credentials 

of a person or entity are verified with selective information 

disclosure or, in other words, without revealing private 

information. ZKP can be used to efficiently implement secure 

information exchange and anonymous identity verification. 

This paper reviews ZKP models/algorithms proposed in the 

literature for the various use cases, such as authentication, 

identity management, security, privacy, and anonymity in a 

centralized and decentralized environment. Further, this paper 

analyses the proposed ZKP models for Blockchain in the 

literature and its various possible applications. Finally, this 

paper analyses the limitations and challenges of ZKP models. 

General Terms 
ZKP, Blockchain  

Keywords 

Authentication, Identity management; Security; Privacy, 

Anonymity 

1. INTRODUCTION 
Zero-knowledge proof is a cryptographic model in which the 

confirmer can verify the claimant by implementing a sequence 

of stereotyped actions and gets convinced that the claimant has 

secret information without disclosing any private or other 

information, including the claimant's data and the confirmer's 

data [1]. The most significant advantages of ZKP models are i) 

Implementing ZKP is more straightforward than other 

cryptographic algorithms since it doesn't require any 

complicated public key-private key pair. ii) Also, repeated 

execution of the ZKP model/algorithm will not provide any hint 

for intruders for more information. The most significant 

features of ZKP algorithms are i) Inclusiveness/Completeness 

– assures that confirmation concerning verification is complete 

and that the claim may proceed with the further process. ii) 

Reliability/Trustworthiness – In another way, it is known as 

soundness, which promises that the verified transaction is 

entirely genuine and not fraudulent. iii) Zero-Knowledge 

Criteria - ensures zero access to the highly sensitive credentials 

of both claim and confirmers [2]. Blockchain is one of the 

implementations of distributed ledger technology, in which the 

storage of transactional information in a distributed database 

runs on a peer-to-peer network [3]. Cryptographic algorithms 

ensure the security of the ledger data. The ledger has unique 

characteristics such as an append-only format, immutability, 

and updatable-ness via consensus with peer nodes. Blockchain 

applications [4] are widespread in real-time use cases such as 

cryptocurrency payment and transaction, finance, digital 

education and governance, healthcare, etc., and they also solve 

security issues when operating the Internet of Things and 

artificial intelligence-based applications [5]. Despite the 

widespread applications of blockchain technology, specific 

problems related to privacy, anonymity, and security need to be 

solved.  

1.1 Review of existing study works 
The study presented in this reference paper [6] analyses various 

models, such as hash-based, signature-based, and ZKP models, 

for selective disclosure of digital identity. This study 

categorizes various models and compares them. The 

application of the selective disclosure models considered in this 

study is anonymity and, to some extent, privacy. The study 

describes [7] the various ZKP algorithms for privacy 

preservation implemented in Blockchain. This paper also 

describes the current state of the art of ZKP in Blockchain and 

its future direction. This review paper [8] analyses ZKP models 

for authentication and architecture for IoT applications. This 

paper also analyses the advantages and limitations of ZKP 

models for authentication in IoT applications. The reference 

review paper [9] analyses the ZKP methods used for security 

and privacy in corporate blockchain networks. The 

comparative studies of ZKP methods with other privacy 

preservation methods also portray these models' issues and 

challenges [10]. This paper comprehensively surveys ZKP 

methods for blockchain-based identity management. This 

paper also presents the challenges and future directions.    

1.2 Gap analysis and need for this study 
Some existing studies focus on a broader perspective of 

selective disclosure models, but their applications are confined 

to privacy preservation and anonymity. Further, few other 

studies have explored the ZKP integration with Blockchain to 

solve the application's privacy issues. Some papers analyze the 
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implementation of ZKP models for decentralized identity 

management and present their evaluations. In addition, review 

ZKP models for specific applications such as the Internet of 

Things, etc. This study exclusively reviews ZKP models, which 

are considered more advantageous than all other selective 

disclosure models. This study also aims to analyze ZKP models 

for various use cases such as identity management, 

authentication, security, privacy preservation, and anonymity. 

This study analyzes ZKP integrated with Blockchain models 

for multiple applications. This proposed study also discusses 

the issues related to blockchain implementations, which can be 

solved using ZKP models. 
 

1.3 Objectives of this study 
This paper reviews ZKP models for various use cases such as 

identity management, access control, authentication, security, 

privacy, and anonymity. Further, this study extends the scope 

of the study to interpret the significance of ZKP models in a 

Blockchain environment. Furthermore, this paper reviews 

various applications of ZKP models and ZKP models 

integrated with Blockchain. Finally, it presents the challenges 

and future directions of implementing ZKP methods and their 

applications. 

 

• To conduct a comprehensive survey of existing literature 

that explores how ZKP aids in digital identity management, 

authenticating information, securing information, privacy-

preservation of data, and anonymity. 

• To perform a deeper analysis of ZKP models integrated 

with Blockchain and its applications 

• To understand the importance of ZKP models in blockchain 

implementations, privacy related to identity, transactions, 

and smart contracts is also analyzed according to the type 

of Blockchain – private, public, and consortium [9].  

• To analyze the shortcomings and outline the challenges in 

ZKP model implementations. 

 

1.4 Review Methodology 
The following topics are considered for this review article: 

ZKP, ZKP models, ZKP integration with Blockchain 

Technology, ZKP use cases – implementation of access 

control, anonymously authenticating information, anonymous 

identity management, security and privacy preservation of 

information. The research objectives are framed with the 

fundamental analysis of the searched content. Works of 

literature from the databases i) ACM, ii)IEEE, iii) Scopus, iv) 

Springer, v) Web of Science, vi) Taylor and Francis, and vii) 

Willey based on the topics, content, and concepts related to the 

framed objectives were taken. Further, by removing duplicates 

from the results obtained by the search, manual examination of 

the abstract and full article to categorize the ZKP model, ZKP 

use cases, and ZKP+Blockchain applications. Finally, the 

report is prepared by classifying and analyzing the ZKP models 

and applications. 

1.5 Organization of this paper 
The organization of the paper is given as follows. Section 2 

describes the Zero Knowledge Proof concept and its evolution, 

the types of ZKP models, and its features. Section 3 discusses 

blockchain concepts and their evolution, block verification and 

block appending processes, different types of Blockchain, 

smart contracts, consensus algorithms, and generic use cases. 

This section also discusses issues with blockchain 

implementations. Moreover, section 4 illustrates ZKP 

algorithmic models – ZK-SNARKS, ZK-STARKS, 

Bulletproof, and interactive ZKP. Further, section 5 describes 

a systematic review of ZKP model use cases – security and 

privacy preservation, multifactor authentication, anonymity, 

identity management, and use cases of ZKP models in 

blockchain implementations. Furthermore, section 6 portrays 

challenges in the implementation of ZKP models. Finally, 

section 7 concludes the review paper. 

 

2. ZERO KNOWLEDGE PROOF 
Zero-knowledge proof is a cryptographic model in which the 

confirmer can verify the claimant by implementing a sequence 

of stereotyped actions and gets convinced that the claimant has 

secret information without disclosing any private or other 

information, including the claimant's data and the confirmer's 

data. ZKP is a cryptographic technique that helps authenticate 

information without revealing both claimant and confirmer 

privacy-preservation details. ZKP plays a significant role in 

anonymous identity management, mutually anonymous 

authentication, access control, securing private information, 

and securing transactional information. This approach is 

beneficial in scenarios where anonymity, security, and privacy 

are preponderant. Use cases in which these performance 

characteristics are predominant are identity management, 

access control, authentication, and back-and-forth transacting 

information [11].  

 
Generally, these algorithms are mathematically based and are 

resistant to attacks. Information shared for authentication, 

access control, and identity management is invulnerable (i.e.) 

protected against intruders' access/manipulation. ZKP 

algorithms have recently evolved into post-quantum 

cryptographic-based algorithms that are quantum-resistant. 

ZKP allows user to hide their privacy-sensitive information and 

allows their identity-based information for security and privacy 

reasons. ZKP helps user anonymity for identity management, 

anonymous authentication, securing private information with 

selective disclosure, etc. The evolution of ZKP models is 

shown in the table 1 below. The table portrays the various 

models of ZKP algorithms from its evolution three decades ago 

to now. The table shows that the ZKP methods evolved as 

generic methods and underwent a lot more transitions, and now 

there are lattice-based and quantum-resistant algorithm models. 

ZKP models aid in achieving a balance between confidentiality 

and transparency of the information. ZKP allows a claimant to 

claim the identity or authenticity of the information without 

revealing it directly. The claimant can create proof that does 

not indicate their private data and cannot be inferred from the 

evidence [12].  

 

2.1 Types of ZKP models  
The ZKP model works in two ways: i) Interactive ZKP and ii) 

Non-interactive ZKP models. In the interactive ZKP model, the 

claimant and the confirmer establish synchronized 

communication for authenticating/identity verification. During 

communication, the claimant produces proof based on basic 

information without disclosing critical credentials. Confirmer 

witnesses the evidence and sends back a set of challenges in the 

sequence of interactions to that claimant for further responses 

[13]. This type of interaction goes for multiple rounds until the 

confirmer produces the results, as illustrated in Figure 1. For 

example, consider a mobile voting system in which voters' age 

has been verified for checking voting eligibility, with 

mathematical variations of numbers verified instead of getting 

direct age information from the claimant. 
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Figure 1. Illustration of Interactive Zero Knowledge Proof 

 

Figure 2. Illustration of Non-Interactive Zero Knowledge Proof 

Table 1 Evolution of ZKP 
 

S. No Year References Description 

1 1985 Gold-Wasser, Micali, Rackoff [14] Generic ZKP 

2 1987 Santis [15] Non-interactive ZKP (first algorithm) 

3 1988 Gennaro et al. [17] Efficient NZKP using quasi-safe prime product 

4 1988 Gennaro et al. [17] Efficient NZKP using quasi-safe prime products 

5 1989 Schnorr [18]  ZKP in an interactive mode – Signature scheme based on discrete 

logarithmic problems 

6 2006 Persiano et al. [19] Double round NIZKP 

7 2008  Peikert [20] NIZKP- Lattice cryptography 

8 2009 Xagawa and Tanaka K [21]  NTRU (Quantum resistance ZKP) (first algorithm) 

9 2013 Xie et al.[22] ZKP for Ring LWE 

10 2015 Cabaracas [23] Post-quantum commitment scheme for ZKP using lattice problem 

11 2016 Martin Fernandez [24] NIZKP FOR authentication 

13 2019 Alshameri and Kumar [26] NIZKP with a fully homomorphic commitment scheme 

14 2022 Lyubashevskey [27] Lattice-based ZKP scheme (Generic Module LWE) 
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In the Non-interactive model, there is no synchronized 

communication setup. The claimant will generate the proof by 

selectively disclosing information and sending it to the 

confirmer for verification. There are neither multiple rounds of 

interactions nor back-and-forth communication. This model 

works in scenarios where synchronization is impossible, as 

illustrated in Figure 2. For example, suppose the claimant wants 

to prove they are an authorized citizen of a particular country. 

In that case, they can send the details related to the set of 

country names or continents to which the country belongs to 

the confirmer without revealing the actual information. 

3. BLOCKCHAIN 
Blockchain is a distributed database operated on a peer-to-peer 

network, and Blocks store transactional information [28]. 

Blocks are linked using hash pointers to form a blockchain 

structure. Blockchain technology emerged by integrating three 

main concepts of computer science: i) data structure  - block 

storage and linking blocks with hash pointers, similar to a 

linked list data structure in which nodes store data and a simple 

pointer connects nodes. ii) Database – Storage of data similar 

to that of a traditional database, which is in a table format, and 

CRUD operations are possibly done by the centralized 

authority. In contrast, the Blockchain's storage format is blocks, 

and Read and Write is consensus with other participants. iii) 

Network – Peer-to-peer network. All participants are equal. In 

contrast, traditional database storage operates on the client-

server network in which the server stores and operates on data. 

Cryptographic concepts play a crucial role in securing the data 

stored in the Blockchain and the overall implementation of the 

Blockchain, creation of hash pointers, and data encryption with 

public-key infrastructure and digital signature, etc.  

3.1 Evolution of Blockchain 
Technically, Blockchain is defined as follows: Blockchain is a 

distributed ledger shared on a peer-to-peer network. 

Blockchain uses cryptographic algorithms for secured 

information storage and transactions. The characteristic 

features of Blockchain are that it is an append-only ledger that 

is immutable and updatable via consensus algorithms. 

Generally, it helps to keep records in a shared, distributed, and 

secured way. It is more beneficial in terms of transparency. 

Every system user holds a copy of the documents to view, and 

updates are possible via agreement among other users. The 

following table defines the evolution of Blockchain 

Technology. Initially, Blockchain started with cryptocurrency 

transactions and payments. It further grew in implementing 

distributed applications (Dapps) and deploying digital services 

offered by the government, financial institutions, and other 

business organizations using smart contracts. Furthermore, it 

recently emerged as the backbone architecture for building 

digital infrastructure. 

Table 2 Evolution of Blockchain 

S. 

No 

References Year Description 

1 [29]-[31] 2009-2011 Cryptocurrencies 

2 
[32]-[34] 2012-2017 

DApps 

 

3 
[35]-[37] 2008-2022 

Digital Services 

 

4 
[38]-[40] 

2022 and 

beyond 

Digital Intelligence 

infrastructure.  

 

The significant aspect of Blockchain technology is 

disintermediation. Transacting information for various 

applications eliminates the need for intermediaries, a 

predominant entity in traditional systems. Blockchain is among 

the distributed ledger technologies; the others are tree structure 

and directed acyclic graphs (DAGs). The transactional 

information is stored in blocks linked by cryptographic 

algorithms. Blockchain simulates linked list data structure in 

which pointers are chained as hash pointers, and nodes are 

represented as Blocks. Block information can be categorized as 

Blockhead and Block body. Blockhead consists of i) Block 

hash, ii) Time stamp linked with transactional information, iii) 

Hash value of the previous block, iv) Nonce - a randomly 

generated number, and iv) Merkle tree root value. The 

following figure 3 illustrates the Block Structure in a 

Blockchain. 

 

 

 
Figure 3. Illustration of Generic Structure of Block in a 

Blockchain 

The block body consists of a list of transactional information. 

A blockchain block is addressed by its hash value, which is 

represented as block hash. The block's position in the 

Blockchain is defined in the block as block height value. In any 

Blockchain-based application, when a user wants to perform 

operations, it becomes a request from the user side. It generates 

new transactions in their application and broadcasts the 

network's transaction information. This transaction will 

become a part of an unverified and unmined pool of 

transactions with the nodes. The nodes will collect such 

transactions and select a specific set of transactions for mining. 

Mining here means verifying the transaction information and 

manipulating the hash values of the transactions to find the 

block address (block hash value) so that these transactions can 

be added to the block. Once the hash value is found, it will be 

announced in the network along with the public key for others 

to verify and approve. Once all other nodes have been verified, 

a consensus is reached on appending it to the proposed 

Blockchain [41]. The following Figure 4 illustrates the 

blockchain verification and block appending process. 
 

The consensus algorithms play a crucial role in the 

implementation of Blockchain Technology. All the peers in the 

network verify and validate transactional information in the 

absence of centralized nodes. The consensus algorithm 

provides instructions for creating the block with an agreed set 

of transactions and appending the block in the Blockchain with 

an agreement with other nodes. 

 

3.2 Types of Blockchain 
System architectures can be categorized into centralized, 

decentralized, and distributed. A centralized system has a single 

point of authority that controls all the other nodes for accessing 

and sharing the information.  
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Figure 4. Illustrates the blockchain verification and block appending process. 

For example, Client-server architecture and example 

application is TCP/IP (Transmission control protocol/Internet 

Protocol). In contrast, the decentralized system architecture has 

no central authority to control accessing and sharing 

information. All nodes are equal and run independently and 

simultaneously for processing. For example, a peer-to-peer 

network and an example application is Blockchain [42]. In 

distributed system architecture, the computations are 

distributed among the nodes for processing. This concept of 

distributed processing may be included in peer-to-peer or 

client-server systems architecture. For example, N-trier 

computing systems and example applications are cluster, fog, 

and grid computing. The systems can be designed using 

hybridization of any of these architectures mentioned above. 

For example, Web service systems were implemented by 

combining centralized and distributed architecture. Similarly, 

cryptocurrency systems (Bitcoin, Ethereum) were implemented 

using a decentralized and distributed architecture. As discussed 

earlier, Blockchain runs on a peer-to-peer network. It 

distributes the ledger information over the peer-to-peer network 

for verification and validation, avoiding the need for 

intermediation. This process's three primary access control 

operations are viewing, sharing, and updating the information. 

The blockchain system can be categorized into public, private, 

consortium, and hybrid based on the permissions given for 

these access privileges [43].  

 

3.2.1 Public Blockchain 
Public Blockchain is permissionless, in which any node can 

join the network without taking permission required by any 

other node, and exiting from the network at any time is also 

possible. This concept of joining and leaving without other 

participants' permission forms peer-to-peer in which all 

participating nodes are equal. Every node processes the 

information with the help of a shared copy of the distributed 

ledger. The transactional information is verified and validated 

by all the nodes in the network. This process makes the nature 

of the Blockchain a trustless system, processing without 

intermediation. Even though the ledger information is given as 

public, it is secured by cryptographic algorithms. Selecting the 

node to perform the mining process, which computes the hash 

value of the block and appends it to the Blockchain, is done by 

consensus algorithms. In this process, sharing the Blockchain 

with all the peer nodes and allowing them to exercise their 

access privileges results in a trilemma trade-off in achieving 

distribution, decentralization, and privacy preservation. 
 

3.2.2 Private Blockchain 
A peer-to-peer network formed for sharing and managing 

information in a closed environment or enterprise is known as 

a private blockchain, which falls under the category of private 

Blockchain. This system will store and share enterprise 

information with blockchain users. The enterprise information 

stored will be secured and immutable. This private Blockchain 

also enables internal information transactions among 

enterprises. Information management within the organizational 

enterprise can be implemented using a private blockchain, 

which eases the execution of business processes. The reliability 

of the business process system can be improved by 

implementing private Blockchain in the business enterprise. 

This private blockchain design introduces the trade-off through 

several factors, such as decentralization, identity management, 

access control, and anonymity. Building a private blockchain is 

done in two ways: i) using Hyberledger and ii) building on a 

public Ethereum network. 

 

3.2.3 Consortium Blockchain 
In consortium blockchain, the peer-to-peer group is formed 

among the nodes present in the consortium or federation. For 

example, in the supply chain management application, the 

participants of this applications are from different 

organizations. Hence, there is a need to design a system that 

accommodates the participants from other enterprises while 

access privileges are restricted to specific nodes in the 

consortium network. In this approach, all the participating 

nodes are in the same virtual network, or individual virtual 

networks are integrated into the consortium blockchain. This 

implementation also has a trade-off with decentralization, 

privacy, and anonymity [44]. 
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3.3. Consensus Algorithms 
Initially, the development of Blockchain-based 

implementations, Proof of Work, Proof of Stake, and Proof of 

Byzantine Fault Tolerance were proposed and used. Later, 

many other algorithms were developed and used. There are 

three categories of the proposed consensus algorithms. The 

categorization employs a concept in which agreement with the 

nodes is arrived at. The first category is a work-proof-based 

consensus mechanism, in which a miner node is selected based 

on the computational power of the nodes. The evaluation of the 

computational power of the node is done by solving a complex 

problem. The computational power of the node is directly 

proportional to the complex work of finding the address of the 

new block and appending it to the Blockchain. A few examples 

of this mechanism are PoW, DPPoW, etc. The second category 

of consensus algorithm is capability-based consensus 

mechanisms, in which miner nodes are selected using their 

capability. The capability can be defined by criteria such as 

service to the community, number of cryptocurrencies being 

held, and trust established in the network by the node—

examples: PoS, DPoS, PoET, PoA, etc. The final category of 

the consensus mechanism is the Voting-based mechanism. In 

this mechanism, the mining node is elected to generate a block 

and append it to the Blockchain [44]. This mechanism avoids 

unnecessary wastage of computational mechanisms, which 

happens with work-proof mechanisms. This mechanism also 

handles Byzantine attacks. Examples are BFT, PBFT, DBFT, 

etc. Among the above three, the voting-based mechanism is 

considered more advantageous since i) it handles Byzantine, ii) 

it provides a high level of decentralized compared to other 

mechanisms, iii) it is prone to attacks/vulnerability of less than 

33% compared to other mechanisms. iv) Produces high 

throughput and consumes low energy and resources. v) 

Scalability achieved is comparatively low and can be sorted out 

through other mechanisms.  
 

3.4 Smart Contracts 
 

Smart contracts are decentralized programs that contain 

business logic; to execute them, they comprise limited data. 

Business logic in smart contracts is defined to check the 

conditions set for the business process to execute automatically. 

Generally, smart contracts don't need only a blockchain 

environment; it is an electronic transaction protocol that 

executes the terms and conditions of the contract. It enables the 

business's standard contractual conditions to be verified 

electronically without needing trusted intermediaries. Also, 

these smart contracts can mitigate malicious and inadvertent 

transactions [45]. In other words, a smart contract is a secure 

and auto-executable program comprised of agreement business 

aspects that are self-running, enforceable, and unstoppable. 

Some of the features of smart contracts are secured 

implementation of business logic, auto executable, enforceable, 

unstoppable, transparent, and unalliable coding. It gets 

executed based on the data available. One smart contract can be 

called another smart contract for the execution of business 

logic. Ethereum smart contracts proposed by Vitalik Butsin in 

2014 [46] are one example of a smart contract, which can be 

created using solidity programming language to build 

distributed applications. Auto-execution, auto-verifiability, and 

tamper resistance are features of Ethereum smart contracts. 

 

3.5 Generic Use-cases of Blockchain 
Blockchain technology is considered one of the emerging, also 

known as disruptive technologies, since it has replaced the 

centralized system. The existing centralized system is limited 

in establishing Trust as an external factor. In contrast, Trust is 

an in-build factor in a decentralized environment and is the 

most significant entity for any system. Building intelligent 

systems requires Trust as an internal factor to achieve data 

security and integrity. Moreover, traditional systems are a more 

time-consuming, costly, and complex process (in terms of risk) 

since achieving security and establishing Trust is complex. In 

Blockchain technology-based implementation, the trust factor 

of the system comes within the system, which can also be 

known as a trust-less system, as establishing Trust in the system 

process should be a transparent mechanism. Blockchain system 

design enhances Trust within the system processes of a specific 

domain. Blockchain provides a reliable vision of shared, 

distributed transactions and eradicates the single-point failure 

of centralized systems. Blockchain technology combines 

significant concepts like cryptographic techniques, peer-to-

peer networking technology, and tamper-evident distributed 

ledger technology, including fault tolerance, immutability, 

provenance, and auditability [47]. Blockchain use cases are 

widespread in various domains: Cryptocurrency, finance and 

payments, education, health, manufacturing, supply chain, 

energy, agriculture, etc. Blockchain can be further integrated 

with proficient technologies [48] such as the Internet of Things, 

AI, Big data, etc. 
 

3.6 Issues with Blockchain 
Transaction information stored in the Blockchain is 

distributed/shared in the peer-to-peer network, which may be 

publicly available with all nodes if the blockchain 

implementation is public. The public nature of the Blockchain 

will allow any time entry/exit of the nodes. Hence, a malicious 

node can get added to the network, a data leak may happen, and 

the system's privacy may fail, leading to the attack of genuine 

users of the system. Moreover, encryption technology may still 

pose a threat to tracking related transactions to get the identity. 

Furthermore, the development of quantum computing has put 

all cryptographic systems under threat. There is a need to store 

and share the selective information and update the Blocking 

Technology implementation with quantum resistance and 

selective information disclosure algorithms. Blockchain 

technology implementation is expected to handle the 

contradiction between security and privacy, which means 

information systems, services, or any other digital 

infrastructure should support security aspects without leaking 

the privacy information in serving mechanisms. 
 

4. DESCRIPTION OF ZKP ALGORITHMS  
4.1 ZK-SNARKS – Zero-Knowledge Succinct 

Non-interactive Argument of Knowledge 
This ZKP (non-interactive) model is applied in various 

applications, including Blockchain. ZK-SNARKs model helps 

the claimant show the confirmer how to authenticate the 

information without revealing additional information. ZK-

SNARKs are mainly used in scenarios where privacy is a 

significant factor. ZKP algorithms can be applied in the real 

world, such as confidentiality and preserving privacy in 

cryptocurrency transactions, such as ZCASH, decentralized, 

identity management, secure mobile and remote voting 

systems, etc. The main features of ZK-SNARKs are their non-

interactive nature, compact proof generation, and complex 

cryptographic algorithms for key generations as security 

features [49].  

 

Table 3  Comparison of Non-interactive ZKP algorithms 
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Concepts ZK-SNARK ZK-STARK BULLETPROOF 

Size of the 

proof 

Small proof  Large-proof, linear, and quadratic size 

growth 

Small proof and Dynamic proof 

without compromising security. 

Speed Comparatively faster Fastest Slowest 

Applications Used in applications where there 

is limited storage space. E.g., 

Blockchain. It is also suitable for 

limited network transfer speed, 

E.g., Internet of Things. 

Used in applications in which proof size 

plays a significant role, E.g., Data 

center management, Cloud computing, 

Machine Learning, etc.    

Used in applications with high-level 

computing environments, where one 

claimant creates a proof, many 

confirmers verify the proof—for 

example, Blockchain. 

Environment Trusted Setup A trusted environment is not required. A trusted environment is not required. 

 

The processes involved in ZK-SNARKs are given as follows. 

The initial step is to derive public parameters from secret 

parameters, referred to as standard reference strings. The 

second step is generating the claimant's and the confirmer's 

keys. The claimant will generate proofs using the claimant's 

key, whereas the confirmer's key is used to verify the proof. 

The elliptic curve cryptography technique is used for 

cryptographic keys. In the third step, the proof is generated with 

the following information: i) claimant's key, (ck), ii) generic 

statement, z iii) private information as a. Proof generated in this 

step has a relationship among standard reference parameters, 

generic statement (x) and private information (a). The final 

proof verification step is done using the confirmer's key, 

generic statement (x), and proof sent by the claimant. This step 

verifies that the determined proof is valid. 

 

4.1.2 ZK-STARK - Zero-Knowledge Scalable 

Transparent Argument of Knowledge 
The ZK-STARK method generates proof for the claimant in the 

same way as ZK-SNARKS and the same for verifying the 

proof. However, unlike ZK-SNARK, ZK-STARK uses hash 

function rather than elliptic curve cryptography to generate 

proof primitives. Hash functions resist quantum attacks, 

whereas elliptic curve cryptography is more vulnerable to 

quantum attacks [50]. Implementing ZK-SNARK is possible 

only with a reliable environmental setup, whereas 

implementing ZK-STARK is not required.  

4.1.3 Bulletproof  
The bulletproof algorithm generates proofs for verification like 

the other two algorithms, ZK-SNARKS and ZK-STARKS. 

Bulletproof are small-sized proofs in a predefined range that 

generate standard reference strings and are implemented in a 

trusted setup. Bulletproof is vulnerable to quantum attacks and 

finds its use-case anonymously authenticating people. 

Bulletproof produces fewer commitments and verifies the inner 

proof to implement unlinkability with source identity. Table 3 

illustrates the comparative analysis of Non-interactive ZKP 

algorithms [51].   

4.2 Interactive ZKP 
In an interactive model of the ZKP algorithm, the claimant and 

confirmer will be in synchronous online communication for 

several sounds of messaging [52]. The steps for the interactive 

ZKP algorithm are given as follows: 

Step 1:  The Claimant generates proof known as commitment 

and sends it to confirmer. 

Step 2:  The confirmer generates a challenge question on 

receiving the commitment for verification.  

Step 3:  The Claimant responds to the challenge with the 

commitment and generic information.  

Step 4:  The steps above are repeated until the confirmer 

accepts the commitment and verifies it as genuine. 

5. SYSTEMATIC REVIEW OF USE-

CASES OF ZKP MODELS  

5.1 Security and Privacy 
Abhijeet R. Raipurkar et al. [53] present a Blockchain-based 

solution model for identity management. Self-sovereign 

identity is used in decentralized identity management. ZKP-

based verification for the claimed identity is done to ensure 

security and privacy in decentralized identity management. The 

results of the proposed models prove that the third-party system 

can efficiently verify the claims through a public network. The 

proposed system is implemented using PolygonID, Metamask, 

and ReactJS. Results show that ZKP efficiently manages 

remote identity, improving user privacy and security. Po-wen 

Chi et al. [54] have proposed a novel scheme known as 

blockchain-designated verifier proof (BDVP), which addresses 

the 'collision problem,' i.e., verifier sharing of the public key to 

the third party to prove the identity, and solves the problem of 

when verifier tries to send proofs with all its generated 

computational transcripts to the third party to proof prover's 

identity. The proposed technique is analyzed for quantum 

resistance and compared to other existing ZKP 

schemes/modules for Blockchain. Results show that BDVP is 

an efficient technique for privacy-preserving the prover when 

the implementation is done through Blockchain. Ya-chai Tsai 

et al. [55] analyze ZKRP (Zero-Knowledge Range Proof) 

implementation for Bank payments with Blockchain. The 

proposed ZKRP algorithms pose non-interactive and range 

flexibility features. Performance evaluation is done by 

comparing it with other NIZKP algorithms, and results show 

that the proposed one is more flexible and applicable for Dapps.  

Max Kobelt et al. [56], the authors have compared various ZKP 

implementations and designed benchmarking algorithms that 

aid decision-making. It has two implementations, one proving 

knowledge of hash preimage using MIMC EdDSA Signature 

Verification. Chunjie Guo et al. [57] proposed a new scheme, 

BioAu-SVM+ZKP, allowing users to authenticate themselves 

to third-party applications without disclosing biometric 

template-related information. ZKP algorithms produce the 

evidence utilizing polynomial commitment. Here, SVM is used 

to classify fingerprints. The efficiency of the proposed 

algorithms is evaluated by conducting experiments with the 

reasonable. The efficiency of the proposed algorithms is 

evaluated by conducting experiments with a reasonable-sized 

dataset. Gulshan Kumar et al. [58] propose a blockchain-based 

framework, referred to as BRON, that manages the 

organization's human resources information globally without 

any privacy leakage. ZKP algorithms in this paper are used for 

global verification and data retrieval for various processes in 

this application without affecting the privacy of the users' data. 

BRON inculcates ZKP Algorithms for anonymously 

authenticating the information. BRON uses Proof of Authority 

as a consensus algorithm and smart contracts for the auto-

incentive process. Results show that implementation of the 

framework produces good throughput and less latency than 

centralized HRM systems. Prabhat Kumar et al. [59] proposed 

a blockchain-based healthcare system framework. This 

framework also includes IoT and Deep learning approaches. 
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ZKP algorithms were used to achieve secure data transmission 

and data integrity. The results show that the proposed 

framework efficiently and effectively secures data 

transmission. Hamza Baniata et al. [60] propose a fog-enabled 

blockchain-based credential management framework called 

PriFoB. The proposed framework in this paper adopts a 

permissionless blockchain, and a generic model of ZKP is used 

to enhance privacy. Zilin Liu et al. [61] implement a 

generalized blockchain-based data-sharing protocol in which 

data privacy is preserved through ZKP algorithms. Yang Lin et 

al. [62] propose architecture using Blockchain and ZKP for 

privacy preservation in advertising information systems. Jiahui 

Huang et al. [63] utilize a one-way hash-based function for 

ZKP and ZK-SNARKS for privacy preservation in digital asset 

transfers. The proposed method in this paper is referred to as 

ZKchain. Tao Feng, Puyang, et al. [64] have proposed a 

blockchain-based framework for data privacy, security, and 

availability using ZKP and smart contracts and secured data-

sharing transactions in cloud services. Jialin Zhu et al. [65] 

analyze privacy-preservation mechanisms for digital certificate 

management. Junbeom Park and Seongjn Chang [66] have 

proposed a frame for smart homes using Blockchain, IoT, and 

ZKP. In this work, ZKP is used to safeguard the public keys of 

the homework. Xheya Xia et al. [67] propose an efficient 

anonymous authentication and key agreement scheme with 

privacy-preserving for smart cities. Sai Kiran Deveraselti et al. 

[68] propose a ZKP-based data privacy and identity anonymity 

protocol for data transfer in peer-to-peer networks. Xiao Xu 

[69] proposes a novel information system based on ZK-

SNARKS for managing information on students with 

disability. Verifying students with a disability using the 

proposed system is effectively done using ZKP models. This 

paper also analyses the significance of ZKP models in 

educational systems. Honglei Li and Weilian Xue [70] propose 

an e-auction scheme without intermediatory. The system is 

constructed using Blockchain Technology. Smart Contract 

technology and a Non-interactive ZKP model are implemented 

using a bulletproof algorithm. The results show the efficiency 

of the proposed e-auction scheme regarding privacy 

preservation, security, and reliability. Yangzhou Cao et al. [71] 

propose a dual blockchain framework for privacy preservation 

in vaccine passport systems. This system uses public 

Blockchain to maintain the supply chain of vaccines and adopts 

consortium blockchain for verifying and validating passport 

information using ZKP. 

5.2 Multifactor Authentication 
Quan Nguyen et al. [72] propose a framework to authenticate 

users when they want to access their application through a 

website (third-party system), unreliable device, and network by 

adding another layer of security, which is known as two-factor 

authentication. ZKP implements completeness and zero 

knowledge for the user by allowing them to produce proof of 

the login credentials. The paper concludes that the proposed 

framework mitigates hardware keyloggers, software 

keyloggers, and shoulder surfing attacks. Md. Onais Ahmed et 

al. [73] analyze the importance of multifactor authentication in 

securing information in smart city networks. Initially, it 

illustrates the security and privacy threats of implementing a 

smart city. The author proposes a new blockchain-based 

multifactor framework named "BAuth –ZKP" for a security 

smart city where transactions are verified through ZKP. The 

proposed MFA mechanism uses a commitment scheme and 

character count ZKP technique. Saba Khanum and Kurram 

Mustafa [74] propose an encryption scheme that is a 

hybridization blind and ring signature process using lattice 

cryptography. The encrypted data is stored in the block since 

the blockchain network nodes verify it. The verification scheme 

employed in the nodes is based on ZKP and is also used to 

authenticate information and avoid unauthorized data access 

changes. Dongmeihi et al. [75] proposed reliable medical data 

and healthcare sharing using Blockchain and ZKP. This smart 

contract and ZKP model automatically verify and authenticate 

information without leaks. Chinjie Guo et al. [76] proposed a 

privacy preservation scheme for fingerprint biometric 

templates using NIZKP. ZP-SNARKS is in a NIZKP model in 

which the claimant generates proof with the help of secret and 

generic information. The proposed system prepares the proof 

with the length of constants, reducing time and space 

complexity. Yudai Xue and Jinsong wang [77] propose a 

blockchain system for implementing traceability in Business 

applications to enhance cooperation among business entities. 

Traceable information is authenticated using Blockchain and 

zero-knowledge proof method for privacy-preserving. 

Transparency and reliability during the traceability process are 

achieved using smart contracts. Firas Hamila et al. [78] propose 

a non-interactive zero-knowledge proof model by transforming 

an interactive protocol. The transformed protocol is used in a 

two-factor authentication scheme of an IoT application. 

5.2 Anonymity 
Samia Boutalbi et al. [79] proposed a protocol to handle 

communication and information exchange among wireless 

devices in IoT networks in an anonymous way. The protocol is 

implemented through Blockchain and ZKP. Results obtained 

after the simulation depicted lower energy consumption and 

reduced communication costs. EunSeong Boo [80] proposes a 

framework using Blockchain for payments with a lightning 

concept. In this, anonymity in payments was achieved through 

ZKP. The LiteZKP concept is implemented using the Merkle 

tree to manage the computational complexity. The performance 

of LiteZKP is analyzed by implementing it in a device with 

limited configuration. The results show that LiteZKP 

outperforms up to 50% of the traditional blockchain 

implementations. Lasse Herkind et al. [81] proposed a 

blockchain-based cash flow management architecture. ZKP 

algorithms such as ZK-SNARKS and Bulletproof ensured 

privacy-based verification and anonymity for confidential 

transactions. Richard Banach [82] proposes a punishment-not-

rewarding mechanism for Blockchain network participation for 

those dealing with services related to blockchain maintenance. 

Privacy and efficiency become trade-offs when implementing 

a punishment mechanism; privacy concerns are trade-off 

entities. ZKP's ZK-SNARKS algorithm addresses this trade-

off. Yachao Huo [83] proposes a protocol in which two parties 

can compute or process together to achieve functionality in a 

circuit application while maintaining. Their inputs are private 

using ZKP. This proposed solution is also resilient to quantum. 

Jin Cheng Ma and Fe Li [84] propose a methodology 

combining ZKP and encryption model to protect the privacy of 

both parties involved in cross-border trade and maintain 

confidentiality in transaction amount and anonymity. 

5.4 Identity Management 
Marrico Barros et al. [85] propose a model to authenticate 

vaccinated people for different pathogens without revealing 

their identity. The self-solvenier identity model has been used 

for identity management, and ZKP algorithms play a role in 

ensuring the privacy of the shared health credential. Canling 

Wang et al. [86] A trust-based authorized access control 

scheme using the Blockchain and ZKP model has been 

proposed. Smart contracts were used to automatize trust 

verification and active access permissions by ensuring user 

privacy. The performance evaluation shows that the proposed 
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scheme is more secure, reliable, and efficient than existing 

access control mechanisms. Sid El Kafhali [87] analyses 

blockchain-based voting systems and discusses privacy 

preservation and identity management methods. ZKSMP (Zero 

Knowledge set membership proof) code verifies the voter's 

identity without revealing private data. Munivel and 

Kannammal [88] have proposed a solution to mitigate phishing 

attacks in mobile applications. The confirmer verifies the user's 

identity using a based authentication protocol, where the actual 

password is not sent to the verifier. Results show the proposed 

scheme effectively mitigates phishing attacks in mobile 

applications using cloud computing. Zhiming Song et al. [89] 

propose a digital identity verification and management using 

Blockchain Technology, SSI, and ZKP. 

In this model, a non-interactive ZKP algorithmic model, ZK-

SNARKS, is used. ZK-SNARKS uses the quadratic arithmetic 

technique on an elliptic curve to generate a proof. The same is 

verified by the confirmer efficiently and effectively. Ying 

Zhang [90] proposed a blockchain technology and smart 

contracts-based framework to reserve rights for methods and 

innovations produced in the music education process. Jie Li et 

al. [91] present a privacy-preserving authentication scheme for 

the Internet of Vehicles. ZKP models were for decentralized 

identity management. Here, the implementation of the 

Blockchain enhances the efficiency of the authentication 

process. The following figure 5 illustrates the percentage of 

research works reviewed in various use cases of ZKP.  

 
Figure 5. Illustration of Percentage of research works 

reviewed in various use cases of ZKP 

5.5  Uses of ZKP Models in Blockchain 

Implementations 
Blockchain-based implementations suffer from security and 

privacy issues and anonymous authentication. ZKP models 

play a significant role in preserving privacy and implementing 

anonymity with blockchain systems. Authors of this paper [92] 

propose the ZKP model combined with ring signatures for 

privacy preservation in healthcare systems implemented using 

Blockchain. Further, Xijian Xu et al. [93] propose ZKP 

mechanisms based on Pederson Commitments, which generate 

verifiable proofs to protect sensitive information during a 

trading phase of the payment system implemented using 

Blockchain. The implementation of ZKP is done by using the 

steps of processing ZK-SNARKS. Javier Jose Diaz Rivera et 

al. [94] propose a zero-trust architecture, a distributed 

authentication mechanism that utilizes Blockchain for 

multifactor authentication. In this architecture, ZKP models are 

used to handle blockchain privacy issues that arise with 

Blockchain. The authors of this paper [95] propose a privacy-

preserving authentication scheme that uses Blockchain in 

payment systems. Privacy-preservation of sensitive user data is 

achieved using zero-knowledge proofs. Smart contracts were 

used to process the fund flow among the merchants. Duc Anh 

Luong and Joug Hwan Park [96] in their work, propose identity 

management for anonymous authenticating users implemented 

using Blockchain. In this work, user authentication is done 

without revealing their real identities using a zero-knowledge 

proof model known as ZK-SNARKS—this model also hybrids 

with other techniques, such as Shamir's secret sharing. 

6. CHALLENGES IN THE   

IMPLEMENTATION OF ZKP MODELS 
ZKP algorithms are more flexible and reliable to be 

implemented for real-world problems. Quantum threats need to 

be considered when implementing ZKP algorithms. Few 

research papers have discussed quantum attacks and post-

quantum cryptographic solutions. According to the analysis in 

the research papers, even during quantum attacks, the 

confirmer's privacy is preserved, and this property is very 

suitable for blockchain implementations. More advanced 

potential ZKP algorithms must be constructed while 

considering the quantum resistance property. Further, ZKP 

algorithms in Blockchain debilitate its scalability, decreasing 

its applications' broadness. This property is mainly affected 

when the implementation platform has limited resources like 

IoT. Privacy and usability should be balanced and managed 

effectively, especially in applications like finance, health care, 

etc. The massive deployment of blockchain systems with 

privacy preservations must solve interoperability aspects. In 

general, the optimization of ZKP algorithms to strengthen the 

proof can be done with various methods to improve the 

efficiency and applications of the model. For example, Bugs in 

generated proofs are possible, which makes any imposter 

produce false proof, and the confirmer may also verify and give 

positive results. Similar challenges generate proof and solve 

challenges posted by the confirmer to the claimant [R36]. 

Lattice-based cryptography can be used to construct the ZKP 

algorithm—optimizations concerning the reduction in proof 

generation time. ZKP provides higher privacy and security than 

other methods. ZKP, combined with blockchain 

implementations, provides resilience against various attacks, 

such as denial of service (attack against availability) and 

modification (attack against confidentiality). ZKP integrated 

with Blockchain for privacy preservation reduces the cost of 

computations and communications.  

 

7. CONCLUSION 
In digitizing business or digital transformation, various 

implementations like user authentication, identity management, 

security and privacy-preservation of the data, and anonymity 

play a crucial role. Also, digital business transformation is 

achieved through blockchain technology, which has the 

property of openness and transparency but suffers from privacy 

issues. This paper thoroughly studies the use cases of ZKP 

models and their effectiveness in achieving anonymous 

authentication, decentralized identity management, security, 

and privacy preservation. Further, the paper introduces 

Blockchain, its types, features, and issues related to privacy. 

Furthermore, it shows how the ZKP model solves the privacy-

related problems with Blockchain. Finally, this paper presents 

the analysis of ZKP algorithms and research areas. The future 

scope of this study could be extended by reviewing and 

analyzing blockchain integration with various other cutting-

edge technologies to achieve data security and privacy 

solutions, which may result in practical application and 

facilitate a smooth business continuation process.  
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