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ABSTRACT

Continuous Integration (Cl) and Continuous Testing (CT) are
essential components in DevOps for improving software
delivery efficiency and quality. However, the implementation
of Cl and CT in DevOps settings faces considerable challenges
that affect scalability, efficiency and dependability. This
Systematic Literature Review (SLR) protocol aims to precise
and examine the key challenges in adopting CI/CT. The
investigation revolves around one primary research questions:
recognizing challenges, evaluating their effects, creating an
assessment framework, and confirming findings through case
studies. The study employs a methodical approach,
encompassing review planning, execution, and reporting. An
initial screening process evaluated 2,200 research papers,
reducing them to 100 pertinent studies that offer valuable
insights into the most pressing issues impacting CI/CT.
Preliminary findings reveal recurring challenges such as
automation issues, integration challenges, test instability,
scalability limitations, security weaknesses, and the absence of
standardized procedures. These challenges hinder smooth
software development and deployment, underscoring the
necessity for additional research and enhancements in CI/CT
practices. Through a systematic analysis of these challenges,
this study contributes to a more comprehensive understanding
of CI/CT constraints in DevOps. The results provide a
foundation for future research, assisting organizations and
researchers in developing more effective strategies to enhance
software development processes and optimize CI/CT
workflows.
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1. INTRODUCTION

Continuous Integration (CI) and Continuous Testing (CT) are
critical steps in today’s development cycles, especially in
DevOps. Since companies have aimed to shorten the delivery
cycle and improve software quality, Cl practices have become
crucial. However, working with the ClI and Test Automation
environment creates several issues that can affect the efficiency
of the processes. [1] DevOps is a set of practices that
incorporates software development (Dev) and IT operations

(Ops) to improve collaboration and the software delivery
process. From breaking down traditional silos to creating a
culture of continuous integration, continuous testing,
continuous delivery, and continuous improvement between dev
teams and ops teams. [2] Continuous Integration (Cl) facilitates
seamless integration of changes for prompt testing and
feedback. Concurrent Testing (CT) enhances this by
conducting tests simultaneously with development, improving
communication and software delivery efficiency. [3]

1.1 DevOps Concept

The first conference of DevOps Days was organized by Patrick
Debois in the year 2009 and was held in Ghent Belgium. This
meeting later progressed to other countries. DevOps is the
strategy that stabilizes the cooperation between the
development and operation departments to release the code
faster and automatically. It includes all developers involved in
the production phase and system engineers, administrators, and
security specialists. It makes the work of an organization fast,
facilitates the delivery of services to its customers, and
enhances competition in a particular market [4]. DevOps
breaks down silos between development and operations teams
through culture, automation, feedback, and constant
improvement for high-quality software in a changing
environment. [5][6]. When the development and operations
teams are integrated, the organization is better placed to address
market demands and customers’ feedback most efficiently and
effectively [7]. DevOps has four dimensions: collaboration,
automation, measurement, and monitoring. DevOps is a
continuous improvement to the agile software development
process that is a software construction that stresses continuous
software deployment and continuous integration with
automation technology minimizing delays and enhancing
communication, teamwork, and dependability [8]. Moreover,
the implementation of DevOps practices improves the rate of
deployments and the time taken to process change [9].

1.2 DevOps Life Cycle and Phases

Several development phases make up the DevOps lifecycle to
support and enable the consistent deployment of robust
software. Some of these phases may include planning and
design, coding and development, integration, testing,
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deployment, monitoring, and feedback. All of them are linked
so they are possible to iterate through and the process may be
improved more quickly [10]. The planning and design phase,
in this first phase, entails the identification of requirements,
architectural design, and modeling of the infrastructure. [11].
The Development Phase: Developers produce code, create new
options, and work with versioning tools like Git [12].
Continuous Integration/Continuous Delivery (CI/CD) Phase:
Continuous integration, building, testing, and deployment
processes provide routine and consistent software updates [13].
Testing and Verification Phase: Automated testing tools are
utilized in software testing to monitor software quality and
identify defects early in its evolution, enhancing the efficiency
and effectiveness of the testing process [11]. Deployment
Phase: Applications are tested and delivered to production
environments through infrastructure, including code and
containerization [12]. Operations and Monitoring Phase: The
application is constantly monitored and managed after
deployment to enhance its performance and swiftly address
problems [14]. Feedback and Improvement phase: This means
that information gathered from operations is incorporated into
the developmental cycles to facilitate future improvements
[15]. Figure 1. Show DevOps Life Cycle.
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Figure 1. DevOps Life Cycle

1.3 Continuous Integration and Continuous
Testing

Cl (Continuous Integration) and Testing are considered to be
core elements of the DevOps model improving cooperation
between the development and operations departments. IT
organizations that apply automated integration and testing
frameworks are known to deliver value faster while at the same
time producing better software. Continuous Integration (Cl) is
a key value in DevOps, enabling the automation of code
integration by combining code contributions from multiple
developers. Cl is often achieved using tools like Jenkins, which
automates build and test checks. CI helps detect defects early,
reducing the overall cost and time needed to repair problems in
later development stages [16][17]. Continuous testing is
essential for real-time validation of code changes and
maintaining code quality. Green Continuous Testing optimizes
test cycles to minimize carbon footprints and maintains quality
[18].  Integrating security testing within CI pipelines
(DevSecOps) helps identify vulnerabilities early in the
development lifecycle, reducing incident time and enhancing
overall security [19]. .

2. LITERATURE REVIEW

The literature on Continuous Integration and Testing in
DevOps highlights several challenges, including the need for a
cultural shift to foster collaboration between development and
operations teams, and the need to break down traditional silos
for efficient Continuous Integration and Testing (CIT)
processes, which can obstruct effective communication and
integration [20]. Hemon et al. propose a maturity model in
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which it is assumed that to reach higher level integration, both
functions have to be aligned and testing has to be synchronized
with code development. A culture of shared responsibility and
accountability is fundamental to effective DevOps practices
and for that, this alignment is necessary [21]. The automation
of testing processes is also a big challenge. Manual testing
relies too much on people which can lead to bottlenecks and
pipeline delays that can undermine the benefits of rapid
deployment [22]. Jenkins is a vital automation tool to
streamline workflows, reduce human intervention, and reduce
the duration of software delivery cycles [22]. However, the
integration of these tools into existing workflows is complex
and must be carefully planned and executed [23]. Additionally,
the automation process becomes even more complex because
of the requirement for comprehensive test distribution and test
artifact management [24]. One of the challenges encountered
in Continuous Integration and Testing (CI/CT) with DevOps is
related to security concerns. The integration of security
practices into the CI/CD pipeline, known as DevSecOps, plays
a crucial role in ensuring that potential security vulnerabilities
are identified and addressed at the earliest stages of the
development process [25]. However, that integration requires a
culture change where security is prioritized and automated
security testing tools must play seamlessly in the CI/CD
framework [26]. In the literature, several best practices have
been identified to address CIT challenges. The collaboration
and shared responsibility between development and operations
teams must become a culture. Training and workshops should
be done to educate and raise the acceptance of DevOps
Principles by all stakeholders [27]. Robust automation
frameworks are required to be adopted for automated testing
and minimized human intervention to streamline testing
processes. Jenkins and GitLab CI/CD are key tools to automate
the build and testing processes and speed up software delivery
cycles [28]. Robust automation frameworks need to be adopted
to streamline testing processes and reduce manual intervention.
Automating the build and testing processes with tools like
Jenkins or GitLab CI/CD helps speed up the software’s delivery
cycle [29]. Continuous testing practices with automated testing
frameworks bring about higher software quality by assuring
that code changes are tested quickly and efficiently [30]. To
enhance security, organizations should incorporate security
practices into their CI/CD pipelines, adopting a DevSecOps
approach. This involves automating security testing and
integrating security reviews into the CI/CD pipeline to identify
vulnerabilities early and reduce the risk of security breaches.
Constante et al. emphasize that the integrity and security of
software products depend on integrating security standards into
DevOps pipelines [31]. The Continuous Testing challenges are
integration issues, insufficient test coverage, and slow feedback
loops. Automating tests, continuous integration of codes, etc.
are best practiced in Agile to promote efficiency and quality of
the software [32]. However, continuous testing comes with
high resources and time costs because it is required to continue
testing all the time. Regression test selection (RTS) and test
case prioritization (TCP), adapted for lightweight analyzes, are
used best practices to efficiently manage test suite volumes
[33]. Many organizations face resource limitations that hinder
the implementation of continuous testing practices. In
healthcare, compatibility issues with laboratory data for
medication admixtures can compromise patient safety and
require a rigorous testing protocol [34][35]

3. RESEARCH QUESTION

The work presented in this paper is based on the following
four research questions:
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RQ1: What are the possible challenges of critical continuous
integration and continuous testing in DevOps?

4. RESEARCH METHODOLOGY

The proposed Systematic Literature Review (SLR) protocol
aims to explore and comprehend the challenges associated with
Continuous Integration (CI) and Continuous Testing (CT) in
DevOps. This methodical approach involves collecting and
examining existing research through a well-planned search
strategy to identify pertinent studies. The review's objective is
to offer a comprehensive understanding of the primary
challenge’s organizations encounter when implementing
CI/ICT within DevOps frameworks.
This investigation delves into current knowledge and research
gaps to emphasize the technical and organizational challenges
that complicate CI/CT adoption. The research methodology
employs an unstructured search of publications, allowing for a
step-by-step review process that enhances the selection and
analysis of relevant literature. This adaptable approach
facilitates the examination of a broad range of studies across
various industries and technologies.
Similar methodologies have been utilized by other researchers
to ensure a thorough and impartial assessment of CI/CT
challenges. The outcomes of this study establish a foundation
for future research and assist organizations in enhancing their
DevOps practices by addressing common issues in CI/CT
implementation [36] [37] [38].

4.1 SLR Data Collection

In this paper, an SLR is conducted to gather the Critical
Challenges of Continuous Integration and Testing in DevOps,
the step-by-step approach to conduct an SLR is shown in Figure

4.2 Planning Review

Figure 2 shows that the first phase of the SLR is planning the
review. In this phase, research questions are defined, data
sources, search strings, criteria of literature inclusion and
exclusion, and criteria of Quality assessment are determined.
Inclusion criteria, exclusion criteria, and QA criteria define the
literature selection process [39].

International Journal of Computer Applications (0975 — 8887)
Volume 186 — N0.68, February 2025

SLR APPROACH

Planning the Review

1. Research Question | 2. Data Gathering

3.Search String 4. Inclusion & Exclusion

5. Quality Criteria for Study Selection

Conducting the Review
e —

1.Primary Study Selection| 2. Data Extraction and
Synthesis

Reporting the Review

1.Documenting the extracted Results

Figure. 2 SLR Approach

4.2.1 Research Question
This systematic literature review (SLR) protocol aims to
identify the most important challenges of Continuous
Integration (Cl) and Testing within DevOps. This study
identifies four research questions. The SLR is focus on RQ1,
enabling a broad overview of the main issues affecting CI and
Testing in DevOps. Such an approach is intended to produce
valuable/insights that can maximize the applicability and
usefulness of these processes in software development settings.

4.2.2 Data Gathering

This systematic literature review explores the challenges of
Continuous Integration (Cl) and Testing in the context of
DevOps. Various data sources, such as journal articles and
conference proceedings, were utilized, with key electronic
databases including Wiley, ACM, ScienceDirect, and Google
Scholar. Focusing on English publications from 2016 to 2024,
the review aims to offer insights into the latest trends in Cl and
Testing methodologies within DevOps. Below Table 1 shows
the Data Source.

4.2.3 Search String

The search string can produce extensive results, yet it remains
within a reasonable scope. To address the study questions,
relevant keywords, and their synonyms were extracted from the
search string. The Boolean operator OR was employed to
combine alternative meanings, while AND was used to link key
elements. The complete search string is structured as follows
below in Table 2.

4.2.4 Inclusion Criteria

Search strings and retrieved papers is limited by using entry
criteria limiting them to a number. For final data selection,
included. Here are some inclusion criteria.

e Every paper should have a source from a journal,
conference, or book chapter.
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e Papers on Critical Challenges of Continuous Integration
and Testing in DevOps selected.

e Selected papers must analyze challenges which prevent
organizations from implementing continuous integration and
testing for continuous development and delivery.

e The papers should discuss the relationship between
implementing continuous integration/testing in DevOps and
strategies to handle such challenges. It is also for them to talk
about how they impact software development processes.

e Selected Papers written in the English language.

e Research Papers with less than five pages will be excluded.
e Research Articles that appear in more than one digital library
be excluded.
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e Seclected papers that should be available in full-text

4.2.4 Exclusion Criteria

In this research study, exclusion criteria are applied if the
research publications are not relevant of concern in this
research study and any literature not used in the data
extraction process are irrelevant. Any article that does not
meet the quality assessment criteria will be excluded.

Table 1: Data source

Electronic Databases

Wiley (www.wiley.com).
ACM Digital Library(http://dl.acm.org).
ScienceDirect (www.sciencedirect.com).

Springer Link (link.springer.com).
Google Scholar (scholar.google.com).
IEEE Xplore (http://ieeexplore.ieee.org).

Search items

Journal Paper, Articles, and conference papers with full-text

Language English
Publication period from 2011 to 2024
Space No bound-on space and size of papers

Table 2: Search string used in research

Keywords Alternatives

DevOps

(“DevOps Overview” OR “DevOps Life Cycle” OR “Continuous Integration” OR “Continuous
Development” OR “Continuous Delivery” OR “Continuous Testing” OR “Continuous Monitoring”
OR “Continuous Feedback” OR “Continuous Monitoring” OR “DevOps Tools” OR “DevSecOps” )

AND

Challenges

(“Continuous Integration Challenges” OR “Continuous testing Challenges” OR “DevOps
Challenges” Continuous Integrations Risks” OR “Continuous Testing Risks” OR “Continuous
Integration issues” OR “Continuous Testing barriers”)

AND

These two tables discuss data sources and search strings.

4.2.5 Quality Assessment Criteria

To assess the quality of research papers chosen based on
inclusion criteria, a straightforward checklist approach employed.
Each selected paper was undergo evaluation, with "yes" or "no"
responses recorded for every checklist item. A paper's score is
then calculated, and only those achieving 50% or higher
incorporated into the review. The scoring criteria, comprising

questions labeled QAS-1 through QAS-5, are presented in Table
3. This evaluation method has been widely used by researchers,
demonstrating its effectiveness in determining how well an article
addresses research questions. By implementing these Quality
Assessment (QA) criteria, this study seeks to enhance the quality
and objectivity of the review process, minimize bias and ensure
that the chosen studies effectively highlight the key challenges
associated with continuous integration and testing in DevOps
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Table 3: The Quality assessment criteria (QAS) of the selected studies on CI-CT in DevOps challenges

Quality Assessment Score (QAS)

Criteria

QAS. 1 Papers addressing checklist inquiries about Challenges and received a
rating of "1."
QAS. 2 Papers that failed to respond to checklist inquiries were given a rating of

.

Quality Assessment (QA) questions

Quality assessment (QA) questions checklist

QA. 1 Does the paper clearly outline the identification of challenges associated
with Continuous Integration and Testing?

QA.2 Are the proposed practices appropriate and relevant to the identified
issues?

QA.3 Are the study's results effectively connected to the discussed Challenges?

QA. 4 Are the Results displayed in a way that's clear and simple to get it?

QA.5 Study how to validate or implement proposed best practices efficiently.

4.3 Conducting the Review

Conducting the review is the second phase of SLR. The activities
performed in this phase include research article selection and data
extraction and synthesis.

4.3.1 Primary Study Selection

In this phase, select research articles related to Continuous
integration and Testing in DevOps Context. This method was
used to select 2200 research articles from the selected collection
through search strings. Finally, based on the inclusion, exclusion,
and QA criteria set in Phase 1, 100 primary studies were selected.

4.3.2 Data Extraction and Synthesis

A structured approach to the data extraction and synthesis has
been adopted to systematically assess the challenge and the gaps
in Continuous Integration and Testing (CI/CT) within DevOps.
The aim was identifying and analyzing existing literature,
extracting information based on this, and categorizing results into
main themes impacting CI/CT effectiveness. The data extraction
focused on repeating problematic issues, proposed fixes, and
areas for research not yet conducted. It was a detailed review of
how the studies addressed automation, scalability, security,
integration complexity, and testing strategy. The approach to data
extraction and synthesis involves collecting important
information from the articles selected to respond to these research
questions. These data include:

e  The date of the Article review

e  Publication details (such as the title, author, and complete
reference)

Research Methods

Location of the Publication analysis

Publication year

Challenges in CI/CT in DevOps

Quality assessment of the publication based on pre-
established standards.

The data extraction steps were performed by one researcher to
maintain both accuracy and reliable consistency. A second
researcher acted as guidance for any problems which occurred

in the process. The processing phase created clear responses to
research questions about Continuous Integration (CI) and
Continuous Testing (CT) within DevOps methodologies through
systematic analysis of data. The evaluation process delivered
important patterns and essential insights about the mentioned
challenges.

4.4 Reporting the Review

The third part of the SLR is Reporting the Review, which focuses
on reporting the results from the selected studies. The selection
of relevant papers is complete and at this stage, we are designing
the SLR protocol. It is this phase, which summarizes the findings,
in which we will present important key information such as
publication details (titles, author names, references), sample
population (company sizes, study locations), challenges involved
in Continuous Integration (Cl) and Continuous Testing (CT), as
well as in coming out with a quality assessment of each
publication. This will help us with analysis and as a basis for a
more thorough SLR later, about challenges and best practices of
Continuous Integration (Cl) and Continuous Testing (CT) in
DevOps.

The extracted data is structured that it helps understand the
motivations, best practices, challenges and gaps of Continuous
Integration (CI) and Continuous Testing (CT) in DevOps. This
study helps to improve the CI/CT processes by identifying
common problems, and exploring how to solve them. Such
insights not only close up research gaps, but also provide
guidance for automating, securing, and scaling more effectively.
It benefits both the academia and the industry professionals in
terms of making DevOps practices better for more reliable and
efficient development of software.

5. PRELIMINARY RESULT

A total of 100 research papers were selected for this review after
applying the predefined inclusion and exclusion criteria. 2,200
papers were systematically analyzed to identify studies most
relevant to the research questions, and initially 450 were
identified as most promising, to be subsequently filtered to 165
in the literature. The evaluation of each paper followed all rounds
as described above, including relevance, research methodology
and contribution to understanding challenges of Continuous

33



Integration (CI) and Continuous Testing (CT) in DevOps. This
review includes only high quality and impact studies because the
selection process was strict.

The paper distribution according to the different sources and the
selection phases is summarized in Table 4. This table depicts the
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progression of the dataset from broad search to a very specific
and refined subset of studies pointing directly at the research
objectives. Step by step approach of different phase are also
shown in figure 3 below.

Table 4 Final Paper Selected

Paper Source PH:1 PH:2 PH:3
IEEE Xplore 240 180 90
Wiley 200 100 60
ACM Digital 250 200 100
Library

Springer Link 210 150 70
Science Direct 300 170 80
Google Scholar 1000 700 300
Total 2200 1500 700

PH:4 PH:5 % (n = 100)
70 40 60%

40 10 5%

30 10 5%

40 5 3%

50 15 5%

70 20 22%

300 100 100%

IEEE

J(

210
Springer

Google
Scholar

Wiley Inter
Science

1000

[=o0 ]

e
Science

Direct

v
Phase-1

Title and Abstract

Selection process based on

Selection process based on
Introduction and Conclusion

Full Text

Selection process based on

of Primary Study

Final Selection process

100%
2200
Phase-2
68% 1500
Phase-3
31% 700
Phase-4
12% 300
Phase-5
7% >| 100

Figure. 3 SLR Approach

100 papers selected are structured to analyze recurring challenges
with CI/CT. A detailed challenges table summarizes also
available studies with the most reported challenges. The main
issues are the automation complexity that can break CI/CT
reliability, merging trouble between numerous tools and
platforms, useless validation results that lead to inconsistent
results, confidentiality vulnerability in automated CI/CT

pipelines, protection of the ability to scale up large DevOps
environments, as well as the lack of the CI/CT adoption
methodologies which are standardize. There is a section with a
comprehensive list of the selected papers including the challenges
table 5 that summarizes the challenges in the literature in a
structured form.

Table 5: List of initial identified challenges

Challenges

CI/CT Long Wait Times for Builds/Releases [1] [35]

Queue Growth Due to Resource Limitations in CI/CT [2] [3] [4]

Time-Consuming Testing [11] [15] [17]

Automated Flaky Tests [5][80][99]

V| V| V| V| V

User Interface Testing Problems[6][70]
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Lack of Standard Tools for System Integration Testing [10][50][85]

Inadequate Test Coverage[26][48][70]

Complexity in Automation[20][65][86]

Issues in code Integration tools[44][56][79]

Security Risks in CI/CT Pipelines[10][41][72]

Lack of Standardized Practices[26][60][82]

Integration Bottlenecks[31][45][52]

Ambiguous Test Results Ineffective communication of outcomes leads to misunderstanding.[47][62][93]

Y| V| V| V| V| V| V| V|V

Limited Skilled Resources Insufficient qualified staff obstruct successful CI/CT integration.[27][77][100]

6. CONCLUSION AND FUTURE WORK

The Systematic Literature Review (SLR) protocol was developed
in order to investigate the challenges associated with Continuous
Integration (CI) and Continuous Testing (CT) and to write this
paper. In order to identify challenges to the successful
application of CI/CT, the samples of previous research are
analyzed and sorted using a defined and organized process. Lack
of standard tools, issues in code integration, integration issues,
intricate test automation, and security threats are among the
issues. These are a few of the challenges that obstruct the quality,
productivity, and adoption of DevOps processes, making it
difficult for businesses to achieve smooth software development.
The main goals of this study, which is still in its early phases, are
to specify the research methodology, choose relevant literature,
and precise important knowledge gaps. The following stage
entails a thorough and methodical assessment, during which
information is acquired, examined, and combined to offer more
profound understanding of the issues that have been identified.
Enhancing software quality, streamlining DevOps processes, and
strengthening CI/CT frameworks all depend on an understanding
of these problems. This study offers useful insights for experts in
academia and industry by defining a precise framework for
evaluating CI/CT difficulties. The results help in improving
DevOps techniques, creating better ways to get past challenges,
and promoting ongoing enhancements to software development
and deployment procedures.
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