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ABSTRACT 

The Covid-19 pandemic has stimulated the use of Digital 

Contact Tracing Applications(DCTAs) around the world, often 

implemented at a national scale. A public health crisis at such 

an unprecedented scale has accelerated research in the area of 

contact tracing, and the efficacy of digital contact tracing 

techniques. Given that there is now an estimated 2-3% chance 

of a pandemic striking at any given year, and a nearly 50% 

chance of a recurrence in the next 25 years it is important to 

learn from the lessons of past DCTAs. When cloud 

technologies are integrated when developing these 

applications, additional complexities related to cybersecurity, 

privacy and data governance arise. 

This paper aims to identify and summarize the cybersecurity, 

privacy and ethical harms of cloud based centralized and 

decentralized DCTAs. The findings highlighted in this paper 

can help inform national and international security and privacy 

policies in the field of digital contact tracing, as well as allow 

organizations to embed security-by-design and privacy-by-

design elements into their DCTA infrastructure. 

Numerous national contact tracing systems were reviewed and 

their computing infrastructure, data collection, use and 

retention policies were studied in this paper. Potential 

cybersecurity, privacy and ethical harms associated with 

DCTAs were enumerated. International security and privacy 

standards like GDPR, NIST, ISO, etc. were reviewed to 

develop recommendations to address identified harms. 

While DCTAs are essential for public health, they also come 

with significant risks to end user data security, privacy and 

ethical rights. Information security and privacy safeguards 

must be implemented in adherence to industry standards to 

minimize the risk. Especially when considering cloud based 

DCTAs, governments should prioritize platforms and libraries 

that offer strong technical features like encryption, access 

control, and compliance elements like regular auditing 

practices. Tailoring DCTAs to country or region specific needs 

is crucial. Carefully considering these factors will allow 

governing bodies to effectively utilize DCTAs while upholding 

end users’ rights and maintaining public trust. 
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1. INTRODUCTION 
The on-set of Covid-19 accelerated the deployment and 

utilization of DCTAs, with a majority of DCTAs being 

deployed at a national level. An estimated 321,332,010 people 

have downloaded one of 159 contact-tracing apps across 94 

countries[1]. Contact tracing has applications beyond disease 

control, such as criminal investigations, emergency responses 

for disaster relief, marketing and research analytics and 

environmental studies like wildlife tracking and pollution 

monitoring. This study has utilized data from DCTAs adopted 

and used nationally during Covid-19.  

There are currently numerous research publications on the 

efficacy of DCTAs[2,3] in the containment of diseases. 

However, more studies are required to assess the extent of 

personal or sensitive data collected through DCTAs, including 

cloud technologies, and the risks posed to individuals security, 

privacy, and ethical rights. This paper seeks to present research 

on the types of information systems which can be used for the 

development and deployment of DCTAs, the potential 

cybersecurity and privacy harms of the collection, storage and 

use of such systems, and defenses which can be employed to 

remediate such challenges. In this paper, cybersecurity refers to 

the protection of computer systems, networks and data from 

unauthorized access, in such a way that it affects the privacy 

and equity of the users of the computer system (DCTA). 

Privacy is the right to manage an individual’s identity and how 

their data is collected, used, stored and shared in such a way 

that it adheres to a person’s ethical rights. 

2. APPROACH 
As part of the discovery process, the following DCTAs from 

around the world and their associated data collection 

requirements were studied. It was noted that some countries 

used centralized computation systems models while others 

utilized distributed computer systems. As expected, the level of 

sensitive data collection also varied widely from country to 

country, with centralized systems tending to collect more 

personal information than decentralized systems. Details on 

use, storage and retention requirements for collected data varies 

regionally, as illustrated in the examples below. 

Table 1. Digital contact tracing applications using cloud 

and on-premise deployment infrastructures 

System Type Centralized 

Infrastructure 

Decentralized 

Infrastructure 

Cloud- Based 

deployment 

CoVID-19 Radar 

(India), Health 

Code App 

(China) 

TraceTogether 

(Singapore), Corona-

Warn-App 

(Germany), 

COVIDSafe 

(Australia) 

On-prem 

deployment 

COVID-19 

Contact Tracing 

App (South 

Korea), 

TousAntiCovid 

(France) 

N/A 
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The CoVID-19 Radar (India) collects a wider range of personal 

information, such as contact details, symptoms and location 

data. The National Institutes of Health published a paper in 

2022 which focuses on how the app had several technical issues 

and inconsistencies in data privacy regulations, which deterred 

widespread adoption. 

The Health Code App (China), for example is a centralized 

cloud based application which, developed by internet Giants 

Tencent and Alibaba utilized their existing user base and social 

network through Alipay or WeChat. Once registered, the health 

code app automatically pulled self reported travel histories and 

systems, pulled from travel and medical databases to determine 

if a user can use public spaces had potentially come into contact 

with an affected person, or needed to isolate.The app is tightly 

controlled by the Chinese government, raising surveillance and 

censorship concerns. 

Decentralized Applications like Singapore’s TraceTogther and 

Germany’s Corona warn rely on bluetooth technology in order 

to log anonymous encounters. The decentralized nature of these 

applications balances data security and privacy by design with 

utility. Such applications may have a lower penetration 

depending on smartphone adoption and user behavior. It was 

further inferred that although cloud and on-prem infrastructure 

deployments may exhibit disparities in terms of development 

velocity, scalability, and disaster recovery protocols, the extent 

of application usage subsequent to download seems 

comparable across both models. 

The approach of choosing the right technology, whether 

Bluetooth or GPS, can impact the accuracy and effectiveness 

of contact tracing. User trust is paramount in the success of 

contact tracing applications. Transparency and strong 

protections on how the collected data will be used, stored, 

processed and retained, as well as education on the clear 

benefits to public health are crucial in gaining public support. 

2.1 Cloud vs On-prem solutions 
Several factors must be considered when deciding on a cloud 

vs on-prem solution for DCTAs[4]. Since DCTAs are mainly 

used in disaster recovery situations or during a national or 

international health crises, advantages of cloud based DCTAs 

include scalability, cost effectiveness, rapid deployment and 

lighter maintenance updates as they will be handled by the 

cloud provider. Additionally, cloud based contact tracing 

systems offer security and privacy preserving APIs and 

libraries that adhere to standardized international frameworks. 

Some examples of frameworks include but are not limited to 

NIST Cybersecurity Framework, ISO 27001, Cloud Security 

Alliance (CSA) STAR registry, FedRAMP, GDPR (General 

Data Protection Regulation), Center for Internet Security (CIS) 

Controls, MITRE ATT&CK, HIPAA (Health Insurance 

Portability and Accountability Act), and PCI DSS (Payment 

Card Industry Data Security Standard. Privacy preserving APIs 

available include Federated Learning APIs (like TensorFlow 

Federated), Homomorphic encryption APIs (like Microsoft 

SEAL) and Differential Privacy APIs like Google’s 

Differential Privacy Libraries. Cloud based deployments could 

also  provide more readily available redundancies that can help 

protect user data in the case of regional natural disasters. 

However, cloud based contact tracing systems may have 

several disadvantages, such as dependency on the cloud 

provider, data privacy and sovereignty concerns and network 

latency impacts. It is important for the DCTA deployer to 

carefully evaluate the advantages and disadvantages of each 

approach to determine the best fit for their needs[5]. 

 

2.2 Centralized vs Decentralized systems 
Centralized systems can be efficient for data collection and 

analysis, are scalable and offer easier government control over 

data. However decentralized systems can offer enhanced 

cybersecurity and data privacy while minimizing the collection 

and storage of personally identifiable information (PII) on 

central servers. Conversely, decentralized systems using 

bluetooth technologies have limitations in the granularity and 

quality of data collected and analyzed as compared to 

centralized digital contact tracing systems.  

Centralized systems can be used to collect and infer more 

complete data, but raise privacy concerns and deter adoption. 

Decentralized systems, while less effective in some cases, 

prioritize user privacy and can lead to higher adoption rates[51]. 

Additionally, the choice of technology employed by the 

deployer (such as Bluetooth or GPS) can impact the adoption, 

effectiveness and accuracy of contact tracing applications. 

Ultimately, the choice between centralized and decentralized 

systems depends on factors like regional needs, government 

trust, cultural definitions of privacy, and technological 

infrastructure. A hybrid approach combining elements of both 

systems may be effective in many cases as well. 

Table 2. Key findings from comparative study of 

centralized and non-centralized digital contact tracing 

applications in cloud environments 

System Type Centralized Decentralized 

Cloud-Based Centralized Cloud 

Decentralized 

Cloud 

On-Premises 

Centralized On-

Premises 

Decentralized On-

Premises 

Advantages 

Efficient data 

collection and 

analysis, scalability, 

centralized control 

Enhanced privacy, 

resilience to single 

points of failure, 

reduced reliance 

on government 

Disadvantages 

Increased risk of data 

breaches and 

government 

surveillance, single 

point of failure 

Potential for data 

fragmentation and 

interoperability 

issues, less 

efficient data 

analysis 

 

3. CYBERSECURITY, PRIVACY AND 

ETHICAL HARMS DUE TO 

INFORMATION COLLECTED BY 

CONTACT TRACING 

APPLICATIONS 
While contact tracing can be a valuable public tool, 

uncontrolled collection, storing and processing of personal 

data, beyond the purposes of the application itself, raises 

significant security, privacy and ethical concerns. 

3.1 Privacy and Surveillance 
Personal data collection, such as location data and travel history 

and contact information raises concerns of misuse for 

surveillance purposes. Large scale data collection to track 

individuals, such as in the case of Covid-19 can lead to mass 

surveillance efforts.[6,7,8]  
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3.2 Cybersecurity risk 
Centralized data stores of personally identifiable information, 

or insecure use of data during collection, storage and use can 

pose cybersecurity risks, such as data breaches or malicious 

use[9,10].  

3.3 Discrimination and Stigma 
Individuals who test positive for a disease may be subjected to 

social stigma, targeted surveillance of already marginalized 

communities and leading to negative mental and physical 

health consequences[11] 

3.4 Consent and Autonomy 
Individuals must have the autonomy on whether or not to 

participate in contact tracing. Requiring individuals to 

participate in contact tracing programs can raise concerns about 

coercion and individual rights[12,13] 

3.5 Access and equity 
Digital contact tracing may not be available to marginalized or 

underserved communities, further alienating them from aid and 

exacerbating existing disparities 

It is important that the above ethical concerns are taken into 

consideration when information security and privacy guardrails 

are implemented while building such systems. It is also 

important to involve stakeholders from diverse backgrounds in 

the development of the functional requirements for DCTAs. 

4. IMPORTANT CONSIDERATIONS 

FOR MAINTAINING AN 

INFORMATION SECURITY AND 

PRIVACY PRESERVING 

APPROACH IN CONTACT TRACING 

4.1 Data Collection 
Before collecting any data, the DCTA must obtain explicit 

informed consent from users, explaining the purpose of the 

application, types of data collected, and how it will be used. 

This is in accordance with Article 4(11) of the GDPR which 

defines "consent" as "any freely given, specific, informed and 

unambiguous indication of the data subject's will, by which the 

data subject agrees, either by a statement or by a clear 

affirmative action, to the processing of personal data relating to 

him or her[14]. 

Only the necessary amount of data must be collected, such as 

location data, Bluetooth device encounters and basic 

demographic information to minimize identifiability. The 

collection, storage, use and processing of this data must not be 

used in excess of what the user has consented to[15].  

Preserve anonymity or pseudonymity of the users in the 

application to reduce stigma and equity[16].  

4.2 Processing 
Secure Processing methodologies, like cryptographic 

algorithms, homomorphic encryption[17] and secure multi-party 

computation[18] must be utilized to prevent data breaches . 

Additionally use other security measures like 2FA, Access 

control lists and intrusion detection systems at the processing 

site in the case of centralized data processing facilities[19,20] 

Minimize data joining with other personally identifiable 

information, which can increase identifiability of the 

individuals.. Replace PII with anonymous or pseudonymous 

identifiers to protect privacy. Rely on aggregated data results 

instead of retaining personal information. 

4.3 Use 
Collected data must strictly be used only for the purpose of 

contact tracing. Regular backups must be implemented to 

protect against data corruption or loss. Users must be notified 

of any changes in data use in order to maintain data use 

transparency[21,22,23,24]. 

4.4 Storage and Data Retention  
Establish clear data retention policies[22] and set up automated 

data deletion controls[25] to promptly delete data from all 

information systems when no longer needed 

Implement regular back ups[26,27] to in the case of disaster 

recovery needs and to minimize any accidental or malicious 

data loss or corruption 

Minimize the amount of data stored and retain only what is 

required for contact tracing 

4.5 Notice and Control 
Provide clear and easy to understand privacy notices for users 

so they can understand what data is collected, and how it is 

processed, used and retained[28]. 

Ensure that any third parties involved go through vetted Vendor 

selection processes to ensure that the standard of security and 

privacy is maintained, Minimize the sharing of any sensitive 

information with third parties[29,30]. 

4.6 Access Control and Transparency 
Restrict access[31,32] to raw data and rely on the use of service 

accounts for any processing. Access to the aggregated, process 

data must also be minimized and audited. Role based access 

control[33,34] (RBAC) may be employed in centralized contact 

tracing systems, while permissioned block chains and DDAC 

frameworks can be employed in decentralized systems. Cloud 

based systems have built in Identity and Access management 

(IAM) systems, for example, AWS IAM, Azure Active 

Directory, Google Cloud IAM 

The use of strong authentication systems[35,36], such as multi 

factor authentication must be used to protect access to the data 

4.7 Additional considerations  
Cross border data transfers must take into account local privacy 

policies or lack thereof[37] 

Incident response plans must be developed in the case of 

disaster recovery and data breaches, to protect data and 

promptly notify affected individuals[38,39] 

5. ADDITIONAL INFORMATION 

SECURITY TECHNIQUES FOR 

PRESERVING SECURITY AND 

PRIVACY IN CONTACT TRACING 
Anomaly detection through ML/AI which can be used to 

identify patterns or anomalies which can indicate breaches or 

unauthorized access. They can also be used to anonymize or 

pseudonymous the data for analysis by identifying patterns.  

Federated Analytics[40], in which data is kept and processed on 

individual devices can reduce the risk of breaches. The ML 

models are trained locally on devices, which minimizes 

sensitive data exposure and increases the efficiency of 

processing, especially for large- scale, centralized approaches 

Differential privacy[41], which includes adding noise to the data, 

making it more difficult to identify individual data points. This 

approach can still pose privacy risk, but the level of noise can 
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help balance the level of privacy protection with the utility of 

the data, From a security standpoint as well, it can make it more 

challenging for attackers to glean valuable information from 

the data 

Data Encryption[42,43] at rest and in transit - Cloud Providers 

offer robust encryption mechanisms to protect data at rest. 

Some examples of Key Management facilities by cloud 

providers are Amazon Web services (AWS) KMS, Microsoft 

Azure Key Vault, Google Cloud KMS[44] 

Homomorphic encryption, with which computations can be 

performed on encrypted data without the additional step of 

decryption, can be computationally expensive, but preserves 

the confidentiality, integrity and availability of the data from 

malicious insiders and outsiders.  

Data Isolation in the cloud can allow DCTA deployers to create 

isolated virtual networks within the cloud to segregate data 

regionally and improve security. Examples of cloud solutions 

include AWS VPC, Azure Virtual Networks, Google Cloud 

VPC. 

Cloud providers also comply with industry standards such as 

ISO 27001, HIPAA and GDPR, and can offer solutions that 

allow organizations to manage compliance. AWS Compliance 

center Azure Trust Center and Google Cloud Trust center are 

some examples of cloud compliance management solutions. 

6. CONCLUSIONS 
Digital contract tracing, while valuable in public health and 

disaster recovery, present significant challenges to user data 

security, privacy and ethical rights. The widespread use of these 

applications during the COVID-19 pandemic underscores the 

need for careful collection of data, and the potential risks 

associated with its processing, storage and use. Necessary 

information security and privacy safeguards must be 

implemented to mitigate these risks. 

This paper explores the technical infrastructure of the 

information systems used in contact tracing deployments, such 

as cloud, on-prem, centralized and decentralized, with a focus 

on cloud based systems. While each approach offers unique 

pros and cons, careful considerations must be made to tailor 

DCTAs based on the specific needs of the country they are 

deployed in.  

Addressing concerns like surveillance risk, cyber security risks, 

privacy risks and ethical concerns like stigma and equity are 

important in ensuring that DCTAs remain beneficial while 

protecting individual rights. 

Industry standards must be used to implement robust privacy 

and information security measures to mitigate the identified 

risks.This includes data minimization strategies, informed 

consent, secure data processing, data sharing limitations, 

retention policies, access controls, and anonymization, 

aggregation and pseudonymization techniques. Advanced 

techniques like anomaly detection using Machine Learning and 

Artificial intelligence, federated analytics, differential privacy, 

cryptographic techniques and policy compliance further 

enhances security and privacy. Specifically, cloud technologies 

have inbuilt libraries which can assist in easy, standardized 

deployment of such security and privacy controls. 

One way of ensuring that privacy and safety goals are met can 

be by dividing the application development process into 

distinct phases and mapping out specific privacy and security 

goals, deployers can ensure that security by design and privacy 

by design requirements are embedded into DCTAs. An 

example methodology is illustrated below. 

 

 

In the above example, the development lifecycle has been 

broken down into 5 phases namely, Goals and Requirements; 

UI and backend design; Core functionality implementation; 

Testing deployment and launch; Monitor and Iterate. Each 

phase has distinct privacy and security goals identified, and are 

embedded into the technical design. Carefully considering 

these factors will allow governing bodies to effectively utilize 

DCTAs while maintaining public trust. 
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