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ABSTRACT 

The study explores the impact of the use of the Telegram 

Mobile application in the context of online gambling, which 

contributes to addiction and financial problems. The main goal 

is to find digital evidence on the victim's smartphone using a 

method from the National Institute of Standards and 

Technology (NIST), which involves four stages: Collection, 

Examination, Analysis, and Report. The Tools used include 

MOBILedit Forensic Express, Magnet AXIOM, and Hash my 

Files. The process of collecting and analyzing digital evidence 

is carried out systematically and thoroughly to ensure data 

integrity. The results included 5 promotional images and 

gambling winnings posted on the Telegram group, as well as 4 

solicitation messages deleted by the offender. Data Integrity 

analysis was performed by matching MD5Hash and SHA-256 

codes using the My Files Hash. The findings provide strong 

evidence supporting the investigation and enforcement of 

illegal online gambling activities. 
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Digital Forensic 
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1. INTRODUCTION 
The development of information and communication 

technology that is increasingly modern and sophisticated has a 

significant impact on human life. This technology has become 

an important part of everyday life, affecting the way humans 

communicate, work, learn, and socialize, as seen in the 

Telegram Mobile service application [1]. Telegram Mobile 

application is a cloud-based instant messaging application that 

emphasizes security and speed in sending messages. Its main 

purpose is to facilitate user communication easily and securely 

through text, audio, video, images and stickers [2]. However, 

the Telegram Mobile application is also used in some cases of 

criminal acts, such as fraud, hate speech, gambling and 

terrorism [3]. The method that will be used in this study is the 

National Institute of Standards and Technology (NIST) which 

is a standard in digital forensics that aims to develop guidelines 

or security standards for the authorities [4]. Digital forensics is 

a branch of Forensic Science that involves the recovery and 

investigation of digital devices related to computer crime. 

Originally synonymous with computer forensics, it now 

includes all digital data storage devices. Digital forensic 

investigation supports or rejects hypotheses in electronic 

discovery for criminal or civil cases in court [5]. 

2. RELATED WORKS 

2.1.1 Previous Study 
Salma Azizah, Sri Ayu Ramadhona, dan Kenny Willy Gustitio 

(2020) in “analysis of Digital evidence on Telegram Messenger 

using NIST Framework " discusses cases of online shop fraud. 

The study used NIST (National Institute of Standards and 

Technology) methods to obtain information from digital 

evidence through the stages of Collection, Examination, 

Analysis, and Reporting [3]. 

Delia Paramita Harahap (2022) in "Digital Forensic 

implementation of digital wallet and instant messaging 

applications on Android using NIST methods” examines the 

search for digital evidence in digital wallet and instant 

messaging applications using NIST methods as well as oxygen 

Forensic Detective and MOBILedit Forensic forensic tools for 

fraud cases [5]. 

Desti Mualfah dan Rizdqi Akbar Ramadhan (2021) in “digital 

forensic analysis of CCTV camera footage using NIST 

methods" discusses the investigation of CCTV footage cases 

using NIST methods. The process includes case simulation, 

data collection, data extraction from CCTV media into a format 

that can be processed by forensic tools, through the stages of 

Collection, Examination, Analysis, and Reporting [6].  

Khairunnisak Nur Isnaini, Hamid Ashari, Adam Prayogo 

Kuncoro (2020) about "forensic analysis to detect the 

authenticity of Digital images using NIST methods” this study 

has a specific purpose to prove the sharpness of forensic tools 

in revealing the authenticity of a digital evidence to be analyzed 

by providing a detailed illustration of the role of digital 

Forensics in revealing the results in accordance with applicable 

law in Indonesia [7]. 

Riya Majalista, Tata Sutabri (2023) about "smartphone data 

retrieval analysis using NIST for Digital Forensic 

Investigation” this study helps digital forensic investigation by 

analyzing lost data from smartphones. The smartphone data 

sought is expected to be evidence of a crime that occurred in 

cyberspace. The dominant Data used is data stored in the 

WhatsApp application whether contacts, conversations, images 

or photos and others. Analysis of the search data in this study 

using the method of the National Institute of Standards and 

Technology (NIST) [8]. 

2.1.2 Digital Forensic 

Digital forensics includes the collection, analysis, and 

presentation of digital evidence from electronic devices such as 

computers and smartphones for Investigative and judicial 

purposes [9]. This field aims to prove crimes related to high 



International Journal of Computer Applications (0975 – 8887) 

Volume 186 – No.35, August 2024 

45 

technology or computers, as well as collect digital evidence to 

enforce the law against perpetrators of crimes [10]. 

2.1.3 Mobile Forensic 
Mobile forensics is a branch of digital forensics that focuses on 

the investigation and forensic analysis of mobile devices, such 

as smartphones, tablets, and other mobile devices. Its purpose 

is to obtain and analyze digital evidence related to criminal or 

unlawful activities taking place on such mobile devices. As 

mentioned earlier, digital forensics itself is a scientific method 

that studies the maintenance, collection, validation, analysis, 

interpretation, documentation, and presentation of digital 

evidence derived from digital sources. The focus is on the 

recovery, analysis and interpretation of digital data for legal 

purposes [11]. 

2.1.4 National Institute of Standards and Technology 
The NIST method in digital forensics consists of four stages, 

namely collection, examination, analysis, and reporting [12]. 

2.1.5 Telegram Mobile 

Telegram Mobile is a free and cloud-based multiplatform 

instant messaging application [13]. The innovative features and 

ease of use of this application are an attractive factor for many 

people to join and use Telegram Mobile as a communication 

platform [14].  

2.1.6 Online Gambling 
Online gambling is gambling that uses the internet media to 

make bets, where gamblers must agree to the terms of the game 

and what is at stake [15]. Gambling activities are considered a 

crime because they are contrary to social and religious norms 

in society, gambling through internet media is also included in 

crimes committed on the internet (Cybercrime) [16]. 

2.1.7 Digital Evidence 
Digital or electronic evidence is evidence information that is 

stored or transmitted in digital format. This includes data such 

as text, images, audio, video, and other electronic files [5]. 

2.1.8 Recovery Data 
Data recovery is the process of recovering lost, damaged, or 

deleted data from storage devices such as hard drives, USB 

drives, memory cards, and other digital media [8]. 

2.1.9 Pre-Acquisition 
Pre-acquisition is the preparation for finding, identifying, and 

retrieving evidence in the handling of cases, including planning 

the equipment, hardware, and computer software used [17]. 

2.1.10 Core Acquisition 
Core acquisition is at the heart of the digital forensics process. 

After thorough preparation, forensic experts carry out the 

stages of Collection, Examination, Analysis, and Report [17]. 

2.1.11 Acquisition 
Acquisition is a process related to the management of digital 

evidence involving storage media such as hard disks, flash 

disks, CDs, and so forth. The purpose of the acquisition process 

is to extract and duplicate the evidence found, so that it can be 

used as an object of analysis [18]. 

2.1.12 MOBILedit Forensic Express 
MOBILedit Forensic Express is a digital forensic software 

solution specifically designed to retrieve, analyze, and 

visualize data from various types of mobile devices, including 

smartphones,tablets, and Global Positioning System (GPS) 

devices [19]. 

2.1.13 Magnet AXIOM 
Magnet AXIOMis a tool that can display files that have been 

deleted and formatted. One of the advantages of using magnet 

Axiom in the forensic process of storage media is its ability to 

provide audit reports that describe all stages and analysis 

processes in obtaining and restoring deleted, hidden, and 

formatted files. With this report, forensic investigators can 

easily track and reconstruct the activities carried out on the 

storage media under investigation, ensuring that the evidence 

found is obtained accurately and legally, by performing 

recovery on the Magnet Axiom software. [20]. 

2.1.14 Hash My Files 
Hash My Files is a tool to compare the results of file extraction 

with the original file. The similarity of the hash value indicates 

the authenticity of the evidence without modification [21]. 

3. METHODOLOGY 
This methodology serves as a guide for researchers in studying 

and understanding in depth every stage necessary to research 

goals, as well as responding to emerging challenges in an 

effective and efficient way. Structured methodology ensures 

the accuracy and reliability of digital forensic research results, 

thereby making significant contributions in the field of cyber 

security and law enforcement. 

3.1 Object of Research 
The object of the study is a digital forensic analysis of online 

gambling cases that occur in the Telegram mobile application. 

The study is carried out because of the increasing number of 

online gaming cases on social media platforms, including the 

Telegram app. The aim of the research is to analyze the 

evidence of online Gambling cases in Telegram. In the forensic 

process, the National Institute of Standards and Technology 

uses the software MOBILedit Forensic Express, Magnet 

AXIOM, and Hash My Files. 

3.2 Research Materials and Tools 
In this study, used hardware and software to support the 

research process. For easy reference and guidance, a detailed 

and complete information table will be provided. Information 

on materials and tools used from hardware and software is 

shown in Table 1 and Table 2. Here are the materials and tools 

used in this study : 

Table 1. Tools and Software materials used in this study 

Software Specifications 

MOBILedit forensic 

express 

MOBILedit forensic express Pro 

7.4.1.21057 

Magnet AXIOM For Windows 64-bit version 

Hash My Files For Windows 64-bit version 

Operation System Windows 11 

Telegram Mobile Telegram version 8.6.1 

Table 2. Hardware tools and materials used in this study 

Hardware Specifications 

Laptop Laptop ASUS ROG Strix 

G513IH AMD Ryzen™ 7 

4800H CPU @ 8M Cache, 

up to 4.2 GHz, Memory 

8GB 

Mobile Phone Samsung Galaxy J2 Internal 

8GB, Ram 1GB 

3.3 Research Phase 
Each process in the NIST method is carefully integrated to 

support the primary goal of research, namely achieving 

accurate and reliable results. Implementation of this method 

also includes data validation as well as process verification, to 

ensure consistency and reliability of the results. In addition, 

continuous evaluation is carried out at every stage to detect and 

address potential errors from an early stage. 
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Figure 1: Schematic method of the National Institute of 

Standards and Technology 

Figure 1 show a general scheme of the NIST method that 

includes several stages: Collection, Examination, Analysis, and 

Report as the final stage. Details of these stages are as follows:  

3.3.1 Collection 

Collection is the process of collecting data from various sources 

that are relevant to the purpose of research. At this stage, it is 

important to maintain the integrity of such data so that the data 

collected remains original and does not undergo unauthorized 

changes [22]. 

3.3.2 Examination 
Examining is the stage where the files that have been collected 

from the previous stage will be tested to obtain the desired 

information from the data. The analysis process will be carried 

out using a variety of digital forensic techniques and tools 

aimed at revealing hidden digital traces, identifying potential 

evidence, and deciphering the contents of significant files [23]. 

3.3.3 Analysis 

The analysis stage is the stage where the relevant evidence or 

data that has been collected and analyzed will be examined in 

detail to obtain evidence related to the case under investigation 

[24]. 

3.3.4 Reporting 
Reporting is a stage where the preparation of an analysis report 

includes an explanation of the actions taken and the 

identification of data used as evidence related to the Telegram 

mobile online gambling case [25]. 

3.4 Research Simulation Scenario 
This research diskenariokan a case of online gambling on the 

mobile application telegram, where gambling admins put the 

victims into the online gambling group in telegram, which is 

unnoticed by the user, then the admin invites to join the online 

gambling site and promises a big win to the victim. 

 

Figure 2: Case Simulation Illustration 

Figure 2 show illustrations of scenario or simulation that have 

been described in previous study. This illustration covers the 

stages and overall flow of the study, which consists of three 

main stages: pre-incident, incident, and post-incident. The 

details of the simulation illustration of the case are as follows: 

3.4.1 Pre Incident 

This case scenario begins when the admin begins to enter the 

victims into the online gambling group without the user 

realizing it, then the admin in the online gambling group offers 

an online gambling site that promises victory to every user. 

Then the victim feels curious and finally tries the online 

gambling. Then the victims began to enter the online gambling 

site link provided by the admin in the telegram group and the 

victim began depositing his money into the online gambling 

site. The victim began to play online gambling games provided 

by the website and unwittingly the victim felt defeated 

repeatedly and never won, while at first the admin had 

promised victory to the victim in the telegram group.  

3.4.2 Incidents 

In this case, telegram users who find a group containing online 

gambling in it and then persuade to do the gambling and 

promise victory can be reported to the relevant authorities 

evidence in this case. After that, the collection of digital 

physical evidence related to this case is carried out, as well as 

comparing it with the provisions contained in the law on 

information and Electronic Transactions of the ITE Law. The 

evidence collected will be used as evidence in this case. The 

evidence will be thoroughly analyzed, and then it will proceed 

to the next stage, where the entire evidence that has been 

obtained will be displayed. 

3.4.3 Post-Incident 

Post-incident is the stage where the digital evidence that has 

been obtained will be processed and processed using the 

MOBILedit Forensic Express and Magnet AXIOM 

applications. This application has the ability to collect 

important data directly related to the digital evidence being 

sought, including messages related to online gambling 

activities on the mobile-based telegram application. By using 

this application, it is expected to be able to identify and collect 

relevant information for this case related to the online gambling 

activities carried out. Then, after the data has been processed 

and collected, the next step is to enter the stage of evidence 

analysis findings. This analysis will be done using Hash My 

Files Software. Using this application, the evidence that has 

been found will be processed and analyzed further to identify 

relevant information and provide a deeper understanding of the 

case. 

3.5 Research Process Flow 
The research process flow includes stages in a digital forensic 

investigation known as forensic imaging. Based on the research 

process, at the data collection stage, an illustration of the core 

acquisition is made, where all files that have gone through the 

research process will be collected in full. 

 

Figure 3: Core Acquisition Step Scheme 
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Figure 3 show the phase of the research process starting with 

collecting all the data from a smartphone, then conducting an 

examination using MOBILedit Forensic Express and Magnet 

AXIOM, after the data is found, the analyst will dialakukan 

using Hash my Files and then reporting. 

4. RESULTS AND DISCUSSION 
This study discusses the research process to obtain results from 

digital forensics using the National Institute of Standards and 

Technology (NIST) method, which describes four stages in the 

research: Collection, Examination, Analysis, and Report. The 

object of this study is the mobile application Telegram. 

4.1 Data Collection 
The study used questionnaires to collect data from Telegram 

users who without their knowledge were put into Online 

gambling groups. Data from about 14 respondents showed that 

they were once included in a group that invites to gamble with 

the lure of a big win. In addition to questionnaires, researchers 

also use structured surveys to facilitate data analysis and 

identify trends related to online gambling. 

4.2 Implementation 
The test results were carried out using the methods of the 

National Institute of Standards and Technology (NIST), which 

suggest several stages in the forensic process: Collection, 

Examination, Analysis, and Reporting. The Collection stage 

involves retrieving data from relevant sources and maintaining 

the integrity of the evidence. The Examination stage includes a 

forensic examination to verify the authenticity of the data 

collected. The Analysis phase (research) involves a detailed 

analysis to prove the validity of the data technically and legally. 

The last stage, Reporting, is carried out after the examination 

and analysis process is completed, where the results are used as 

digital evidence that can be scientifically and legally 

accountable. 

4.2.1 Collection 

This stage is carried out data collection is carried out through a 

rooted mobile phone, providing full access to the system and 

security of the device. This rooting process is important to 

access and extract hidden or protected data on the phone. 

 

Figure 4: Mobile Phone Samsung Galaxy J2 

Figure 4 show the detailed specifications of the Samsung 

Galaxy J2 smartphone used as evidence, it is important to 

ensure a smooth process. Table 3. displaying the detailed 

specifications of the Samsung Galaxy J2 smartphone used as 

evidence, it is important to ensure a smooth process. 

Table 3. Specification of Smartphone Evidence 

Specification Type Proof Specifications 

Brand Samsung 

Series Galaxy J2 

IMEI 354921074384396 

Operating System Android 

Operating System Version 5.1.1 

The data collection process begins by rooting the smartphone 

using the Root Checker application to facilitate access to data 

stored in Android devices. Once the rooting process is 

complete, the phone can download the TWRP and Magisk 

Manager apps via Google Chrome. 

 

Figure 5: The Process of Rooting A Samsung Android 

Smartphone 

Figure 5 show a rooted android phone allow the user to have 

greater access into the system. In general, on Non-Rooted 

Android phones, some features have been disabled to prevent 

users from damaging the operating system. 

 
Figure 6 : Insulation Techniques on Smartphone 

Figure 6 show the isolation techniques used on a smartphone 

includes an important step in switching the device to airplane 

mode. This step requires a series of coordinated steps in which 

the device disconnects all wireless connections, including Wi-

Fi, mobile data, and Bluetooth, thus creating an isolated 

environment from external networks. When collecting 

evidence, it is likely that the data and evidence that has been 

deleted will be restored using forensic Tools that have been 

connected via a USB cable for debugging to a laptop and 

collecting evidence that has been deleted using MOBILedit 

Forensic Exoress software, Magnet AXIOM and then analyzed 

using Hash My Files. 

A. MOBILedit Forensic Express 
The first forensic tool used in this phase is MOBILedit Forensic 
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Express, which allows creating backups or system backups. 

MOBILedit Forensic Express supports a variety of image 

formats that can be used with a variety of forensic tools. The 

process of collecting data using MOBILedit Forensic Express 

is done by connecting evidence to a laptop that has been 

installed MOBILedit Forensic Express. After that, further 

forensic analysis can be carried out to obtain more detailed 

information of the investigated device. 

 

 
Figure 7: Smartphone Connected to MOBILedit 

Figure 7 show the process of connecting a Samsung Galaxy J2 

phone to the MOBILedit Forensic Express application. This 

connection enables direct access to the cell phone data, 

facilitating the collection of more detailed forensic evidence. 

Figure 8: Select What to extract page 

Figure 8 show the smartphone that has been connected to 

MOBILedit Forensic Express. After clicking Next, the user is 

redirected to the Choose Time to Extract page. In the following 

step, select “Application Analysis”. 

 
Figure 9: Complete Extraction View 

Figure 9 show the procedure following the selection of the file 

storage location. To begin the data extraction, click on 

"Export." During this operation, the messages "Please wait or 

press Connect more" and "Extraction complete" signify that the 

extraction is underway and has finished successfully, 

respectively. 

 

Figure 10: Display of The Results Of The Main Report 

Images 

Figure 10 show the report file on the main page, encompassing 

details like phone specifications, incident information, device 

data, investigator details, extraction data, and associated 

packages. Moreover, the report includes image data, providing 

information such as file name, location, size, modification date, 

access date, width, height, and format. 

 

 

Figure 11: Display of Online Gambling Promotion Images 

Result 

Figure 11 show the case of online gambling promotion of 

gambling link sites and winnings explained through a 

description of its structure and characteristics. The report 

includes important items such as File Names, which include 

paths and sizes. In addition, the report also records the 

modification date, access, width, and height of the image, with 

additional formatting support. 

B. Magnet AXIOM 

Magnet AXIOM because live extraction and extraction using 

physical images are possible, extraction is carried out in the 

direct extraction phase in this study. Magnet AXIOM is able to 

find evidence not found in other forensic applications, perform 

data validation, and integrate images captured by other tools 
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into a single reporting document for the investigative process. 

 

Figure 12: Case Details Page View 

Figure 12 show the step creating a new case by connecting a 

smartphone to a laptop via a USB cable. This is the initial step 

for case creation on the case details page. In the case 

Information section, there is a case number that you want to 

create, and the type of case you want to investigate by entering 

the name of the folder for storing the case. 

 

Figure 13: Extraction Process on a Smartphone 

Figure 13 show the evidence extraction process that takes time 

varies depending on the type and amount of data on the cell 

phone being examined. 

 

 

Figure 14: Display of Extraction Results on Magnet 

AXIOM 

Figure 14 show the result of a call to action that has been 

deleted by the admin of the online gambling group in the form 

of an invitation to play on online gambling sites promoted by 

actors and also online gambling promotion images. In the case 

report above has items in the form of filename, Formatfile, 

Sizefile and MD5 Hash as supporting evidence which will then 

be analyzed to obtain relevant data in this research case. 

C. Hash My Files 
A third forensic tool, Hash My Files, is used for analysis and 

calculating MD5 as well as SHA-256 hashes on one or more 

files. 

 

Figure 15 : Add Files Page View 

Figure 15 show the stage of selecting location of the data 

storage folder that has previously been extracted using 

MOBILedit Forensic Express, the type of evidence type that 

will be analyzed, namely in the form of photos or images. 
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Figure 16: Data Result View in Hash My Files 

Figure 16 show the result above action is the process of 

analyzing using the Hash My Files application by exporting 

image data then getting results form  hash and SHA-256 values. 

4.2.2 Examination 

At this stage, the data obtained from the previous step is 

examined using three forensic tools: MOBILedit Forensic 

Express, Magnet AXIOM, and Hash My Files.  

 

 
Figure 17: Display of Figure Data Storage Location 

Figure 17 show the result of the first data check using 

MOBILedit Forensic Express, where the data was found on 

Local Disk E in the Samsung Galaxy J2 folder. This Folder 

contains various files, including promotional images of online 

gambling sites and online gambling winnings. These data have 

been verified and match the information submitted by the 

perpetrator. This examination confirmed that the files are 

relevant digital evidence in the investigation of online 

gambling cases. 

 

Figure 18: Display of Message Results in the Magnet 

AXIOM Application 

Figure 18 show the result of the second check using the Axiom 

Magnet tools the data that has been checked and found on the 

Local Disk location D with the name fold case3\AXIOM-May 

23 2024 025030 then select case and will enter Axiom 

Examine. 

 
Figure 19: Import Result on My File Hash 

Figure 19 show the result of checking the data using the My 

Files Hash tool using the image file obtained using the 

MOBILedit Forensic Express application to obtain MD5 hash, 

SHA1, CRC32, SHA-512 and SHA-384, file name, file size of 

the image in the form of promotions and online gambling 

winnings by the online gambling admin group, the MD5 Hash 

code and SHA-256. 

4.2.3 Analysis (Analisis) 

A. Analysis Using MOBILedit Forensic Express 

Analysis using MOBILedit Forensic Express involves 

identifying data that has been deleted in the PDF report. 

 

 
Figure 20: Digital Evidence Images MOBILedit Forensic 

Express 

Figure 20 show the results of analyzing images containing 

online gambling content, including site promotions and 

screenshots of winnings that have been deleted by the 

perpetrators. 

A. Analysis Using Magnet AXIOM 

The analysis using Magnet AXIOM started from the extraction 

results during the data collection process, where information 

such as account names, contacts, and messages were found.  
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Figure 21: Digital Evidence of Online Gambling Group 

Name 

Figure 21 show important findings related to this case, 

including the identification of a Telegram group called "King 

Zeus" and ID unique -4199560197. 

 
Figure 22: Chat Results Deleted by the Perpetrator 

Figure 22 show an important aspect of the investigation, where 

a series of messages deleted by the perpetrator were revealed. 

B. Analysis Using Hash My Files 

From the results of the examination data carried out on the 

MOBILedit Forensic Express application in the form of 

images.  

 
Figure 23: Hash My Files with MD5 and SHA-256 codes 

Figure 23 show the result has been obtained from the 

MOBILedit Forensic Express application which is then 

processed in the Hash My Files application. 

 
Figure 24:   Display of MD5 and SHA-256 code matching 

results in file_hashes_backup 

Figure 24 show the data presentation matches the MD5 and 

SHA-256 Hash codes obtained from the Hash My Files 

application with the extracted Excel folder using MOBILedit 

Forensic Express, called file_hashes_backup. This process 

involves copying the MD5 and SHA-256 codes from Hash My 

Files, and then inserting them into file_hashes_backup which 

includes the file path, file path, MD5, and SHA-256. 

C. Online Gambling Case Analysis 

The method of analyzing online gambling in Telegram 

applications involves selecting the fields necessary to identify 

online gambling activities, allowing for preprocessing to 

recognize gambling activities in the group. The identification 

process is based on simulated data from admins and victims 

communicating in Telegram groups, with examples 

documented in Table 4. 

Tabel 4. Example of Conversation in an Online Gambling 

Group 

Victim Perpetrator 

Wow how do you do it? I want to help all of you 

with my SETTING 

ACCOUNT, just with a 

minimum of 50k you can 

MAXWIN & WITHDRAW 

up to 1 million, don't you 

want it? 

May I join you? You can do this by entering 

our link, we guarantee that 

you will MAXWIN 

alright Okay, I'll help you right 

away, before you have to 

register first, how to fill in: 

Username: 

Phone Number: 

Account Number: 

Bank/E-Wallet Name: 

Okay, I'll help you right 

away, before you have to 

register first, how to fill 

in: 

Username: japirkur18 

Phone Number: 

087729527322 

Account Number: 

6558923445 

Bank/E-Wallet Name: 

Japir Kurniawan 

Okay, I'll list it right away. 

How come instead of 

winning I lost a lot 

- 

What a cheater - 
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4.2.4 Report 

The results of the evidence obtained in the Telegram online 

gambling group are in the form of promotional images and 

online gambling winnings, then a message in the form of an 

invitation to join to play on the online gambling site promoted 

by the admin. This evidence is used by the perpetrator to attract 

victims to play online gambling. Promotional images often 

display large prizes and lucrative winnings, while invitation 

messages contain direct links to the advertised gambling sites. 

Table 5. Results of Evidence Collection 

Message Result Image Result 

I want to help all of 

you with my 

SETTING 

ACCOUNT, just 

with a minimum of 

50k you can 

MAXWIN & 

WITHDRAW up to 

1 million, don't you 

want it? 

 
 

You can do this by 

entering our link, 

we guarantee that 

you will MAXWIN 

 

Okay, I'll help you 

right away. 

 
You have to register 

first, how to fill in: 

Username: 

Phone Number: 

Account Number: 

Bank/E-Wallet 

Name: 

 

 
 

Okay, I'll list it right 

away 

 
 

Table 5 contains evidence collected in the research of online 

gambling cases in the Telegram application. This evidence 

includes invitation messages such as "I want to help all of you 

with my SETTING ACCOUNT, just with a minimum of 50k 

you can MAXWIN & WITHDRAW up to 1 million, don't you 

want it?", followed by offering a link to an online gambling site 

"The trick is if you enter our link, we guarantee you will 

MAXWIN", as well as assistance to victims with the message 

"Okay, let me help you" for the registration process which 

requests information such as Username, Phone Number, 

Account Number, and Bank/E-Wallet Name. The admin also 

pretends to register victims with the message "Okay, I'll 

register you right away", and the perpetrator sends promotional 

images of the site and the results of online gambling winnings 

to attract victims. 

The final step displays the results of the information collection 

of the examination results and evaluates the digital evidence in 

the Telegram application. The results obtained using forensic 

tools such as MOBILedit Forensic Express, Magnet AXIOM 

and Hash My Files are shown in Table 6. 

Table 6: results of Evidence Obtained from Each Tools 

Tools 
O

rd
er

 

Im
a

g
e 

C
o

d
e 

M
D

5
H

a
sh

 

Code 

SHA 
Amount 

MOBILedit 

Forensic 

Express 

X V V V 15 

Magnet 

AXIOM 
V X V X 5 

Hash My Files X X V V 10 

 

Figure 25 show the results of the three main forensic tools. 

MOBILedit Forensic Express had the highest percentage of 

80.50%, as it successfully collected evidence in the form of 

images, MD5Hash and SHA-256 codes. Meanwhile, Magnet 

AXIOM and Hash My Files had a percentage of 40.25% each. 

Magnet AXIOM is only able to find evidence in the form of 

messages with MD5Hash codes, while Hash My Files can only 

generate MD5Hash and SHA-256 codes. This discrepancy may 

be due to limitations in extracting data from Android 

smartphones with Intel Atom chipsets, due to differences in 

phone architecture and a lack of technical knowledge about 

such chipsets. As a result, the report has been completed by 

providing a structured explanation and discussion in 

accordance with the stages of the National Institute of 

Standards and Technology (NIST), which include Collection, 

Examination, Analysis, and Report. 

 

  
Figure 25: Percentage Number of Application Findings 

 

5. CONCLUSION 
The process of collecting digital evidence from smartphone 

devices in online gambling investigations through the 

Telegram Mobile app shows that the method of the National 

Institute of Standards and Technology (NIST) is very effective. 

The method involves four main steps: Collection, Examination, 

Analysis, and Reporting. By following this method, researchers 

can more easily find and identify evidence of digital crime 

relevant to the smartphone device involved in online Gambling 

cases. In digital evidence analysis, various forensic tools such 
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as MOBILedit Forensic Express, AXIOM Magnet, and Hash 

My Files are used. MOBILedit Forensic Express managed to 

identify evidence in the form of pictures of the promotion and 

the winning results sent by the perpetrators. AXIOM magnet 

found a conversation message containing an invitation to join 

an online gambling site. Meanwhile, Hash My Files is used to 

compare the MD5 and SHA-256 code similarities of the image 

file found with the previously extracted file_hashes_backup. 

The results of the use of these tools suggest that the applied 

digital forensic techniques can effectively uncover evidence 

that is crucial to the investigation of online gambling cases. 
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