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ABSTRACT
Recently, the creation of fake degrees has become widespread, pre-
senting a significant challenge to the current education system.
Consequently, authenticating students’ educational records when
seeking admission to courses or applying for jobs has been deemed
essential. Academic credentials have needed verification, which
has often been time-consuming and has required third-party in-
volvement. This paper includes a proposed approach known as
a blockchain-based decentralized application (DAPP) to address
these issues. The proposed architecture has comprised a front-end
built with ReactJs, a back-end utilizing Ethereum 2.0, and a QR
code verification process. In this proposed model, a QR code has
been added to enable degree verification in minimal time. Smart
contract management through Solidity and secure storage via the
IPFS protocol have been seamlessly integrated into the system.
This proposed method has been progressively implemented, exam-
ined, and verified on an Ethereum-like test network. The objective
of this paper has been to reduce costs and combat fraudulent de-
grees. The results have indicated that the cost of issuing degrees
using the proposed method is much lower than the traditional ap-
proach, with no server maintenance costs. The conclusion has em-
phasized the research’s success in significantly enhancing the se-
curity of degree authentication and offering a cost-effective, scal-
able solution. This innovative system has set a new standard for
academic credential verification, and the promising results have in-
dicated that blockchain-based decentralized applications hold great
potential for the future.
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1. INTRODUCTION
Education, the journey of learning and growing, has been a part of
human life for as long as we can remember. Imagine this: learn-
ing happened in small groups or communities early on. It was like
having a wise elder or mentor sharing their knowledge with the
folks around them. But as more and more people sought knowl-
edge, our way of learning evolved, leading to the establishment

of schools and universities. With this evolution, however, came
a pressing challenge — ensuring that the certificates and degrees
people earned were genuine. Remember when your teacher was
not just someone at school but also your neighbor; everyone in
your village knew each other. That’s how education began, with
trust built within close-knit communities. Fast forward to today,
where people move around the world, attending various schools
and colleges. Checking if someone’s degree is legitimate has be-
come quite complex. In the past, our parents or grandparents had
paper certificates that proved they completed their studies, but in
our current digital age, everything is online, and verifying the au-
thenticity of a digital certificate isn’t always straightforward. Fortu-
nately, blockchain technology can be a protector for our digital era.
Blockchain was introduced in 2008 as a peer-to-peer ledger record-
ing Bitcoin transactions[1] [2]. Its decentralized design aimed to
eliminate third-party intermediaries, enabling direct user-to-user
transactions. Each node in the network holds a replica of the trans-
action ledger, writes entries upon receiving consensus, broadcasts
user transactions to other nodes, and regularly verifies ledger con-
sistency across the network. The blockchain structure consists of
blocks linked in a chain, secured with cryptographic methods such
as digital signatures and cryptographic hashes. Transactions are
first sent to a Mempool, where miners validate them by solving
mathematical problems, known as Proof of Work [3]. Once val-
idated, the transactions are added to a block, and miners are re-
warded. It is worth noting that blockchain technology can be used
for more than just cryptocurrencies [4]. Its attributes, such as im-
mutability, transparency, and trustworthiness, have been success-
fully employed in banking, transportation, education, medicine,
and supply chains [5] [6] [7]. Despite still being in its early stages
of development, researchers have investigated its potential in var-
ious fields, including certificate management, assessing students’
abilities, and examination reviews.
The blockchain structure comprises two primary blocks, as de-
picted in Fig. 1. The initial block is called the header or the genesis
block, containing no prior hash or transactions. It contains the pre-
vious block’s hash, timestamp, and Merkle root [8]. The hash of
blocks is generated with the help of SHA-256 because it accepts
input files of any length and provides an output file of only 256
bits. Timestamp tells the time of block generation. Merkle Root
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Fig. 1: Blockchain Structure.

gives the transaction count of all the blocks in a single hash. In the
Bitcoin blockchain, each block’s average generation time is 10 min,
while in the Ethereum blockchain, each block’s generation time is
12-14 sec. The second block, the body, contains only the transac-
tion part. The Conventional education systems are now considering
adopting the latest technology to enhance their effectiveness, rec-
ognizing the transformative potential of blockchain in modernizing
educational processes. The educational system currently distributes
the degree document at the end of the academic program as it is
considered proof of completion of that degree [9][10][11]. There-
fore, companies or higher education institutions may use degree
documents to confirm applicants’ educational histories. Every year,
higher education institutions allocate substantial funds to manage
inquiries for validating academic credentials, leading to the consid-
erable task of diminishing both the financial burden and intricacy
of confirming degrees. Since the time of Covid-19, the education
system in our country has changed completely. Every university is
moving towards digital technology, but digital technology works
on centralized systems because centralized systems depend on the
central server. However, due to heavy load, centralized systems be-
come very slow. Another disadvantage of this system is that anyone
can easily hack the university’s data, such as the records of the stu-
dents. This task is challenging as universities require secure data
and a cost-effective, simplified degree verification process.
To address all the aforementioned issues, we have proposed a
method that offers a solution aforementioned issue. The main ob-
jective of this research is to implement the use of DAPP technol-
ogy based on Blockchain, which will enable the verification and is-
suance of degree certificates through QR codes. The ultimate goal
of this approach is to significantly reduce the time and expenses in-
volved in the production and verification processes. The main con-
tributions of this manuscript are:

—To propose a secure and safe system for issuing and verifying
degrees using blockchain technology.

—To incorporate DAPP to streamline issuing and verifying degree
certificates.

—To integrate QR codes with the DAPP which reduces the time
and cost of producing and verifying certificates.

The rest of this article is structured as follows: Section 2 analyzes
various articles on blockchain-based education systems. Section 3
discusses an existing framework. Section 4 proposes a new frame-
work. Section 5 presents the results and discussion. Section 6 con-
cludes the paper and considers prospects.

2. RELATED WORK
In this section, we examine previous studies on using blockchain
technology in education. We review related research papers and dis-
cuss them below. Cheng et al. [12] introduced a model that utilizes
the Ethereum platform powered by EVM [13]. The model includes
three types of users: service providers for system maintenance, cer-
tification units that issue certificates, and students who fulfill spe-
cific criteria. It employs a GUI, assigning a unique serial number
and QR code to each student, verifies the data, and adds it to the
Blockchain. Padmavati et al. [14] described a secure certificate val-
idation process using GUI-based Remix, MetaMask and a solidity
smart contract. Students log into the system to request a certifi-
cate, which is then verified and approved by the issuer. There are
two types of users in this model: Admin and student. The admin
stores data in blocks, issues certificates, and sends the hash to the
students. Students can request and view the certificate. Gayathiri
et al. [15] suggested a system that uses a mobile application for
certificate validation. Techniques were used to convert a physical
certificate into a digital image. They then generated a hash value
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and stored the certificates in the Blockchain. The mobile applica-
tion performed the certificate validation to provide digital certifi-
cates. Jing Chen et al. [16] proposed an efficient Blockchain-based
certificate audit. The author incorporated four layers - application
layer, extension layer, network layer, and data layer - to create a cer-
tificate management system. The system model consists of four en-
tities: client, domain, CAs, and Bookkeepers. They primarily evalu-
ated three factors: Block generation speed, average Block size, and
Block capacity. Vidal et al. [17] proposed a novel approach for cer-
tificate revocation on the Blockchain, utilizing Blockcerts Version
1.0. The revocation data is stored directly in the Blockchain, and a
JSON file is linked to the certificate hash to facilitate the transfer
of distributed resources, such as IPFS. The hash is generated using
the SHA-256 algorithm, resulting in a fixed length of 32 characters.
Despite its advantages, this system has a drawback in the form of
a dual-payment system required for each revocation process. In an-
other study Tariq et al. [18] proposed a blockchain-based solution
to verify academic credentials effectively. It integrates with existing
credential management systems, considers real-world threats, and
offers features like data privacy, transcript verification, and selec-
tive data disclosure. A unique on-chain credential revocation mech-
anism using smart contracts is also proposed Wang et al. [19] [20]
proposed a prototype system implemented in Firefox and Nginx.
This system records certificates and their revocation status infor-
mation in the global Blockchain. The majority of P2P nodes deter-
mine certificate validation. However, this system lacks formal secu-
rity proof. SHIXION YAO et al. [21] suggested a Blockchain-based
validation scheme of certificate status, addressing two main issues:
the separation of revoked certificate control and storage plane and
the design of an obfuscated response for privacy preservation for
the clients. This was achieved by using PKI and maintaining a
Merkle hash tree. This approach was found to be effective in se-
curity analysis and experimental evolution. A study done by fe-
dorova et al. [22] suggest a blockchain technology in higher ed-
ucation, citing the benefits of decentralized open data, secure in-
formation storage, and reduced transaction costs. It examines case
studies from MIT and Sony Global Education, and highlights the
University of Nicosia’s pioneering use of smart contracts and cryp-
tocurrency. It also explores blockchain’s role in massive open on-
line courses and its potential in Russia’s educational system. Over-
all, the literature suggests that while significant strides have been
made in applying Blockchain technology for certificate validation,
there are still areas to explore and challenges to overcome. Specifi-
cally, the balance between efficient validation processes, using QR
codes, user-friendliness, and robust security remains an ongoing
study area. Upon conducting a literature review, we have identified
a research gap. Thus, the primary objective of this paper is to intro-
duce a decentralized blockchain-based DAPP system that can au-
thenticate a student’s data through the use of their degree certificate
number and QR code, and subsequently provide their degree cer-
tificate. The proposed framework, DAPP, revolutionizes the issuing
and accessing of academic degree certificates. Students can access
immutable and tamper-resistant digital certificates through the plat-
form, eliminating the need for physical copies. Sharing credentials
with employers or universities becomes effortless. This innovation
reduces costs for institutions, as there’s no requirement for main-
taining servers. Verification of degree certificates is simplified for
employers, saving time and effort. The DAPP operates on Web 3.0,
using React.JS for high-speed performance and a user-friendly in-
terface. Even non-tech-savvy individuals can easily understand and
utilize the system. The DAPP streamlines certificate management,
making it secure, efficient, and accessible for all stakeholders.

3. EXISTING FRAMEWORK
The prevailing system of distributing certificates to students poses
verification hurdles in today’s digital era. Physical certificates are
not readily adaptable to digital validation, paving the way for po-
tential deceit. Once these credentials are issued, bridging the gap
between students, institutions, and their awarded certifications be-
comes challenging. This disconnect can create obstacles when
cross-checking candidates’ academic histories for job roles. Of-
ten, the validation method is manual, leading to time-consuming
checks and heightened risks of alteration. While certain institutions
have ventured into digital certificate storage, the absence of time-
stamping and centralized storage compromises their security. Fig.
2 illustrates the current procedure, from a student’s enrollment to
confirming a graduate’s qualifications by potential employers.

Fig. 2: Existing Framework.

Here are the different stages involved in the process:

(1) Admission: Students are admitted to a university, affiliated
college, or autonomous college.

(2) Results: The results are stored in a register or server after the
semester or year-end exams.

(3) Degree: The marks statements or original degrees in paper
form are issued.

(4) Graduation: The students are now graduates with degrees.
(5) Job placement: Employers or recruiters offer suitable jobs to

graduates.
(6) Verification request: Companies ask educational institutions

to confirm an employee’s qualifications.
(7) Data retrieval: Universities access information from the pri-

mary database or main server to confirm its authenticity.
(8) Validation: The given data is compared with the retrieved data

to validate and report to the employer.
(9) Confirmation/rejection: The graduate’s appointment is either

confirmed or cancelled based on the received report.

4. PROPOSED METHODOLOGY
This section elucidates the proposed architecture for an educa-
tional system and the workflow of degree issuance and verifica-
tion through a decentralized application. The credential validation
and accreditation process has been broken down into a life cycle
involving several key players and stages. An authoritative accred-
itation organization has collaborated with multiple parties, such
as educational institutions and monitoring groups (e.g., watchdogs
and citizen organizations), to operate a specialized, permissioned
blockchain network. In this system, universities have sent transac-
tions containing essential information that validates the credentials
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Fig. 3: Proposed Architecture for Decentralized Application for an Educational System.

awarded to students. These transactions have been gathered period-
ically by the accreditation organization and assembled into blocks,
which have then been appended to the blockchain. Various specta-
tor groups have been engaged to oversee the entire process, ensur-
ing integrity and proper compliance with standards.
Upon a student’s graduation, the university has issued both a phys-
ical degree certificate and an accompanying transcript. Simultane-
ously, the university administration has crafted a transaction that
includes a digital representation (or fingerprint) of the student’s
credential details. This digital fingerprint and similar details for
other graduates have been encrypted and digitally authenticated by
the university’s registrar. It has subsequently been broadcast on the
designated network (e.g., the Cerberus network), where nodes as-
sociated with the accreditation organization have validated it. Once
verified, it has been mined into a block and annexed to the existing
blockchain, marking the official issuance and accreditation of the
credential.
The tangible degree certificate given to the student, referred to here
as Alice, has been printed with a QR code. This code enables swift
verification of the certificate’s authenticity. Should an employer,
Bob, wish to confirm Alice’s degree, he can scan the QR code
through a mobile app or access it via a web portal. These platforms
connect to the Cerberus network in real-time, retrieving and authen-
ticating the necessary information linked to the QR code and the
degree. Alice has had the ability to enhance her resume with a QR
code, which permits others to confirm her degree without the need
for the physical certificate. If necessary, the university can initiate
a dedicated revocation transaction to revoke Alice’s degree. Once
this transaction has been confirmed and added to the blockchain by
the accreditation body, any future attempts by Bob or others to ver-
ify Alice’s degree will result in a notification that the degree has
been officially revoked.
This outlined procedure also paves the way for additional features
and functionalities, as detailed further in the solution. The entire
life cycle demonstrates a robust, transparent, and efficient method
for managing, issuing, and verifying educational credentials, em-
ploying the potential of blockchain technology.

4.1 Proposed Architecture
This section discussed the proposed methodology of designing a
decentralized application (DAPP) based on blockchain [23] to is-
sue and authenticate degree certificates. The DAPP architecture pri-
marily comprises two essential components: the front end, or client
side, and the back end, or server side. Moreover, there is an essen-

tial testing and deployment element that aids in the transition and
assembly of smart contracts.
Fig. 3 depicts the suggested DAPP framework for educational sys-
tems. This architecture depicts the different components and their
interconnectivity. The first component is the Front end which serves
as the primary point of interaction for all users, accessible through
their preferred browser. ReactJS [23]is an optimal technology for
this particular component, although it is possible to integrate other
options such as Angular or Vue with Drizzle. In order to establish a
connection between the application and the blockchain, it is crucial
to have a browser extension in place. Additionally, an API is uti-
lized to facilitate seamless communication between the client side
and the application. The second component is the backend which
utilizes Blockchain technology Ethereum2.0 [24] . Furthermore,
this architecture has the capability to utilize other Blockchains such
as Hyperledger or Tron, depending on the specific needs of our
users. For the management of smart contracts, Solidity language
[25] is used, which is specifically designed for the Ethereum plat-
form, and for the secure storage of multimedia files such as docu-
ments and images, IPFS protocol [21] is used that creates a unique
hash key for each file and stores it in the blockchain, which not
only enhances security but also ensures optimal efficiency. The last
component is the test and deployment that is supported by a local
blockchain along with the assistance of Ganache. This allows for
a seamless and reliable running of the application before it is offi-
cially launched. We take the necessary steps to ensure that the ap-
plication has been thoroughly tested and verified to be functioning
correctly so that we can proceed to implement it on the Mainnet.
By doing so, we are able to provide a robust and reliable platform
for our users [26] [27].

4.2 Proposed Workflow through DAPP
The proposed workflow has been segmented into two essential
parts: degree issuance and verification. Three categories of par-
ticipants have been involved: issuers, recipients, and verifiers. The
issuer refers to the university authority responsible for issuing de-
gree certificates and adding data to the blockchain. Each educa-
tional institution has possessed a distinct blockchain smart contract
address, ensuring that their data is kept in separate blockchain net-
works specific to that institution. It is crucial to note that the in-
formation on the degree certificate has been made permanent and
cannot be altered, updated, or removed by the issuer or any other
party. Once this information has been established, it provides robust
security and remains impervious to unauthorized modifications or
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hacks. The individual receiving the degree certificates is the recip-
ient. They can retrieve their certification by inputting the certifi-
cate number into the Decentralized Application (DAPP) platform,
and their certificate will be promptly displayed. This method has
been user-friendly, offering immediate access to genuine creden-
tials. Lastly, the verifier, who could be an employer or recruiter,
verifies the authenticity of a certificate. They can do so by entering
the certificate number on a DAPP or scanning the QR code. Until
recently, students and verifiers had to rely on traditional methods,
which involved physically submitting and collecting educational
certificates. However, with the advent of this decentralized applica-
tion, validators have been able to confirm the validity of certificates
with greater ease and efficiency.

4.2.1 Degree Issuance through DAPP. Fig. 4 illustrates the
workflow for degree Issuance, where students, referred to as recip-
ients, request a digital degree certificate from the university author-
ity. The issuer then enters all degree-related details into the pro-
posed DAPP platform. Subsequently, the DAPP generates a dig-
ital degree certificate with a QR code. The issuer meticulously
verifies all degree-related information before uploading it to the
blockchain. If discrepancies are found, the issuer re-issues the digi-
tal degree certificate with a QR code. However, if all details are con-
firmed as accurate, the process moves forward. The DAPP stores
data on the blockchain via smart contracts and embeds the transac-
tion hash key into the digital degree certificate with a QR code upon
a successful transaction. Once the final degree is issued, the univer-
sity authority delivers the digital degree certificate to the student.

Algorithm 1 Creating the Degree Certificate

1: Input: PassingYear, Nameofdegree, name, division, rollno,
stream, certificateNo

2: if adminList[msg.sender] == true then
3: require PassingYear.length > 0
4: require Nameofdegree.length > 0
5: require name.length > 0
6: require division.length > 0
7: require rollno.length > 0
8: require stream.length > 0
9: require certificateNo.length > 0

10: if all requirements are satisfied then
11: certificateMapped[certificateNo] = studentData[Input]
12: else
13: revert “Not allowed to create certificate”
14: end if
15: end if

Algorithm. 1 outlines a ”Certificate Creation Algorithm” designed
for a system where authorized administrators can issue student cer-
tificates. The algorithm takes several input parameters, including
PassingYear, Nameofdegree, Name, division, roll no, stream, and
certificate No. To ensure that only authorized administrators can
create certificates, the algorithm checks whether the sender of the
transaction (msg.sender) is listed in the ”adminList” as true. If
not, the process halts, and the certificate creation is denied. Sub-
sequently, it verifies that all the required input parameters have
valid values (i.e., their lengths are greater than zero) using ”require”
statements. If any required field is empty, the algorithm reverts with
an error message, preventing certificate creation. If all the require-
ments are met, the algorithm creates a certificate by mapping the

certificate number (certificateNo) to the relevant student data pro-
vided in the input.

4.2.2 Degree Verification through DAPP. Fig. 5 displays the
process of degree verification using a Decentralized Application
(DAPP) and QR code. Validators or students can confirm the le-
gitimacy of a degree certificate’s details through DAPP by sub-
mitting the certificate number for verification. Upon submission,
DAPP cross-references the certificate number with data stored on
the Ethereum 2.0 blockchain. If the degree certificate is authen-
tic, all relevant details will be returned. If the degree certificate is
not valid, a ”not verified” message will be displayed. Additionally,
the authenticity of the degree certificate can be assessed by scan-
ning its associated QR code. If the degree certificate is legitimate,
scanning the QR code will provide all pertinent details. If the de-
gree is invalid, a ”not verified” message will be shown. Algorithm
2 is a ”Certificate Verification Algorithm” designed to validate the
authenticity of a certificate using its unique certificate number (cer-
tificateNo). Upon receiving the certificate number as input, the al-
gorithm calls the function ”certificateMapped(certificateNo).” This
function is expected to retrieve the associated data from the ”cer-
tificateMapped” data structure, which likely contains information
about the student to whom the certificate was issued, such as their
Name, degree, passing year, and other relevant details. If the certifi-
cate number is found in the mapping (i.e., the certificate exists and
is valid), the algorithm returns the corresponding ”studentData,”
thereby confirming the certificate’s authenticity. Conversely, if the
certificate number is not present in the mapping, the algorithm re-
turns ”Not verified,” indicating that the certificate is either invalid
or not registered in the system.

Algorithm 2 Degree Certificate Verification

1: Input: certificateNo
2: Calling function certificateMapped(certificateNo)
3: if certificate is already mapped then
4: return “studentData”
5: else
6: return “Not verified”
7: end if

5. RESULT AND DISCUSSION
A framework has been created utilizing React JS for the frontend,
Node JS for the backend, and Solidity for creating contract certifi-
cates. The application has been tested on the Ganache and Goerli
test networks. All transactions have been executed through a pub-
licly available smart contract on Goerli Etherscan. When transac-
tions are conducted with a Metamask wallet, they can be viewed
on Goerli Etherscan. Similarly, when transacting on Ganache, all
transactions become visible on Ganache. This feature has en-
abled tracking transaction addresses and activities on the Ethereum
blockchain. The ABI is required to interact with smart contracts de-
ployed in Ethereum. Therefore, without the smart contract address
and ABI, it has been impossible for anyone to engage with this
creation and verification procedure. Consequently, fraudsters and
scammers have been unable to access or manipulate this system.
Tables 1 to 4 depict the process of deploying a smart contract, while
Fig 4 displays the final degree certificate. This includes a status
block that provides the transaction’s outcome, indicating whether it
has been successfully executed. Each transaction has been assigned
a unique identifier, known as a transaction hash or transaction ID
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Fig. 4: Workflow for Degree Issuance through DAPP.

Fig. 5: Workflow for Degree Verification through DAPP and QR Code.

when added to the blockchain. This identifier has been generated
by applying a cryptographic hash function to the transaction data,
yielding a fixed-length string of characters. This hash has served

as a distinctive fingerprint for the transaction, enabling users to
look up and confirm the transaction on the blockchain. The ’from’
parameter indicates the originating user, while ’to’ represents the
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Table 1. : Successful Transaction for Smart Contract Deployment.

status true Transaction mined and execution succeed

transaction hash 0x4808dda6af22ed31651766afdff665734152cf86acaefc3956aadc26033607e0

block hash 0x0e074744d060534f308f86c9661c82116173c57f0f1c6f0071ca5d5c321a05f8

block number 9646258

contract address 0xD546A399b3d8ce8AbEeb3Cfa88218FA767093400

from 0x309691734cf04E950172454cB140e14E89785A5b

to DMCgeneration.(constructor)

gas 1282357 gas

transaction cost 1282357 gas

input 0x608...20033

decoded input {}
decoded output -

logs []

val 0 wei

recipient. The ’gas’ parameter refers to the computational effort
required to execute operations. The term ’input’ denotes the data
transmitted during a transaction while interacting with a smart con-
tract. When a smart contract has been deployed, the input has en-
compassed the contract’s compiled bytecode, along with any con-
structor parameters. Given that smart contracts often involve en-
coded complex data types for efficiency, the ’decoded input’ func-
tion has transformed this encoded data into a more comprehensible
format. ’Decoded output’ refers to the human-readable version of
raw output data resulting from a smart contract function call. It
signifies that the data returned by the smart contract could range
from the result of a computation to the value of a state variable and
other related information. ’Logs’ have provided a means to trigger
and record pertinent information regarding the execution of smart
contracts. The ’value’ field comes into play when a cryptocurrency
transfer (such as Ether in the Ethereum network) is involved in the
transaction. For instance, if the function being called has necessi-
tated a certain payment or if a contract has been deployed that re-
quired sending some cryptocurrency along with it, the amount has
been specified in the ’value’ field.
The smart contract deployment process has been crucial in this
research work as it is the primary function. Fig. 5 has demon-
strated this process. The code for the smart contract has been
written in Solidity. As per the proposed method, a smart contract
has been created for DMC generation. The execution and deploy-
ment of the code have been straightforward if it has no errors.
However, the code could not be executed and deployed if there
have been any errors. This deployment process has been the ini-
tial step in blockchain technology. 2 has illustrated a transaction
conducted on the Ethereum blockchain, wherein an individual or
entity has engaged with the DMCgeneration smart contract to in-
clude a new administrator. This transaction has exemplified the fun-
damental attributes of smart contracts, which possess both dynamic
and permissioned qualities. These contracts have had the capacity
to perform specific operations, such as appointing an administra-
tor, thereby facilitating alterations to the state of the contract. The

DMCgeneration contract has enabled the dynamic incorporation of
administrators by means of the addAdmin function, thereby estab-
lishing a decentralized and permissioned governance mechanism.
The aforementioned attributes have highlighted the inherent capac-
ity of blockchain technology to enable the establishment of robust,
accountable, and flexible systems capable of accommodating dy-
namic requirements.
Table. 3 illustrates a transaction conducted on the Ethereum
blockchain. This transaction involves an individual or entity inter-
acting with the DMCgeneration smart contract to create and reg-
ister a new educational certificate. The use of blockchain technol-
ogy in digitalizing and securing academic credentials is exemplified
through this transaction. It demonstrates how blockchain can be in-
novatively used in the educational sector. Institutions can use the
createCertificate function of the DMCgeneration contract to digi-
talize, register, and secure academic certificates on the Ethereum
blockchain. The certificateAdded event is emitted, which provides
an additional layer of validation by confirming the successful addi-
tion of a certificate. The hash associated with the logs serves as a
unique identifier that ensures the certificate’s authenticity and im-
mutability. This approach not only protects academic credentials
from tampering but also simplifies the verification process for em-
ployers and other stakeholders.
Table 4 presents a transaction on the Ethereum blockchain. Infor-
mation about an educational certificate has been requested using its
unique identifier through the DMCgeneration smart contract. This
has demonstrated how blockchain technology can ensure that ed-
ucational qualifications are genuine and immutable. The Ethereum
address has identified the person or entity who initiated the trans-
action, serving as a unique identifier for individuals within the
blockchain system. The ”To” Ethereum address has represented the
DMCgeneration smart contract. The Ethereum network has utilized
a unique identifier for smart contracts that manage and authenticate
educational certificates. The certificateMapped (string) function in
this transaction indicates that the user intended to verify the cer-
tificate using its unique identifier. The input has been the specific
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Table 2. : Successful Transaction for Adding Address of Admin

status true Transaction mined and execution succeed

transaction hash 0x606e1cc78c905011b9667d0472567bf07316977fdc0134ef804bc76a15d837be

block hash 0xb67e35c044f2f97b289a3cfe224df9ed7999c46f0432051ec8382de21ae2f31a

block number 9646275

from 0x309691734cf04E950172454cB140e14E89785A5b

to DMCgeneration.addAdmin(address) 0xD546A399b3d8ce8AbEeb3Cfa88218FA767093400

gas 26714 gas

transaction cost 24526 gas

input 0x704...85a5b

decoded input { ”address newAdmin”: ”0x309691734cf04E950172454cB140e14E89785A5b” }
decoded output -

logs []

val 0 wei

Table 3. : Successful Transaction for Degree Certificate Generation process.

Status Transaction mined and execution succeed

Tx Hash 0x3a322...e43fe3

Block Hash 0x5a346...8a5aaf

Block No. 9646278

From 0x309691...85A5b

To DMCgeneration.createCertificate(...)
0xD546A399b3d8ce8AbEeb3Cfa88218FA767093400

Gas 191021 gas

Tx Cost 191021 gas

Input 0xd06...00000

Decoded Input { ”uint256 PassingYear”: ”2023”, ”string Nameofdegree”: ”Bachelor
of Science”, ”string name”: ”Ravi Kumar”, ”string division”: ”First”,
”uint256 rollno”: ”12567895”, ”string stream”: ”Computer Science”,
”string certificateNo”: ”ASDFGHJ12” }

Decoded Output -

Logs [ { ”from”: ”0xD546A399b3d8ce8AbEeb3Cfa88218FA767093400”,
”topic”: ”0xb0c07c...d1d8cb02”, ”event”: ”certificateAdded”, ”args”: {
”0”: { ” isIndexed”: true, ”hash”: ”0x6ade...3dadb2d” } } } ]

Val 0 wei

identifier assigned to the certificate requiring verification. In this
example, ”ASDFGHJ12” has been used to retrieve the correspond-
ing information. The output displayed the details retrieved from the
smart contract based on the given input parameter.
Fig. 6 shows the certificate that is generated after degree is-
suance of the student from the college. The certificate contains
the pass-out year, degree name, roll no., Name, division, and
certificate number of the student. The recruiters can verify the

certificates using the QR code mentioned in the certificate and
using the hash key whenever required. Even recruiters can also
verify the generate details on Goerli etherscan.io by entering
the hash code that is printed on the top of generated certificate
“0x3a322bb4f836b4c5ec3eb9ec5c81677dec40db8f87b1c4db4b654
e4909e43fe3”.
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Table 4. : Successful Transaction for Degree Certificate Verification.

From 0x309691734cf04E950172454cB140e14E89785A5b

To DMCgeneration.certificateMapped(string)
0xD546A399b3d8ce8AbEeb3Cfa88218FA767093400

Input 0xf7f...00000

Decoded Input { ”string ”: ”ASDFGHJ12” }
Decoded Output { ”0”: ”uint256: PassingYear 2023”, ”1”: ”string: Nameofdegree Bachelor

of Science”, ”2”: ”string: name Ravi Kumar”, ”3”: ”string: division First”,
”4”: ”uint256: rollno 12567895”, ”5”: ”string: stream Computer Science”,
”6”: ”string: certificateNo ASDFGHJ12” }

Logs []

Fig. 6: Generated Degree Certificate.

6. CONCLUSION
The research demonstrates the potential of a blockchain-based
DAPP in transforming degree certificate verification. This paper
achieves its first objective by progressively implementing the pro-
posed model and the developed DAPP, analyzed and verified on
an Ethereum-like test network. The architecture consists of a front
end (using ReactJS), a back end (leveraging Ethereum2.0), testing
and deployment components, and smart contract management with
Solidity, and secure storage via IPFS protocol. A unique QR code

verification process enhances security, aiming to eliminate media-
tors, reduce costs, and combat fake educational degree certificates.
The financial implications associated with the implementation of
the proposed decentralized application is meager, less than a dol-
lar, without server maintenance expenses, highlighting the power of
using Web3js, React, and Ethereum to build decentralized applica-
tions. A systematic explanation of the proposed smart contract and
the application development environment is presented. The thor-
ough testing and verification phase confirmed the robustness and
reliability of the platform, and the DAPP shows promising poten-
tial in combating fraudulent degrees. This innovative approach sig-
nificantly enhances the security of degree authentication and rep-
resents a cost-effective, scalable solution, setting a new standard
for academic credential verification. In the future, the provision of
document integrity can be expanded not only within the educational
field but also to governmental sectors that necessitate a digital doc-
ument timestamp. The blockchain-based decentralized applications
hold great promise for the future, and further customization and
integration with various educational and professional institutions
could expand their applicability and effectiveness across different
domains. In the future, we can include an email ID option in the
proposed DAPP platform. This will simplify the certification gen-
eration process by automatically sending the certificate to the par-
ticular student as soon as it is generated. Currently, we are manu-
ally filling in the students’ details. However, in the future, we can
integrate this platform into the cloud network. This will enable the
automatic addition of university-wise student data and the genera-
tion of degree certificates.
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